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TABJIMIIA U3BMEHEHUHA

Bepcust N3menenue
1.0 JIoKyMeHT co3/1aH
2.0 Co3nana HOBast Bepcus TOKyMeHTa B paMkax pazsutusi ECUA B 2013 r.
2.1 BHeceHbl ucripaBiieHus B JOKYMEHT:
— YTOYHEHO OIKMCaHUE MpoLEeaypbl MOANKCAHUSA  3ampoca  Ipu
ayTeHTU(UKAIH C TTOMOIIBIO poTokoiaa SAML;
— yrouHeHo onucanue nepeunss SAML-atpuoyTos;
— YTOYHEHO OINMCaHUWE DJEKTPOHHOIO CEepBHUCAa II0 PETrUCTpaLUu
nonb3oBareneit ECHUA, onybnukoBanHoro B CMOB  (nob6asieHo
ONMCAaHUE MPOLEAYpbl IOJYYEHUS JOCTyla K CEpPBUCY, J100aBIICHBI
uaentupukatopsl cepuca ECHMA B CMDB, yro4yHeHo omnmcaHue
METO/1a BOCCTAHOBJIEHUSI 1OCTYIIA);
— YTOYHEHO OIHCaHue obyacteir jgoctyna (SCOPE), HCHOIb3yeMbIX
porpaMMHBIMU UHTEpdeiicamu Ha ocHoBe REST.
2.2 HckimroueHo mpuiioKEHHE ¢ OMHMCAHMEM SJEKTPOHHBIX cepBrcoB ECUA s

pabotel ¢ pomxHOcTHRIMM Juunamu OI'B. IlpousBenena mnepenymepanus

OCTaJIBHBIX HpHHO)KCHHﬁ. Brecennr YTOYHCHUA U ACTATIU3AIUU B TEXHUYCCKUC

OIMMCAaHUsA BO BCEX MPUITOKCHUAX.




CIIUCOK COKPAILLIEHUH

Coxpamenue /

HaumeHnoBanmue / onpeaesieHue

TEPMUH
EI'PUII Enunelii rocy1apCTBEHHBIN peeCcTp MHAMBUALYAIBHBIX PEIIIPUHUMATEIICH
EI'PIOJI Enuublii rocy1apCTBEHHBIN PEECTp IOPUIUUECKUX JIUIL

EITY ®denepanbHas TocymapcTBeHHas uWH(opMmanuoHHas cucrema «EnuHbIi
HOPTaJI FOCYIaPCTBEHHBIX U MYHULIMNAIBHBIX YCIYT (QYHKLIHN)»

ECHA QenepanbHas TOCYAapCTBeHHas WHQOpManmoHHas cucrtema «EnuHas
cucreMa UAEGHTUGUKAMM M ayTeHTU(UKAUUM B HHEPACTPYKTYpeE,
oOecnieunBaromell MHPOPMALIMOHHO-TEXHOJIOIMYECKOE B3aMMOJAEHCTBUE
WHPOPMALIMOHHBIX ~ CHCTEM, HCIOJIB3YeMBIX Uil TPEJIOCTABICHHUS
rOCyJapCTBEHHBIX U MYHHUIIMIIATBHBIX YCIYT B DJIEKTPOHHON opmMe»

NHH NnenTrndukaimoHHbI HOMEP HAJIOTOIIIATEbIIMKA

ncC HNudopmanmonnas cucrema

KOII YcuneHnHast KBamupUIUPOBAHHAS AIEKTPOHHAS TTOAINCH

OI'B Opran rocynapcTBeHHOM BiacTH. PenepanbHble OpraHbl UCIIOIHUTEIBHOU
BIIACTH, roOCyJapCTBEHHBIC BHEOIO/IKETHBIE (boHBI, OpraHbl
UCIIOJTHUTENIbHOM BiacTu cyObekToB Poccuiickoir denepauuu, oprasbl
MECTHOTO  CAMOYIPABJIEHUS, TOCYJAapCTBEHHbIE MW  MYHHULHUIAJIBHBIE
YUPEXKAEHUS,  MHOrOQYHKIHMOHAJIbHBIX  LIEHTPOB  MPEAOCTABICHUS
rOCYJapCTBEHHBIX U MYHULUIAIBHBIX YCIIYT, & TAK)KE€ UHBIC OPraHU3aLUu,
omnpejeNeHHble  ¢enepanbHbIMM  3aKOHamM, aktamu  [Ipe3ugeHra
Poccniickoit  ®epepaun  u  akramu  IIpaBurensctBa  Poccuiickoin
denepaunu

OI'PH OCHOBHOM rOCy1apCTBEHHBIN PErMCTPALIMOHHBIN HOMED

OI'PHUII OCHOBHOM roCyJTapCTBEHHBIN PErMCTPALIMOHHBI HOMEP WHINBUIYAIbHOTO
HpeANPUHAMATEIS

Omneparop BbIlaun | Oprad WM opraHu3zaiys, 00Jiafaonas IpaBoM CO3/1aHus (3aMEHbI) KIIto4ya

kiroua [1911 IT3I1 B cootBercTBHY ¢ TocTaHOBIeHUEM [IpaBuTenscTtBa PO ot 25 sHBaps

2013 1. Ne 33 «OO6 ucronb30BaHUM MPOCTOM AIEKTPOHHOM MOAMHCH MPU

OKa3aHHU IoCyJapCTBCHHBIX U MYHUIIUIIAJIBHBIX YCIIYI). B cooTBeTcTBHU C




Coxpamenue /
TEePMHUH

HaumeHnoBanmue / onpeaesieHue

yYKa3aHHbIM 1ocTaHoBiieHUeM IIpaBurenbcTBa, KauectBe OmnepaTopoB
Boljaun  kimroda  [IDII  moryr BeicTymate  (enepajibHble  OpraHsl
UCTIOJIHUTENIBHOW BJIACTH, TOCYJapCTBEHHbIE BHEOIOKETHbIE (DOHIIBI,
OprafHbl HCIIOJHUTEIBHON BiacTH cyObekToB Poccuiickoit deneparmm,
OpraHbl MECTHOI'O CaMOYIIPABJICHUS, TOCYJaPCTBEHHbBIE U MYHULIUIIAJIbHBIE
yUpEXKIEHUS, MHOTI'0()yHKIIMOHAJIbHBIE LHEHTPbl  IPENOCTAaBICHUSA
rOCYIapCTBEHHBIX U MYHUIMIIAJIBHBIX YCIYT, & TAKXKE MHBIE OpraHu3aluy,
ompeneneHHble  (eAepasbHBIMA  3aKOHAaMH, akTamu  llpe3sujenra
Poccuniickoit  ®enepanuum  u  akramu  IIpaBurensctBa  Poccuiickon
@eneparun (2 TakKe  YNOJIHOMOYEHHbIE MMM OpraHu3alun),
OCYILECTBISIOIME OKa3aHWE TOCYJapCTBEHHBIX WJIM MYHUIUIAIBHBIX
ycayr W TOAKIIOYEHHble K  HMHOPACTpyKType, obecnednBarouei
UH(POPMALMOHHO-TEXHOJIOTUIECKOE B3aMMOJCHCTBHE HH()OPMAIIMOHHBIX
CHUCTEM, HCIOJB3YEMBIX Ul IPEJOCTABICHHUS TOCYHApCTBEHHBIX U

MYHUIUTIATBHBIX YCIYT B 3JIEKTPOHHOU (hopme.

Omneparop ECUA

MuHHCTEPCTBO  CBSI3M M MAacCOBBIX KOMMYHHMKanui Pocculiickon

®denepaunn

Omneparop NC

Opranuzanus, ocymecTBistomas peructpaunto u ynpasiaenue HMC. B
kadgectBe omnepaTopoB MC, BKIIOYEHHBIX B PETHCTP HH(MOPMAIMOHHBIX
cuctreM ECHUA, Moryr ObITh OpraHuzanuu, oOecredyHuBarollle pelieHHe
CIIEIYIOIINX 3aj1ay:

— IPelOCTaBJIEHUE TOCYTaPCTBEHHBIX U MYHULIUIIAIbHBIX YCIIYT;

— HCIIOJIHEHHE rOCYJapCTBEHHBIX U MYHHIIMIIAIBHBIX (DYHKIINH;

— ¢dopmuposanne bI'HP;

— MEXBEJOMCTBEHHOE IEKTPOHHOE B3aUMOJEHCTBHE;

— HUHBIE 3aJaud, TMpPEeAYyCMOTpPEHHbIe (elepalbHBIMU 3aKOHAMU,

akrami [Ipesunenrta PO u akramu IIpaBurenscrsa PO.

ITone3zoBarens ECUA

[Tonw3oBaTens nH(})OPMAITMOHHO-TEIEKOMMYHUKAITMOHHOM CeTn
«utepHer», 3apeructpupoBanHbiii B ECMMA B kauectBe (pusmueckoro
auna. MoXeT MMeTh poju  HHAWBUAYAJIBHOTO IpEANpUHUMATENS,

COTPYAHHUKA IOPUIMUECKOTO JUIA, JobKHOCTHOTO jJuia OI'B.




Coxpamenue /
TEePMHUH

HaumeHnoBanmue / onpeaesieHue

ITocraBmuk yciayr

NC, unrterpupoBanHas ¢ ECHUA u ocymecTBisionias IpeaocTaBiIeHUE
nosab3oBarensiM ECUA naHHBIX U yciyr, B YaCTHOCTH, FOCYIapCTBEHHBIX U

MYHUIIUIIATIBHBIX YCIYT B 3JIEKTPOHHOM (hopme.

[1011

IIpocrast 2neKTpoHHas NOANNCH

Pernamednt

Pernament B3aUMO/ICUCTBUS Y4aCTHUKOB UH(OPMALIMOHHOTO
B3auMojieiicTBusl ¢ omeparopoMm ECHUA u omnepatopom HH(PpacTpyKTyphl
9JIEKTPOHHOTO TPABUTENBCTBA MPU  OpraHu3anuu  MHGOPMAIMOHHO-
TEXHOJIOTHYECKOTO  B3aMMOJCHCTBUS  WH(POPMAIIMOHHBIX  CHCTEM C

ucnoiibzoBanmneM ECUA

CM5B

d)ezlepanLHaﬁ rocyaapCTBCHHaAA I/IH(1)OpMaI_II/IOHHa${ cuctemMa «Engunas

CUCTCMaA MCIKBCAOMCTBCHHOI'O 3JICKTPOHHOI'O B3aUMOICHCTBUSI»

CHMIIC

CtpaxoBoil HOMEpP WHIMBUIYAIBHOTO JIMIIEBOIO CYETa 3aCTPAXOBAHHOTO
JuIa B CUCTeMe MepcoHuduIpoBaHHOro ydeta lleHcuonHoro d¢onma

Poccun

Cnemmamuct IlenTtpa

Corpynnuk  Omeparopa Bbimaun kimoda [19I0, ocymectBisronmit

00CTyKUBaHUS MOJTBEPKJIeHUE JINYHOCTH noab3oBaTeneit ECUA.
dUO damMuns, UMs, OTYECTBO
OPTY ®denepanbHbIN peecTp TOCYAAPCTBEHHBIX U MYHUIIMIIAIBHBIX YCIYT

LlenTp oOcay)uBaHUS

IlenTp oOcmyXuBaHHS OpraHa WM OpraHu3allid, HMEIIEH MpaBo
co3nanus (3ameHbl) M Bbyiaun kitouya [I9I1. B Llentpe oOcmykuBaHMs
cnennanucrtamu lLleHTpa o00cayXHMBaHHS OCYLIECTBISETCS pPETUCTpALUs

W/WITY TIOATBEPIKICHUE JIMYHOCTH Toib3oBatened ECUA

HOJI Opuanyeckoe nuio

OAuth OTKpBITHII IPOTOKOJ aBTOPU3ALNH

REST [Tepenaua penpesentratuBHoro cocrosiuus (Representational State Transfer)
SAML Security Assertion Markup Language

SMS Cayx0a xopoTkux coobmenuii (Short Message Service)




1 BBEJIEHMUE

Ilepexon K OKa3aHUIO TOCYAAPCTBEHHBIX M MYHULHUINAIBHBIX YCIYTI B 3JIEKTPOHHOM BHJE
TpeOyeT OT rocyaapcTBa MPEJOCTAaBUTh JIIOASIM U OpraHaM TOCYIapCTBEHHON BJIACTH BO3MOKHOCTH
6e3omacHo uAeHTU(GpUIIUPOBATH APYT Apyra onjaiiH. Korja oA v opranbsl rocy1apcTBEHHON BJIACTH
MOTYT JIOBEPATH pe3yibTaTaM WACHTU(UKAMH APYT APYyra, OHU MOTYT MPEJOCTAaBIATh U TOTPEOIIATh
YCIIyTH, YeTO HENb3si ObLI0 ObI JOCTUYD B APYIOM Ciydae M3-3a OOJBIION CIIOKHOCTH MJIM BaXHOCTH
YCIIYT.

B Tekymeli onnailH cpene oT soaed TpeOyercs BeIeHHE ECATKOB pAa3IMYHBIX HMEH
MOJIb30BaTEICH U Tapojiel — MO OJHOM Mape i KaKI0oro BeOcaiiTa, ¢ KOTOPBIM IOJIb30BATEIh
B3auMoieiicTByeT. CIOXHOCTh TAaKOTO MOJXOAa SIBISAETCS OpeMeHeM Ui JII0JeH M MOTBOPCTBYET
TakOMy TIOBEACHHUIO, KaK IIOBTOPHOE HCIIOJIb30BaHWE TMapojed, 4YTO yOpOUIaeT OHJANH
MOIIIEHHUYECTBA U HapylIeHUsl uaeHTUUKauuu. B To ke BpeMs opranbl rocyAapCTBEHHOW BIAcTH
CTJIKUBAIOTCSA C IIOCTOSIHHO BO3pPACTAIOIIMMH 3aTpaTaMM Ha YIPABICHHE YYETHBIMHU 3alACAMH
MIOJIb30BATENICH, TOCIECTBUSIMU OHJIAIH MOIICHHUYECTB U HEd()(HEKTUBHOCTHIO JIEKTPOHHBIX YCIYT B
pe3yibTaTe HEXENaHWs MOTEHUUAIbHBIMHU IOJIb30BAaTEISIMU MPOXOJUTh PETMCTPALUI0 €Ule OJHOMU
Y4ETHOM 3aIUCH.

Coznmannas Munkomcssizbio Poccun ®T'UC ECUA:

1. IlpenocraBisieT UCNONB3YIOMIUM €€ MH(POPMAIMOHHBIM CHCTEMaM OpPraHOB rOCYAapCTBEHHOM
BJIACTH peIlIeHHE MO JOCTOBEPHOW MIEHTH(UKALUU IMOJib30BaTeNe (Kak (U3NYECKUX, TaK U
nomxHocTHBIX il FOJI u OI'B), nocturnyroit 61arogaps ToMmy, 4To:

— peructpauus auna B ECHA comnpsbkeHa ¢ NMPOBEPKOM 3HAYMMBIX U yJOCTOBEPEHMS
JINYHOCTHU KPUTEPUEB;

— ECHA oOecnieunBaer 3amuTy pa3MeIlEHHOH B HeW MHGOpMAIMM B COOTBETCTBHH C
3akoHoJarenbCcTBOM Poccuniickon denepanuu.

2. SIBnsieTcst OpUEHTHPOBAHHOW Ha MOJB30BATENS — MPEAOCTABISIET EMYy BO3MOYKHOCTH:

— UACHTUOUKAMM W ayTeHTU(HUKAIMM C HCIOJIb30BAaHUEM €IUHOM YYEeTHOW 3amucu |
IIMPOKOTO CHEKTpa TMOAJIEP)KUBAEMBIX METOJOB ayTeHTHU(PHUKAUUU TpU JOCTyle K
Pa3IMYHbIM UHPOPMAIIMOHHBIM CHCTEMAaM OPTraHOB T'OCYIapCTBEHHOM BIIACTH;

— YIpaBJE€HUs CBOMMH NEPCOHAIBHBIMU JaHHBIMH, pa3MmelieHHbIMA B ECHA, 1 KOHTpOs Hag

HUX IpCAOCTABIICHUCM B I/IH(bOpMaLII/IOHHBIC CHUCTCMBI OpPTaHOB l"OC}’I[&pCTBCHHOfI BJIACTH.



1.1 Ha3nayeHue JOKyMeHTa
Hacrosimmit nokyMeHT:
1. OnwuceiBaer 6a30BbIe crieHapuu ncnoib3oBanus ECUA:
— uAeHTUUKAIMSA M ayTeHTH(UKANWs MOJb30BaTeNel MpU JOCTyNEe K HH(POPMAIMOHHBIM
CHCTEMaM OpPTr'aHOB IOCYAAapPCTBEHHOM BiacTH (paszaen 3);
— BEJCHHE MICHTHU(PHUKAIIMOHHBIX JaHHBIX U OJHOMOYHIA MOJIb30BaTesei (pasuen 4);
— MoJy4yeHHUs WH(POPMAIMOHHBIMH CHCTEMaMH OPTaHOB rOCYIapCTBEHHOW BJIACTH JaHHBIX U3
peructpoB, xpauuMbix B ECUA (pasnen 4).
2. Tloscuser mnopsamok BeneHuss B ECHA peructpoB (CIpaBOYHUKOB), HEOOXOAMMBIX IS
peanuzanuu 6a30BBIX ClieHapHeB Hcnonb3oBanus ECUA:

— PETUcCTp (bHSI/I‘IeCKI/IX JINIT,

PErUCTP IOPUAUNYCCKUX JIUIL U JOJDKHOCTHBIX JIMI FOPUINYCCKUX JIUIL;

PETUCTP OPraHOB TOCYAAPCTBEHHOM BIIACTH U TOJKHOCTHBIX JIMI] OPTaHOB I'OCYIapCTBEHHOU

BJIaCTH,

peructp HHPOPMALIMOHHBIX CUCTEM.
3. IlpenocraBiser MeToAMYECKHE PEKOMEHJALMU 110 MHTErpanud WHGOPMALMOHHBIX CHCTEM C
ECHA u obecrieueHHIO COOTBETCTBHUS MOJOXKEHUSIM HOPMATHBHO-IPABOBBIX aKTOB B YaCTH

ncnoiibzoBanus ECHUA.

1.2 HopmaTuBHBIE CCHLIKHU

Hacrosimuii 1okyMeHT pa3paboTaH B LEJISIX pealn3allid M BO MCIOJHEHHE CIIEAYIOIINX
HOPMAaTHBHO-TIPABOBBIX aKTOB:

— ®epnepanpHbiii 3akoH OT 27 uronst 2010 r. Ne 210-03 «O6 opraHuzanuu MpeaoCTaBICHUS
TOCYJapCTBEHHBIX U MYHHIIUTTAIBHBIX YCITYT.

— OenepanbHblil 3aKoH 0T 6 anperst 2011 r. Ne 63-D3 «O0 >11eKTpOHHON MOATIHUCHY.

— Tl'ocynapctBennass mporpamma Poccuiickoit ®enepaunu «MHpopmanoHHOE 001ECTBO
(2011 - 2020 romwl)», yTBepkKIOeHHas pacropsbkeHueM [IpaButenbctBa Poccuiickoit
®eneparn ot 20 oxTsiOpst 2010 T. Ne 1815-p.

— Ilocranosnenue IlpaBurensctBa Poccuiickoit @enepanuu ot 28 Hos0pst 2011 r. Ne 977 «O
dbenepasibHONW  rocymapcTBeHHOW  WH(MOpmanmoHHOW  cucteme «EnunHas  cuctema
UACHTUGUKAIMM M ayTeHTU(UKauuu B HHQpAcTpyKType,  oOOecreduBarouIeii

I/IH(bOpMaI_[I/IOHHO-TGXHOJIOFI/I‘-IGCKOC B3aI/IMOIIeI\/JICTBI/I€ I/IH(bOpMaI_[I/IOHHI:IX CHUCTEM,
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UCIOJIb3YEMBIX JUIsI IPEJOCTABIEHUS TOCYAAPCTBEHHBIX WM MYHUIMNAIBHBIX YCIYI B
AJIEKTPOHHOHU (popMe».

[Tocranosnenue [IpaBurenscTBa Poccuiickoit @enepanuu ot 9 despans 2012 r. Ne 111 «O6
JJIEKTPOHHOW IOAIMCH, MCIOJIb3YEMOM OpraHaMy HCIIOJHUTENIBHOM BIIACTH W OpraHaMu
MECTHOTO CaMOYIPABJIEHUS IPU OPraHU3alUU DJICKTPOHHOIO B3aUMOJIEHCTBUS MEKIY
coOoi, o mnopsake e€ MCIOJIb30BaHMs, a Takke OO0 YCTaHOBJIIEHUM TpeOOBaHUH K
00€CTIeYEeHNI0 COBMECTUMOCTH CPEJCTB IEKTPOHHOU MOIITHCHY.

[TocranoBnenue IlpaBurensctBa Poccuiickoit @eneparuu ot 25 ssuBaps 2013 r. Ne 33 «O06
HCIOJIb30BAaHUU MPOCTONW 3JIEKTPOHHOM MOANMCH IPU OKa3aHUU TOCYHApCTBEHHBIX U
MYHHULMIIAIBHBIX YCIYI».

[Tocranosnenue IIpaBurenscrBa Poccuiickoit @enepanuu ot 10 urons 2013 r. Ne 584 «O6
UCIOJIb30BaHUU (pefiepaibHOM TOoCyAapcTBEeHHOM HH(pOpMaLMOHHOM cucrtembl «EnnHas
cucreMa WAEGHTUQUKAMM M ayTeHTU(UKauuu B HHQpacTpykType, oOecrneuynBaromeit
MH(POPMAIIMOHHO-TEXHOJIOTHYECKOE  B3aMMOJCHUCTBHE  HMH(OPMAIIMOHHBIX  CHCTEM,
HCIOJIb3YEMBIX JUIsl IPEIOCTABIEHUS TOCYAAPCTBEHHBIX W MYHUIMNAIbHBIX YCIYI B
3JIEKTPOHHOH (opme».

[Tonoxenne «O6 uHPpacTpykType, odecnieurBaromed HHHOPMaMOHHO-TEXHOIOTHUECKOe
B3aUMOJIEHCTBHE HMH(POPMAIIMOHHBIX CHUCTEM, MHCIOJIb3YEMBIX JUIsI MPEJOCTaBICHUS
TOCYJapCTBEHHbIX M MYHHIMIAIBHBIX YCIYT B 3JEKTPOHHOH (opMme», YTBEpKIEHHOE
nocraHoBieHneM [IpaButenscTBa Poccuniickoit @eneparuu ot 8 mrons 2011 r. Ne 451.
[Tonoxenne «O denepanbHON rocyaapcTBEHHONM HHPOpManMOHHOM cucteme «EnnHas
cucTeMa WAECHTU(UKAIMM U ayTeHTU(UKAUMM B HHPPACTPYKType, oOecrneunBaroniei
MH(OPMALIMOHHO-TEXHOJIOTUYECKOE  B3aWMOJEHCTBHE  MH()OPMAIMOHHBIX  CHCTEM,
UCIOJIB3YEMBIX JUIsI TPENOCTABIEHUS TOCYAAPCTBEHHBIX W MYHULUNAIBHBIX YCIYI B
JJIEKTPOHHOU bopme», YTBEPKIEHHOE [IPUKA30M MuHKOMCBS3U Poccun

ot 13 anpens 2012 r. Ne 107.
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2 OBHIEE OIIUCAHUE ECHA

B  coorBerctBum ¢ mocraHosieHueM IIpaBurensctBa  Poccumiickon — ®enepanuun
ot 28 Hos0pst 2011 r. Ne 977 ECHUA nomkna oOecrieynBaTh CAHKIIMOHUPOBAHHBINA JIOCTYIT YYaCTHUKOB
MH(POPMAIIMOHHOTO B3aWMOJCHCTBUA (3asBUTENe W HoKHOCTHBIX jul OI'B) k wuHbopmanuu,
cofepkamieiics B TOCYJapCTBEHHBIX  HMH(MOPMAIMOHHBIX  CHUCTEMaxX,  MYHHULIUNAIBHBIX
MH(POPMAIMOHHBIX CHCTEMaX M UHBIX HH(OPMAIIMOHHBIX CUCTEMAX.

I[Ipu »srom ECHA He oOecrieunBaeT BBINOJIHEHUE IPOIECCOB  UACHTH(UKAINH,
ayTeHTU(UKALUY U aBTOPHU3AIMH YYaCTHUKOB MEXBEIOMCTBEHHOI'O B3aMMOCHCTBHSI, BOZHUKAIOIINUX
B mporiecce ucnonb3oBanuss CMDB, B yacTHOCTH, ITpH B3aUMOJEHCTBUN WH(OPMAIIMOHHBIX CHCTEM C
ucnosbs3oBanueM CMOB.

OcHoBHble GyHKIIMOHATBHBIE BO3MOXKHOCTH ECUA:

— WACHTUUKAIMS U ayTeHTU(UKAIUS TT0JIb30BaTENCH, B TOM YHCIIE:

— OJIHOKpaTHas ayTeHTH(bI/IKauml, kotopas pgaer mnoib3oBatessiM ECHA  cnenyromee
MPEUMYIIECTBO: Mpoiias mnpouenaypy wuaeHtudukauuu u ayreHtuuxkanuu B ECHA,
MOJIb30BaTeh MOXKET B TEUEHHUE OJHOr0 ceaHca paloThl oOO0pamarbCsi K JIOOBIM
MHPOPMALIMOHHBIM  cucTeMaM, ucnonb3ytomiuM ECHA, 1npu  3TOM  mOBTOpHas
UACHTUPUKAIUSA U ayTeHTU(PUKAIUS HEe TpeOyeTcs.

— MOJJEepKKa Pa3IMYHBIX METOA0OB ayTEHTHU(PHUKAIMU: 110 TAPOJII0, 110 AJIEKTPOHHOMN MOJIIHCH,
a Takke AByX(paKTopHas ayTeHTHU(UKAIUsA (110 MOCTOSHHOMY IapoJil0 U OJHOPa30BOMY
MapoJIto, BBICHIJIAEMOMY B BHJI€ SMS-COOOIEHUS);

— TOJJEpKKa YPOBHEH JJIOCTOBEPHOCTH WACHTH(HUKAIMK TMOJb30BaTelsi (HEempoBEepeHHAsI
ydeTHasi 3aIiCh, TPOBEPEHHAs YUETHAsI 3aIKCh, OATBEPIKACHHAS YUSTHAsI 3aIIHCh).

— BeJICHHE MICHTH(UKAIMOHHBIX JAHHBIX?, a MMCHHO — BEJCHHE PErHCTPOB (DH3HUCCKEX,
IOPUANYECKUX JIUL], OPTaHOB U OPraHU3alui, JOJKHOCTHBIX JIML[ OPTaHOB M OpraHMU3alUil U
UH(POPMALIMOHHBIX CHCTEM;

— aBropu3anus ynoiHomoueHHbIx nui; OI'B npu nocryne k cneaytomuM ¢pynkuusm ECUA:

— BeneHue perucrpa nosKHOCTHBIX Ul OI'B B ECHA;

! CootBercrByrOmIHii TepMIH Ha aHrHICKOM si3bIKe — Single Sign On
2 COoOTBETCTBYIOLIMIT TEPMIH Ha aHTIHiiCKoM si3bike — Identity Management
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— BeJlleHUE CIpaBOYHMKA MosHOMouHnil B oTHoumeHuu MC u mpenocTaBieHre MOJIb30BaTESIM
ECUA (3apeructpupoBanabiM B ECHA kak nmomwkHoctHbie jnuna OI'B) momHomouunii mo
nocryny K pecypcam UC, 3apeructpupoBanubiMm ECUA;

— JIeNIeTUPOBAHMUE BhINICYKa3aHHBIX TIOJTHOMOYMI YIIOJIHOMOYEHHBIM JinliaM Hrpkectosumx OI'B.

— BelleHWE M MperocTaBlieHue HH(OpMAIMM O MOJHOMOYMSIX IOJB30BaTelied B OTHOLICHUU

UH(POPMALIMOHHBIX CHCTEM, 3aperucTpupoBaHHbix B ECUA.
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3 AYTEHTH®UKALUA NOJB30BATEJIEN YEPE3
ECHA

Pa3paboTunku TocylapCTBEHHBIX CAalTOB, MOPTAJIOB W MPOYUX BEO-NIPHIOKEHUNH MOTYT
MIPEIOCTaBUTh CBOMM I10JIb30BATEISIM BO3MOXKHOCTh BXOJUTh B CUCTEMY, HCIIONb3Yys YUETHYIO 3alHCh
ECHA. Dto u3bapnseT pa3pabOTYMKOB OT HEOOXOAMMOCTH JIeNIaTh COOCTBEHHOE XPAHUIIHMIIE YIETHBIX
3amuceii, obecreunBaTh 0€30MaCHOCTh XpaHEHHs apoJiei, pa3pabaThiBaTh MEXaHU3MBI PETUCTPALIHH,
ayTeHTU(UKALUY NOJIb30BaTENeH, TOAePKUBATh UX B pab0oueM COCTOSTHUH.

[Ton mnonwp3zoBatensmu ECHA  nmoHuUMArOTCS  CIAEAYIOUIME  KATETOPUU  YYaCTHUKOB
MH(POPMAIIMOHHOTO B3aMMOICHCTBHS:

— (usmueckue auIa, UMEIOIIUE YYETHYIO 3auch B peructpe pusndeckux i ECUA;

— UHOUBUAYyalbHbIE MpEANPUHUMATENH, T.€. (U3NYECKUE IHUIAa HUMEIOUINe MpHU3HAK
WHBUIYAILHOTO TIPEIPUHUMATES,

— JIOJDKHOCTHBIE JIMIIA FOPUIUYECKHUX UL, T.e. (PU3NYECKUE JIHIA, MPUCOCTUHEHHBIE K
YYETHBIM 3anucsaM ropuaudeckux i ECUA;

— JIOJDKHOCTHBIE JIMIIA OPTaHOB M OpraHu3aluil, T.e. GU3NYECcKue Juila, MPUCOeINHEHHBIC
K yueTHbIM 3anucsm OI'B.

[Tonp3oBaTenn MOJYy4arOT BO3MOXKHOCTH OJHOKPATHOW ayTeHTHU(UKAIMU. DTO O3HAYaeT, 4TO
npoias mpoueaypy ayreHtudukammu B ECHUA, monbp3oBaTenb MOXKET B TEUEHHE OJHOTO CeaHca
paboThl BOUTH B HECKOJIBKO CHCTEM, M TIPU 3TOM TIOBTOPHO BBOJAUTH JIOTHH U MapOjb HE MOTpedyeTcs.

C nenpio obecnieuenus ykazanHoro ¢pynkiuonaita B ECUA peann3oBaHo /1Ba albT€pHATUBHBIX
MEeXaHHM3Ma, KOTOpbIE IMO3BOJSIOT Pa3pabOTUUKY MCIONb30BaTh Haubojiee MOAXOIAMIMNA JUId €ro
CUCTEMBI:

—  MEXaHW3M, OCHOBaHHBIN Ha cTtangapte SAML Bepcun 2.0;

—  MexaHwu3M, ocHOBaHHBIN Ha Moaenn OAuth 2.0.

AyTeHTH(QUKALUSA ¢ UCNIO0Jb30BaHHeM cTanaapTta SAML

ECHA wucnonezyer crangapt SAML Bepcun 2.0, kotopsiid Obl1 pazpadoran B 2005 romy
koHnepaoM OASIS. SAML 6asupyercs Ha s3pike XML u ompenenser cnocoObl oOMeHa
uHpopmanueit 00 ayTeHTHU(UKALUU MOJb30BaTeNeH, HMX IOJHOMOYMAX U MICHTU(UKAMOHHBIX
naHHbIX. B cooTBeTCTBUU C MpUHATON B 3TOM cTaHaapte TepmuHoiorueii, ECUA BoicTynaeTr B posu

noBepeHHOro mocraBinuka uaeHtudukamuu (ldentity Provider), a cucrema BBICTymaeT B poJd
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nocrasmka yeyr (Service Provider)®.
O6u1as cxema noakiouenus cucrembl K ECUA mpecrasieHa Ha pUCYHKE HUKE.

bpaysep
nosib3oBaTtesns
(HTTP User Agent)

HTTPS HTTPS
SAML 2.0 SAML 2.0

nc ECUA

MocTaBLWKK ycnyr MocTaBWWK naeHTUGUKaLUN
(Service Provider) (Identity Provider)

Pucynok 1 — Cxema B3anmogeiictsust UC ¢ ECUA c nenbio naeHTudUKanuy 1 ayTeHTU(QUKALNNA C

ucronp3oBaHreM cranaapra SAML 2.0

AyTeHTHQUKALUA ¢ HcnoJab30BaHueM moaean OAuth 2.0

B ECHA co3gaH MexaHM3M ayTeHTH(UKAIMM  [OJb30BaTeNiell, OCHOBAHHBIM Ha
cnenudukanusax OAuth 2.0 u pacumpennn OpenlD Connect 1.0.
ITpotokon OAuth 2.0 ompeernseT B3aUMOICHCTBHE CISAYIOIIUX CTOPOH:

— BHajeneln pecypca (resource owner) — CYIIHOCTb, KOTOpas MOXET MpPeJOCTaBUTh JOCTYN K
3alUIaeMoMy pecypcey (Hampumep, pusruecKoe JIIo, 3aABUTEIb);

— cucreMa-kiaueHT (client) — mpuioXkeHHe, KOTOpPOe 3ampamiuBacT JOCTYN K 3allHIaeMOMY
pecypcey OT UMEHH €ro BIIaJIelblIa;

— cepBuc aBtopu3anmu (authorization server) — cepBHUC, KOTOPBIA BBITYCKAET IJISI CHUCTEMBI-
KJIMEHTa MapKepbl HACHTU(PHUKAIIUH C pa3pelIeHUsIMU OT BJIJIENIblIa Pecypca, a TaKkKe MapKephl
JIOCTYTIA, TO3BOJIAIOLINE MOTYYaTh AOCTYI K JAHHBIM;

— TOCTaBIIMK pecypca (resource server) — cepBHC, 00SCIICUUBAONINIA TOCTYI K 3alUIACMOMY
pecypcy Ha OCHOBE IPOBEPKHU MapKepoB HIACHTU(HUKAMH U MapKepoB JOCTyHa (Hampumep, K

I/I,I[eHTI/I(i)I/IKaI_II/IOHHBIM JaHHBbIM HOHI)SOB&TGJ'IH) .

s [MonpoGHoe onucanue cxeMbl HHTErpanuy nocpeacTsoM SAML 2.0 npencraBieHo B MIPUIIOKEHNUHN A.
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[Mpotokosr OAuth 2.0 mpearnosaraer ucrnonb3oBanue mMapkepa uaeHtudukanuu (ID Token) B
HeNsX MpOBEeNeHHUs WACHTH(GUKAMKU W ayTeHTH(QHKALUK IOoJib3oBatels. Mapkep uaeHTHUKAIMN
COZIEPKUT MACHTU(UKAIIMOHHBIC TaHHBIEC MOJIH30BATENs, a TAKXKE DA CIIy>)KEOHBIX MMapaMeTpoB (Jara
BBIJJaYM, BPeMsI OKOHYAHUS CPOKa JICHCTBUS U TIp.).
Jdns wumoctpanuu ucnoib3oBanus mnporokoida OAuth 2.0 B ECUA npunsta cinenyromias
TEPMHUHOJIOTHSL:
— BIQJENEI pecypca — 3TO MOJIb30BaTENb;
— CHCTEeMa-KJIMEHT — 3TO HH(pOpMAaIMOHHAs cucremMa wuHTerpupoBanHas ¢ ECHUA c¢ mensro
UIeHTU(UKAIIMY U ayTCHTU(QHUKALIUH, HAIPUMED PErHOHAIBHBIN TOPTAJ YCIYT;
— CEepBHUC aBTOPH3ALIUU U MTOCTABIIMK pecypca — 310 ECHUA.
O6mas cxema mnoxakmoueHus cucreMsl kK ECHMA gans mpoBeneHus ayTeHTH(DUKAIUU

MMpEACTaBJICHA HA PUCYHKE HHIKC.

Bnapeney pecypca
@ bpaysep
’ nonb3osartens

HTTPS HTTPS

rd N

nc ECHA

HTTPS < CepBuC aBTOPU3aLMM
REST-> P P 4

C cnucrtema-KnamenT /

<|_|OCTaBLLI,MI-( M,CI,EHTVId)I/IKaLI,MVD

Pucynok 2 — Cxema nogxkioueHus cucreMsl K ECUA
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3.1

Kak o0ecneuuts Bxoa moJsb3oBaresiei yepes ECUA

Uto0Obl IpeAOCTaBUTh IMOJIb30BATENSIM Ballleld CHCTEMBI BO3MOKHOCTh BXoIuTh uepe3 ECUA,

UCTOJNB3ys TOT WM HMHOM MEXaHW3M, CO CTOPOHBI MOJKJIIOYAIOUICHCS CHUCTEMBI HEOOXOIUMO

00€eCIIEUnTh:

1.

3.1.1

Peructparmuio UC B peructpe undopmanuonusix cucteM ECHA (momath 3asBKy B
cooTBercTBHE ¢ Permamentom”).

Peructpariuio cucTemsl ¢ IENbI0 UASHTU(PUKAIMU U ayTeHTU(UKAIIMA B TECTOBOW Cpelie B
cOOTBeTCTBUH ¢ Permamentom®. VICIIONHEHHE 5TON 3asBKH MPENOCTABISET BO3MOXKHOCTH
y4acTHUKY Mpou3BoAUTH B3aumo/eiicteue ¢ ECUA B TecToBoii cpene.

BrimonmHeHne 10paOOTKH WHTETPUPYEMON CHCTEMBI C IENbI0 00CCIeUYCHHS TOICPIKKH
BBEIOpAaHHOTO MEXaHW3Ma HICHTU(PUKALINN U ayTCHTH(PUKAIH.

[TonkmtoueHue MPOAYKTUBHOW BEPCHUU WHTETPUPYEMOW CHUCTEMBI K MPOIYKTHUBHOW cpere
ECHA myreM HampaBlieHUs 3aIBKU B COOTBETCTBHUH C PernamenTtom’.

Jlaytee ka)<IpIi M3 MIaroB JIJIS KaX/JI0T0 MEXaHU3Ma ayTeHTH(DHUKAIINN PACCMOTPEH MOAPOOHEe.

AyTeHTH(UKAIMSA ¢ HCMOJb30BaHUeM cTaHaapTta SAML

1 u 2 mar: [ogaTs 3asiBKY HA NOAKJIIOYEHUE

3asBka nogaercs oneparopy UDII cornacuo Pernamenty (pasuen 6).

3 mar: JlopaGoratp cucremy

Pexomenayemas mociaeqoBaTebHOCTh ACHCTBUIA:

ChopmynupoBath (yHKIHMOHAJIBHBIE TpeOOBaHMA K B3aUMOJCHCTBHIO CBOEH CHCTEMBI C

ECHA. Jlns 3TOrO CleyeT:

—  M3YYMTh PEKOMEH]IyeMble CLIECHAPHH UCIIOJIb30BAHUS U BHIOpATh HYKHBIE;

—  ONpenenuTh TMepeYeHb CBEACHHN O Toyib3oBaTene, koTopelie Bameir MC Ttpelyercs
nostydats 3 ECUA B yrBepxaenusax SAML;

—  OompeAenuTh TpeOOBaHUS K YPOBHIO IOCTOBEPHOCTH MIEHTH(UKALIMU TOIb30BaTENS (CM. II.

4.1.1).

4 Pasxen 6 Permamenra.
5 Pa3nen 9 Perinamenra.
6 Pasgen 10 Pernmamenra.
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2. IlpeacraBuTh MM CAMOCTOSATENILHO CTCHEPUPOBATh (HAIPUMEp, C IOMOLIBbIO yTHIUTHI Keytool
u3 cocraBa Java Development Kit) pans cBoeil cucremsl cepTuduUKaT  KiIroya
HEeKBATM(UIIUPOBAHHON 3JIeKTpoHHON moamucu B (opmare X.509 Bepcum 3. Ceprudukar
tpedyercs mna unaeHtudukamuu HMC npu B3aummoneiictBuu ¢ ECHA. Jlomyckaercs
UCITIOJIb30BaHUE CaMOIIOANUCAHHOTO cepTudukara. CrenuanbHble TPeOOBaHHS: aJTOPUTM
RSA, nnuna kmoua 2048 6ut. bonee moapobnyto nadopmanmio o ceprudukare X.509 MoxHO

IOCMOTPETH 110 cchuike http://tools.ietf.org/html/rfc5280.

3. PeamuzoBate umHTEepdeiicel mocraBmmka ycnyr SAML. B kadecTBe MCXOAHBIX JaHHBIX IS
pa3paboTKH ClIeTyeT UCTIOIb30BaTh:
—  (QyHKIMOHANBHBIC TpeOOBaHUs, cHOPMUPOBAHHBIC Ha | 1mare;

— cneuudukanus SAML 2.0 (mocrymnHa mo cebuike http://saml.xml.org/saml-specifications),

B TOM uucie ornmcanue npodrier Web Browser SSO, Assertion Query/Request, Single
Logout Profile;
— crneuudukamus Interoperable SAML 2.0 Web Browser SSO Deployment Profile

(moctynHa mo ccwuike http://saml2int.org/profile/current);

— onucanue ¢opmaroB u mnpumepsl coodmennii SAML B ECHUA (cm. m. A4-A.7
pUIIOKEHHS A);

— PEKOMEHJALUMM II0 MCIHOJIB30BAHUIO TOTOBBIX pEAIM3alUi IOCTAaBUIMKOB YCIYI C
OTKPBITBIM KOJIOM (CM. T1. A.2 TIpUIIOKeHUs A).

4. JlopaboTath nu3aifiH caiiTa, BBIOpaB MecTO AJs pa3MeleHus: KHonku «Boiitu uepes ECUA» u
peanan30BaTh B CUCTEME JIOTHKY 00paOOTKH JIaHHBIX O MOJIb30BaTeNsX, noinyyaeMbix 3 ECHA.
Henonyctumo otobpaxarts crpanuny ayrentuukannu ECHUA Bo dpeiime caiira.

5. OOecrieunTh B COOTBETCTBUM C TpeOOBaHMSIMH 3aKOHOJATENbCTBA KOMIUIEKC Mep,
HEOOXOIUMBIX Al o0ecrieyeHus UH(OPMAIIMOHHON 0€e30MacHOCTH M 3aIlUThI IEPCOHATBHBIX
JAHHBIX TIOJb30BaTeNed, TMoJydyaeMbIX HWH(POPMAIlMOHHON cHUCTeMOl B Impolecce ee
B3aumoencTBus ¢ cucreMol ECHA.

6. 3arpy3uTh aKTyaJbHBIC METaIaHHbIC MMOCTaBIIMKa aeHTHGukammn ECHUA:

— MeTaJlaHHble TeCTOBOro mnocTaBiiuka uaeHtudukanuu ECUA omyOnukoBaHBI MO CCHUIKE

https://esia-portall.test.gosuslugi.ru/idp/shibboleth’:

" 3nech u nanee esia-portall B cCHIUIKE — HMs TECTOBOTO JOMEHA B 3aBHCHMOCTH OT TECTOBOH CPEJIBI.
KoHKkpeTHYI0 TECTOBYIO Cpemy Ui PErHCTpalldy YCTaHABIMBAET OIEpaTop OJKCIUTyaTallid TIpU
00paboTKe 3asBKU Ha PETUCTPALIHIO.

18


http://tools.ietf.org/html/rfc5280
http://saml.xml.org/saml-specifications
http://saml2int.org/profile/current
https://esia-portal1.test.gosuslugi.ru/idp/shibboleth

— MCTAaAaHHBIC IMPOMBIINIJICHHOI'O0 IIOCTAaBINHKA I/IIIGHTI/I(bI/IKaHI/II/I ECUA OHY6HI/IKOB3HH 10

cepuike https://esia.gosuslugi.ru/idp/shibboleth.

7. TloaroToBUTh METANaHHBIE HMHTETPUPYEMOW CHUCTeMBI (MOCTAaBIIMKA YCiIyr). UToOwl

MOATOTOBUTH UX NPABUJIBHO, PECKOMCHAYCTCA UCIIOJIB30BaTh CICAYIOINEC UCXOAHBIC TaHHBIC:

onucanue ¢aitia MeTaaaHHbIX (1. A.5 npuioxkeHus A);
— mabsoH ¢aita MeTagaHHbIX (1. A.6 MpuiIoKeHHs A);
— TpeboBaHMs Balllell CUCTEMBI K THITY YYETHON 3aIUCH:

- TUO  pOJM  MOJB30BATEN (pusnyeckoe  NUIO,  UHIUBUAYATbHBIN
NpeANPUHIMATENb, TPEACTABUTENS OPUAMYECKOTO JIMLA, TOJDKHOCTHOE JIHIIO
rocyaapcTBeHHoOU opranusaiun) — 61ok SupportedGlobalRoles 1 MmeTaganHbIX;

- jJomycTuMblii Meron ayreHTudukamuu (mo mapomo, no KOII, ycunennas
ayrentudukamnus ) — 610k SupportedGlobalRoles MeragaHHbIX;

- JIONyCTUMBII ypoBeHb (cTaTyc) y4YeTHOW 3amucu (NOATBEpXKICHA WM
npoBepeHa/Henposepena) — 6110k SupportedAccTypes MeTaiaHHBIX.

— TpeOoBaHMs Ballell CHCTEMBI K TIEPEYHIO CBEIEHHUI O IOJIb30BaTeNie, KOTOPBIE HYKHO
nostyuats u3 ECHUA B yrBepxaenusax SAML;
—  cepruduKar KIr0Ya JIEKTPOHHOH ITOAITUCH.

8. CUHXpOHHM3UPOBAaTH CHCTEMHOE BpeMsl cCepBepa, Ha KOTOPOM YCTAaHOBJIEHA Ballla CHCTEMa
(mocTaBHIMK YCIYT), CO 3HAYEHHUEM TOYHOTO BpeMeHH. PacxoskieHue Oosee 4eM B MHHYTY
MOJKET TMPHUBOJUTH K BO3SHHUKHOBCHHIO OIIMOOK IMPH B3aMMOJICHCTBUM ITOCTABIIMKA YCIYT C
noctaBiukom uaeHtudukanuu ECUA.

9. Ilepenatp omeparopy MOIII meramanHble i 3arpy3Kd METaJaHHBIX IMOCTABIIMKA YCIYT B
tectoByto cpeny ECMA u ornanute B3aumoneiictBue ¢ ECHMA B TectoBoil cpeme. D10

BBITIOJIHACTCS B paMKax UCIIOJTHCHUSA 3adBKU B COOTBETCTBUU C PGFHaMeHTOMs.

4 mar: BeecTn 10padoTKy B IKCIIyaTAllHI0

1. Tlogatp 3asBKy Ha perucTpaluio MeTragaHHbIX B mpombinuieHHod ECHUA B cooTBercTBHU €
PermamenTom”. OOparuTe BHHMMaHHE, BMECTE€ C 3asBKOW HYXHO IepelaTh MeTa/JaHHbIe

MOCTaBIIMKA ycayr cinyx0e skcrmyatanuu ECHA.

8 Pa3nen 9 Perinamenra.
o Pasxen 10 Pernmamenra.
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https://esia.gosuslugi.ru/idp/shibboleth

2. Tlocne Ttoro kak cmyxba oskcruryatanmu ECHA  BBIONHUAT 3asBKy, HPOBEPHTH paboOTy

npoMeinuieHHoN Bepcun ECHUA ¢ npombllluIeHHOH Bepcuel Balleld CUCTEMBL. .

3.1.2 Ayrentudukamnus c ucnoan3osanuem OAuUth 2.0

1u 2 mar: [Hogath 3asiBKY HA NOAKJIIOYEHUE

3asiBka nojaercs corsacHo Pernamenty oneparopy UOII (pa3nen 6).
IIpu ucnonws3oBanuu crocoba ayreHTHduKanuu, ocHoBanHoro Ha OAuth 2.0 u pacmmpenus

OpenlID Connect, ve Tpedyercs popMUpOBaHHE METATaHHBIX.

3 mar: /lopaGoraTh cucremy

Pexomenayemas mocinenoBaTeIbHOCTD JICHCTBHN:

1. BeIMycTHTH KJIIOUEBOW KOHTEHHEpP M CepTH(HKAT KI0Ya KBAUTM(UIIMPOBAHHON SIIEKTPOHHOMN

HNOJANUCHU JJIs MOJKIIoYaeMoi MH(pOpMalmoHHOM cucteMbl (noykeH coxepxkars OI'PH HOJI,
SBJISIIOIIETOCS ONIEPaTOPOM UH(POPMALIMOHHON CUCTEMBI).
JlonoHUTENBHO NOIEPIKUBACTCS paboTa ¢ KIIFOUEBBIM KOHTEHHEPOM M CepTU(PUKATOM KiIroua
HEKBAM(UIIMPOBAHHOM AIeKTpoHHON moamucu B Gopmare X.509 Bepcun 3. B sTtom ciydae
ABJIIETCS JIOIYCTUMBIM CaMOCTOSITEIbHO CT€HEpPHpPOBaTh (HApUMEp, C MOMOIIbIO YTHIIUTHI
keytool u3 cocraBa Java Development Kit) mist cBoeil cuctembl KiItoueBOW KOHTEHHEp U
camonoanucanHeli ceptudukar. Ceprudukar tpeOyercs anst uaeHtudukauuu MC npu
B3aumozeiictBun ¢ ECUA. ECUA mnoanepxuBaer anropuTMbl (pOpMHpPOBaHUS 3JIEKTPOHHOM
noanucu RSA ¢ muno# xitroua 2048 OUT U adropuTMOM KpUNTOrpaHUUEcKOro X3IIHPOBAHUS
SHA-256, a Ttaxxke amroput™m siaekTpoHHoi moxmucu 'OCT P 34.10-2001 u anroputm
kpunrorpaduueckoro xsmuposanus [OCT P 34.11-94.

2. PeanmsoBate umHTepdeiichl cuctembl-kimeHTa REST-cepBucoB ECHUA u Momenn KOHTpOIIs
nocryma, ocHoBanHoi Ha OAuth 2.0. JletanbHas nHGOpPMAIHS COACPIKUTCS B MPHIOKEHUSIX b
u B.

3. JlopaboTare nu3aiiH caiiTa, BBIOpaB MecTo AJs pa3MmelneHus: kHonku «Boiitu uepes ECUA» u
pean3oBaTh B CHUCTEME JIOTHKY 3alpoca JaHHBIX O MOJIb30BATENAX, OIYy4aeMbIX C MOMOIIBIO
nporpammuoro uHtepgeiica ECUA. Henonyctumo otobpaxkarh CTpaHHIy ayTeHTU(UKAIMH
ECHA Bo ¢peiime caiita.

4. OOecrieuTh B COOTBETCTBUM C TpeOOBaHMSIMU 3aKOHOZATENbCTBA KOMIUIEKC —Mep,

HEOOXOAMMBIX JIJIsi oO0ecTiedeHUs] HHPOPMAIIMOHHON 0€30MaCHOCTH U 3aIIUThI TIEPCOHATBHBIX
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3.2
3.2.1

JAHHBIX TIOJb30BATENEH, TMOJNydyaeMbIX HWH(GOPMAMOHHON CHUCTEMOl B Impolecce ee
B3auMojieicTBus ¢ cuctemot ECHUA.

CHUHXpPOHU3UPOBATH CUCTEMHOE BpeMsi CepBepa, Ha KOTOPOM YCTaHOBJICH MOCTABIIMK yCIYT, CO
3HaYeHHUEM TOYHOTO BpeMeHH. Pacxoxzaenue Oosnee 4eM B MHHYTY MOXET NPUBOAMUTH K
BO3HMKHOBEHHUIO OIIMOOK TMPU B3aUMOJEHCTBUM TIOCTABIIMKA YCIYT C [OCTaBUIUKOM
uneatuduxarm ECHUA.

ITepenatp omepatopy HWDIIl ceprudukar kimoda HEKBATA(DHUIIMPOBAHHOW dSJIECKTPOHHOU
MOJIUCU CUCTEMBI-KJIMEHTA JIJIsl ero 3arpy3ku B TecToByto cpeny ECUA. DTo BbIMonHSIETCS B

10
PaMKax HUCIIOJIHCHUSA 3asIBKU B COOTBETCTBUU C PernamenTom .

4 mar: BBecTu 10padoTKy B IKCILIyaTALNIO

[logate 3asBky Ha peructpanuio HWC B npombiuienHon ECHUA B CcOOTBETCTBUU C
PermamenTom™. OOpartuTe BHUMaHUE, BMECTE C 3asIBKOM HY)KHO IepesiaTh CepTU(PUKAT KoY
HEKBAIU(UIUPOBAHHON 3JIEKTPOHHONW TMOJIMNHUCH CHUCTEMbI-KJIMEHTa CIIy)KOe SKCIUlyaTaluu
ECHA.

[Tocne Toro kak ciyx6a oskcrmyaranquu ECHWA BbIIOTHUT 3asBKYy, IPOBEPUTH padoTy

npoMeinuieHHoN Bepcun ECHUA ¢ mpoMmbllluIeHHOM Bepcrell Ballei CUCTEMBI.

Pexomenayemble cueHapuu uHTerpanun no SAML

Cuenapuu ayreHTuguKanuu noJb3osaresei yuepes ECHA

ba3oBblil cueHapuii ayreHTHGUKALMY [10J1b30BaTe/IA

ba3oBbIM clieHapueM SBISETCsS CLeHapuil ayTeHTU(UKaUuu (QU3NYEcKoro JiMua (Hampumep,

3a$IBI/ITeJ'I${). OTOT CI_[eHapI/Iﬁ MO3BOJIACT TOJYUYUTH CBCACHUSA 00 HWHIAWBUAYAJIbBHOM IIOJIb30BATCIIC

(¢pu3nyeckoMm nUIE) B MOMEHT ayTEeHTH(PHUKAIUU U COOTBETCTBYeT mpodmmo Web Browser SSO

Profile cranmapra SAML 2.0. CrieHapwuii BKITIOYaeT CIEIYIONINE IIaru:

1.

[Tonp30BaTens HaXKMMAET HAa CTPAHUIIE CHCTEMBI MOCTABIIMKA YCIyr KHOMKY «BoilTu depes
ECHUA».
[TocraBuuk ycunyr ¢dopmupyer u otnpasisier B ECHUA 3ampoc Ha ayTeHTHQUKAIUIO H

nepeHanpasisieT Opay3ep mojb3oBaTeNst Ha cTpanuily ayrentudukanun ECHUA.

1
0 Paznen 9 Pernamenra.
1 Pasnen 10 Pernamenra.
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3. ECHA mnposepsier, craTyc ayreHTUHUKAIMKM Tonb3oBarend. Eciu nmonb3oBatens B ECUA He
ayTeHTU(UIMPOBaH, TO JUIA MPOJODKEHUS Mpolecca OH JIOJDKEH MPONTH ayTeHTH(HKAIHIO
OJIHMM M3 JIOCTYITHBIX crioco0oB. Ecnu monb3oBatens emé He 3apeructpupoad B ECUA, To on
MOJKET MEePEeNTH K MPOLECCY PETUCTPALUH.

4. Korma momnw3oBatenb ayreHTuduiupoBad, ECHA mpoBepseTr, 4To ypOBEHb JTOCTOBEPHOCTH
UJACHTU(HUKAIIMA ~ TIOJB30BATENS  COOTBETCTBYET  TPEOOBAaHHMSIM  CHUCTEMBI,  KOTOpBIC
3a(pUKCUPOBAHBI B METAJAHHBIX.

5. Korma momp3oBarens ycnemHo ayreHtudunupoBad, ECUA mnepena€r B cucremy OTBET Ha
3aIpoc ayTeHTU(HUKALIMY, KOTOPBIN coepKUT Habop yrBepxkaeHuit SAML (SAML Assertions)
0 I0JIb30BAaTelIE.

6. IlocraBuKk ycayr NOpUHUMAaeT pelieHHe 00 aBTOPH3alMM IOJb30BAaTENsi Ha OCHOBE

nonyuenHoit u3 ECUA undopmanmu.

MonbzoBaTenb

(uepezeeb-bpayzep) M C EC M A
|
|

; Mons3oBaTens sanpalmeaer pecype
HTTPs GET

. P A

WC Hanpaenaetre EC M,ﬂisanpor: Ha ayTEHTUMKALMIO
. SAMLMTTPs Redirect

Monb30BaTens NPOXO/MT ayTEHTUHUKaLMIO
HTTPs POST I

ECWA HanpaenAeT e VIC oTBET Ha 3anpoc Ha ayTeHTUUEALMK
SAMUHTTPs POST

=

WC npenocraenaer pecypc

o8 Sab e winkel dully e du
NP NPy APy Appp—p——

Pucynok 3 — MnenTudukanus u ayreHTU(GHUKAIUS 10JIb30Bareiei mocpeacrsoM ECHUA mpu ncnosib30BaHUM
SAML 2.0

JIONOJIHUTEIBLHBI  CHeHapuil  ayTeHTH(QUKAIMM  IO0Jb30BaTe]Id B KadecTBe

NpeaACTaAaBUTEC/IA OPranm3alnuu
ECHA Taxxe no3Boisier ayTeHTI/I(I)I/IL[I/IpOBaTB IOJIB30BATEIIA B KAYCCTBE IIPECACTABUTECIIS.

— OpUAUYCCKOro JIula,
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- OI'B.

Ora ¢QyHKUUA BOCTpeOOBaHAa CHUCTEMaMH, CPEAM I0JIb30BATENCH KOTOPBIX €CTh COTPYAHMKH
OpraHM3alyii, HapuMep, BBICTYNAIOIME KaK 3asiBUTENM YCIYT WM Kak JoJpKHOCTHbhlE jguna OI'B.
Ecnu BKIIIOUMTH 3Ty (PyHKIMIO B METaJaHHBIX NocTaBiiuka ycinyr, To ECMIA B oTBere Ha 3ampoc
ayTeHTH(UKauuu OyneT nepeaaBarh CBeJeHHMs 00 opraHu3aluM nojb3oBaresd. Eciau nmonb3oBarenb
ABJIACTCS YYaCTHUKOM HECKOJIBKHUX opranusanuid, To ECHA npenBapuTenbHO IOMPOCUT NOJIb30BaTENS
Ty M3 HHUX, OT JIMLa KOTOPOH OH OCYWIECTBISET ayTeHTH(uKanuio. Ecnu cucrema mopnep>KuBaet
paboTy nosb30BaTeNell ¢ pa3InYHBIME POJISIMHU, TO B MIPOIECCE ayTEHTHU(PHUKAIIMU MT0JIb30BaTEIh OyAeT
UMETb BO3MOKHOCTh CJIeJIaTh BBIOODP POJIM, B KOTOPOM OH OyzeT padoraTh B naHHOM HC.

JUis  mpoBepkM Hanmuuusl Y ayTeHTU(uuupoBaHHOro corpynHuka FOJI  HeoOXoauMmbIx
MOJTHOMOYMH CIIeyeT UCIIOBb30BaTh (PYHKIIMOHA CUCTEeMHBIX rpym (4.2.2.3).

Jis TpoBepKM HANMUUS Y ayTCHTU(QHUIIMPOBAHHOTO JOJDKHOCTHOTO JIMIA HEOOXOIMMBIX

MOJTHOMOYHI PEKOMEHIYETCsl HCIOIb30BaTh cOOTBeTCTBYIOIEee SAML-yTBepkaenue (1. 4.3.3).

CueHapuii ¢ yCTAHOBKOM JIOKAJIbHOM CeCCHH

Kak Tonmpko  mosib3oBaTens — mpowen — ayreHTu¢gukauuto, ECHA  ycraHaBnuBaer
II0JIB30BATEIBCKYIO CECCHIO, MPOJOJKUTENIBHOCTh KOTOPOH cocTaBiisgeT 3 yaca. PakT Havajga CECCUM
3anuchIBaeTcs B (aiine cookie, KOTOPBI XpaHUTCS Ha KOMIIbIOTEpe MoJib3oBarens. Cucrtema MoKeT
YCTQHOBUTB [UIs I10JIb30BATENsl CBOIO <UIOKAIBHYIO» CECCHIO. PexoMeHayemas NpoJOKUTEIbHOCTh
ceccun — OT 15 muHYT 1o 3 wacos. Ilpum 3aBeplIeHMHM <«UIOKAJIBHOW» CECCHMM CUCTEMA JOJDKHA

HanpasisaTh B ECUA HOBBIH 3anpoc Ha ayTeHTU(PHUKALHIO.

CueHnapuii ¢ aBTopu3anueii NoJb30BaTeNs

Cucrema ECHA o6nagaer (QyHKIMOHAJIOM [0 MPEJOCTABICHUIO TOCTaBIIMKY YCIYyT
nH(pOpMallMY, HA OCHOBAaHUU KOTOPOH BO3MOKHO MPOBEJIEHUE aBTOPHU3ALUHN ayTEHTU(PUIIMPOBAHHOTO
nojp3oBarens. Pemenue 00 aBTOpH3alMM TOJIb30BaTeNsl NPUHUMAET CHUCTEMa, B KOTOPYIO
noJp30BaTesb aBTopuszyercs (Tadmuma 1).

Tabnuia 1 — TpeGoBaHus K aBTOPU3AIMH TTOJIH30BaTEICH

TpedoBanus PexoMenayemoe pemenue

Tpebyercsa 3HaTh uyTO-TO O ToJdb3oBarene i | JaBare moctyn mnocnme mnonyuenuss uz ECHA
OJTHOTO ceaHca paboOThl (HampuMmep, UM, | OTBETA Ha 3allPOC ayTeHTU(UKALIUHU COAEPIKAIIETO
KOTOPBIM MTOATMUCHIBATh KOMMEHTapuu | TpeOyeMblil HA0Op CBEAECHUN O MOJIb30BATEINE.

nosib3oBatens). Her HeoOXomuMocTh XpaHUTh
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JaHHbIE OO0 AaKTUBHOCTH IOJI30BATENsl [0
CJIEIYIOILErO CeaHca.
TpeOyercss 3HaTh dTO-TO O Tmoab3oBarene | [laBare moctynm mocne mnonydenus u3 ECHA

(manpumep, ®MO, email u ap.) U ATUTETHHO

XPAaHUTDH M0JIb30BaTEIIbCKUM KOHTCKCT

(HaCTpOMKH, 3a5IBKH, KOMMEHTAPHH ).

OTBETa Ha 3aMpoc ayTEHTHU(PHUKAINN COJEPIKAIIETO
TpeOyemblii HaOOp CBeACHUH O TMOJIB30BATEIE.
[pu TI0JIH30BATEIIS

IIEpBOM BX0OAC

PETUCTPUPOBATH ero UJICHTU(HUKATOD
nosib3oBarens (userid). B nmanpHeiimem XpaHHUTH
MOJIL30BATEIbCKUA KOHTEKCT B IIPUBA3KE K 3TOMY

UICHTHPHUKATODY.

Tpebyercsa orpaHnuuTh HAOOp MPEAOCTABIAEMBIX
¢GyHKIMH B 3aBUCHMOCTH OT THMA YYETHOW
3allMCH, POJM II0Jb30BATEIA, HCIOJb30BAHHOIO

METOAAa ayTeHTI/I(bI/IKaHI/II/I.

HMaBate poctyn mnocne nounydeHus u3z ECHA
OTBETAa Ha 3alpoc ayTEHTH()UKAIINN COEPIKAILETo
TpeOyembIii HaOOp CBECHHI O MOJIb30BaTEIIE.

HpI/I IIONBITKEC  I1IOJIB30BATCIIA 06paTI/ITLC$[ K

GyHKIUY, 1S TPEJOCTaBICHHS KOTOPOH TeKyIIre

THII yquHOI;'I 3alUucCu  IOJIb30BATCIIdA, POJIb

MOJIb30BATENsl WM METOJ ayTeHTU(UKALUU

SBJISIIOTCA ~ HEIOCTATOYHBIMHU, BBIBECTH  €MY
COOOlIeHWE C TMOSICHEHUSIMH 10 JajdbHEHIINM
NencTBUSIM. PeKoMeHJyeMble COOOIIECHHS IS
pa3NMYHBIX CHTyalluii MpHUBEAeHBI B TaOmuie 2. B
rnaBe 4.1.1 mnpuBeneHbl CBeIEHUS MPO THUIIBI
3alUCedl  MOJIb30BaTENeNd U

YUETHBIX poau

OJIb30BaTEJIEN.

B cnenyromieit Tabnauiie mpuBeaeHb PEKOMEHIAIUK 110 TTPOBEPKE COOTBETCTBUSI TPEOOBAHUSIM

MH(POPMALIMOHHOM CHUCTEMBl THUMA YYETHOH

3allMCu  I10JIb30BaTCIIA,

pojin  MOJIB30BATCIIA U

HUCIIOJB30BaAHHOI'O METOJa aYTeHTI/I(I)I/IKaI_II/II/I, a TaKXC JaHbl pCKOMCHIAINHU I10 COO6IJ_ICHI/IHM, KOTOPBIC

CTOUT MNPEAOCTABUTH IIOJB30BATCIIAIM B ClIyda€ HCECOOTBECTCTBUA HX Tpe6OBaHI/I$[M CUCTEMBI H

MPUBEAECHBI PEKOMEH/IAIINY TT0 JATbHEUIIINM IEHCTBUSIM.
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Tabmuma 2 — PekoMmengamnuu 1o nHGOPMUPOBAHUIO TIOJIB30BATENS O HECOOTBETCTBUU

aBTOPHU3ALUU TPEOOBAHUSIM CUCTEMBI

Curtyanus

Kak onpenesiuTh CUTyal M0

YTo co00IIHTH M NPENJIOKUTH

Ilons3oBarens ¢ y4eTHOHU
3aIHChIO c THIIOM
«HETIPOBEPEHHAs»  MOMBITAICS
o0paTuThcst K  (QYHKIHSM,

MpeaoCTaBIAEMBIM TOJIBKO IJIA
KIIPOBCPCHHBIX» /U
(IIOATBECPIKACHHBIX» YUYCTHBIX

3aIMcen.

[IpoananusupoBarh
SAML ¢

nmeHeM assurancelevel

YTBEPXKICHUE
501041
personTrusted (cm. Tabnuiy
5)

M0JIb30BATETI0
IIpu  goctyne k  QyHKIUAM,
TpeOyIOIIM POBEPEHHON

YYETHOU 3aMuCH:
«ns nmoctyma BaM  HEOOXOIUMO
IIPOUTH

Opoucaypy IIPOBECPKH

CBOHMX NTAaHHBIX. Ecnu Bamm nuunbie

JaHHBIE TOJBKO YTO  IPOLLIH
IPOBEPKY, TO BaM HY)XHO BOHTH B
CHCTEMY IIOBTOPHO.»

Ccbuika Ha IPOBEPKY JAHHBIX:

https://esia-
portall.test.gosuslugi.ru/validate

[lpu  nmoctyme k  QyHKUMSIM,

TpeOyromuM MTO/ITBEP K IEHHOM
YUYETHOMH 3anucu:
«dnsg noctynma BaM HEOOXOJIUMO

Opoucaypy IIPOBEPKHU

MIPOUTH

CBOMX JAHHBLIX W TOATBCPKICHHA

AMYHOCTH. Ecimm BBl TOJIBKO 4YTO
HNOJATBEPAMUIN CBOK JIMYHOCTH, TO
BaM HYXHO BOHTH B CHUCTEMY
MTOBTOPHO.»

Cchplka Ha IPOBEPKY JIaHHBIX:

https://esia-
portall.test.gosuslugi.ru/validate

[Tons30Barens ¢  y4eTHOH

3alluCbIO C THUIIOM
«IIPOBCPCHHAAY IOIIBITAJICA

oOpatuthcs K  (PyHKIUAM,

[IpoananusupoBath

SAML ¢

umenem assurancelLevel (cm.

YTBEpPXKICHUE

TabsuIy 5)

«ns moctyma Bam HE00X0AMMO
IIPOUTH HIpOoLE

MOATBEPXKACHUS JIUYHOCTU. Ecau

BbI TOJIBKO YTO MOATBEPAHUIIN CBOIO
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https://subdomain.test.gosuslugi.ru/validate
https://subdomain.test.gosuslugi.ru/validate
https://subdomain.test.gosuslugi.ru/validate
https://subdomain.test.gosuslugi.ru/validate

npeaoCTaBIAEMBbIM TOJIBKO IJIA
(IIOATBCPKACHHBIX» YYCTHBIX

3aIMcen.

JUYHOCTh, TO BaM HY)KHO BOWTHU B
CHUCTEMY MOBTOPHO.»

Cchlika Ha MOATBEPK/ICHNE
JINYHOCTH:

https://esia-
portall.test.gosuslugi.ru/confirm

[Tonp3oBaTrens ¢ y4deTHOU

3aIHUCHIO c POJIBIO
(DU3HYECKOTO JIUIA TTONBITAICS
oOpatutbcs K (PYHKIIHSM,
MPEOCTABIIIEMBIM TOJIBKO JUIS
NIT / momxHOCTHBIX Jtrit FOJT /

nomxaocTHRIX i OI'B.

[IpoananuszupoBath
SAML
globalRole

YTBEPKJICHHE
MMEHEM

orgType (cM. Tabmuity 5)

C

u

Ecnu HeoOXxomuma poib
corpyauuka FOJI u  Tekymas
YUCTHAsA 3alluCh HUMECT THUII
«IIOJITBEPIKIACHAY.

«dng noctynma BaM HEOOXOIUMO
BONTM B CHUCTEMYy B KadecTBe

COTPYJIHHUKA IOPUAMYECKOTO JIMLA.

Ecnn BEI SIBIISIETECH
PYKOBOJIUTETIEM FOPUANYECKOTO
JINIIA, BEI TaKKe MOJKETE

3aperucTpupoBaTh YUETHYIO 3aIHCh
IOPUINYECKOTO JIULA
Ccpuika it peructpanuu FOJI:

https://esia-
portall.test.gosuslugi.ru/org

Ecoun neobOxomuma pons HUIl u
TEKylllas ydYeTHas 3amuch HMeeT
THUTI «TIOJITBEPKJICHAY.

«nst pgoctyma BaM  HEOOXOAMMO

BOWTH B CHCTEMY B KayecTBe

UHAMBUYAIBHOTO
npeanpuHumarens. Bel  Takxke
MOJKETe 3aperucTpupoBaTh

YUYCTHYIO 3allMCh HHANBUAYAJIIBHOT'O
OpCANPUHUMATCIIA. »

CcpUika:

https://esia-
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https://subdomain.test.gosuslugi.ru/org
https://subdomain.test.gosuslugi.ru/org
https://subdomain.test.gosuslugi.ru/orgs

portall.test.gosuslugi.ru/orgs

Ecmu HeoOxoanuma pOJIb
nomwkaoctaoro Jmna OB  wu
TEKylllasg ydeTHasi 3aluch HMEeT
THII «TIOJITBEPKICHA .

«ns nmoctyma BaM HEOOXOIUMO
BOITH B CHCTEMYy B KauecTBe
JOJKHOCTHOTO Tuna oprasa
rOCyJIapCTBEHHOM BIJIACTH.»

Ecnu M0JIb30BaTENb MMEET
HEMPOBEPEHHYIO/TIPOBEPEHHYIO
YUETHYIO 3alliCh, TO HEOOXOIAMMO
ero MPOUH(POPMHPOBATH 0
HEOOXOJUMOCTH  IOATBEPKJIECHUS
JUYHOCTH. 310 SBIICTCS
HEOOXOJUMBIM  TMPEABAPUTEITHHBIM
YCIOBUEM  JUII  BO3MOXKHOCTHU
MOJTYYEHUsT TI0JIb30BATEIEM POJIH
nomxHoctHoro Jmna HOJI, OI'B

unu ponu UII.

Ilons30BaTenn,

ayTeHTU(OUIIUPOBABIINICS  TI0
MapOoJII0, MOMBITAICS MOTYyYUTh
JOCTYT K ¢byHKIINY,
TpeOyrome ayTeHTH(PUKAINT

10 AJEKTPOHHOM MOIUCH

[IpoananusupoBath
yrBepxkaenne  SAML ¢
umenem authnMethod (cwm.

Tabnuiry 5)

«/Ins pgoctyma BaM HEOOXOAMMO
HCIIOJIb30BaTh CPENCTBO
KBaJTH(PHUIUPOBAHHON 3JEKTPOHHON
noanucu. Ecmm y Bac mnmeercs
CPEACTBO DJIEKTPOHHOW TMOJIIUCH,
BOMJIMTE 3aHOBO, MCIIOJIL30BAaB ATO

CpCACTBO.»

ITocne 3TOTO cooOuieHus
PEKOMEHTYETC st pPa3MecCTHUTh
KHOIIKY BBI30BA €IMHOTO

3aBCPUICHUA CCCCUH.
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3.2.2 Cuenapuii eIMHOI0 3aBepIIEHUS CECCUH

B Teuenue neiicTBus ceccuu MOJb30BaTENb MOXKET 0€3 MOBTOPHON ayTeHTHU(UKALMU BOHTH B
OJTHY WJTM HECKOJIBKO JAPYTHX cHcTeM, MoakIto4eHHbIX K ECUA. Tlpu BO3HUKHOBEHHH HEOOXOAUMOCTH
B OJIHOBPEMEHHOM 3aBEpLUIEHUM CECCUUM BO BCEX CHUCTEMAX MCHOIb3YETCS COOTBETCTBYIOLIUI
cueHapuil. EnuHOe 3aBeplieHHEe CecCMM HEOOXOIUMO, HalpuMep, IMpU HM3MEHEHHM JaHHBIX
ayTeHTU(UIUPOBAHHOTO II0JIb30BaTeNsl — B ATOM cilydae i IMOJXy4eHUs HH(DOPMalMOHHBIMU
cucreMaMy B yTBepkaAeHUAX SAML 0OHOBIIEHHBIX JaHHBIX MOJIb30BATEIb JOKEH COBEPILUTH BBIXO]
U TIOBTOpHYIO ayTeHTU(ukanuio B VIC.

EnwnHoe 3aBepieHue ceccMU BBIMONHICTCS B COOTBETCTBUMU ¢ mpodmiem Single Logout
craggapra SAML. IIpouecc uHUIMHMpYETCS IOJNb30BATENEM IIPU HAXKaTUM KHONKU «BbIxon» B
cucTeMe MOCTaBIIMKa YCIIyT, peald30BaBUIEro yKa3aHHbIN cueHapuil. HopManmonHas cucrtema He
JOJKHA CaMOCTOSITEIbHO MHULIMUPOBATh €AMHOE 3aBEPILIEHHIE CECCHU.

Cuenapuil BKJIIOUAET CIIEAYIOLINE IIary:

1. Tlonp3oBarenb HaXUMAaET KHONKY «BBIX01» B cucTeMe.

2. Cucrema ¢opmupyer u HampaBisser B ECHA 3anpoc Ha 3aBepUIeHHE CECCUM —
<LogoutRequest>.

3. ECHA ompenenser oCTalbHBIX YYaCTHUKOB cecCui. OCTaabHBIE YYaCTHUKH CECCHU — JTO BCE
CUCTEMBI, B KOTOpBIE MOJb30BaTenb Bomen yepe3 ECHA Ha mpoTsHKEHHMH TEKyIEH CECCHH.
Ecimn npyrue ygactuku cymiectByror, ECHA ormpasinser 3anpoc <LogoutRequest> kaxxaomy
U3 HUX.

4. Cucrema, nonyuuBmas <LogoutRequest>, 3aBepiiaeT Ha CBOEH CTOPOHE aKTHBHYIO CECCHIO
nojb30BaTeis (WIM IMpOBEpsSET, YTO CECCHsl K 3TOMY MOMEHTY YK€ HEakTHBHA). 3aTem
dopmupyert u ornpasiisier B ECUA oTBeT 0 TOM, 4TO ceccus 3aBepiieHa — <LogoutResponse>.

5. Korga Bce ocranbHble YYaCTHUKHM KOPPEKTHO 3aBepimiin csou ceccuu, ECUA dopmupyer u
otnpanisier oTBeT <LogoutResponse> cucreme, MHUIMHPOBABIIEH MPOLEAYpY 3aBEpIICHUS
ceccur. Ecnm kakoi-TO W3 MOCTAaBIIMKOB YCIYyTr HE CMOr 3aBepmiuth ceccuto, ECHA
0TOOpakaeT IMoJIb30BaTeN0 BeO-CTPaHUILy, HH(POPMHUPYIOIIYIO €r0 O TOM, YTO Mpolenypa He
MOKET OBITh KOPPEKTHO 3aBeplieHa U YTO IIOJb30BaTENI0 HEOOXOAMMO Tepe3anyCTHTh
Opaysep.

6. Cucrema, MHUIIMMPOBABILAs MPOILEAYPY 3aBEPILIEHUS CECCUHU, 00pabaThIBaeT MOJYyYSHHBIH OT
ECHUA otBer. Hampumep, nepeHampaBisieT IOJIb30BaTeNlsi Ha BeO-CTPAHUILYy 3aBEpIICHUS

CECCHH.
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3.2.3 ®dopMaThl cO001IeHN
OcHoBHbIe ucnosibdyembie B ECHUA dhopmatsl anekTpoHHBIX coobmmennii SAML 2.0:
— 3anpoc ayreHtudukanuu (AuthnRequest);
—  oTBeT Ha 3anpoc ayreHTu(ukanun(AuthnResponse);
—  3ampoc 3aBeplIeHHs aKTUBHOM ceccuu moib3oBatens (LogoutRequest);
—  OTBET Ha 3ampoc 3aBeplieHus akTuBHoM ceccun (LogoutResponse);
JeranpHoe omucanue (HOopMaToB STHUX 3JIEKTPOHHBIX COOOIICHWH, a Takke TpeOOBaHWH K

(dhopmupoBaHHIO MeTaAaHHBIX st uHTEerparuu ¢ ECUA, conepuTcs B MPUIOKEHUH A.

3.3 Pexomenayemblii clieHApUii ayTeHTU(PUKAIUN NIPU UHTETPAIUHA 110

OAuth 2.0

ba3oBrlii cueHapuii ayTeHTHPUKALMU

ba30oBbIM crieHapueM ayTeHTU(HKAMU MpH uchoib3oBanuu npotokon OAuth 2.0 sieusiercs
ClieHapuil ayTeHTU(UKauuu (PU3MYECKOTO JIMLa (Harpumep, 3asBUTENS).
CueHnapuil BKJIIOUAET CIIEAYIOLINE IIary:

1. Tlonp3oBaTenb HaXUMaET Ha BeO-CTpaHUIIE CUCTEMBI-KIIMEeHTa KHOTIKY «Boiitu uepes ECHA».

2. Cucrema-knueHT Qopmupyer u otmpasiaser B ECHMA 3ampoc Ha ayTeHTH(UKALUIO U
nepeHarnpasiseT Opay3ep M0JIb30BaTeNs Ha CHELHUAIbHYI0 CTPAHUILY IPEIOCTABICHUS OCTYIIA.

3. ECHA ocymiecTisieT ayTeHTH()UKAUIO MTOJIE30BATENS OJTHUM U3 JIOCTYITHBIX crioco0oB. Ecim
noJsib30Barenb emé He 3aperucrpupoBaH B ECHUA, To OH MOXeT nepedTH K mpoueccy
pETUCTPALMH.

4. Kornma mnonb3oBarens ayreHTu¢uuupoBaH, ECHMA coobmaer mosib30Barento, 4To CUCTEMa-
KJIMEHT 3alpalluBaeT JaHHble O HEM B LEIIX TMpOBEIEHUs UIACHTUPUKAIMK U
ayTeHTU(UKALIMH, IPEIOCTABIISIS IEPEYCHb 3alpallIiBaeMbIX CHCTEMON-KIMEHTOM CBEICHUH.

5. Ecnu monb3oBarenp JaeT pa3pelieHue Ha MPOBEJCHUE ayTeHTU(UKAIUN CUCTEMOM-KIMEHTOM,
1o ECHUA BBIIAET CUCTEME-KIIMEHTY CHEUAIbHBIN aBTOPU3ALMOHHBIN KOJI.

6. Cucrema-kimueHt Gopmupyet B aapec ECHUA 3ampoc Ha moirydeHne MapKepa HIeHTH(DUKAITIH,
BKJIIOUAs B 3aIIpOC MOJyYEHHBIN paHee aBTOPU3ALIMOHHBIA KO,

7. ECHA mpoBepsieT KOPpEeKTHOCTh 3ampoca (HalpuMep, YTO CUCTeMa-KIMEHT 3aperucTpupoBaHa

B ECHUA) 1 aBTOpHU3aIIMOHHOTO KO/1a U TIepefaeT CUCTEME-KIMEHTY MapKep UIeHTU(UKALINH.
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8. CucreMa-KJIMEHT H3BJICKACT HACHTHU(PHKATOP IMOJB30BaTEIs M3 MapKepa HISHTH(UKALUU.
Ecnu wpeHTudUKATOp TMONMy4eH, a MapKep MpPOBEpPEH, TO CHUCTEMAa-KIUEHT CYUTAeT
MI0JIb30BATENSI ayTEHTHU(PHUIIMPOBAHHBIM.

[Tocne monydeHus: mMapkepa WACHTH(QHKAIMKA CUCTEMa-KIMEHT ucnoib3dyeT REST-cepBuch
ECHUA nns monydyeHus JOTOJHUTENBHBIX JAHHBIX O TMOJb30BATeNe, NPEABAPUTEIHHO IIOIYYUB

COOTBETCTBYIOLIMI MapKep noctyna (cM. npuiioxkenus b u B).

lNMone3oBarens nc ECHA
(4epes seb-Hpayiep) (cHCcTEMa-KNHEHT)

L 3

I
|
| MNonsaoBaTens 3aNpaWKBasT pecype
[
|
|

I i
C WMC HanpasnAeT 3dnNpoc Ha ayTeHTHUdKKa LMD

T -

I |
MNonbioeaTens NPOXOAWMT ayTeHTHdMKa u,b{l-cl

I
Monb3oBaTent AaeT paspelleHMe Ha gochyn K CEOMM daHHLIM
b

ECHMA Bo3epawaeTlaBToOpH3IaUMOHHBIA KO

|
|
|
L
|
|
F
|
|
| T

:

»
- 3aNpoC Ha NONYYEHHME MapHEpa
HAEHTHG KA LWH

)

WC ayTenTHhMUMPYET NONLIOBATENA

F

| |
| I
| |
| |
L 1
I |
" MapKep MOeHTHOMKALMM I
i~ i
| |
| |
| |
I |
| I
I |

Pucynok 4 — Unentndukanys u ayreHTH(HUKAIMS TOJIb30BaTeNeH

M UCIons30Bannu Mexanusma OAuth 2.0

JONOJIHUTEJbHBIA  CHeHApuil  AyTeHTH(HUKANMH  I0Jb30BaTeJd B  KayecTBe

NpeacTaBuTEC/IsA Oprauusanuu

ECHA Tarke mMO3BONSET ayTCHTU(QUIMPOBATH IOJB30BATENsl B KAadeCTBE IPEICTABHTEIS
opranu3zaru, s 3roro UC nomkHa:
— 3anpocuth y ECUA He Tonpko Mapkep UaeHTH(DHUKAIIMN, HO U MapKep MOCTyMa (Ha MOJTydeHUE

JAHHBIX T0JIH30BATEIIA);

30



— € HCIOJB30BaHHEM Mapkepa jJocTyna u nporpammHoro uHtepdeiica ECUA, ocHoBaHHOTO Ha
REST, mnomyunth wuHbOpMaInuio O TOM, COTPYIHHKOM KaKHUX OpraHU3aIuil SBISICTCS
10JIb30BATENb;

—  3alpocCUTh Yy MOJIb30BATEeNsl, OT UMEHH KaKOW opraHusainuu oH O0ynet paborats B ganHou MC
(ecnu MoOIB30BATEND SBISETCS COTPYAHUKOM HECKOJIBKUX OpraHU3aluil).

[Ipu neobxoaumoctn HMC Takxke MOXKET NPOBEPATh, BKIIOYEH JHM TOJb30BaTellb B
HEOOXOJIUMBIE CHUCTEMHBIE TPYIIbl IOPUAUYECKOrO JIUIA, SBISETCS JM OH PYKOBOJIUTEIEM
OpraHH3alMH.

HeoOxonnMo mOMHUTB, 4YTO BBIOOp OpraHu3aluy, OT HMMEHU KOTOpoW Oyner paboTarb

I10JIB30BAaTCJIb B I/IC, JOJDKCH IIPOUCXOANUTH Ha CTOPOHC camoiri IC ¢ ncnonp30BaHHEM €€ CpCacCTB.

CueHapuii ¢ yCTAHOBKOM JIOKAJIbHOH CeCCHHU

Kak Tonmpko  mosb3oBaTenb — mpowmen — ayreHTudukauuio, ECHWA  ycraHaBiuBaer
MI0JIb30BATEIbCKYIO CECCHIO, TIPOIOKUTEIBHOCTh KOTOPOH cocTaBisieT 3 yaca. DakT Havana ceccuu
3anmuchIBaeTcsa B (Qaitnie cookie, KOTOPBI XpaHUTCS Ha KOMITBIOTEpE IMoib3oBaTelss. CucremMa MOKET
YCTaHOBHUTH ISl HOJB30BATENs CBOIO «IOKAJIbHYIO» CECCHIO. PekomeHmyemas Ipo0JIKUTEIbHOCTD
ceccun — oT 15 MuHyT 10 3 wacoB. [Ipu 3aBeplIeHHH «IOKQJIBHOM» CECCHMM cHCTeMa J0JDKHA

HanpasisiTe B ECUA HOBBIH 3anpoc Ha ayTeHTU(PHUKALHIO.

CueHnapuii ¢ aBTopu3anueii NoJb30BaTeNs

Cucrema ECHA oOnamaer (QYHKIHMOHAJIOM IO MPEAOCTABICHUIO CHCTEME-KIUEHTY
nH(pOpMalUY, HA OCHOBAaHUU KOTOPOW BO3MOKHO IPOBEIEHUE aBTOPU3ALUU ayTEHTUPUIIMPOBAHHOTO
nonsp3oBarens. Pemenue 00 aBTOpH3alMM IOJIb30BaTelsl IPUHUMAET CHCTEMa, B KOTOPYIO
[I0JI30BATEIb ABTOPU3YETCS.

Jlnist mosy4yeHus: aBTOPU3AIIMOHHBIX JIAHHBIX CIIeyeT MCI0JIb30BaTh MPOrpaMMHbBIN HHTepdeiic,
OCHOBaHHbIH Ha apxuTekrypHoMm ctwie REST (n. 4.3, mpunoxenue b). B 3Tom ciiyuae momumo
Mapkepa HJIEHTU(UKALMKA CcHUCTeMa JOJDKHA TakKe 3alpoCUTh MapKep JA0CTylna K HYXHBIM
ABTOPU3aLMOHHBIM JIAHHBIM.

ITomyunB mapkep nocrymna, MC MokeT mosyduTh AAHHBIE O IOJIb30BATENE U HA UX OCHOBE

IMPUHATH PECHICHUC O MMPEAOCTABIICHUHU JOCTYIIA ITOJB30BATCIIO K CBOUM pECypCaM.
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3.4 TpeboBanusi K BU3yajabHOMY 0()OPMJIEHHIO BXO0/1A MOCPEICTBOM

ECHUA

[Tpu ucnons3oBanuu ECUA s uaeHTUGUKAINY 1 ayTeHTU()UKALUY TT0JIb30BaTeNeH, a TaKkxKe
JUI UX perucTpalnyy, BapuaHThl pa3MELEHUs] KHOMOK JUIsl BX0/la MOTYT Pa3jMyaThCsl B 3aBUCUMOCTHU
OT crieHapus ucnosb3zoBanuss ECHUA:
—  ayTeHTH(HKAIH UCKIIUNTENbHO ocpenctsoM ECUA;
— ayrentudukanus mnocpeactBoMm ECHMA B kayecTBe OJHOTO M3 BO3MOXKHBIX BapHUaHTOB
ayTeHTH(UKAIIH.
HeszaBucumo oT BBIOpaHHOT'O clieHapus, IpU 0(OPMIIEHUH BX0/Ja B CUCTEMY C UCIIOJIb30BaHUEM
ECHA He pexkoMmeHIyeTcs MCIONb30BaTh CJIOBAa «ayTEHTU(UKAIMS» WIM «aBTOPU3ALUS, BMECTO

9TOro0 CJICAYCT UCIIOJb30BATH CJIOBO «BXOI».

3.4.1 AyrenTuduKaIHA HCKIYUTEIbHO mocpeactBom ECHUA;

Ecnmu cucremoit wucnonw3yercss ayreHTudukamms nocpenctBom ECHA B kauecTBe
CANHCTBCHHOI'O crocoba aYTeHTI/I(i)I/IKaLII/II/I, TO B O6H.I€M CJIydac pEKOMCHAYCTCA PasMCIaThb KHOIIKY
«Bxom» B BepxHel paBoi 4acTu («B IIAMKE») COOTBETCTBYIOIIEH CTPAHULIBI.

IIpn HaxaTuu Ha KHONKY «BX0a» TOJKHO MPOMCXOAUTH NEPEHANPABICHHUE MOJIb30BATENS HA

ctpanunly ayreHtuduxaryu ECHA B cOOTBETCTBUM € IPUMEHSEMBIM CLIEHApHEM ayTeHTU(PUKAIIH.

3.4.2 Ayrentudukanus nocpeacrsoM ECHUA B kauecTBe 0THOTO U3 BO3MOKHBIX

BAPHAHTOB ayTeHTU(UKALUN

Ecnu cucremoil ucnoneiyercst ayreHtugukanus nocpeacrsom ECHA B xauecTBe 0JHOTO U3
BO3MOXKHBIX CIIOCOOOB ayTEHTH(QHKAIMU, TO PEKOMEHAYETCSl pa3MelllaTh CChUIKY MM KHOMNKY «Bxon
yepe3 ECHA» B manke cCOOTBETCTBYIOLIETO CailiTa, pacloJIOKUB €€ PSAJOM CO CCBUIKOM (KHOIKOH),

MO3BOJISIONIEH BOWTH B CUCTEMY IPH IMOMOIIM aTbTEPHATUBHOIO IIpOBaiiiepa ayTeHTU(HUKALIUY.
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4  BEJIEHWE PETUCTPOB ECHA

[Tpomeccel U MexaHM3MBI BeldeHHs JaHHbIX peructpoB ECHMA umeror cBowo cnenuduky B

3aBUCHUMOCTH OT PErUCTpa U TUIIA I1OJIb30BaTCIIA. HepequL MCXaHU3MOB U IIPOLCCCOB IMPCACTABJICH B

Tabimue 3.
Tabmuua 3 — OcHOBHBIE MeXaHU3MBI BeieHus peructpoB ECUA
Ccbliika Ha pa3je
IIpouecc Peructp Mexanusm
JAOKYMEHTAa
Peructpanus | Peructp Be6-unrepoeiic 41.1
(pH3HUIECKHX JIHIL [IporpammHsIil nHTEpQEIiC, [Ipunoxenne I
noctynHbii uepes CMOB
Peructp Be6-unrtepdetic 4.1.2
IOPUJINYECKUX JTUIT
Peructp OI'B [HerictBus cornacHo PernameHry 4.1.3
Peructp UC Jencrus coriacHo Periiamenty 414,415
VYupasnenue | Peructp Be6-unrtepdetic 421
JTAHHBIMH (bU3NIECKUX JIHIT
Peructp Be6-unrepoetic 422
IOPUJINYECKUX JTUI]
Peructp OI'B Be6-unrepoeiic 4.2.3
HeiictBust cornacHo PersiiamMenTy 4.2.3
Peructp UC Be6-unrepoeiic 4.2.4
JeiictBust cornacHo PersiamMeHTy 4.2.4
[Tonyuenue Peructp [IporpaMMHBIil HHTEpdEiic Ha 4.3, Ipunoxenne A
JAHHBIX (bU3nUECKUX JIHIL ocHose SAML

[IporpammMHbIif nHTEpQEiic Ha

ocnose REST

4.3, Ilpunoxenne b

Peructp

IOPUINYICCKHUX JIUI]

[IporpamMMHBIil nHTEpdEiic Ha

ocuose SAML

4.3, lpunoxenne A

[IporpammHbIif nHTEpdEiic Ha

ocunose REST

4.3, Ilpunoxenne b
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Peructp OI'B

[IporpammHsIif nHTEpQEiic Ha

ocnose SAML

4.3, Ipunoxenne A

Peructp UC

[IporpamMmHebIit mHTEpdEHC HA

ocunose REST

4.3, ITpunoxenue b

4.1 Perucrpanus

4.1.1 Peructpauus (pu3M4YeCKUX JHI U MOJTyYeHHE Poiei

B ECHA npenycMOTpeHBI CIIEIYIOIINUE POIH M10JIb30BATENECH!

— (¢usHMYecKue 1A, UMEIOINE YIETHYIO 3amuch B peructpe ¢pusndeckux aun ECUA;

— HWHIAUBUAYAJIBHBIC MPCANPUHUMATCIN, T.C. (1)I/I3I/I‘IGCKI/IG Jura HMCIOIIUC IIPHU3HAK

HHIUBUAYAJIBHOI'O MPCANIPUHNUMATCIIA,

— HOJDKHOCTHBIC JIMIA IOPUAUYCCKHUX JIUI, T.C. (1)I/ISI/II-IGCKI/I€ Juna, NpuCoCIUHCHHBIC B

ECHA « yuernbiM 3anucsm ropuandeckux nui ECUA;

— HOJDKHOCTHBIC JiMlIa OPraHoB U opraHmauHﬁ, T.C. (1)I/I3I/I‘-IGCKI/I€ Junia, MpuCoOCANHCHHBIC

B ECHA k yuernbim 3anucsm OI'B.

Hanuuune y IIOJIB30BAaTCIIA

poIn IIO3BOJIACT I/IH(bOpMaI_[I/IOHHBIM CHUCTEMAM,

B3aHMO,[[eI>'ICTBYIOH_II/IM C ECI/IA, HCIIOJIb30BATL JTY I/IH(I)OpMaI_II/IIO JJIs BBIITOJTHCHHA COOCTBEHHBIX

MPOIIECCOB (HAIPUMED, JIJISI aBTOPU3AIIHH).

[Tonb3oBarenu mMoryt nuMers B ECUA oaHy wim Heckosbko poisiel. ba3oBoil sBiseTcss posib

(I)I/I3I/I‘-ICCKOFO JIM1a: YTOOBI MOJIYUYUTh OJHY H3 YKa3aHHBIX poneﬁ, MOJIB30BaTCJIb JOJIXKCH OBITh

MEPBOHAYATILHO 3aPCTUCTPUPOBAH B KaUCCTBEC (I)I/I3I/I‘ICCKOFO JIMIa.

B ECHA npenycMOTpeHBl yuyeTHBIE 3auicu (PU3MYECKUX JIUI CIEAYIOIUX TUIIOB, KaXabld U3

KOTOPBIX COOTBETCTBYCT ONPECACIICHHOMY YPOBHIO I/IILCHTI/I(bI/IKaIII/II/I I10JIb30BAaTECIIs .

— HEMpOBEpEeHHas y4yeTHass 3aluch (COJNEPKUT MHUHUMAIbHBIA HAOOp JaHHBIX O

MOJIh30BaTENE);

— TIpOBepeHHas y4eTHas 3aIluch (JaHHBIE O TToJIb3oBaTee nmpoBepeHsl B BI' MP);

— TIOATBEpXJCHHAs y4deTHas 3amuch (JaHHBIE O MOjbk3oBaresie mpoBepeHbl B BI'MP, a

JUYHOCTh TIOJIH30BATENA—(U3UIECKOTO JIMIA TIOATBEPKACHA OJHUM W3 JIOCTYITHBIX

CIIOCOOOB MOJITBEPIKICHUS).

CxeMaTU4HO CBS3b MCXKAY PpPOJKIMU U TUIAMH YUYCTHBIX 3anucen (I)I/I3I/I‘-ICCKOF0 JIMIa

0oTOOpaXkeHa Ha pHuc. 5.
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Nonb3osarenb cetn
UHTepHer

%

HenpoBepeHHasn yueTHas 3anucb

-

MpoBepeHHan y4eTHas 3anucb

-

MoAaTBep’KAeHHanA yyeTHasA 3anucb

WHauBMAYanbHbIA [onxHocTHOE nLo JonxHocTHOe nuo
npeanpuHumarenb opuagUuYecKkoro amua ors

-

Peructp Peructp OB
IOPUANYECKUX UL,

Pucynok 5 — Tunsl yueTHbIX 3anuceil v ponu nosb3oBarens B ECUA

4.1.1.1 Perncrpanus y4eTHOM 3anucu (pu3nyeckoro Juna

Perucrpanus ydeTHOM 3anucy (pU3MUECKOro JIMLA BO3MOXKHA CIEAYIOIIMMU CIIOCOOaMHU:

1. CamocrosiTenpHasi perucTpanusi mojb3oBarens uepe3 BeO-uHTepdeiic. B stoM ciyudae

MOJIB30BATCIIO CaMOCTOATCIIBHO HYKHO HpOfITPI CJICOAYIOIIUC IIaru:

perucTpanusi HEMpOBEPEeHHOH y4YeTHOH 3amucu mojib3oBarens (TpeOyercss yka3aTh
(bamunuio, UMs, OAMH W3 BO3MOXKHBIX IOJATBEPXJACHHBIX KaHAJIOB KOMMYHMKAIUU —
MOOUJIbHBIN TeTe()OH MK apec AIEKTPOHHOM OYTHI);

MEepeBOJl YYETHOM 3alucH B COCTOSIHME MPOBEPEHHOM (BKIIIOYAaeT B ceOs 3aloJHEHue
MIOJI30BATEIEM JIMYHBIX JAHHBIX, WHULIUUPOBAHUE IMPOLEAYPHI NPOBEPKH JUYHBIX
nanHbix B BI' P u aBromMaTtnueckyro BepupUKauio JUYHbIX JaHHbIX B BI'P).

MepeBoJ] YYETHOMW 3aluCh B COCTOSHHUE TOATBEPKICHHOW (BKIOYaeT B cels

MNOATBCPKACHUC  JIMYHOCTU  IIOJIB30BATC/IAI OJHUM H3  JOCTYIHBIX crmoco0oB
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12
HNOJATBEPXKIEHUSI — C TOMOIIBI0 oOpamieHus B oauH U3 LleHTpoB oOCHyXHBaHHS *,

OTIPABKOM KO/a MOATBEPKIECHUS JIMUYHOCTHU 110 IouTe WK ¢ noMoiubio KOII).

2. Perucrtpanus nons3zoBatens B ogHoM u3 LlenTpos obcmyxkuBanusi, UC koToporo ocyiecTBisier

BBI30B OIIEpAIMil ¢ UCIIOJIb30BaHUEM IporpammHoro narepdeiica ECUA, ony01MKoBaHHOTO B

CMDB. Jleranpnas wunpopMmamms o mnporpammHoM wuHTepdeiice ECHUA pasmemiena B

npunoxenun I'. B pesynbrare peructpanuu B LleHTpe oOciayXHBaHUS MOJIB30BATEIb Cpa3y

MOJy4aeT NOATBEPKACHHYIO yueTHYIo 3anuch ECHUA.

4.1.1.2 Haznauenue poJieii

Haznauenue Bcex pomneit ¢usmueckoro nmma B ECHUA ocymecTBisiercss ¢ MOMOIIBIO BeO-

uHTepdeiica.

I[eTaJ'IBHaSI I/IH(I)OpMaLII/ISI O Ha3HA4YCHHHU OCHOBHBIX pOJ'ICfI (I)I/ISI/I‘ISCKOI‘O Jinga IpeacTraBlICHA B

Tabimue 4.
Ta6muia 4 — CriocoObl Ha3HAYEHUS POJIeH
Poub Cnoco0 Ha3HAYeHHS POJIH
WNHauBuyanbHbIM CamocrositenbHo  4epe3 BeO-unTepderic ECHUA ¢ momomipio
HpeAIPUHUMATEND HanpasJieHus 3aaBku ¢ faHHbIMU UI1, BKiItovaroiei B ceost:

- @®HUO;

— WHH ¢usuyeckoro nuna;

— OI'PHMUIL.
3asBka npoxoaut nposepky B bI'MIP. Eciu B EI'PUII nefictBuTensHo
CyIIECTBYET 3allMChb C YKa3aHHbIMM JIaHHBIM, TO IIOJIb30BAaTElb

MMOJIy4acT poOJIb MHAUBUAYAJTIBbHOT'O NPCANIPUHUMATCIIA.

I[OJ'DKHOCTHOG JIMIO

HOPUINYICCKOTO JIMLa

[Tonyuyenue ponu pomxHoctHoro juua KOJI B ECHUA mpoucxoaut B

pe3yJbTare:

— peructpauuu IOJI B ECHUA, B 3TOM ciyyae perucTpupyrolui
IOJI monp3oBarens nosydaer poip goipkHocTHoro juna FOJI ¢
npaBamu pykoBoautesst (em. 1. 4.1.2);

— TpUIJIalleHus PYKOBOJHUTEIEM WIM aJAMHUHUCTPATOPOM Mpodus

IOJI B ECHA coTtpyaHuka.

2 Mo MOATBEPKICHUS THIHOCTH LIeHTphI 00CTy)KUBaHUSI MOTYT HCTIOJIB30BaTh COOTBETCTBYIOIIUMA
nporpammusiii uatepdeiic ECUA (cm. m. I'.3 npunoxenus I).
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[Ipouienypa mnpuriameHuss COTPYAHUKA Ui TMPUCOCAUHEHUS K
OpraHu3allii BBIMOJHAETCS ¢ ToMoIbio Bed-uHTepdeiica ECHUA.
Bxuttouaet B ce0s cieyromiye maru:

1. PykoBomurtens wuiaum aaMuHUcCTpaTop ydeTHoW 3amucu HOJI B
ECHUA ¢opmupyer ¢ mnomompbto BeO-uHTepdeiica ECHA
MpUTJIAllIEHUe Ha MPUCOEIMHEHNE K OpraHu3alliy, BKIIIOYAIOIICe
B ce0st:

— aJpec 3JIEKTPOHHOM MOYTHI MMOJIH30BATEIS;
—  ®HO nonas3osares;
— CHWIJIC nonb3oBatens (OMIUOHATIBHO).

2. ECHUA otmpaBnseTr Ha yKa3aHHBIA aapec AJIEKTPOHHOH MOYTHI
M0JIb30BATENS MPUTJIAIIEHUE CO CChUIKOM AJI MPUCOECIUHEHUS K
OpraHu3aluu.

3. Tlonp3oBaTellb, MMEIOMIMIA TOATBEPKICHHYIO YYETHYIO 3allvCh,
BxoauT B ECUA mo cceuike B mpurnamenuu. Eciu ero ®UO u
CHUWJIC coBnagaeT ¢ JaHHBIMM B NPUIJIAILIEHUH, TO OH
npucoenuHsercs Kk ydyetHou 3amucu IOJI. ®usnueckoe IO

I0JIy4aeT poJib JoJKHOCTHOTrO una FOJI.

HomxnaocTtHoe o OI'B

[Ipy Ha3HaueHUW poJIM MAOHKHOCTHOIO JIMIIA C TIOMOIIbIO BeO-
untepdeiica  ECHUA YIIOJIHOMOYEHHBIN COTPYAHUK OI'B
(ammuuucTpatop mpoduias OI'B) m0mKeH BBINONHUTH CICAYHOLIHE
JIEHCTBHSL:

1. Boittu B BeO-mpunoxenue «lIpoduns rocymapcTBEHHOM

opranuzanumny (https://esia.gosuslugi.ru/profile/agency).

2. BroiOpatb yHKIMIO 100aBIE€HUS HOBOTO JOPKHOCTHOTO JIMLIA.

3. BBectm nmuHBIE W CITy)KeOHBIE JTaHHBIE TPUCOCIHHIEMOTO
JOJDKHOCTHOTO JIUIIA.

4. TloaTBepauTh  pETHCTpPAlMIO  JOJDKHOCTHOro Jjuna. Ecmm
nonp3oBarenb ¢ ykazaHHeiM CHWJIC yxe 3aperucTpupoBaH B
ECHA, To ECUA npucoenuHsier y4€THYIO 3allUCh MOJIb30BATENS
K yu€tHoM 3amucu OI'B. B pe3ynbrare moiab30BaTenb MOIy4aeT

poab gomkHocTHOrO tnna OI'B.
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Omun mnons3oBatesib ECHMA MoOXeT OJHOBPEMEHHO SIBISTHCA JOKHOCTHBIM JIMIIOM B

Heckonbkux OI'B u FOJI, a Takke UMeTh poJib OJHOTO UHAUBUAYATBLHOTO MIPEANPUHUMATEIIS.

4.1.2 Peructpaunusi OpUANYECKUX JUIL

Peructparus IOJI (BHecenue 3ammcu B peructp HOJI) ocymiecTBisieTcs ¢ MOMOIIBIO BeO-
unrepdeiica ECHUA. Co3gaBath y4yeTHyr0 3anmuch FOJI MOKHO TOJIBKO M3 MOATBEP)KICHHON y4eTHOMN
3aMucH (PU3UYECKOTO JIMIA — PYKOBOAMUTENS OPraHU3alUuU WM MPEACTaBUTENS I0PUINYECKOro JUIA,
MMEIOLIETO NMPaBO JIEHCTBOBAaTh OT UMEHHU OpraHu3aluu 0€3 10BEPEHHOCTH.

ITpouenypa perucrpauuu FOJI U3 noaTBEpKAEHHON YYETHOM 3aIIMCH I10JIB30BATENS BKIOYACT
B ce0sl ClIeAyIOIINE 1Iaru:

1. Ilepexox Bo BkIaaky «OpraHuzauuu» Hpoduias MONb30BaTENs W HWHULUUPOBAHUE
IPOLEAYPbl PETUCTPALIUU.

2. TlonkmroueHue cpelcTBa MEKTPOHHONW mojmucu. /i perucrpauuu OpUAMYECKOro JIHMLa
TpeOyeTcsl MCIOJIb30BaTh KBATM(DULUUPOBAHHYIO JIEKTPOHHYIO IMOJINUCH, BBIAAHHYIO HA
UMsI pYKOBOJUTENS FOPUINYECKOTO JIMLA UM Ha JIUI0, UMEIOIee MPaBo JAEWCTBOBAaTh OT
UMEHH IOPHIUYECKOTO JIHIa 0€3 TOBEPEHHOCTH.

3. 3amonHeHue ¢GoOpMBI C AAHHBIMU O IOPUIMYECKOM JIMIIE U JAHHBIMH O DPYKOBOJHTEJE
opranuzaiui. OCHOBHBIE TMOJISl TPEN3ANOJIHEHbI, MOCKOIbKY OHHM OBUIM CUUTAaHbl W3
cepTUdUKaTa MEKTPOHHONW MOJMHMCH, HEOOXOJIUMO YyKa3aTh JMIIb Pl JOMOJHUTEIBHBIX
CBEICHHI 00 opraHu3aluu:

— OpraHMU3alMOHHO-TIPaBOBYIO (pOpMY;

— aJpec dJIEKTPOHHOM MOYTHI OPraHU3aLNu.

Ecnu B nuuHbIX gaHHBIX He Obu1 yka3zaH MHH, o cnenyer ykazats UHH nonbs3oBatens kak
¢buznyecKoro auua.

4. OsxkuJaHue OKOHYAHHS aBTOMATUYECKOM MPOBEPKU AAHHBIX OPTaHU3AIMH U PYKOBOJIUTEIS
opranuzaiun B dDenepanbHoil HanoroBoil ciyxOe. Ecim ommbGOKk He BO3ZHUKHET, TO
IOpUJIMYECKOe JIUIIO0 OyJeT 3aperucTpupoBaHo, T.€. OyAeT BHeceHa 3anuch B peructp FOJL.
PykoBogutens FOJI, ocymectBnsaBmmii peructpanuto FOJI, aBTOMarnyecku moayduT poiib

JIOJKHOCTHOTO Jinna fanHoro FOJI u mpaBa pykoBoauTens.

4.1.3 Bxuwuyenue OI'B B peructp OI'B

B peructp opranoB u opranumzammii ECUA Moryt ObITh BKIIOYEHBI TOJBKO OpraHU3aIlUH,
noananaronme nox nercrsue IlocranoBinenus IlpaButensctBa Poccuiickont ®depepanuu  OT

28 Hos0pst 2011 1. Ne 977.
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Bxmouenne OI'B B peructp ECHUA npoucxoaur aBTOMaTH4ECKM B pe3yJbTaTe

cuHxpoHu3anuu faHHeix ECUA ¢ ©PIY.

s ucnonszoBanus Bo3moxkHocTed ECHUA mpeacraButensim OI'B HeoOXoaumMo Ha3HA4HMTh

CBOETO YIOJHOMOYEHHOI'O COTpyaHUKa. HazHaueHne BO3MOXKHO CIIEIYIOIIMMHU CIIOCOOaMH:

1. Ecnu Bbiuecrosimas opranuzauus gaHHoro OI'B nMeer ynojaHOMOYEHHOTO COTPYAHHUKA B
ECHA, To UMEHHO OH Ha3Ha4yaeT YNOJHOMOYEHHOI'O COTpyAHHKa Hukecrosiuero OI'B,
UCIoNb3ys 1iist aToro BeO-untepdeiic ECUA.

2. Ilpu OTCYTCTBHM Yy BBIIIECTOSIIECH OpraHU3AMK YIOJHOMOYEHHOro corpyanuka ECHUA
CJIEIyeT BBIIOJHUTH CIEAYIOLIUE NEHCTBUSA:

— Hanpasutb onepatopy ECHA 3asBky ycTtaHoBieHHOM Pernmamentom (1)0pr113;

— obecneunts peructpamuio B ECHA coTpynHuka, KoTopoMmy OyIeT Ha3HAu€HO
nonmHomMoune aamuHHcTpatopa npoduns OI'B  (coTpyaHMK  JOMKEH UMETh
MOJATBEPXKICHHYIO yueTHYI0 3amuck ECHA).

B pesynbTare ycnemmHoro MCIONHEHMs 3asiBKH yrnonHoMoueHHoe Jinuno OI'B mosyuut

nosHoMoune aaMuHuctparopa npoduis OI'B v moayduT AOCTYN K BeO-NPUIOKEHHIO

«[Tpoduns rocyaapcrBenHoit opranusanun» (https://esia.gosuslugi.ru/profile/agency), rae,

B YAaCTHOCTH, CMOXKET YIpPaBIsATh JaHHBIME cBoero OI'B (cm. . 4.2.3).

4.1.4 Peructpauusi HH(POPMALMOHHBIX CUCTEM
Perucrpamnus UC Bemomnusiercsa no 3asske OI'B, sBistromerocs oneparopom aanHoit UC. OI'B
IpeIBAPUTENILHO JI0JDKEH OBbITh 3apeructpupoBad B ECUA (cwm. 1. 4.1.3).
B ECHUA nomxHsl 6bITh 3apeructpupoBanbl C, koTopsle:
— wucnons3ytoT ECUA kak noctaBumk uneHruukanuu (Identity Provider) nis naentudukarym
U ayTeHTU(UKAIMH [T0JIb30BaTENCH;
— ucnons3ytor ECHMA B kayectBe mocraBiMka pecypca (ans uHTerpamuu no REST u
OAuth 2.0);
— OCYULIECTBJIIOT perucrpanuto noias3zoareneii B ECUA.
Jna peructpauun WC crnenyer momars omepatopy ECHMA 3agBky Ha noxaximouenue MC
YCTaHOBJIEHHOW (OpPMBI, KOTOpasi, B YaCTHOCTH, BKJIOYAET OMHMCAHHE HEOOXOJUMBIX CHCTEMHBIX

14
rpynn (g ucnonb3oBanud ux FOJI). ®opma 3asBku npuBeneHa B PernamenTe ™.

1
8 Paznen 4 PernameHnTa.
14 Pasnen 6 Pernmamenra.
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B pe3ynbrare ycrnemHoro ucrnoiaHeHus 3asiBku Ha peructpanuto UC:
— UC BHOCHUTCS B perucTp HHGOOPMALMOHHBIX CUCTEM;
— Omneparop ECHA coobmaer omneparopy WC wuaeHTHdUKATOPHl (MHEMOHHYECKHE

HaI/IMeHOBaHI/Iﬂls) NC, xoropeie OyayT ucnonszoBarbes B ECUA nannoit C.

4.1.5 Perucrpanusi NOJJHOMOYMHA M CUCTEMHBIX Py

Hns cucrem, unrterpupoBanHblx ¢ ECUA, umeercss BO3MOXXHOCTH MPOBEPSATH HAIUYHUE Y
[0JIb30BaTeNe crerupUUecKuX MOJHOMOUYMH O JOCTYNy K 3TOi cucreMme. JlaHHas BO3MOXXHOCTb
obecneunBaercs B ECUA crnenyomyuMyu MeXxaHU3MaMHu:

— MEXaHU3M CHUCTEMHBIX TPYII — JJIs IpOBeAeHUs aBTopu3anuu coTpyaaukos FOJI. Omnepartop
NC Moxer 3aperucTpupoBaTh OJHY WM HECKOJIBKO CHCTEMHBIX TIpYII, KOTOpble OynyT
noctynael FOJI; ymomnomowennbsie cotpynHuku HOJI cMOryT BKITIOYAaTh/MCKIIFOYATh CBOMX
COTPYIHHUKOB ¢ moMoiipio BeO-uHTepdeiica ECUA (cm. m. 4.2.2.3). Tlocne ayreHTHQHUKAIUH
JaHHble O TNpHHaIeKHOCTH coTpyAaHuka HOJI k cucremubM rpynmam aanHoil C Oyayt
nepeaanbl B SAML-yTBepKAECHHUSAX, a TakKe JOCTYIIHbI C IIOMOLIBIO IPOrPaMMHOIO
uHTepdeiica, ocHoBaHHOTO Ha apxuTekType REST;

— MEXaHU3M IOJIHOMOYMH — JUIsl poBeieHus aBTopu3anuu corpynHukoB OI'B. Oneparop NUC
MOJKET 3aperucTpUpPOBaTh OJAHO WJIM HECKOJIBKO MOJHOMOYHI C MOMOIIBI0 BEO-MPUIOKEHUS
«Ipodunb rocygapCTBEHHON OpraHW3aluuy», KOTOphle OyayT moctynHbel apyrum OI'B s
Ha3HaueHUs. YTOJIHOMOYeHHble coTpyaHukn OI'B  cMoryr Ha3HayaTh/OT3BIBaTH 3TH
MOJTHOMOYHS ¢ ToMolsio BeO-untepdeiica ECUA npunoxenus «[Ipodpunb rocyaapcTBeHHOM
opraunuzaiu» (cM. 1. 4.2.3.3). Ilocne ayreHTHGUKAIIMK JaHHBIC O HATUYHUN Y TOJHKHOCTHOTO
muma OI'B momHOMOuMit OynyT nepenansl B SAML-yTBEepKICHUSAX.

Perucrparust cUCTEMHBIX Tpymil ocyuiecTBisercs Ha srtane peructpauuun MC B ECHUA (m.
4.1.4), nepeyeHb CUCTEMHBIX I'PYIIIT MOXKET ObITh U3MEHEH B pamkax n3meHeHus nanusix IC 8 ECUA
(m. 4.2.4).

Texkymuit ¢GyHKIIMOHAN cuUCTeMHBIX Trpynn / mnonHomouundt OI'B  He mopnepkuBaer
BO3MOXKHOCTh HajeneHuss oraenbHbix HOJI / OI'B mpaBoMm HCIONB30BaTh COOTBETCTBYIOIIME
CHCTEMHBIE TpymIbl / MolHOMOuYWs. VHBIMH ClIOBaMM, BCE 3aBEICHHBIE CHUCTEMHBbIE TPYNIBI /

nosiHoMouus OynyT «BuguMel» Bcem FOJI / OI'B.

1 .
® Ecin UIC Gbuia panee 3apeructpupoBaHa B CMOB, To coxpaHsieTcs TPUCBOCHHAas €Ml Tpu
peructpauuu B CM9B muemonuka MC
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4.2 YhnpaiieHHe TaHHBIMH

4.2.1 YnpasieHue JaHHbIMU (PU3NYECKHX JIUIL

VipasieHHe — JaHHBIMH  TIOJIb30BaTEIss—(pHU3UYECKOr0  JIMNA  OCYIIECTBIISACTCS MM
caMoCTOsITeNbHO ¢ momouibio  BeO-uHTepdeiica ECHUA. Jloctym k mnpoduiro Moiib30BaTems
OCYILECTBIISICTCS 1O CCHLIKE:

https://esia-portall.test.qgosuslugi.ru/profile/user/

K nepconanbHbIM ganHbIM, pa3menieHHbIM B ECUA, oTHOCSTCS:
— OCHOBHas MH(MOpMALIUA:
- (amMunus, UMs, OTYECTRBO;
- 1O
- JlaTa pOXKICHUS;
- PEKBU3HUTHI YAOCTOBEPAIOIIETO JHMYHOCTh JOKYMEHTa (TOJIbKO MJii MPOBEPEHHOM U
MIO/ITBEPKIEHHOM YU4ETHOM 3amuch);
- TPa)xJaHCTBO (TOJIbKO Ul IPOBEPEHHON U MOATBEPKIEHHOW yUeTHOM 3amucu).
—  UICHTH(PHUKATOPHI:
- CHWIC (Tonpko amnsi IpOBEPEHHON U MOATBEPKACHHON YUETHOH 3aMUCH);
- HWHH (Tonbko 11st MOATBEPKAEHHON YUETHOM 3aIiCH).
— JIOKYMEHTHI:
- PEKBU3UTHI BOAUTEIILCKOIO YIOCTOBEPEHHUS.
— KOHTakTHas uHbopMaIus:
- aapec IEKTPOHHOM MOYTHI;
- MOOUJIBHBIN TenedoH;
- JoMalrHui TenedoH

- IOYTOBBIM azpec;

aZipec perucTparym.
— TPaHCIOPTHBIE CPENICTBA:
- TOCYHApCTBEHHBIM PErUCTPALMOHHBIA 3HAK TPAHCIOPTHOTO CPEACTBA U PEKBU3HUTHI
CBUJIETEIBCTBA O PErUCTPALIMU TPAHCIIOPTHOI'O CPEACTBA.

IIpouenypa penakTUpoBaHHs psaa IMOJEN pa3audaeTcs B 3aBUCUMOCTH OT TOTO, SIBISETCS JIN
y4eTHas 3alHCh I0Jb30BATENsl HENPOBEPEHHOM, MNPOBEPEHHONM WIM IOATBEPKACHHOU. Jliid
IIPOBEPEHHON U MOATBEPKICHHON YYETHOM 3allMCHU MU3MEHEHUE Psa MOJIEH BO3MOXKHO TOJIBKO I10CIIE
npoBepku 3TuX AaHHbIX B BI'UP. [lo Tex mop, moka aaHHble HEe OyayT MOATBEPKICHBI, H3MEHEHUE
JAHHBIX HE MPOU30UJIET.
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4.2.2 YnpapiieHue JaHHbIMH IOPUIHYECKUX JHUII

Vnopasnenne panHeiMu FOJI  ocymiecTBisieTCs  CaMOCTOATENBHO PYKOBOAMTEIEM WM
anmMuHucTparopom mpodmns HOJI ¢ momompio BeG-uHTepdeiica ECHUA. JlocTymHbl cienyromue
byHKIMNU:

— ympaslieHHE UACHTUGUKAIMOHHBIMU JaHHbIMU FOJT;
— ynpasieHue corpyaaukamu FOJT;
— yIpaBJIeHHE PUHAUICKHOCTHIO COTPYJHUKOB K CHCTEMHBIM T'pyIiaM (TpyIiiaM JIOCTYyIIa).

Boiitu B npoduns opranuzamun ECUA u ynpaBisTh TaHHBIMH OPTaHU3AIMH MOXKET TOJBKO
YIOJTHOMOYEHHBIN COTPYIHUK — T.€. [10JIb30BATENb, KOTOPBIN SBIJIAETCS PYKOBOJUTEIEM OpraHU3aluy,

BBIIIOJIHUBIIUM PEruCTpalio OpraHu3aluud, HIIN KOTOprﬁ BKJIFOUCH B IpyHnily aaMHUHUCTPATOPOB

npoduns ECUA.

4.2.2.1 YnpasJienue uaeHTH(puKanMoHHbIMHA 1aHHBIMHU FOJI

YTIOTHOMOYEHHBIN COTPYAHUK UMEET BOZMOXKHOCTh PeIaKTUPOBaTh cieaytomiue nanasie KOJI:
— OpraHu3alMOHHO-TpaBoBas hopMma;

— aJpec JIEKTPOHHOM MOYTHI.

4.2.2.2 Yupasiaenue corpyauukamu FOJI

YIOTHOMOYEHHBIM COTpPYAHUK C momolibio BeO-uHTepdeiica ECUA unmeeT BO3MOXXHOCTH
IIPOCMOTPETH NEPEUEHb COTPYAHUKOB, T.€. II0JIb30BaTEIEH, IPUCOCINHEHHBIX K Opranu3anuu. Takxke
OH MMEET BO3MOKHOCTbD:

—  OTPENaKTHUPOBATH CIEAYIOLIUE TaHHBIC COTPYAHHUKA:
- KOPIOpAaTUBHBIN aJpeC dJCKTPOHHOU ITOYTHI;
- JIOJKHOCTB;
- KIIIT ¢unmana (s ciydaes, koraa HE00X0UMO, YTOOBI TOJIB30BATEINb IEHCTBOBAI OT
MMeHU ¢unana 1aHHOW opraHu3alun).
—  OTHpaBUTh IMpPUIJIAIICHUE TIIOJIH30BATENI0 JJIsi €ro MPUCOCTUHEHHs K OpraHu3anuu (CM.
n. 4.1.1.2), a Tak)Ke UCKJIIOYUTH COTPYAHUKA M3 OpraHu3ainuu. [Ipy UCKITIOYEHNH COTPYIHHKA
ECHA ynanser monp3oBarens U3 BCEX CHCTEMHBIX TPYIN W HUCKIIOYaeT coTpynnuka u3 HOJI,

1
IIPYU 3TOM y4Y€THasl 3alliCh COTPYIHUKA HE yOAIsIeTCs U3 perucrpa pU3sn4ecKux Jmil °

1% BriBmmii corpyaauk OJI MoXeT mpomomkare HCIOIB30BATH CBOKO y4eTHYHO 3anuck ECUA,
HanpuMep, s MOJIyYEHHs TOCYAAPCTBEHHBIX YCIYT B 3JIEKTPOHHOM BHJIE.
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4.2.2.3 YnpasJ/ieHHe NPHHAVIE;KHOCTBIO COTPYIHUKOB K CHCTEMHBIM Irpynnam

Jlns perynupoBaHus TOCTyNa COTPYAHUKOB K HHTErpupoBaHHbIM ¢ ECUA nHdopmanimoHHbIM
CHCTEMaM YIOJIHOMOYEHHBI COTPYAHHMK OpPraHM3allMd HMMEET BO3MOXKHOCTb C IIOMOUIbIO BeO-
untepdeiica ECHA BxitoyaTh U MCKIIIOYATh COTPYAHUKOB U3 CUCTEMHBIX rpynn”.
['pynnsl foctyna (CUCTEMHbIE I'PYMIIBI) CBSI3aHbl ¢ UHPOPMALMOHHBIMUA CUCTEMaMH, JIOCTYII K
KOTOPBIM OHHU PEryiIupyroT. Eciu coTpyiHUK opraHu3anuy ObUI BKJIIOYEH B CHCTEMHYIO IPYIILy, TO
COOTBETCTBYIOILIME [aHHBIE CMOXXET oOpabarbiBarh M C-Bnazmenen MJaHHOM CHUCTEMHOM TPYIIIBI:
uHboOpMaNKsa O IPUHAAISKHOCTH K CUCTEMHOH rpymme Oyaer mepenana B yrBepxkaeHusax SAML, a
TAaKXKe MOXET ObIThb IIO0Jy4yeHa C [OMOILIBI0 IPOrpaMMHOr0 HUHTepdeiica, OCHOBAaHHOIO Ha
apxutektypHoMm ctuie REST.
OO61mas cxema B3aMMOJEHCTBUS BBIIJISIIUT CIEIYIOIIUM 00pa3oMm:
1. OI'B peructpupyer B ECHUA wundopmanmonnyio cucremy (MC-1), moctynm kotopoit
JIOJDKHBI TI0Jy4aTh NPEACTABUTEIM HOPUAMYECKHMX JIML, 3apeructpupoBaHHbix B ECHA.
IIpu perucrpauun WC-1 npansslii OI'B  ompepenser Ha3BaHHE COOTBETCTBYHOLIEH
cucteMHOU rpymisl (cM. 1. 4.1.4), nanpumep («rpymma 1»).
2. YuomaomoueHHb cotpyaauk HOJI ucmonp3yer BeO-unTepdeiic ECUA mns mpocMoTpa
CYIIECTBYIOIIMX TPyMI AocTyna. HaxoauT rpymrsl qoctyna, cBsizanubie ¢ cucremon MC-1,
Y BUJMT, YTO B 3TOM IIEPEYHE MOSBUIACH «TpyMIa-1».

3. YnomHoMoueHHbI coTpyauuk FOJI noGasnser B «rpymiy-1» cOTpyJHUKOB OpraHM3alluHy,
KOTOpBIM OH pa3zpemiaer aericrBoBath B IC-1 ot umenu HOJI.

4. Cotpynnuk FOJI, BKIIOUEHHBIH B CUCTEMHYIO TPYIIY «rpynna-1», ayreHTuGuuupyercs ¢

nomoisio ECHUA B UC-1.

5. UC-1 nonyuaer cpenu SAML-yTrBepkaeHMi HH(DOpPMAIUMIO O TOM, YTO MOJbH30BATENb

BKJIIOUEH B «Tpymiy-1» (g 3Toro ananuszupyer yrepxkaeHue memberOfGroups — cm. 1.
A.5 npunoxeHust A), U IPUHUMAET MOJOKUTEIBHOE PEIIEHHE O JOCTYIE MOJb30BaTENs K
CBOMM pecypcam.

6. Ecmu npyras unrerpupoBanHas ¢ ECHA UC-2 npu ayreHtudukamuu oOpabaTbiBaeT

SAML-yTBepx)IeHNnEe 0 TPUHAIICKHOCTH TOJIH30BATENSI K TPYIIaM, TO OHa HE YBHIUT
uHpopMaluio o «rpymme-1», noromy yto naHHas MC-2 He sBisieTcsl BiaJenblieM 3TOM

TPYIIIBIL.

Y Ecii cooTBETCTBYIOMMME HE(OPMAIIHOHHBIMA CHCTEMAMH TIPEyCMOTPEHBI TPYIIIB JOCTYIIA
(cucreMHsble rpynnsl), cM. 1. 4.1.5.
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4.2.3 Ynpasiaenue 1anabivu OI'B

VYrpasnenue gaaasiva OI'B ocyimecTBisieTcst CleayronmMu Crioco0aMu:

18.

— B pe3yJbTaTe BHINOJHEHUS MPOIIECCOB, ONPEICICHHBIX PermaMenTom™ ;
— ¢ mnomompeio BeO-uaTepdeiica ECHUA  (cnenmanbHoe BeO-mpunoxenue  «lIpoduns

rocyJIapCTBEHHOM opranu3anuny, https://esia.gosuslugi.ru/profile/agency);

VYmpasnenue ganasivu OI'B Brittouaet B ce0si:
- U3MEHEHHE WICHTH(PUKAIMOHHBIX naHHbIX OI'B;
- ympaBlieHue JOJDKHOCTHhIMU Jintiamu OI'B;
- yIpaBJieHHE MOJHOMOYHUSMHU JOJKHOCTHBIX jiuil OT'B.

Boiitu B BeO-npunoxenue «lIpodunb rocyrapcTBeHHON OpraHu3aliuy U YIpaBisiTh JaHHBIMU
OI'B MOXeT TOJIbKO YIOJHOMOYEHHBIH COTPYIHHK — T.€. IOJb30BaTEIb, KOTOPBIM SABISIETCS
aaMuHucTparopoM jgaHHoro OI'B. OtoT coTpynHuk ykasepiBaeTcs B 3asiBKe Ha peructpauuio OI'B B
ECHA 4.1.3.

Jns Bxona B BeO-npusnoxkenue «IIpoduib rocyjapcTBeHHOM oOpraHU3aiiiy YIOJTHOMOYEHHbBIN
COTPYIHHUK JOJDKEH HCIONb30BaTh ayTreHTU(ukanuio ¢ nomoisio KOII. Tlpu atoM gomycTuMbiM
siBisieTcst ucnosib3oBanueM KOII, cooTBeTcTBYIOMIME CEPTUPHUKATEI KOTOPHIX:

—  BbIIaHbI Ha gomkHocTHOE nuno OI'B;

—  BbIIaHbI Ha pusnueckoe nuio (conepxxkatr CHUIIC u ®HO).

4.2.3.1 U3menenne naeHTuGUKANMOHHBIX JaHHBIX OI'B 1 cMeHa ynoJITHOMO4YEHHOT0 COTPYAHMKA
OI'B
Jannsle 3anucu peructpa OI'B B ECUA MeHsitoTCo clielyroIMH Clioco0amu:

— B pesynbrare cuHxpoHuzauuu ¢ OPI'Y, mnsg usmenenus stux naHHbIX npexacrasurens OI'B
HaIIpaBJISIET 3a5BKY B OPI'V?Y;
— B pe3ysbTare UCHoJb30BaHus BeO-npuioxeHus «IIpoduns rocynapcTBeHHON opraHu3arivimy

(https://esia.gosuslugi.ru/profile/agency), nocTym kK KOTOPOMY HMEETCS Y YIMOJTHOMOYEHHOTO

corpyanuka OI'B (coTpyaHuka, IMEIOLIero MoJHOMOYUs afiMUHICTparopa npoduis OI'B).
Ecnmu apmunuctparop npocuinst nanHoro OI'B yrpartun noctyn k ECHUA (BoccranoBiieHue
JIOCTyTa HEBO3MOKHO, Y BBILIECTOSALICH OpraHM3allii HET JOCTYyNa K Y4YETHOH 3aluch), TO CIeoyeT

nojate oneparopy ECHUA 3asBky Ha wu3MeHeHHMe JaHHBIX opraHa/opranuzamuu (OI'B),

18 pasnien 7 Pernamenta.
1 .

’ [Topsinok u ocobenHocTr B3aumozeiicTeust ¢ @PI'Y HaxonsaTcs 3a npeesiaMu pacCMOTPEHUS
JAHHOTO JOKYMEHTA.
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20
PYKOBOACTBYsCH PeritamenTom™ .

B ECHUA ne npenycmorpeno omnepanuu ynaainenus 3amucu OI'B u3 perucrpa ECHUA,
uHuuupyemoit npeacrasuresnem OI'B. Jlng ynanenus 3anucu cieayer noaath omneparopy OPIY
3afBKy Ha ynajlieHHe MaHHbIX oprana/opranmzauuu (OI'B). Ilocne ymajgeHus AaHHBIX U3 pErucTpa

@OPI'Y B pe3ynbraTe aBTOMAaTUYECKOW CHHXPOHU3alMU OyneT 3a0imokupoBana 3anuck OI'B B peructpe

ECHA.

4.2.3.2 YupasJjieHue J10/KHOCTHBIMU Juniamu OI'B

JloGaBieHne MOMKHOCTHBIX JIMI[ OCYIIECTBISIETCS B pE3yJibTaTe BBHIIOJHEHUS OIepaluu
MIPUCOSAVMHCHHS TTOJIh30BaTeIICH—(U3NICCKUX JIMI, UMEIONINX IMOATBEPKICHHYIO YYETHYIO 3aIliCh
ECHA. Drtor mpomecc MOXET BBIIOIHATBECS C TOMoIplo  BeO-mpuiokenus  «lIpoduib
roCy/lapCcTBeHHOM opranu3amuu» (cm. 1. 4.1.1.2).

[Tpu u3MeHeHHH CIyX)eOHBIX MaHHBIX MOJKHOCTHOTO Jinia OI'B Moxker ucmonb3oBath BeO-
npwioxkenne «[Ipodwmib rocygapcTBeHHOW OpraHu3anuuy. VI3MeHSATh JaHHBIC JOHKHOCTHOTO JIHIIA
MOJKET yIOoJIHOMOUYeHHBIN coTpynHUK OI'B. OH Takxe MOXKeT:

- 3a0MOKMpPOBaTh POJIb MOJB30BATEN KaK JOHKHOCTHOIO JIUIA NaHHOM opraHuzauuu. B
3TOM Cjly4yae JEMCTBUE BCEX MPEAOCTABICHHBIX 3TOMY JODKHOCTHOMY JIMIY
MOJTHOMOYMH TPUOCTaHABIMBaeTCsA. B TO ke Bpems TMOJb30BaTellb COXPAaHUT
BO3MO>KHOCTb TTOJIb30BATHCS CBOEH YUETHOM 3aIMChIO0 B KauecTBe (pu3nueckoro auna (u
JIPYTUMHU POJISIMU, HE CBA3aHHBIMU ¢ TaHHBIM OI'B);

- UCKIOUUTh Ao0kHOcTHOEe nuuo u3 OI'B. Ilpu BeimonHenuun stoil omepaunun ECHUA
OT3BIBAET BCE TOJHOMOYMS, KOTOPBIC OBUIM MPEHAOCTABIEHBI JIOJDKHOCTHOMY JIUIY
OI'B, u uckmouaet nomkHoctHoe ymio u3 OI'B. IIpu aTom ydeTHas 3amuch OBIBIIETO

AOJDKHOCTHOTI'O JIMIA HC YAAJIACTCA U3 peructpa (I)I/ISI/I"ICCKI/IX J'II/II_[21.

4.2.3.3 YnpasJiieHue NOJTHOMOYHAMM T0LKHOCTHBIX iul OI'B

ITonmHOMOYME AOKHOCTHOIO JIMIIA — O3TO NPaBO JOJDKHOCTHOTO JIMIIA HA BBIITOJHEHUE
HEKOTOPOTO JIEWCTBHS B paMKax MH(POPMAIMOHHON CHCTeMBbl. B KadecTBe JaHHOW CHCTEMBI MOXKET
BBICTYIIATh:

— ECHA, B aTOM cnydae peub HAET 0 «0a30BBIX» MOJHOMOYHSIX AoikHOCcTHOTO jmma OI'B. K

9TOMY THITY MMOJTHOMOYHMM OTHOCHUTCS IIOJJHOMOYHE AIMUHHUCTpATOpa HpO(I)I/IJ'IH OFB, KOTOpPOC

20 Pasnen 5 Pernmamenra.
21

beIBIIEE TOJDKHOCTHOE JMIIO MOXKET NMPOAODKATh MCIIOJIB30BaTh CBOK ydeTHYrO 3anuchk ECHUA,
HalpuMep, I MOJIy4eHHS TOCYJapCTBEHHBIX YCIIYT B 3JIEKTPOHHOM BUJIE.
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MO3BOJISIET JOJDKHOCTHOMY JIMIly OCYIIECTBIATH cienyrouiue neiictBus B «lIpodume
rocynapctBeHHo# opranuzauuny ECUA:
- BECTU peructp AoKHOCTHBIX Jull OI'B (mpucoenuusth, 6J10KUpPOBaTh, peIaKTUPOBATH
ci1y>keOHbIe JaHHbIE, HCKIII0YaTh JOLKHOCTHBIX Ul u3 OI'B);
- YOPAaBJATH NOJHOMOYMSIMHM JTOJKHOCTHBIX JIULI.
— wunHTerpupoBanHbie ¢ ECHMA wuHboOpManvoHHbIe CHCTEMBbl. llepedeHb Takux MOJTHOMOYUN
moxet onpeaessite OI'B st cBonx UC, unterpupoBanubix ¢ ECUA (1. 4.1.5). B aTom cityuae

UC, umeromas cou noaHomouuss B ECHMA, nMeeT BO3MOXHOCTb NPOBEPATH HAIUYUE Y

noJkHOCTHBIX Jinll OI'B He00X0MMBIX TOTHOMOYHI U pelIaTh Ha 3TOM OCHOBAaHUH BOIPOC 00

aBropusanuu (cM. 1. 4.3.3).

YpaBisTh MOJHOMOYHUSMH JTOJDKHOCTHBIX Jinil gaHHoro OI'B ¢ momomsio BeG-uHTEpdEiica
(uepe3  BeO-mpuokeHuss  «[Ipoduns  rocymapcTBEHHOW — OpraHW3alMU»)  MOXET  TOJIBKO
YIOJTHOMOYEHHBIH COTPYIHUK JAHHOTO OI'B (umeromuii MOJTHOMOYHS
aJIMMHHUCTPATOpa/aIMUHUCTPATOPA MTOJIHOMOYHIA), 160 YIIOJTHOMOYEHHBIH COTPYJIHUK
Boiectosiiero OI'B.

VYupasnenue n006sM noaHoMouneM B ECUA Bkiitouaet B ce0s CleAyOIIMe IpoIecCh:

— Ha3HaueHUe MOJHOMOYHUS JOKHOCTHOMY JIUILY;

— OT3bIB [TOJIHOMOYHS Y JOJIZKHOCTHOTO JIMIIA.

YnpasJ/ieHue NOJTHOMOYHUSIMH C UCNI0JIb30BaHUEM BeO-nHTep(eiica nurepdeiica

YnonnomoueHHbIH coTpyAHUK OI'B MoxkeT Ha3HauuTh J00OMY JOJKHOCTHOMY JIMIY CBOEH
OpraHusanuu nosHomouus B otHomenun maobdoir UC, 3apeructpuposasuieii B ECUA noaHoMouus
(cm. m. 4.1.5).

s BbIMONHEHUS (YHKUMU Ha3HAuYeHHWs] IOJIHOMOYMH HEOO0XOJMMO HCHOJIb30BaTh BeO-
npuioxenne «IIpodguib rocymapcTBeHHOM opraHuzanuuy». Takke 5TO NPUIIOKEHUE TO3BOJSET

OTO3BAaTh HA3HAYCHHOC paHECC ITOJTHOMOYHE.

4.2.4 Yupasaenue nanabimu UC
Jna usmenenus nanHbix WMC oneparop MC nomken mopars oneparopy ECHMA 3asgBky
YCTAaHOBNEHHOH PermamenToM GOpMBIZ.. B pesyibTaTe YCIEIIHOTO HCIOTHEHHS 3asBKH B PETHCTP

I/IH(bOpMaIII/IOHHBIX CHUCTEM BHOCATCSI U3MCHCHUA.

2 [Topsinox nzmenenus nanubeix MC onucan B pasaene 7 Persiamenra.
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Hns ynanenus panneix MC omepatrop MC nomkxen mogate omepatopy ECHUA 3asBky Ha
ynanenue nanubix 06 C ycranoBiaenHoi popmel. @opma 3asBKH MTPUBEICHA B Permamente®,
B pe3ynbTaTe ycrnemHoro ucroaHeHUs 3asBKU Ha yIAJICHUE:
— Bce mpepocraBiieHHble monb3oBateasiM ECHUA nomnomounss B oTHomenuun panHon HC
OTO3BaHbl, IOJTHOMOYHS / CUCTEMHBIE TPYIIIbI YAAJICHBI,
— yuérHas 3anuch MC ynanena u3 peructpa HHPOPMALMOHHBIX CHCTEM.
Ynonnomouennbsii corpyanuk OI'B—oneparopa UC umeeT Takxke BO3MOXKHOCTb C IMOMOILBIO
BeO-nipunoxenus «IIpoduins rocynapcTBeHHON OpraHU3aIMy OCYIIECTBIATH CIETYIONUe TeHCTBUSA:
— 3arpyxarthb u yaansath ceprudukarst UC;

— penaktupoBath noaHomouus OI'B.

4.3 TlonyyeHue TaHHBIX

Wudopmanonnas cucrema, moakiaodenHas kK ECHUA ¢ menpio waeHTUUKANUUA |
ayTeHTU(UKALUY, TOTy4aeT MHPOPMALUMIO O CYObEKTaxX, aHHbIE O KOTOPBIX XPAHATCA B PErucTpax
ECHA. C stoii nensto B ECUA npeaycMoTpeHsl cieayroniie nporpaMMHble HHTEP(HEHCHI:

1. Tporpammusiii naTepdeiic Ha ocnobe SAML 2.0. UC, unrerpupoBannas ¢ ECUA, noxydaer
JTaHHBIE M0JIb30BaTeNs Ha MOMEHT ero ayreHTugukaunu B ECUA. JleranpHas nndopmanus oo
MCIOJIb30BaHUU 3TOT0 IIPOrPaMMHOT0 HHTEpQeiica peicTaBiIeHa B IPUIOKEHUH A.

2. Tlporpammusblii uHTEpdeiic Ha Oaze apxuTekTypHoro cruis “Representational State Transfer”
(REST). On no3Bomnsietr uHTerpupoBanHbiM ¢ ECUA uH(DOpPMAIMOHHBIM CHCTEMaM IMOIyYaTh
noctyn k xpassmuMmcs B ECHA naHHBIM B IHPOW3BOJBHBIE MOMEHT BpEMEHHM IIOCie
NPEBAPHUTEIBHOTO MOMYYCHHs PA3PELICHAs OT TOJb30oBaTeNs . OBECIednBacTCsl TOCTYI K
CJICAYIOIIMM JaHHBIM:

— JaHHBIE O TMoOJab30BaTene (MACHTU(UKAIMOHHBIE [aHHbIEC, JaHHbIE O TPAHCHOPTHBIX
CpPEICTBAX, JaHHBIE O BXOXKJICHHU B OPTaHU3AIINN);

—  JaHHbIe 00 opraHu3anusax (MIeHTH(PUKALMOHHBIE JaHHBIE, JTaHHBIE O COTPYAHUKAX);

— JaHHble 00 WH(OPMAIMOHHBIX CHUCTEeMax (MICHTH(UKAIIMOHHBIE JaHHBIC, JaHHBIE 00

OpraHHU3alH-BIIAJIEIbIIe).

2
3 [Topsinok ynanenus nanaeix MC onmcan B pasnene 8 Pernamenra.
?4 3a HCKITIOYEHHEM nony4yenus ganueix 00 UC (cm. n. B.7 npunoxxenus b u n. B.3 npunoxxenus B.
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JeranpHas uHGOpMAIMS 00 UCIOIB30BAHUHU 3TOTO MPOrPAMMHOTO HHTEpdeiica mpencTaBicHa

B [Ipunoxenusx b u B®,

4.3.1 Oco0eHHOCTH MOJTy4YeHHUsI JAHHBIX PU3UYECKUX JIUILL

[Tony4ate jaHHbIE PU3NUECKUX JIUIL (C JTFOOBIMU POJISIMH, 32 UCKIIOYEHUEM JIOJIKHOCTHBIX JIHIL
OI'B) MOXHO C TOMOIILIO MPOrPaMMHBIX HHTEpdeiicoB, ocHoBaHHBIX HAa SAML 2.0 u REST.

[Tony4yeHue maHHBIX PU3HMUECKUX JIMII, IMEIOLIUX POJIb JoKHOCTHOTO jtnia OI'B, BO3MOXHO ¢
MOMOIIBIO TPOTPAMMHBIX HHTEp(deticoB, ocHoBaHHBIX Ha SAML 2.0.

[Ipy nomyueHuMM AAHHBIX (U3MYECKMX JIMII C IOMOILBIO HHTepdeiica, OCHOBAaHHOTO Ha
SAML 2.0, cnenyet mpuHUMATh BO BHUMaHHUE CIEAYIOUINE OCOOCHHOCTH:

— HC nonyvaer naHHbIE M0JIb30BATeNsl HA MOMEHT €ro ayTeHTU(UKAIUK, KaK pe3ysbTaT,
€CclIi JIlaHHBbIE O IIOJb30BaTEle MEHSUIMCh B TedeHue ofHou ceccuu, To MC cmoxer
MOJTYYHUTh UX TOJIBKO MOCIIE MOBTOPHOHN ayTeHTHU(HUKAINH TTOIH30BATEIS,;

— HC umeer BO3MOXHOCTb MOJTYy4aTh TOJIBKO T€ JaHHbIE, KOTOPbIE ObUIN ONpE/ETeHbl Ha
craauu noakiatoueHus UC k ECUA (cm. m. 3.1.1).

[lpy momydeHuM AAaHHBIX (U3WYECKHX JIUII C TOMOIIBIO HHTEpdeiica, OCHOBAaHHOTO Ha
apxurektype REST, cneayer npuHUMaTh BO BHUMaHHUE CJIEIYIOIUE OCOOCHHOCTH:

— HMC nmomyuaet 10CTym K JaHHBIM O MOJB30BATEJE TOJIBKO IMOCIE SIBHOTO Pa3pelIeHHs CO
CTOPOHBI MOJIb30BAaTENs. Y MOJIb30BATENs IMEETCS] BO3MOKHOCTh BIIOCIIE/ICTBUHM OTO3BATh
9TO pa3pelieHue;

— Ul TIOJIyYeHHsl IaHHBIX O T0JIb30BaTeNIe HET He00X0AUMOCTH nHTerpupoBathest ¢ ECUA

o ipotokoiry SAML mutst ayTeHTHQHUKAIMKA TOTIH30BaTENEH.

4.3.2 OCco0eHHOCTH MOTyYeHHs] JTAHHBIX IOPUINYECKUX JIMI
[lpr moONyYeHWUM NAHHBIX FOPUAMYECKUX JIMI] C TOMOIIbI0 HMHTep(eiica, OCHOBAaHHOTO Ha
SAML 2.0, ciegyeT npuHUMAaTh BO BHUMaHUE CIEAYIOIINE OCOOEHHOCTH:
— HC moxet nmomy4yath TObKO gaHHbIe 00 ogHOM HOJI, B KOTOpOM cocTOUT (pr3myeckoe
JMIIO, MpoILIe/IIee ayreHTuuKanuio (moas3oBarens BbiOpan FOJI, oT uMeHu KoTopoi
Oyzer neiictBoBath B nanHoii UC).

[Tpu mony4YeHHH TaHHBIX IOPUIHYECKUX JIMI] ¢ TTOMOIIbI0 HHTep(delica, ocHoBaHHOrO Ha REST,

® Topsmok moaxmoueHnst K ECUA ¢ 1ebio HCIob30BaHus IIPOrPaMMHBIX HHTEP(EHCOB OMKMCaH B
. 9-10 Pernamenra.
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clielyeT IPUHUMATh BO BHUMAHHE CIICIYIOIIHE OCOOCHHOCTH:
—  BO3MOJKHO TOJy4eHHe oOmux AaHHbIX 000 Bcex FOJI, coTpyaHMKOM KOTOPBIX SBISETCS
JTaHHOE (hPHU3MYECKOe JIUIIO.
—  TOoJIHBIA noctyn K JaHHbIM FOJI MoXeT naTh TONBKO YHOJHOMOYEHHBIN coTpyaHuk FOJI
(HampuMep, ero pyKOBOJHUTENb), 0OBIYHbIN coTpyaHuk FOJI MoxkeT nath paspenieHue Ha
MIPOCMOTP JIMIIIb OIPAaHUYEHHOTO 00beMa JJaHHBIX.
Cxema TONy4eHHS JAHHBIX O NPHHAMICKHOCTH COTPYAHHMKA K CHCTEMHBIM Tpymniam

npencraieHa B 1. 4.2.2.3.

4.3.3 Ocobennoctu nojydyenusi AaHHbIX OI'B ¥ nmoJtTHOMOYM JOJTKHOCTHBIX JIMII
Janasie 06 OI'B moryr OBITH MOJY4YeHBI C TIOMOINBID TpOrpaMMHOrO UHTepderica,
OCHOBaHHOTO Ha mporokoie SAML (B paMmkax MoyiydeHHs JaHHBIX O MOJDKHOCTHBIX jumax OI'B,
ayrenTuduimpoBanbix uepe3 ECUA, cm. . 4.3.1).
Eciiu UC mpousBoauT uaeHTUUKALWI0 W ayTeHTHUKanuioo nokHOocTHRIX jmi OB c
nomompbio ECHUA u y Hee BO3HHMKAaeT HEOOXOJUMOCTH IMPOBEPATh HAJIWYUE Y IMOJH30BATEIS
cnenn(UYecKux  IMOJHOMOYMH, TO  PEKOMEHIYeTCs  HWCHOJb30BaTh  yTBepxaeHuss SAML

systemAuthority (cMm. [Tpunoxenue A).

4.3.4 Ocobennoctu nosaydenusi Janubix UC

[Tony4yate nanHele 00 wuHTerpupoBaHHbIX ¢ ECHA wuH(OpMAIMOHHBIX CHUCTEMax MOXKHO
TOJILKO MOCPEACTBOM MPOrPAMMHBIX HHTEP(EHCOB, OCHOBaHHBIX Ha apxuTekTypHOM cTie REST (cm.
n. b.7 npunoxenus b).

YroOrl cucreMa mMoria ObITh uaeHTUGHIHpoBaHa cpencTBamMu ECHUA, oHa 1o/kHa 3arpy3uTh B
ECHA cgoii cepruduxkar (cm. 1. 4.2.4).

UtoOwel cuctema Moryia mpouw3BoauTh uacHTHuKanuioo HMC uepes ECUA, ona momxHa
MPEBApUTEIILHO TONYYUTh pa3penieHne Ha BBI3OB cooTBercTByromero REST-cepeuca ECHA.
Heo6xoaumocte monyyatsh aanHele 00 MC pomkHa ObITh yka3aHa B 3asBKEe Ha CO3JaHUE 3allUCH

peructpa uadopmanronusix cucrem B ECUA (cpenu neneit nogkmoyenus MC B ECI/IA)ZG.

% Cm. pasnen 6 Pernamenra.
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NMPUNOXEHWE A. NCITOJIL30OBAHUE ECHA B
IEJSIX UIEHTUO®UKAIIUU U AYTEHTUOUKALIUU
MMOCPEJICTBOM CTAHJIAPTA SAML 2.0

A.1 OOmue cBenenus o crangapre SAML 2.0

Bzaumopeiicteue UC ¢ ECHUA ¢ nenpio uaeHTuGUKaUU U ayTeHTU(GUKAITIN OCYIIECTBISICTCS
MOCPEACTBOM DIICKTPOHHBIX COOOIICHMIA, OCHOBaHHBIX Ha ctaHmapte SAML 2.0.
SAML 2.0 — ocHoBannbiit Ha XML crangapt no oOMeHy uHpOpMaImei (yTBepKIeHUsIMU) 00
ayTeHTU(UKALUY U aBTOPU3ALUU MEXKY TOBEPEHHBIMH JOMEHAMU O€30TaCHOCTH.
OcHoBHbIMU KOMIIOHEHTaMu SAML 2.0 aBisitoTcs:
1. VrBepxkuenue — nHGOPMAIUS O MOATUHHOCTH, aTPUOYTaX U HA3HAYCHHUSIX
2. TIporokon — nmpaBmiia GOpMUPOBAHHS 3aIIPOCOB U OTBETOB B MPOLIECCE B3aUMOJICHCTBUI yepes
SAML 2.0.
3. CpsspiBanue — ortobpaxenue npotokod SAML 2.0 Ha TpaHCHOpTHBIE MPOTOKOJBI CBSI3U H
nepeaaun COOOIICHUM;
4. Ilpopuns — coderaHue YTBEP)KIACHWM, IPOTOKOJIOB U CBSI3bIBAHMW JUISI TOJIEPIKKU

KOHKPETHOT'O CLICHApHUsA B3aMMOACHCTBUSI.

' N
MNpodunu

CouetaHue VTBEp)quHMI‘L NPOTOKONOB NCBASLIBAHWA ANA NOAAEPKKN KOHKPETHOro cueHapua

s N
Cas3blBAHUA
OrobpaxeHne npotokonoe SANL Ha cTaHAapTHLIE NPOTOKONLI CBA3N U Nepeaaun
coobuyenii
( N
MpoTokonbl

3anp0c W OTBET ANA nony4yeHnAa nomBep»gquuFl W ynpaeneHna
YAOCTOBEPEHNAMMN

yTBepXKaeHUsa

MHopmauna o nognuHHOCTH, aTpubyTax u HazHaYeHNnAX

Pucynok 6 — OcHoBHbIe KoMITOHEHTHI SAML 2.0
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SAML 2.0 onpexenseT CHHTaKCUC W CEMAHTHKY YTBEPXKICHHH, OTHOCAMIMXCS K
ayTeHTU(UKaIUU, aTpuOdyTaM W aBTOPU3ALMOHHOW WHpopMmanuu. OrpenesneHbl CIEAYIONINE THITBI
YTBEPKICHUI:

— YTBEpPXKICHHE IO ayTeHTH(QHKAIMKA — ONpEeAessieT, YTO MaHHBIH CyOBEKT MpolIeln

ayTeHTH()UKALIUIO OTPEICICHHBIM CIIOCOOOM B ONIPEIEICHHBIII MOMEHT BPEMEHH;

— YTBEpPXKICHHE II0 AaBTOPU3ALMU — ONpEJensieT, Ha Kakue JeHCTBUS aBTOPH30BAaH
KOHKPETHBIN CYOBEKT;

— YTBEpXKICHHE IO aTpuOyTam — OIpeessieT crnenuprueckyro HHGOpMannuoo 0 KOHKPETHOM
cyOBeKTe.

SAML 2.0 omnpemenser cmnoco® mnepemayn yTBepxkaeHuil B mporokonax. B ECUA

UCTOJNB3YIOTCS creaytomue mpotokosisl SAML 2.0 tuma 3anpoc/oTBerT:

— Authentication Request Protocol (mporokon 3ampoca ayreHTH(HKAIMKH) — ONPEaeisieT
CTIOCOOBI, KOTOPHIMH ayTEHTH(PHUIMNPOBAHHBIA CYOBEKT MOXET 3alpOCUTh YTBEPIKICHHUS,
coZIepIKallye ayTeHTU(HKAMOHHBIC JAaHHBIE H aTPHOYTHI CYOBEKTa;

— Single Logout Protocol (mpoTokon eAMHOTO BBIXOJA) — ONPEACTHICT MEXaHU3M
OJTHOBPEMEHHOT'O 3aBepIICHUS aKTHBHBIX CecCHid, aCCOLIMUPOBAHHBIX c
ayTeHTU(UIIUPOBAHHBIM CYOBEKTOM. BBIXOJ MOXET MHUIMHPOBATHCS IMOJB30BATEIEM HIIU
MOCTABIIMKOM HJICHTH()UKALINY.

CeszeiBanust SAML 2.0 onpenensioT, Kak pa3iuyHble coolmieHus nportokoioB SAML 2.0
MOT'yT IepenaBaThCs MOBEPX TPAHCIOPTHBIX MpoTokonoB (Hampumep, SOAP, HTTP). B ECHA
UCIONIB3YIOTCS cienyromue cBsa3piBanusg SAML 2.0:

— HTTP Redirect — ompenenser, kak coobuienust npotokona SAML 2.0 MoryT nepeaaBarbcs,

ucnone3ys coobimenus HTTP Redirect (otBetsI ¢ kogoM cocrosiaus 302);

— HTTP POST — onpenensier, kak coobuienus nporokona SAML 2.0 moryT nepenaBatbes ¢
ucrosibzosanreM coodmenuit HTTP POST.

[Mpopmm SAML 2.0 onpenensitoT, Kakue YTBEPKACHUS, TIPOTOKOIBI U cBsi3biBaHust SAML 2.0

MOTYT HCIIOJIb30BaThCsl B KOHKPETHBIX BapuaHTax wucnonb3oBanus. B ECHUA wucnons3yrorcs
cienyromue npopuarn SAML 2.0:

— Web Browser SSO — omnpenensier, kak peain30BaTh OJHOKPATHYIO ayTEHTU(HUKAIUIO B
CTaHJapTHBIX BeO-Opay3epax;

— Single Logout — onpezensieT, Kak BHITOIHUTH OJHOBPEMEHHBIH BBIXOJ U3 BCEX CECCHH.

Kak mnpaBuio, mocTraBHIMKY YCIyr TpeOyeTcss  jAeTanbHas HH(OpMamus o pe3yiabTarax

MPOBEJECHHONW ayTeHTUUKauuu. OTa HHPOpMaAlUs COJAEPKUTCS B KOHTEKCTE ayTeHTHU(]UKAIUH,
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nepeaaBaeMoM B yrBepkAcHusax SAML 2.0. AyrentudukanumoHHblidi KoHTeKCT (authentication

context) onpeaenseT CHHTAKCUC /171l ONUCAHUS MEXaHU3MOB ayTeHTU(HUKALIUH.

A.2 OOuue pekoOMeHIAIMHU M0 peaJn3anun nHTepdeiicoB NOCTABIINKA

yciayr

Jlist peanu3aniuu UHTEPPECOB MOCTABIINKA YCIYT MOKHO HCIOJIB30BaTh YKe pa3paOOTaHHBIC
pa3MYHbIC peaTH3aliyl MMOCTABIIMKOB YCIYT C OTKPBITBIM KOoAOM. OJHMM M3 TaKUX IOCTABIIUKOB
yenyr sBisercss OIOSAML, peanuzoBanHbIf mOf pa3iuyHble MIaTGopmbl. PasznuuHble peanusanuu
OIOSAML MOYKHO MMOCMOTPETh Ha WH(pOPMAITMOHHOM pecypce

http://digitaliser.dk/group/42063/resources.

[Tpumeuanue. B cOopku mocneauux Bepcuit OIOSAML pa3paboTumku cTamu BKIIOYAThH
oubmmoreku OpenSAML, kortopeie HecoBMecTuMmbl ¢ ECHUA. B nacrosmmit moment ¢ ECHUA
copmectuma Bepcusi 2.4.1. OpenSAML. Ckayarb [JaHHYIO BEpCHUI0O MOXHO IO CCBLIKE:

http://www.shibboleth.net/downloads/java-opensaml/2.4.1.

Eme oHMM BO3MOXKHBIM BAPHAHTOM PEaM3alliy MOCTaBIMKa yeiayr st cpex PHP siBisiercs
SimpleSAMLphp. Bonee mnoapobuyro wuudpopmanuio o SimpleSAMLphp MoxHO mony4YnTh Ha

uHpopMarmoHHOM pecypcee http://simplesamiphp.org.

[Tpu camocTOATENHHOM peain3anuy HHTepeicoB MocTaBIIMKa yeayr Ha Java wim C++ oqaum
U3 BO3MOXHBIX BapHaHTOB SIBISIETCS WCIIONB30BaHUE HaOopa OWOIMOTEK C OTKPBHITHIM KOJOM
OpenSAML (ctporo Bepcuu 2.4.1.), KOTOpbIM nojaepkuBaeT paboTy co cneunpukanusmu SAML
Bepcuu 1.0, 1.1 u 2.0. ITogpoOuyro nadopmaruio o 6udnuorekax OpenSAML MoxkHO MOCMOTpeTh Ha

UHPOPMAIIMOHHOM pecypce https://wiki.shibboleth.net/confluence/display/OpenSAML/Home.

[Tpumeps! koaa o ucnonbs3zoBanuto OPenSAML ans Java npuBeneHs! B pasznene A.7.

A.3 OOmmue TpedOBaHMS K peaju3anny HHTepdeiica mocTaBuiuKa

yCJIyr
WuTepdeiichl mocTaBIMKa YCIyr JODKHBI COOTBETCTBOBATH cieayromuM npodumsivm SAML
2.0:
— Web Browser SSO c yuerom pexomenganmii Interoperable SAML 2.0 Web Browser SSO
Deployment Profile;
— Single Logout.
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http://digitaliser.dk/group/42063/resources
http://www.shibboleth.net/downloads/java-opensaml/2.4.1/
http://simplesamlphp.org/
https://wiki.shibboleth.net/confluence/display/OpenSAML/Home

3ampoc k cucreme ECHA oT uHPOPMALMOHHOM CHCTEMBI Ha WACHTUQHUKAIHMIO |
ayTeHTU(UKALMIO TMOJIb30BATENsl JODKEH OBITh MOJANKMCAH C IOMOINBIO 3aKPBITOrO  KIIFOYa
MH(OPMALIMOHHON CUCTEMBI C UCIIOJIb30BAHUEM CJIEIYIOIINX aIrOPUTMOB:

— anroput™m C1l4n nns kaHoHMKanM3anuu coodmenus B popmare XML;

— anroputMbl SHA-1 u RSA — ans BeruucneHust HudpoBOro OTnevYaTka COOOLUICHUS U KoJa
MOATBEPKJICHUS 1IEJIOCTHOCTH CcooOIIeHusl. B kadecTBe MNpOTOKOJA JOCTAaBKH JOJKEH
HCIIONB30BaThCA MeTo I cBsa3biBanus HTTP-redirect;

OTBer ¢ pe3ynbTaTaMu WACHTU(DUKAIMHA U ayTCHTU(UKAIIUH TT0JIb30BaTeNsl, CHOPMHUPOBAHHBIH
cucremoit ECUA, moamuceiBaeTcst ¢ MOMOIIBIO 3aKpeIToro kimoda cuctemsl ECUA u mpeobpasyercs ¢
UCIOJIb30BAaHUEM OTKPBITOrO KItoua HWHGOPMAlMOHHONW cHucTeMbl. [Ipu sSToM wHcmonb3yroTcs
CJIETYIOIIINE AITOPUTMBI:

— anroputm C14n mis KaHOHUKaJIM3aIu cooomeHus B popmare XML,

— anroputMbl SHA-1 1 RSA — ans BeUucieHUs UQPPOBOrO OTIIEYaTKa COOOIIEHHS M KOJa

MOATBEPKICHUS IIEJIOCTHOCTH COOOIICHHUS;

— anroputMbl RSA u SHA-1 115 mepenaun kimo4a mpeodpa3oBaHus COOOLICHUS HA OCHOBE
OTKPBITOrO KItoua HH(POPMAIMOHHON cucTteMbl, airoput™ AES g ocyuiectBieHus
npeoOpa3oBaHus Ha MepeJaHHOM Kilroue. B kauecTBe mpoTokoia 1OCTaBKU COOOLIECHHS OT
cucteMbl ECHA wundopmanimoHHOW cuCTEME HCMOIb3yeTcsi MeToj cBsizbiBanus HTTP
POST.

3ampoc k cucteme ECHA ot MC Ha 3aBepliieHue aKTUBHOW CECCHU IOJIb30BATENs JOJIKEH
OBITh TOJMMUCAH C IMOMOILBIO 3aKPHITOrO KIOYa HH()OPMAIMOHHOW CHUCTEMBbI C HCIOJIb30BAHUEM
CJIEYIOIUX aJITOPUTMOB:

— cl4n;

— SHA-1,

- RSA.

B xadecTBe MpOTOKOIIA TOCTABKH JIOJDKEH UCTIONIB30BaThCsl MeTo cBsizbiBanust HT TP-redirect.

3anpoc ot cucreml ECHMA k HMC Ha 3aBepuieHHME aKTHBHOM CECCHM IOJb30BaTEls
MOJIIMCHIBAETCSL C HCMOJIb30BaHUEM 3akpbiToro kimoya cucteMbl ECHUA. Tlpu sToM ucnonb3yroTcs
CIICAYIOIINE AJITOPUTMBI:

— cl4n;

— SHA-1,

- RSA.

B xadecTBe mpoTOKOJIa TOCTABKH UCIONIB3YyeTCst MeTo cBs3piBanus HT TP-redirect.
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OTBeT ¢ pe3ynbTaraMy 3aBEPIICHUS aKTHBHOW CECCHUU IOJIB30BaTelNss OT MH()OPMAIIMOHHOU
cuctemsl kK cucreme ECUA nmomxkeH ObITh MOAMKICAH C TTOMOIIBIO 3aKPBITOTO KITF0Ya WH()OPMAIIMOHHON
CUCTEMBI C UCIIOJIb30BAHUEM CIIETYIOIINUX AITOPUTMOB!

— cl4n;

— SHA-1,

- RSA.

B xadecTBe IpOTOKOIIA JTOCTABKH JIOJDKEH UCIONIB30BaThesi MeTo cBsizbiBanust HT TP-redirect.

OTBeT ¢ pe3ysibTaTaMU 3aBEPIICHUS aKTUBHOM cecCUH MoJib3oBarensa oT cucteMbl ECUA k
MH(OPMALIMOHHON CHCTEME MepeAaeTcs MOJAMUCAHHBIM C IMOMOIIBI0 3aKPHITOrO KIH0Ya CHUCTEMBI
ECHA c ucnionb30BaHUEM CIIEYIOUUX AITOPUTMOB:

— clén;

— SHA-1,

- RSA.

B kauecTBe MPOTOKOJIA TOCTABKH UCIONIb3yeTcst MeTo cBsi3biBanust HT TP-redirect.

A.4 Omnucanue popMaToB IEKTPOHHBIX cO00menund SAML 2.0 B
ECHA

B nannoM pasznene onuchiBalOTCs cienytonme mpotokoiasl SAML 2.0, ucnons3yembie ECUA
pu GOPMHUPOBAHUH ITEKTPOHHBIX COOOIIEHHI:
— TIPOTOKOJI 3aIpoca ayTeHTU(UKAIIH;

— MPOTOKOJI €AUHOI'O BBIXO/JA.

3anpoc ayrenTupukanun (AuthnRequest)

3anpoc ayrentudukanuu (AuthnRequest) mpexacraBiser co6oit XML-10KyMeHT, KOTOPBIi
COJIEPIKUT CIICAYIOIINE HJIEMEHTBHI:
1. saml2p:AuthnRequest — omuceiBaeT mnapamerpsl 3ampoca AuthnRequest wu  comepxut

CJIEMYIOIINE aTPUOYTHI:

- AssertionConsumerServiccURL — URL mpoaiinepa yciyr, NOpeqHa3HaYeHHBIH s
00pabOTKM OTBETOB OT MOCTABIIMKA UACHTU(DHUKAIINHN;

— Destination — URL-agpec MC-nocraBunmka HICHTU(QHUKALUK, TPEIHA3HAYCHHBIN IS
obpabotku AuthnRequest;

— ID — yHUKaJIbHBINA UASHTH(PHUKATOP COOOLICHHUS;

— Issuelnstant — nata co3nanus 3anpoca;
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- ProtocolBinding — ucnone3yemas SAML npussizka.
2. saml2:lssuer — naenTHdUKaTOp MOCTaBUIMKA ycuyr, oTnpaBuBmiero AuthnRequest (sBisiercs

BJIOKEHHBIM I10 OTHOILIEHMIO K 31eMeHTy Saml2p:AuthnRequest).

Crpykrypa AuthnRequest:
saml2p:AuthnRequest saml2:Issuer
Pucynok 7 — Ctpykrypa AuthnRequest
[Tpumep AuthnRequest:

<?xml version="1.0" encoding="UTF-8"?>
<saml2p:AuthnRequest xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
AssertionConsumerServiceURL="https://atc-504:7002/0iosaml/saml/SAMLAssertionConsumer"
Destination="https://esia-portall.test.gosuslugi.ru/idp/profile/SAML2/Redirect/SSO"
ForceAuthn="false"
ID=" 054240e4-b2a8-48e9-bdcb-el0b5e84d3a35"
IsPassive="false"
Issuelnstant="2012-02-28T06:43:35.7042"
ProtocolBinding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Version="2.0">
<saml2:Issuer xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">sia test</saml2:Issuer>
</saml2p:AuthnRequest>

st crenepupoBanHoro SAML 2.0 coobmienust ¢ 3ampocom  AuthnRequest nomkHO OBITH
BeimosiHeHo cBsizpiBanue (binding) ¢ mporokonom HTTP mo merony HTTP-Redirect ¢ yderom

CJIEIYIOIUX OCOOCHHOCTEH:
— COOOIIEHHE TOMMCHIBACTCS C TIOMOIIBIO SJEKTPOHHOW MOJNMCH TIOCTAaBIUKA YCIYT,
MpUYeM IMOJIMTICaHa JIOJDKHA OBITh CTPOKA 3aIpoca Ha ayTEHTU(PHUKAIIIO ITOJIb30BaTE,
— TOATKMCAHHOE COOOIICHHE CXKMUMAETCS U KOAUPYeTcs B KoAupoBke Base64.
B mporiecce cBsi3biBanus popmupyercs koneunbsiii URL AuthnRequest, koTopsiii B kadecTBe
GET-napameTpoB H0KEH COIEPIKATh:
— SAMLRequest — AuthRequest B koHEUHOM BHUJIC;

— SigAlg — anroput™M MOAMKMCH 3ampoca, ¢ MOMOIIbI0 KOTOPOTO BBITOJNHSIACH MOMUCH
3arpoca ayTeHTHU(PHUKAINHY;

— Signature — moAMKCh, MOTyYeHHas B pe3y/IbTaTe MOAMUCAHUS 3aMpoca ayTeHTH(HUKAITHH.

[Tpumep URL AuthnRequest:

https://esia-
portall.test.gosuslugi.ru/idp/profile/SAML2/Redirect/SSO?SAMLRequest=fZJBa%2BMwEIX%2FitBdlqg
zYWyP1i1LS1bKFLQO%2BzuYS9FkSepwIGyGtn051dxEtpS6EUg90abmfc0v37b92SEgNa’muaZzoASc8211u50%2Bt%$2Fe
soteLOep9Lw9gqOcRXt4b%2FA2AkgdChOr3UdAhOeYOW1dN7Q0BWNapZ%2FHpXMhDoEH73xPSVLRAgxtbr1Doc9hAbCaA
08rx9r%2BhrjARXNOhpWikJdCSG5t%2F7Ygks2FHkfgNQcldGsc6oHacVLhSOmnUwZrDzY6YjM0d5n3S7LAzcdgeextr
aHiag5GvobAATedM8UXLvg4Fp3ZpudY 9AycNATVIEICY22JRSVPYVKS2FIrzTYm759%2BVVVEJTeiK02S4koj2hE$2B
1hEHeHAYtYs11SKXTEgmgl ZUKp$2BpvMhmVEGPktXZghvrThH850vmIEL1u21XbPXUtJT8vUSZBPQcnJIg6h8%2BI%2F
QzWF4%2FpItndEpO%2Fc%2F4ZtThfv36JxTs%$3D&RelayState= 12db488a-a516-41e3-801c—
3e8£235473146SigAlg=http%3A%2F%2Fwww.w3.0rg%2F2000%2F09%2Fxmldsig%23rsa—
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shal&Signature=k1XL2WfE1KMHzaJtjjaL201lsoweYNMO6Xt50E20QgwRzVOBZ0T79HJIE ) PMu3jBhDdmM47z1rswbh
UFPV220Dbk5KuXJ%$2F5FVPWXCTefnVCZGXHUBDL1SWuUC%2FoK1TSxumb6enoommHN5S$2FeYAPISOKNNWSyEP3eJQHkes
TYuTKPmyP8%3D

OrtBet Ha 3anpoc ayrenTuuKanuu (AuthnResponse).

B ciydae ycnemHol ayTeHTH(HKAIMKA TOCTABIIUK HACHTU(GHUKAIMH (HOPMUPYET OTBET Ha
3ampoc ayrentudukanuu — AuthnResponse, kotopsiii comepkut yrBepkaeHue (Assertion) o6

ayrentudukanuu. AuthnResponse npeacrasisier co6oit XML-10KyMEHT O ClIeayroIel CTPYKTypOi:

ABTOp YTBEPXOEHUS

saml2:Issuer

nO,D,TBep)Kﬂ,eHVIe aBTOPCTBa yTBepXaAeHUA

saml2:Signature

I'Ionyanenb yTBEpXAEeHUA

saml2:Subject

Ycnosus AencTBus yTBEPXKOEHUS

Assertion saml2:Condition

ATpunbYTLI 06bEKTA YTBEPXKAEHUS

saml2:AuthnStatement

|
|
: saml2:AttributeStatement
|

Pucynok 8 — Ctpykrypa AuthnResponse
Onementsl saml2:Issuer u saml2:Signature coxepxaT HIACHTU(UKATOP IOCTABILIMKA
UACHTUGUKAIMA W DIIEKTPOHHYIO MOJINCh, CO3/JaHHYI0 C TOMOINBIO cepTH(HKaTa MOCTaBIINKA
UJIEHTU(DUKAITNH.
OnemenT saml2:Subject copepxut nnpopmanuio o AuthnRequest, KoTopoMy COOTBETCTBYET

nanablii AuthnResponse, u npeacTaBnseT co00i CIETYIOMIYIO CTPYKTYPY:
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saml2:NamelD

saml2:Subject

saml2:SubjectConfirmation saml2:SubjectConfirmationData

Pucynoxk 9 — Ctpykrypa saml2:Subject
Onement  saml2:NamelD  comepKuT  YHUKAIbHBIH  HMACHTU(UKATOP, MPHUCBOCHHBIHI
MOCTABIIUKOM HIeHTU(UKAIIMU cooTBeTCTBYIOEeMy AuthnRequest.
Onement saml2:SubjectConfirmationData conepxut HabOp aTpuOyTOB, B TOM YHUCIIE:
— InResponseTo — coxepxur wumeHtudukarop AuthnRequest (coOTBETCTBYeT 3HAYCHHUIO
arpubyra ID);

— NotOnOrAfter — conepxur aary, 10 Koropoi nanubiii AuthnRequest neiicTBurerieH.

— Recipient - URL o0paborunka AuthnResponse  (cooTBeTCTByeT  3HAYCHHUIO
AssertionConsumerServiceURL).

Onement saml2:Condition coaep>KUT oOmucaHWe YCIOBUM, TMpPH KOTOPBIX JIaHHBIH
AuthnResponse cunTaercst IeicTBUTEIbHBIM. JlaHHBINH 3JIeMEHT UMeeT Ba arpubyra — NotBefore u
NotOnOrA fter, koTopble yKa3bIBatoT Ha BpEMEHHOM MPOMEKYTOK, B KOTOPBIH naHHbI AuthnResponse
neiicreutenied. Taxoke saml2:Condition uMeeT BioKeHHBIH dieMeHT saml2:AudienceRestriction,
KOTOpBIH colepkuT 3neMeHT saml2:Audience ¢ yKka3aHMeM YHHUKAIbHOTO HJAeHTH(]UKaTOpa
nocTaBIIyKa ycayr (entity id).

Onementsl saml2:AuthnStatement u saml2:AttributeStatement conepxat wuHpopmanuo o
pe3ynbraTax ayTeHTU(UKaIUH.

OnemeHT saml2:AuthnStatement umeer aBa atpubyTa:

— AuthnInstant — nara ayreHTH)UKAINH;

— SessionIndex — yHUKaJbHBIH HICHTU(PHUKATOP CECCHUHM MOJIb30BaTeNsl (C TMOMOIIBIO HETro,

HaNpUMep, BBITIOIHACTCS MOBTOPHAs ayTeHTUHUKANUs 1 oneparius Logout).

OnemenT saml2:AttributeStatement coaep>XuT aTpuOyTHI MOJIH30BATENS U UMEET CIEIYIOIIYIO

CTPYKTYpY:
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saml2:Attribute saml2:AttributeValue

saml2:AttributeStatement saml2:Attribute saml2:AttributeValue

saml2:Attribute saml2:AttributeValue

Pucynok 10 — Ctpykrypa saml2: AttributeStatement
Onement saml2:Attribute umeer Tpu arpudyra:
— FriendlyName — cokpaineHHOe HaMMEHOBaHHE aTpUOYTa;
— Name — nonHoe HauMeHOBaHUE aTpUOYyTa;
— NameFormat — ¢opmar monHOro HaMMEHOBaHUs aTpUOyTa.
Onement saml2:AttributeValues cocrout u3 aByx arpuOyroB: xmlns:xsi u Xxsi:type. OTu
aTpuOyTHI ONIPEICISAIOT (POPMAT 3HAYCHUSI aTPUOYTA MOJIL30BATEIS.

[Tpumep AuthnResponse npusenen B pazzaene A.9.

3anpoc 3aBepuieHusi aKTUBHOM ceccuu noJsb3oBartens (LogoutRequest)

3ampoc 3aBepiueHus aktuBHOM ceccun (LogoutRequest) mpencrasnser coboit XML-10KkymMeHT

CO CJIEYIONIEH CTPYKTYpPOU:

saml2:Issuer

saml2:LogoutRequest saml2:NamelD

L saml2:Sessionindex

Pucynoxk 11 — Ctpykrypa LogoutRequest
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3aBeplIeHNE aKTUBHOW CECCHM IOJIb30BATENl MOXKET OBbITh MHUILMUPOBAHO KaK CO CTOPOHBI
MOCTAaBIIMKA YCIYT, TaK U CO CTOPOHBI MOCTaBIIMKa HaeHTH(UKauuu. B ciyuyae, ecnu 3aBepiieHue
CecCCMM WHHULUUPYET TMOCTaBUIMK ycayr, To LogoutRequest momkeH conep:kaTh 00s3aTeIbHBIN
snemeHT saml2:Sessionindex.

Onement saml2:LogoutRequest umeer crneayromue aTpuOyTHI:

— Destination — coxepskut URL o6paborunka LogoutRequest. B ciaydae ecnu 3aBepiicHue
CECCMM HMHHUIMMPOBAHO IOCTaBIIMKOM yciayr, To cojepkuT URL  nocraBuiuka
UACHTU(DUKAIMHA, U HA00OPOT, €CIM HWHUIMMPOBAH ITOCTABIIUKOM HACHTH(PHKAIHUUA — TO
URL SP.

— |D — conepXUT yHUKaJIbHBIN UIEHTU(UKATOP COOOILIEHUSI.

— Issuelnstant — nata ¢popmupoBanust COOOIICHMUS.

— Reason — npucyrctByer B ciyyae WHULMANIM3ALMM 3aBEPILIEHUS CECCUU CO CTOPOHBI
MIOCTABILMKA YCIIYT.

OnemeHT saml2:Issuer B KadecTBe 3HAuUEHUS CONEPKUT wuAeHTU(UKaTop (entity id)

MHUIIIATOPA 3aBEPILICHUS] CECCUU — JIN0O MOCTABIIMKA YCIYT, JINOO MOCTABIIKMKA UACHTHU(PUKAIIUY.

Onement saml2:NamelD B kadecTBe 3HAUCHHUS COJEPKUT YHUKAIBHBIN HIACHTU(DHUKATOP

MIPUCBOEHHBIN MOCTABIIMKOM HACHTHU(PUKAIINK COOTBETCTBYIoMEeMY AuthnRequest.
OnemeHnT saml2:Sessionlndex coaepXHUT yHMKaTbHBIH HAEHTHU(QHUKATOP IOJIB30BATEN,
CO3/IaHHBII MPU ayTEHTHPHUKAIUH.

[Tpumepsl 3ampoca 3aBEpLICHUs CECCUU:

<?xml version="1.0" encoding="UTF-8"?>
<saml2p:LogoutRequest xmlns:saml2p="urn:oasis:names:tc:SAML.:2.0:protocol"
Destination="https://esia-portall.test.gosuslugi.ru/idp/profile/SAML2/Redirect/SLO"
ID="_{51e2082-f899-476d-b88b-6dc743ch4969"
Issuelnstant="2012-03-01T13:46:01.984Z"
Reason="urn:oasis:names:tc:SAML.:2.0:logout:user"
Version="2.0"
xmlns:saml2="urn:oasis:names:tc:SAML.:2.0:assertion">
<saml2:1ssuer>sia_test</saml2:Issuer>
<saml2:NamelD Format="urn:oasis:names:tc:SAML:2.0:nameid-format:transient">
_4b58555ef34dal1fac0aa08e8987dbb3
</saml2:NamelD>
<saml2p:Sessionindex>
86e46a8d455acd02f5a9ef4072f7b66c46b4422bfc38631aabe50b8d3f032c43
</saml2p:SessionIndex>
</saml2p:LogoutRequest>

<?xml version="1.0" encoding="UTF-8"?>
<saml2p:LogoutRequest xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
Destination="https://atc-504:7002/oiosaml/saml/LogoutServiceH TTPRedirect"
ID="_5741a3cde023a8a669dd720e283642df"
Issuelnstant="2012-03-01T13:51:41.711Z2"
Version="2.0">
<saml2:Issuer xmins:saml2="urn:oasis:names:tc:SAML.:2.0:assertion">
https://esia-portall.test.gosuslugi.ru/idp/shibboleth
</saml2:Issuer>
<saml2:NamelD xmlns:saml2="urn:oasis:names:tc:SAML.:2.0:assertion" Format="urn:oasis:names:tc:SAML.:2.0:nameid-format:transient">
_4b58555ef34dallfae0aa08e8987dbb3
</saml2:NamelD>
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</saml2p:LogoutRequest>

OtBet Ha 3anpoc 3aBepuieHus akTUBHOI ceccun (LogoutResponse).

OtBer Ha 3ampoc 3aBepuieHus akTHBHOM ceccum (LogoutResponse) mpencraBiser coboi

XML-10KyMeHT co ciienyromei CTpyKTypOi:

saml2:Issuer

saml2:LogoutResponse

saml2:Status

Pucynok 12 — Ctpykrypa LogoutResponse

Onement saml2:LogoutResponse umeeT cieayromue aTpuOyTh:

— Destination — cogepxutr URL o6paborunka LogoutResponse. B cityuae eciu 3aBepiiiecHue
CeCCHMM HWHHUIMHPOBAHO TMOCTaBIIMKOM ycayr, To coaepkuT URL mocraBmuka
UICHTU(PUKAIUN, U HA00OPOT, €ClM MHUIIMUPOBAH IMOCTABIIMKOM HACHTU(UKAIMH — TO
URL nocraBmuka yciyr.

— ID — comepxuT yHUKaJIBbHBIA UASHTUPHUKATOP COOOIICHHUS.

— InResponseTo — conepxut uaentudukarop LogoutRequest.

— Issuelnstant — nata ¢popmupoBanusi COOOIICHMS.

OnemeHT saml2:Issuer, B 3aBHCHMOCTH OT HHHUIIMATOpa 3aBEpIICHUS CECCHUHM, B KauecTBe
3HAUEHUs COJEpPKUT uaeHTHuKaTop (entity id) wHUIMATOpa 3aBepIIEHUs CecCUU — JHOO0
MOCTaBIIUKA YCIIYT, TNOO MOCTaBIIMKA HICHTU(PUKAIIUHN.

OnemeHT saml2p:Status umeeT BIOXeHHbIH 3meMeHT saml2p:StatusCode, umeronuii aTpuoyT
Value, B kauecTBe 3Ha4eHUs KOTOPOTO MepelaeTcs CTaTyc ONepalty.

[TprMmepsl 0TBETA Ha 3aNpOC 3aBEPLICHUS CECCHU:

<?xml version="1.0" encoding="UTF-8"?>
<saml2p:LogoutResponse xmlns:saml2p="urn:oasis:names:tc:SAML.:2.0:protocol"
Destination="https://atc-504:7002/0iosaml/saml/LogoutServiceHT TPRedirectResponse"
ID="_a0b3a5b88cf9b96d509ee7h9d497f693"
InResponseTo="_f51e2082-f899-476d-b88b-6dc743cb4969"
Issuelnstant="2012-03-01T13:45:41.041Z"
Version="2.0">
<saml2:Issuer xmins:saml2="urn:oasis:names:tc:SAML.:2.0:assertion"
Format="urn:oasis:names:tc:SAML.:2.0:nameid-format:entity">
https://esia-portall.test.gosuslugi.ru/idp/shibboleth
<[/saml2:Issuer>
<saml2p:Status>
<saml2p:StatusCode Value="urn:oasis:names:tc:SAML.:2.0:status:Success"/>
</saml2p:Status>
</saml2p:LogoutResponse>

<?xml version="1.0" encoding="UTF-8"?>
<saml2p:LogoutResponse xmlns:saml2p="urn:oasis:names:tc:SAML.:2.0:protocol"
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Destination="https://esia-portall.test.gosuslugi.ru/idp/profile/SAML2/POST/SLO"
ID="_472d992a-1e50-40ef-8207-fb556eee4893"
InResponseTo="_5741a3cde023a8a669dd720e283642df"
Issuelnstant="2012-03-01T13:52:08.177Z"
Version="2.0">
<saml2:Issuer xmins:saml2="urn:oasis:names:tc:SAML:2.0:assertion">
sia_test
</saml2:Issuer>
<saml|2p:Status>
<saml2p:StatusCode Value="urn:oasis:names:tc:SAML.:2.0:status:Success"/>
</saml2p:Status>
</saml2p:LogoutResponse>

A.S5 OnucaHue METaJaHHBIX MOCTABIIUKA YCJIYT

MeTagaHHbIe TTOCTABIIMKA YCIYT OMPENENAIOT CIIOCO0 ONMCaHusi KOH(PUTYPALMOHHBIX JaHHBIX
(marmpumep, URL KoHeWHBIX Touek BeO-ciyk0, kimrounm s mposepku OII). Jlns ommcanus
metagaHHbix MC nocraBuiyka yciyr ucnoib3yercs s3blk XML. CtpykTypa daiina meragannsix UC

[mocTaBIIWKa YCIYT IIPUBCJICHA HA PUCYHKE 13.
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METAOAHHBLIE MOCTABLUWKA YCNYT

YHWKansHbIW WOeHTUWKaTOp CEPEMC NpoBanaepa

| http:ifisystem.gov.r |

Ceptudmnkar(el) X509 e cbopmaTe DER u kogupoeke BASEG4
00:b4:31:98:0a;c4:bc:62:c1:88:aa:dc:b0:c8: bb:
33:35:19:d5:0c:64:b9:3d:41:b2:96:c:f3:31:e1

URL obpaboTtyuka cobbITHiA MHMLWAaLWMW 3aBepLueHls ceccumn B MC

https:/isystem.gov.ru/oiosamiisaml/SAMLAssertionConsumer |

URL obpabotyuka cobbiTua 06 ycnelwHom saeeplueHnn ceccun B ECUA

[ hitps:/ isystem. gov.rufoiosaml'samlLogoutServiceHT TPRedirectResponse |

URL obpaboTuvka OTEETOB NOCTABLUMKA MOEHTUDWKALUMMK

| hitps:/fisystem.gov.rujaiosamiisami/SAMLAssertionConsumer |

CeccroHbIit MagHTUhMKaTop 3anpoca cepeuc NpoBaraepa

| 9ic42a82-1451-0238-9chB-e39bcA7604g7 |

WaeHTUbMKaTOp ceccUK NOCTABLUMKA WOEHTUDWKALMI

| 7fc51a24-2387-4853-9cb8-e30bc14704c5 |

Boaepaliaemeie aTpubyTel NoNk3osaTens

assuranceLevel orgMame
authnMethod org0GEN
birthDate orgP osiion
firstName orgShortName
gender orglype
globalR ole personCifizenship
lastName personENail
memberCfGroups personINN i
middlelame personiobilePhone
orgAddress personOGRN
orgB ranchKPP personSNILS
orzContacts personTrusted
0151 d personType
orglNN principalC ontacts
orsK PP principalD) ocum ents
orgl egalForm systemAuthority
- userld
userName

ﬂOﬂ.qep)Kb‘lEaeMblE PoOnNK K TNk opranaauHﬁ

SupportedGlobalRoles
P - D koe T8I0
E = JdomsnocTHos Tk opraimsaHEn

SupportedOrgTypes

Supported Authnhethods
DWD - AETOpIKIIHE N0 MEPOmD
D3 - Asropuezzipe no K511

SupportedAccTypes
T - AETODHIZING TONERND TOBTESpHLSHHED V3

L-Asr ISHHED K mewem V3

Pucynok 13 — Ctpykrypa (aitna meraganubix UC mocraBmumka yciuyr (mpumMep)



[lepeuens aTpuOyTOB MONB30BaATENs (OPraHU3AIMH), COACPKAIMUXCS B (Qailie MeTaJTaHHBIX

MOCTABIIMKA yCIYT, MpUBeACH B Tabnuie 5. Cucremam, nnrerpupoBanHeiM ¢ ECUA, pekomeHyercs

HE WCIIONB30BaTh WM OTKAa3aThCs OT HCIOJIB30BaHMS YyCTapeBIIMX yTBepkaeHuid SAML (cm.

[Mpunoxenue /1.2).

Ecnu y monb3oBarenst WM OpraHU3allMd OTCYTCTBYIOT T€ WJIM WHBIE aTpUOYTHI, TO OHU HE

nepenatorcs B SAML-yTBepxkaeHusX.

Tabnuma 5 — [lepeuens atpubyToB, copepxkamuxcs B aiiyie MeTalaHHBIX OCTABILINKA YCIYT

Ne | ATpudyrt

Onucanue

IIpumeyanue

1. | assurancelLevel

YpoBeHb JOCTOBEPHOCTH
UIeHTU(DHUKAITAN
osb30BaTest. Bo3MOXKHBI
CIICTYIOIINE 3HAYCHUS:
AL10 — nermpoBepeHHas
ydeTHasl 3aIliCh;

AL15 — nmpoBepenHas
yUYeTHAs 3aIUCh;

AL20 — moarBepkieHHAs
yUeTHasl 3aIiCh;

AL30 — moaTBepkieHHas

YUC€THAA 3a11uChb

(ayrentuduxanus no KOII).

PGKOMCHI[yeTCH HCIIOJb30BaTh

aTpuOyTHI:

personTrusted — mst
OMpCACIICHUA IMOABCPKACHHBIX
YYETHBIX 3aIIUCEH;
authnMethod — st
OIIpCaAcCIICHUA MCTOJda

aYTeHTI/I(bHKaL[I/II/I .

2. | attachedToOrg

[Tpu3HaK BKIIFOYCHHOCTH
(mpucoenuHEHMS) K

OopraHu3anuun

HeO6XOI[I/IMO HCIIOJIb30BAaTh

globalRole

3. | authnMethod

Meron ayTeHTH(UKAITUH.
IIpunuMaer cnenyromue
BO3MOYKHBIE 3HAUCHUS:
PWD — ayrentudukanuu
IO JIOTUHY U TapoJIio;

DS — ayrentudukamnuu mno

OIL

4. | authToken

WUnentuduxatop ceccun

IIOJIB30BAaTCIIA B CUCTEMEC
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ATpuOyT

Onucanue

IIpumeyanue

ECHA.

birthDate

Hara poxxaeHus
nosib3oBarens. llepenaercs B

bopmare DD-MM-YYYY

firstName

Nwmsa nonpi3oBatensa. He

0oJtee 256 CUMBOJIOB.

gender

ITon monp30BaTes.
[IpuHuMaeT 3HaYCHHUS:
MALE — myxkckoii;
FEMALE — sxeHckuii.

globalRole

Pouis mons3oBarens.
[IpunuMmaer cienyromue
BO3MOJKHBIC 3HAUCHUS:

P — ¢usnueckoe muio
(Physical person);

E — momxHOCTHOE U0

opranuzaiun (Employee).

inn

MNHH nonwn30oBarend.

CoxpaneH st o6ecrieueHust
coBMecTUMOCTH. BMecTo Hero
HEOOXOIMMO UCIIOIb30BaTh

personINN.

10.

lastName

damumnng nons3oBarend. He

0oiee 256 CUMBOJIOB.

11.

middleName

OtuecTBO monb3oBarens. He

0oJiee 256 CUMBOJIOB.

12.

memberOfGroups

[TpunamyiexkHOCTH
MOJIL30BATENS K TPYIIIaM
noctyna UC,
OCYIIECTBIISIOIIEH
UIEHTU(DUKAITUIO U
ayTeHTU(UKALIHIO

nomkHocTHBIX ur FOJL.

Hcnonws3oBars 1715 onpeaeneHus
MPUHAIEKHOCTH TOJKHOCTHBIX

mun FOJI k rpynnam nocryna MC
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Ne | ATpudyrt Onucanue IIpumeyanue
Ilepenaercs B Buae
MHEMOHHUK CHCTEMHBIX
TPYII Yepe3 3amsTylo.
13. | name WM nonp3oBaTend. CoxpaneH Ju1s o0ecrieueHust
coBMectuMocTu. HeoOxoaumo
HCIIOJB30BaTh lastName /
firstName / middleName
14. | nsild Muemonuka OI'B CoxpaneH Ju1s o0ecrieueHust
coBmecTuMocTu. HeoOxoaumo
ucnosb3oBath OFJOGRN u
orgType
15. | orgAddresses Azipec opraHu3aiu. Kaxnplit anpec B HacTosiiee

ITepenaercs B Buge XML

AOKYMCHTa

BpEMsl OITUCHIBACTCS CIIEIYIOIIMMHU

aTpubyTamu:

<addressType> — tum ajapeca, B

HACTOSIIEE BPEMS MOXKET

NPUHUMAThH 3HAYCHHUS:

- ORG_LEGAL - ropununyeckuit
azpec;

- ORG_POSTAL — nourtoBsblit
azpec.

<contryChar3Code> — ko1 cTpaHbl

u3 Tpex cuMBoJIOB (17151 Poccun —

RUS);

<index> — unuekc;

<region> — cyowsekT PD;

<street> — ynuna;

<house> — 1om;

<COorpus> — xopmyc,

<structure> — ctpoeHue,

<flat> — kBapTHpa.

Bce arpulyTsl, HaunHas ¢
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ATpuOyT

Onucanue

IIpumeyanue

HHIeKca, — He bosee 256

CHMBOJIOB.

16.

orgBranchKPP

KIIIT ¢punuana, nepenaercs
B (hopmare XXXXXXXX,

rae X — mu@psl.

17.

orgContacts

Tenedon u Email
opranusaunuu. Ilepenaercs B

Busie XML nokymenta

Kaxaplil KOHTAaKT B HACTOSIIIEE
BpEMSI ONUCHIBACTCS CIEAYIOITUMU
aTpubyramu:
<contactType> — Tun KOHTaKTa, B
HACTOsIIEe BPEMS MOKET
NPUHUMAThH 3HAYCHHUSI:
- PHN (trenedon);
- EML (aapec anexTpoHHOM
MIOYTHI);
- FAX (daxc).
<value> — 3HayeHue KOHTaKTa, I
tesneoHa U pakca umeer popmar
+7 (XX X)XXXXXXX*YYYYYY,
rae *YYYYYY — n1o0aBo4YHbBIH
Homep (tonbko s PHN,
OMIIMOHANIBHO, HE Oonee 6 1udp),
JUISL afpeca NEKTPOHHOM MOYTHI —
He 6osee 2000 cUMBOJIOB;
<verificationStatus> — — craryc
MOATBEPIKICHUS KOHTAaKTa, TAe S —
noareepxkaeHo, N — He

TTOATBEPKICHO.

18.

orgld

Unentuduxatop

OpraHH3alunu.

CoxpaneH st 006ecrieueHust
COBMECTUMOCTH. [1Ji1 BHOBb
noakogaeMbix UC HeoOxommumo

ucnosb3oBatk 0rgoid.

19.

orgQid

Nnentuduxarop
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ATpuOyT

Onucanue

IIpumeyanue

opranuzaruu. JIroboe

MOJIOXKHUTCIIBHOC YHCIIO.

20.

orgKPP

KIIIT opranu3zaruu,
niepenaercs B popmare

XXXXXXXX, rae X —
udpsl.

21.

orgLegalForm

OpranuzanvoHHO-IIPaBOBas
dbopma opranusaiuu.
[lepenaercs Ha3BaHKE
(OPMBI IO CTIPABOYHUKY

OKOII®

22.

orgINN

WNHH opranuzaunun
nonbs3oBarens. [lepenaercs B
dopmare XXXXXXXXXX,
rae X — nugpol.

Jannslit aTpudyT
YCTaHaBIMBAETCS TOJIBKO
JUTSL CIydasi, Koraa aTpulyT

globalRole = E.

23.

orgName

HammveHnoBaHue
OpraHu3aly MO0Jb30BaTEes.
He 6onee 4000 cuMBOJIOB.
Jannslit aTpudyT
yCTaHABIUBAETCS TOJHKO
JUTSI CIydasi, Koraa aTpulyT

globalRole = E.

24.

orgShortName

Kparkoe HanmeHOBaHME
opranu3zaiun. He 6onee 500

CHMBOJIOB.

25.

orgOGRN

OI'PH oprannsanuun
nosb3oBarens. [lepenaercs B

dopmare
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ATpuOyT

Onucanue

IIpumeyanue

XXXXXXXXXXXXX, roe
X — mudpsl.

JanHblii atpudyT
YCTaHABJIMBACTCS TOJIBKO
JUIS CIydasi, Korjaa aTpuoyT

globalRole = E.

26.

orgPosition

JIOJIDKHOCTD MOJIB30BaTElIs B
opranuszanuu. He 6onee 256

CHUMBOJIOB.

27.

orgType

Tun opranuzanun.
IIpuauMaer cnenyromue
BO3MOXXHBIC 3HAUYCHUA:

B — unauBuayansHeli
IIpEeAIIPUHUMATEID
(Businessman);

L — ropuaudeckoe Iu1io
(Legal entity);

A — opran
HWCIIOTHUTETbHON BIACTH
(Agency).

JlanHbl1if aTpubyT
YCTaHABIIMBAETCS TOJIBKO
JUIsL cilydasi, Koraa aTpulyT

globalRole = E.

28.

personCitizenship

['paxxnancTBO MOJIb30BATENS
['paxxnancTBO Mepenaercs mno
cinpaBoyHKy OKCM.
3nauenue ast Poccun —

«RUS»

29.

personEMail

Anpec IeKTPOHHON OUTHI
rmonb3oBareisa. He Oosee

2000 cuMBOJIOB
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ATpuOyT

Onucanue

IIpumeyanue

30.

personINN

WNHH nons3oBarens.
[Tepenaercs B hopmare
XXXXXXXXXXXX, rie X
— UG PEL.

JlauHb1il aTpulyT
YCTaHaBIIMBAETCS TOJIBKO
JUIsl cIydasi, Koraa aTpulyT

personType =R.

31.

personMobilePhone

Homep MoOMIBHOTO
TenedoHa Moab30BaTEIIs.
[Tepenaercs B popmare
+7(XXX)XXXXXXX, rae X

— udper.

32.

personOGRN

OI'PHUII nonw3oBarens.
[Tepenaercs B popmare
XXXXXXXXXXXXXXX,
riae X — uugpsl.

JlanHbl1if aTpubyT
YCTaHABJIMBACTCS TOJIBKO
JUIsL clydasi, Koraa aTpulyT

orgType = B.

33.

personSNILS

CHWIJIC nonb3oBaTens.
[Tepenaercs B hopmare
XXX-XXX-XXX XX, e X
— UGPEL.

JanHblii aTpubyT
YCTaHABJIMBAETCS TOJIBKO
JUTSI TIPOBEPEHHBIX U
MOJITBEPIKIEHHBIX YYETHBIX

3arrcen

34.

personTrusted

[TonTBepxaeHHas unu

HETOATBEPKICHHAS
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ATpuOyT

Onucanue

IIpumeyanue

(HempoBepeHHast WIH
IIPOBEpEHHasl) yueTHas
3aIlUCh [10JIb30BATEISA

Y — noaTBepKAEeHHAs
y4eTHas 3aIlUCh;

N — HEeNoATBEep K ACHHAs
(HempoBepeHHas WIH
IIPOBEpPEHHAsT) yueTHas

3aI1uChb.

35.

personType

KaTerOpI/IH I10JIB30BAaTCIIA.

CoxpaHeH JJIA obecreyeHus

coBmecTuMocTu. Heobxoaumo

ucnoip3oBath personCitizenship.

36.

principalContacts

KoHTakTHBIE JaHHBIC
IIOJIB30BAaTCJIA. HepezlaeTc;I B

Buse XML ngokymenTa .

Kaxaplii KOHTAKT B HACTOSAIIIEE

BpEM: OIIMCBIBACTCA CIICAYIOIIUMUA

aTpudyTaMu:

<contactType> — Tun KoHTaKTa, B

HACTOAIICC BPEMS MOKET

IIPUHUMATDL 3HAYCHUA:

EML (agpec snexTpoHHOM
MIOYTHI);

MBT (MoOunbHbI Tenedon);
PHN (momamrauit Tenedon);
CEM (cmy»xeOHbIit aipec
AJIEKTPOHHOMW MOYTHI
MOJIb30BATENsl, TOJIBKO IS
cilyyasi, Korja arpuoyt
globalRole = E);

CPH (cny>xeOHblIif HOMEp
TesnedoHa Moab30BaTes,
TOJIBKO JUIS CiTydasi, Korja

atpuoyT globalRole = E).

<value> — 3HaueHne KOHTAKTAa, JJIs
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ATpuOyT

Onucanue

IIpumeyanue

TenedoHOB uMeeT hopmart
+7(XXX)XXXXXXX, nas agpeca
9JIEKTPOHHOW TIOYTHI — HE OoJiee
2000 cuMMBOJIOB;
<verificationStatus> — — craryc
MOJITBEPKICHUS KOHTAKTa, Iie S —
noarsepxkzeHo, N — He

MOATBEPKICHO.

37.

principalDocuments

JIOKyMEHTBI 1TOJTb30BaTEIIs.
ITepenaercs B Buge XML

JIOKYMEHTA.

Kaxxnp1ii JOKyMEHT B HacTosILIEe
BpEMsl OMTUCHIBACTCS CIEAYIOIIMMHU
aTpudyTaMu:

<documentType> — tun
JIOKYMEHTA, B HACTOsIIIIee BpeMsl
ato 01 — macropt rpaknanuna PO,
02 — TOKyMEHT UHOCTPAHHOTO
rpaxnaanuna, 05 — BoAUTEIbCKOE
YIOCTOBEPEHHE.

<series> — CepHsl JOKYMEHTA, 4
CHUMBOJIa JIJIsl TTACTIOpTa
rpaxaanuHa PO;

<number> — HOMEp JOKYMEHTA, 6
CHUMBOJIOB JIJIs ITacriopTa
rpaxaanuHa PO;

<issueDate> — nara BeIaYM
nokyMmeHTa B ¢popmate YYYY-
MM-DDTO00:00:00;
<verificationStatus> — craryc
MTOATBEPKICHUSI TOKKYMEHTA, T
S — moareepxaeHo, N — He
MOATBEPKICHO;

<issuedBy> — opraH, BbIIaBIIHI

JIOKYMEHT, CTpOKa He 0oJiee ueM u3
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Ne | ATpudyrt Onucanue IIpumeyanue
2000 cMMBOJIOB .
38. | snils CHUMIJIC nons3oBaTens. CoxpaneH 1151 oo6ecrieueHust
Jannblii atpudyT coBMecTuMocTH. Heobxomumo
YCTaHABJIMBAETCS TOJIBKO ucnosb3oBarh personSNILS.
JUISL cydasi, Koraa aTpulyT
personType = R.
39. | systemAuthority [TonHOMOYMS NOKHOCTHOTO | Mcnonb30BaTh 1S ONpeIesIeHUs
muna OI'B. Tlepenaercs B IIOJIHOMOYHU JTOJKHOCTHBIX JIUIL
Buge XML ¢ ykazanuem OI'B u YOJI. [Ins onpenenenus
MHEMOHHUKH MMOJTHOMOYHUSA U | IPUHA]JIKHOCTH MIPeICTaBUTENEH
MHEMOHHKH CHCTEMBI. FOPUIMYCCKHX JIUI] K TPYIIIIaM
JIOCTYTIA UCTIOJIH30BAThH
memberOfGroups®’
40. | userld YucnoBoii uaeHTuGUKaTOp
Y4ETHOH 3aUCH
MOJIE30BATENIS B CHCTEME
ECHA. JTIro6oe
MOJIOKUTETHHOE YHCIIO.
41. | userName JloruH moip30BaTEIIs. CoxpaneH Ji1s o0ecrieueHust
coBmecTuMocTH. HeoOxomumo
MCIIOIb30BaTh Userld,
personSNILS
42. | userType Tun monb3oBaTeNs. CoxpaneH st oo6ecrieueHust

COBMCCTHUMOCTH. HCO6XO,[[I/IMO

ucnoib3oBatk globalRole

" B nensix 0GecreyeH s COBMECTHMOCTH CHCTEMBI, MIOJIy4YaBIUINE paHee MOJTHOMOYUS FOPUIHYECKUX
Il B yTBepKAeHuu SystemAuthority, mpojospkaT moaydarh STH JaHHBIE B 3TOM YTBEPXKICHUH.
OnHako JnanpHeimiee pa3BUTHE (YHKIMOHANA MOJHOMOYMNA OyIeT MPOMCXOAUTh B TEPMHUHOJIOTUU
IPYNII JOCTyNa, B CBA3M C YE€M OTUM CHCTEMaM PEKOMEHIYETCS OTKa3aTbCsl OT HCIIOIb30BAHMS
systemAuthority u ananmsupoBath yrBepkaenus memberOfGroups. Ilpu peructpaumum B ECUA
HoBbIX UC, opuenTupoBanHbIX Ha padoty ¢ FOJI, oHn OyayT MMETh BO3ZMOXXHOCTh 3apErUCTPUPOBATH
TOJILKO CHCTEMHBIE rpymibl. JJaHHbIe 0 HUX OyAyT nepeaaBaThbes B yrBepkaeHun memberOfGroups.
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A.6 Illad6j0H daiiia MeTaZaHHBIX

<?xml version="1.0" encoding="UTF-8"?>
<!--TODO
HeofOxonomMo yKaszaTh YHMKAJILHE (B paMKax NOCTaBUMKA uIeHTubmkaumm) entityID cepBucC npoBalizmepa.
PexoMeHOyeTCs, dYTOOB 3HaueHre arpubyTa entityID cOOTBETCTBOBAJIO HOMEeHY MHOOPMAaLMOHHOM CUCTEMEH.
Hanpumep, http://moscow.rt.ru
==
<md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata"
xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion”" xmlns:esia="urn:esia:shibboleth:2.0:mdext"
entityID="http://moscow.rt.ru">
<md:SPSSODescriptor AuthnRequestsSigned="true" WantAssertionsSigned="true"
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
<md:KeyDescriptor use="signing">
<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509Data>
<ds:X509Certificate>
<!--TODO
Cioma HeoOXOoOMMO BCTaBMUTh CepTUIMKAT 3SJIEKTPOoHHOM mommmcyu X509 cepmBuc nposanzepa
dopmaTra DER B KOIMpoBKe Base64
——>
</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>
<md:KeyDescriptor use="encryption">
<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509Data>
<ds:X509Certificate>
<!--TODO
Cioma HeoOXOoAMMO BCTaBMUTb CePTMOMKAT KJIIOUa BJIEKTPOHHON noxmmucu X509 cepsuc
npoeannepa d¢opmara DER B KOOMpPOBKE Base64
——>
</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>
<!--TODO
HeoBxoOomMoO BamoJIHUTL aTpubyTH BHBO0Ba oOpaboTumka cepBuC npoBamkmepa (rsr SinglelLogoutService),
oTBedYamlero 3a obpaboTKy COOHTHUM 3abBeplmeHusa ceccum (logout) :

- Location - endpoint ofpaborumka COOBITMI CEePBMC IpoBalIepa, OTBeyYawumeIro 3a 00paboTKy
COOBMmEHMI OT MNOCTaBWMKA MIOEHTMOMKALMM O TOM, UYTO [IOJb30BATEJb MHMUMMPOBAJ COOHITME BaBEpUIEHMS CECCUM
[IOJIb30BATEN ;

- ResponseLocation - endpoint URL oBpaboTumka COOHTMM CEepBMUC IpoBayumepa, OTBEYAKIETO 3a
00paboTKy COOOmEHMM OT NOCTaBIMKa MASHTUOMKALMUM OO yCIEHWHOM BHIIOJIHEHMM ONepaluy 3aBeplleHrd CeCCuu
[IOJIb30BATENS .

—=>

<md:SingleLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="endpoint URL" ResponseLocation="endpoint URL"/>

<!--TODO

HeoBxommMo BanojiHUTh, aTpubyT Location Tsra AssertionConsumerService, onpernensoumi endpoint
oBbpaboTuMKa COOEITMM CEPBMUC NpoBaKMIepa, OTBeYalEero 3a o6paboTKy OTBeTa OT MNOCTaBUMKA MIOSHTMOMKALMM Ha
AuthnRequest 3anpoc cepBmuC OpoBamzepa.

—=>

<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="endpoint URL" index="0" isDefault="true"/>

</md:SPSSODescriptor>
<md:AttributeAuthorityDescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:1.1:protocol

urn:oasis:names:tc:SAML:2.0:protocol">

<saml:Attribute NameFormat="urn:mace:shibboleth:1.0:nameIdentifier" Name="transientId"><!--
CeccHOoHB MAOEHTMQMKATOP 3ampoca CepBUC npoBanmepa--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="authToken" Name="urn:mace:dir:attribute:authToken"><!--lneHTudmxarTop ceccmumm NOCTaBLMKA
nneHTubmMKauymu--></saml :Attribute>

<!--TODO

Janee cJlenyeT CHOMCOK IOINOJIHMTEJIBHEIX aTpuOyTOB MOJIE30BATEJIA, KOTOPHE MOT'YT OHTH BKJIOYEHHl B OTBET
HocTaBuMKa uOeHTudmkalumum Ha AuthnRequest Bampoc cepBuC IpoBamnzepa.

HeobxommMO OCTaBUTb TOJIBKO Te aTpuOyTEH, KOTOpPHE HeoOxommMmel JMC.

-—>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="userId" Name="urn:mace:dir:attribute:userId"><!--YHuKAaJIbHEIN UIEHTUOMUKATOP [NOJIL30BATEJS B
paMKax [IOCTaBUMKa MOeHTHburaumm—--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="authnMethod" Name="urn:esia:authnMethod"><!--MeTon ayTeHTMIMKALMM C IIOMOUBID KOTOPOI'O
[OJIL30BATEJIb Npowes ayTeHTudmraumio--></saml:Attribute>
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<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="globalRole" Name="urn:esia:globalRole"><!--Pojb nom KOTOPO¥ ayTeHTUOMLMPOBAJICI
nosb30BaTeNb--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="1lastName" Name="urn:mace:dir:attribute:lastName"><!--dammims nosyb30BaTEII——
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="firstName" Name="urn:mace:dir:attribute:firstName"><!--JMa nojpb30BaTEysaI-—
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="middleName" Name="urn:mace:dir:attribute:middleName"><!--OrTyecTBO NOJIL30OBATEJI——
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personINN" Name="urn:esia:personINN"><!--IHH nomp3oBaTens--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personSNILS" Name="urn:esia:personSNILS"><!--CHUJIC nosb30BaTenda--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personOGRN" Name="urn:esia:personOGRN"><!--OT'PHUIl nojb30oBarensa--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personEMail" Name="urn:esia:personEMail"><!--3JeKTPOHHEI aIpecC MOJIL30BATEJSI——
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="assurancelevel" Name="urn:esia:assurancelevel"><!--YpoBeHb HNOCTOBEPHOCTU MIEHTUPUKALIUN
nosib30oBaTenda--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="birthDate" Name="urn:esia:birthDate"><!--Jlara poxneHmus noJb30BaTeys--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="gender" Name="urn:esia:gender"><!--Ilos nosb30BaTena--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="memberOfGroups" Name="urn:esia:memberOfGroups"><!--I[IpMHaIJIEXHOCTL IOJIE30BATEJNS K IPyINaM
nocryna--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="systemAuthority" Name="urn:esia:systemAuthority"><!--IloslHOMOUMS IOJDXKHOCTHOT'O JMLa——
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personCitizenship" Name="urn:esia:personCitizenship"><!--T'paxIaHCTBO MNOJIL30BATEJSI——
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personMobilePhone" Name="urn:esia:personMobilePhone"><!--Homep MOOMILHOTO TejedoHa
nosb3oBaTena--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personTrusted" Name="urn:esia:personTrusted"><!--TlogTBepXxIeHHas MJIM HENOITBEPXIEHHAS
yueTHasda 3anuchb [oJib3oBaTessa-—-></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="principalContacts" Name="urn:esia:principalContacts"><!--KOHTaKTHEE INaHHEE I1OJIb30BATEJISI——
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="principalDocuments" Name="urn:esia:principalDocuments"><!--JJOKyMEHTHE I1OJIb30BATEJSI——
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgType" Name="urn:esia:orgType"><!--Tun opraHmsauuy NOJb30BaTeyd--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgName" Name="urn:esia:orgName"><!--llMa opraHms3aummu Nojib30BarTesna--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="0orgOGRN" Name="urn:esia:orgOGRN"><!--OTI'PH opraHmMs3aumm [IOJIb30BaTeasa--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgINN" Name="urn:esia:orgINN"><!--J/HH opraHmzaumu NOJib30BaTena--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgPosition" Name="urn:esia:orgPosition"><!--JlOJXHOCTbL [OJIbL30OBATEJISI B OPraHM3aLUM——
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgAddresses" Name="urn:esia:orgAddresses"><!--Anpec opraHmumzaumm--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgBranchKPP" Name="urn:esia:orgBranchKPP"><!--KIII o¢unmrana--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgContacts" Name="urn:esia:orgContacts"><!--Tenedon m Email opraHms3aumm--—
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgO0id" Name="urn:esia:org0id"><!--lneHTudpukarop opraHmzaumm--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgKPP" Name="urn:esia:orgKPP"><!--KIII opraumzaummu--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgLegalForm" Name="urn:esia:orgLegalForm"><!--OpraHns3alMOoHHO-IIpaBoBas ¢opMa opTraHM3aLUL—
-></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgShortName" Name="urn:esia:orgShortName"><!--KpaTkoe HaMMEHOBaHME OPITaHM3ALUU——
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></saml:Attribute>
</md:AttributeAuthorityDescriptor>
<md:0rganization>
<!--TODO
Heo®xoOomMMO BanoJIHUTL ONMCAaHME OPpTaHM3alMM K KOTOPOM OTHOCUTCH MHTerpupyeMmas c ECHA UC:
- OrganizationName - wmMsa opraHMB3aLNK;
- OrganizationDisplayName - uMa opTraHM3alMM, KOTOpas MOXET OTOOpaxaTbCs IOJIb30BATEJIAM NPK
IIpOBEeIeHUNM IIPpOoLeny Pl ayTeHTM@MKaHMM;
- OrganizationURL - URL web-calT KOMIaHWUM.
-—>
<md:OrganizationName xml:lang="ru">0A0 «Pocrenexom»</md:OrganizationName>
<md:OrganizationDisplayName xml:lang="ru">Pocrenekom</md:OrganizationDisplayName>
<md:OrganizationURL xml:lang="en">http://www.rt.ru</md:OrganizationURL>
</md:Organization>
<!--TODO
Heof6xoOoyMo BaloJHUTE aTpMOyTH OpTaHM3alMM, K KOTOPOM OTHOCMUTCS MHTeTrpupyeMmas ¢ ECHA mHOOpMalMOHHAS
cucreMa:
- Company - mMMsa OpTaHM3aluMy, KOTOpas OCYWECTBISeT SKCIlyarauuo JC;
- EmailAddress - sJeKTpOHHas nouTa SKcIayaTaumm JUC.
——>
<md:ContactPerson contactType="technical">
<md:Company>0A0 «PocTenexoMm»</md:Company>
<md:EmailAddress>support@rt.ru</md:EmailAddress>
</md:ContactPerson>

Kl kk ok kkokokkk——>
<!--EXTENSIONS-->
Kok ko kkokok ok k——>

<md:Extensions>

<!--TODO

Ilasiee ciengyeT CIMCOK MOOAEPXMBAEMBIX [IOCTaBIMKOM yCJyT IJIOOaJIbHEIX POJIENM MOoJIb30BaTeJsielM, a TakKxe
noAgnepxXxubaeMele TUIE OpTaHM3aumii (OJ19 POoJIM OOJDKHOCTHOE JIMIO OpTaHM3aumu) .

HeO@XOﬂMMO OCTaBUTBb TOJIBKO Te POJIM M TUIIEL OpTaHM3aluuy, KOTOPHEE INONIOECPXMBAKNTCH IIOCTAaBIMKOM
YCIyT .

[lpuMeuaHue. B criydae HeKOpPPeKTHOM obpaborkm Tara <md:Extensions> Bamel peanms3aumer NOCTaBIMKA
YCJlyT', HaHHBIM T3T MOXHO BaKOMMEHTMPOBaTb.

-=>

<!--TODO

B cnyuae, ecmm VC He nmopmmepxmBaeT paboTy C posbild "IJOJDKHOCTHOE JMLO OpTaHM3aumm" OaHHBIL TSI HE
obsasaTesieH.

B canyuae, ecnu UC nonmepxmBaeT ryoBajibHyl poJsib "IOMKHOCTHOE JIMLO opraHms3aumun' HeoOXOIMMO TaKXe
yKas3aTb paGOTy C IOOJIXHOCTHBEIMM JIMIIAMM KAaKMX TUIIOB OPTaHM3aluN nc IomImepXxmuBaeT .

B cnyuae, ecim VC nommepxmBaeT IJIoOalbHYyl poJsib "IIODKHOCTHOE JIMLO opraHms3auum" (3TOoT ciydan
BKJIOUAET OTCYTCTBUSA Tora SupportedGlobalRoles), HO TaT SupportedOrgTypes orTcyrcTByeT - ECUA Oyner
cumMTaTh, YTOo MC nommepXmuBaeT BCe TUIE OPTaHM3alLUM.

-—>

<!--B cnyuae orcyrcTBua Tsra SupportedGlobalRoles, ECUA OymeT cumTaTh, d4TO UC mopmepXmuBaeT BCe
TJi00aJIbHEIE POJIM——>

<esia:SupportedGlobalRoles>

<esia:GlobalRole ID="P"></esia:GlobalRole> <!-- Oumsmuyeckoe JMULIO —->
<esia:GlobalRole ID="E"> <!-- JIOJDXHOCTHOE JIMIIO OPTaHM3aLUM ——>
<esia:SupportedOrgTypes>
<esia:0rgType ID="L"/> <!-- Opuanyeckoe JuULO —-—>
<esia:0rgType ID="B"/> <!-- VHIOVBUIOYyaJIbHBI NpPeONPMHUMATEID=—>
<esia:0rgType ID="A"/> <!-- OpraH MCIOJHUTEJILHOM BJACTU ——>

</esia:SupportedOrgTypes>
</esia:GlobalRole>
</esia:SupportedGlobalRoles>
<esia:SupportedAuthnMethods>
<esia:AuthnMethod ID="PWD"/> <!-- ABTOpMB3auMsd IO NAPOJIO ——>
<esia:AuthnMethod ID="DS"/> <!-- ABTOopm3aumua no K31 -->
</esia:SupportedAuthnMethods>
<esia:SupportedAccTypes>
<esia:AccType ID="T"/> <!-- ABTOpPMB3aLMUsd TOJBKO NONTBEPXIEHHHX Y3 ——>
<esia:AccType ID="L"/> <!-- ABTOpM3auus yNPOWEHHEX Y3, HO BKJOYaS NOLTBEPXIESHHBE ——>
</esia:SupportedAccTypes>
</md:Extensions>
</md:EntityDescriptor>
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A.7 Pexomenaamuu no ykazanuw URL-aapecoB u BbIOOpY

HAEHTH(PUKATOPA NOCTABIIMKA YCJIYT

Bce URL-agpeca B MeTagaHHbIX Ul IPOAYKTUBHOM Cpeibl HE TOJLKHBI conepxars IP anpeca —
00s13aTeNbHO yKa3aHHE JOMEHHOTO MMEHH MOpTaia MHPOPMALMOHHOW CUCTEMBI.
[Ipumepsi:

1. TlpaBumibHO m1st EnuHoOro mopraia rocyaapcTBeHHBIX yeayT (yHKIUN):

<md:SinglelLogoutService
ResponseLocation="http://www.gosuslugi.ru/pgu/saml/LogoutServiceHTTPRedirectResponse"
Location="https://www.gosuslugi.ru/pgu/saml/LogoutServiceHTTPRedirect"
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"/> <md:AssertionConsumerService
Location="https://www.gosuslugi.ru/pgu/saml/SAMLAssertionConsumer"
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" isDefault="true" index="0"/>

2. HenpasunbHo ans EnuHoro nmoprana rocyaapcTBEHHBIX yeayr (pyHKImii):

<md:SinglelLogoutService
ResponselLocation="http://109.207.1.97/pgu/saml/LogoutServiceHTTPRedirectResponse"
Location="https://109.207.1.97/pgu/saml/LogoutServiceHTTPRedirect"
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"/> <md:AssertionConsumerService
Location="https://109.207.1.97/pgu/saml/SAMLAssertionConsumer"
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" isDefault="true" index="0"/>

[Ipu BeIOOpPEe uUAcHTH(UKAaTOpa mOcTaBmMKa ycryr (entitylD) B mpomykTUBHOUM cpene
PEKOMEHIyeTCsl PYKOBOJCTBOBATHCS CIECAYIOUIUMU TPUHIUIIAMU
1. Tlone EntitylD nomxHo omHo3HauHO cooTBeTcTBOoBaTh URL moprana nHbopmamoHHoit
cuctembl koTopas uarerpupyercs ¢ UIC ECHUA. Ilpumepst:
—  Enuneiii ropTan roCyJ1apCTBEHHBIX yCIyr (pynkumit):
entitylD="http://www.gosuslugi.ru";
— Poccuiickas obmectBennas nauipatusa: entitylD="https://www.roi.ru".
2. VYkazamuwii B mosie entityID URL we momken comepxkars IP aapec — oOs3arenbHO
yKa3aHHe JJOMEHHOI0 MMEHHU NopTajia nHpopMaluoHHOM cucteMsl. [Ipumepsi:
— Enunenii nopTa roCyAapCTBEHHBIX yCIIyr (pynxmii):
entitylD="http://www.gosuslugi.ru";

— HexoppexTasiii npumep: entitylD="http://109.207.1.97".

A.8 IIpumepsnl koaa Ha saA3bIKe Java o ucnoab30Banuw OpenSAML

IIpumep Koaa mocTaBUIMKA yCJIYT

public class Resource extends HttpServlet {
private static SamlConsumer consumer = new SamlConsumer () ;
public void doGet (HttpServletRequest request, HttpServletResponse response)
{
requestMessage = consumer.buildRequestMessage () ;
response.sendRedirect (requestMessage) ;
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public void doPost (HttpServletRequest request, HttpServletResponse response)
{

responseMessage = request.getParameter ("SAMLResponse") .toString();

result = consumer.processResponseMessage (responseMessage) ;

IIpumep kona coznanus 3anpoca <AuthnRequest>

// Cosmanme sjeMmeHTa <Issuer>

// issuerUrl - »T0 url cepBUC-NpOBaMIepa, KOTOPHEIM I'eHepupyeT coobmenre <authnRequest>
String issuerUrl = "http://localhost:8080/saml-demo/resource";

IssuerBuilder issuerBuilder = new IssuerBuilder():;

Issuer issuer =

issuerBuilder.buildObject ("urn:oasis:names:tc:SAML:2.0:assertion","Issuer", "samlp");
issuer.setValue (issuerUrl) ;

// cospmaHme sampoca <AutnRequest>

DateTime issuelInstant = new DateTime () ;

AuthnRequestBuilder authRequestBuilder = new AuthnRequestBuilder();

AuthnRequest authRequest =

authRequestBuilder.buildObject ("urn:oasis:names:tc:SAML:2.0:protocol", "AuthnRequest",
"samlp") ;

authRequest.setForceAuthn (new Boolean (false)) ;

authRequest.setIsPassive (new Boolean(false));

authRequest.setIssuelnstant (issuelnstant);

authRequest.setProtocolBinding ("urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST") ;
authRequest.setAssertionConsumerServiceURL (issuerUrl) ;

authRequest.setIssuer (issuer);

authRequest.setID (aRandomId) ;

authRequest.setVersion (SAMLVersion.VERSION 20);

Coobmienne <AuthnRequest> Moxer coaepkaTb W JIpyrHe JIIEMEHTBI, TaKHe Kak
<NamelDPolicy>, <RequestedAuthnContext>. DOTu 531eMEHTBI CO3JAOTCS U JO0ABISIOTCS B
<AuthnRequest> ananoru4asiM 00pa3om.

CrenepupoBanHblii 3anpoc  <AuthnRequest> momken ObiTh mpeobpa3zoBano (marshaled) c
ucrons3oBanneM “‘org.opensaml.xml.io.Marshaller” u momkeH ObITH 3aKOJUPOBaH B KOAMPOBKE

Base64 B URL c ucnonbs3oBanmem org.opensaml.xml.util.Base64.

CuntbiBanue orBeta <Response>

I[J'IH CUHUTBIBAHUSA OTBCTA <Resp0nse>, Hallpumep, M3 CEpBJICTA, OTBCT HU3BJICKACTCA U3

ctpykrypsl “HttpServletRequest™:
responseMessage = request.getParameter ("SAMLResponse") .toString() ;

HW3BrnedyenHoe coobieHue “responseMessage” neobxoaumo mpeobpaszosats (Unmarshal) u u3Bieuds
coobmenue <Response>:

DocumentBuilderFactory documentBuilderFactory = DocumentBuilderFactory.newlInstance () ;
documentBuilderFactory.setNamespaceAware (true) ;

DocumentBuilder docBuilder = documentBuilderFactory.newDocumentBuilder () ;

Document document = docBuilder.parse (new

ByteArrayInputStream (authRegStr.trim() .getBytes()));

Element element = document.getDocumentElement () ;

UnmarshallerFactory unmarshallerFactory = Configuration.getUnmarshallerFactory();
Unmarshaller unmarshaller = unmarshallerFactory.getUnmarshaller (element) ;

Response response = (Response) unmarshaller.unmarshall (element) ;

Hanee ¢ m3BnedyeHHbiIM SAML 2.0 Response message MOXHO BBIOJHSATH orepanud. Hampumep,

usBneuem Subject's Name Id u ceprudukar:

String subject = response.getAssertions().get (0).getSubject () .getNameID() .getValue();
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String certificate =
response.getSignature () .getKeyInfo () .getX509Datas () .get (0) .getX509Certificates () .get (0) .get
Value () ;

A.9 IIpumep AuthnResponse

<?xml version="1.0" encoding="UTF-8"?>
<saml2:Assertion xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"
ID=" f634aledd5a52c852641c0943475edd7" Issuelnstant="2012-03-01T06:30:00.3072" Version="2.0"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<saml2:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity">https://esia-
portall.test.gosuslugi.ru/idp/shibboleth</saml2:Issuer>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference URI="# f634aledd5a52c852641c0943475edd7">
<ds:Transforms>
<ds:Transform
Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<ec:InclusiveNamespaces
xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" PrefixList="xs"/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>6p7pdI3FulCoSG2kZbGOtW1GCag=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>
</ds:SignatureValue>
<ds:KeyInfo>
<ds:X509Data>
<ds:X509Certificate>
</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</ds:Signature>
<saml2:Subject>
<saml2:NameID Format="urn:oasis:names:tc:SAML:2.0:nameid-
format:transient"> aB8e8800fal74£f41782184cbbd2lee05£f</saml2:NameID>
<saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer">
<saml2:SubjectConfirmationData Address="127.0.0.1" InResponseTo=" 34efa5b7-47e6-
41bb-b51b-fcb57b7a3£87" NotOnOrAfter="2012-03-01T06:35:00.307Z" Recipient="https://atc-
504:7002/0iosaml/saml/SAMLAssertionConsumer"/>
</saml2:SubjectConfirmation>
</saml2:Subject>
<saml2:Conditions NotBefore="2012-03-01T06:30:00.307Z" NotOnOrAfter="2012-03-01T06:35:00.3072">
<saml2:AudienceRestriction>
<saml2:Audience>sia test</saml2:Audience>
</saml2:AudienceRestriction>
</saml2:Conditions>
<saml2:AuthnStatement AuthnInstant="2012-03-01T06:30:00.1822Z"
SessionIndex="211£42£f443924066aec4d5bc8740bcel7a93ba3358d9e7003333db957540116b">
<saml2:SubjectLocality Address="127.0.0.1"/>
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport</
saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>
<saml2:AttributeStatement>
<saml2:Attribute FriendlyName="personSNILS" Name="urn:esia:personSNILS"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">000-000-000 00</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="userId" Name="urn:mace:dir:attribute:userId"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">2006101</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="snils" Name="urn:mace:dir:attribute:snils"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
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<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">000-000-000 00</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="authnMethod" Name="urn:esia:authnMethod"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">PWD</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="principalStatus"
Name="urn:mace:dir:attribute:principalStatus" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">A</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="globalRole" Name="urn:esia:globalRole"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">P</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="personEMail" Name="urn:esia:personEMail"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">sdf@ddd.ru</saml2:AttributevValue>
</saml2:Attribute>
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">SNILS</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="personType" Name="urn:esia:personType"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">R</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="authToken" Name="urn:mace:dir:attribute:authToken"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">b0db6£fdl-d674-47bb-8£22-9£8291e59255</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="userName" Name="urn:esia:userName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">000-000-000 00</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="middleName" Name="urn:mace:dir:attribute:middleName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">IMmurpuennu</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="attachedToOrg" Name="urn:esia:attachedToOrg"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">1</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="firstName" Name="urn:mace:dir:attribute:firstName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">IMurpuii</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="lastName" Name="urn:mace:dir:attribute:lastName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">Ivurpuen</saml2:Attributevalue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="portalVersion"
Name="urn:mace:dir:attribute:portalVersion" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">P</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="userType" Name="urn:mace:dir:attribute:userType"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">P</saml2:AttributeValue>
</saml2:Attribute>
</saml2:AttributeStatement>
</saml2:Assertion>



NMPUNOXEHWE B. CEPBUCHI ECUA HA BA3E
MMOJAXOJA REST

b.1 OOmmue cBenenus o nporpaMmmuom untepgeiice ECUA

B pamkax pasButus ECHA peanu3oBaH NpHUKIaAHONW NPOrpaMMHBIM uHTepdeic Ha Oasze
apxutekTypHoro cruis “Representational State Transfer” (REST). O mo3BosisseT HHTErPUPOBAHHBIM C
ECHUA wuHpOpMaLMOHHBIM CHUCTEMaM MONy4yaTh JnocTyn K xpansmmmcs B ECHUA pecypcam, T.e.
JTaHHBIM (HAIpUMeEp, O MOJTH30BATEIAX WU APYTUX HHPOPMAIIMOHHBIX CHCTEMaX ), a TAK)KE BBIIOTHSTH
psia omepanuii.

BbI30B IpUKIIaTHOTO MPOrPaMMHOT0 HHTEp(deiica BO3MOKEH TOJIBKO TEMU HHTETPUPOBAHHBIMU
¢ ECHA cucremamu, KOTOpblE UMEIOT HAa 3TO COOTBETCTBYMOIIKE NoaHOMOouMs. KoHTpons noctyna k
pecypcam ECHA ocymectBiser cepBuc apropuzanmu ECHUA, peanm3yroniuii Mojaeilb KOHTPOJIA
J0CTyIa, OCHOBaHHYIO Ha crenudukanusax OAuth 2.0 (cm. [Ipunoxenue B).

s 0003HaYeHHsI pecypcoB HCIOJIb3YIOTCS ClieluanbHble uaeHTU(UKaTopbl. CaMu pecypchl
OpPraHHU30BAHBI MEPAPXUYCCKH, YPOBHHU pa3JeieHbl KOCOW depToi — “/”. Pecypchl Ooiiee «HU3KOTOY
YPOBHS SIBJISIFOTCSI COCTAaBHBIMU YACTSIMU «POIUTEIHCKOTO YPOBHSI»:

B ECHA ucnonb3yeTcs ABa TUIIA PECYPCOB:

—  O00KyMeHm COACPXKUT uHPoOpManuio 00 oTaensHOM OO0BeKTe B 0a3e JaHHBIX, KOTOPBIN
XapaKTEepPU3yeTCs] HEKOTOPBIMU MOJIAIMH M 3HaueHUsIMU. Hanpumep, npu 10CTyne K JOKYMEHTY
00 opraHM3aIiy cepBUC BO3BpaIllaeT HauMeHOBaHue opranuzanuu, ee tTur, OI'PH u np. Kpome
TOTO, B IOKYMEHTE MOTYT COJEPKAaThCsl CChUIKUA Ha CBA3aHHBIE PECYPCHI: TAK, B IOKYMEHTE 00
OpraHM3alK pa3MelIatoTCs yKa3aTelu Ha pecypchl (JOKYMEHTBI) IO €€ COTPYJHUKAM;

— Koanekyusi TPEACTaBIAET COOOM CIHCOK HEKOTOPHIX PECYpPCOB, HANpuUMeEp, JAOKYMEHTOB.
[lepeuens opraHuzamuii, COTPYIHUKOB OTACIBHOM OPraHU3alMU — MNPUMEPHI KOJUIEKIIUH.
Pecypchl, KOTOpBI BKITIOYEHBI B KOJUICKIIHIO, CHA0KEHBI COOCTBEHHBIMU UICHTH(PUKATOPAMU
(uri).  OObryHO  JUIs  0003HAYEHUS  KOJUICKIIMM  HUCIOJB3YIOTCS  MHOXECTBEHHBIC
CylIecTBUTENbHBIE (0rgS, Shjs u ap.).

Hns Be3oBa cepuca ECHA, mo3BOISIONIErO MOJYYUTh JAOCTYI K 3alIMIIEHHOMY peCypcy,
cHCTeMa-KIMEHT JIOJDKHA HarpaBuTh B hitps-aapec mporpammuoro untepdeiica ECUA 3ampoc. Jlns
3TOro (B 3aBHCHUMOCTH OT THIIa 3ampoca) Ucnoib3yroTcs Metoasl GET unmu POST. B kaxmom 3ampoce
JOJDKEH OBITh YKa3aH WIASHTH(UKATOP pecypca, K KOTOpOMYy 3ampammuBaercs aoctyn. Kpome Toro, B

3anpoc Ha Bb130B REST-API nomken ObITh 100aBjeH cieayronumii header:

Authorization: Bearer <access token>
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<access token> — mapkep mocTyma, NMpeBapUTEIbHO MOJYYCHHBIH y CepBHCA aBTOPH3AIHH
ECHA. Cpoxk neiicTBusi MapKepa J0CTyIla HE JIOJDKEH MCTEYb Ha MOMEHT BbI30Ba. Mapkep nocTyna
JOJKEH OBITh BBIJAH CUCTEME-KIMEHTY Ha <SCOPe>, MNO3BOJAIOIIMN MONYYHUTh 3alpaliuBaeMbli
3amMIeHHbl  pecype. Ilpumep 3ampoca Ha moigyyeHMe CcBeA€HHMH 00 oOpraHuzanMM  C

uaentudpuxaropom 1000000000:

GET /rs/orgs/1000000000 HTTP/1.1\r\n
Authorization: Bearer 75b2c7cbb8dad403491c224c9e431lcefI\r\n
Host: esia-portall.test.gosuslugi.ru\r\n
Accept: */*\r\n
\r\n
B cnyuae ycremmHo#l mpoBepkH 3ampoca HMporpaMMHBIA MHTEp(dEHC BO3BpalmlaeT JaHHbIE O
3alUIIEHHOM pecypce. [Ipu HeBO3MOKHOCTH BBITIOJIHUTH 3aIIPOC BO3BPAIIACTCS KOJI OIIHOKH.
[lpu BBI3OBE cepBUCa MOTIYT OBITh 3aJaHbl MapaMeTpbl 3ampoca (query), KOTOpbIC
0(hOPMIIAIOTCS  CTaHAApTHBIM crocoOoM. Creayromui 3anpoc MO3BOJUT IMOJYYUTh IMepBbie 15

OpraHMu3alMil U3 COOTBETCTBYIOIIECH KOJUIEKIIMH Orgs:

GET /rs/orgs?pagelndex=0&pageSize=15 HTTP/1l.1\r\n
Authorization: Bearer 75b2c7cbb8dad03491c224c9e431lcefI\r\n
Host: esia-portall.test.gosuslugi.ru\r\n
Accept: */*\r\n
\r\n
HpI/I BBI3OBC CCPBUCA MOKET OBITH YKa3zaHa KOHKPETHaA CXe€eMa NpPEeaoCTaBJCHUS JaHHbIX 00

oOwekTe. J[is 3T0r0 HeOOXOAMMO 1aTh CCHIIKY Ha COOTBETCTBYIONIYIO CXeMy B 3ampoce. Hampumep:
GET /rs/prns/402 HTTP/1.1\r\n
Authorization: Bearer 75b2c7cbd9db403489c224c9e431cefI\r\n
Host: esia-portall.test.gosuslugi.rul\r\n
Accept: */*\r\n
Content-Type: application/json; schema="https://esia-
portall.test.gosuslugi.ru/rs/model/prn/Person-1"\r\n
\r\n
JlaHHbI 3ampoc MO3BOJSET MOJTYYUTh CBEICHMsI O ToJib3oBaTene ¢ uaeHTudukaropom 402,
chopMHUpoOBaHHBIE cOTJiacHO cxeme Person-1. DTto o3nauaer, uro mo mepe pasutusi ECUA moxer
OBITh M3MEHEH IepeJaBaeMblii aTpUOYTHBIN COCTaB JaHHBIX O TMOJI30BATENe, B PE3YJIbTATE YETrO
MOSIBJISIETCS HOBBIE cXeMbl — Person-2, Person-3 u 1.4. B cBs3u ¢ 3TUM 171 ONy4yeHUS] HEU3MEHHOTO
cocTtaBa aTpuOyTOB PEKOMEHIyeTCs B 3alpoce yKa3blBaTh KOHKPETHYIO cxemy. Ecnu B kauecTBe
cxeMmbl yKazaHa cxema /model/prn/Person 6e3 sBHOTO yka3aHUs BEPCUH, TO BO3BPAIIAETCS MOCIECTHSS
Bepcus. Ecnu cxema He ykazaHa BOOOIIE, TO TAK)KE BO3BPAIAETCS MOCTIETHSS BEPCUS CXEMBI.
B otBere Ha xoppekTHBIN 3ampoc Bbinaercs JSON-I0KyMeHT, KOTOPBINA MpeACTaBIseT CO0OiM
HaOoOp map KJIFOY/3HaYCHHWE WJIM MaccuB 3HaueHuil. B 3arosnoBke (headers) orsera conepikatcs
CIeyIONNe JaHHBIC:
1. Ccouiku (links) Ha cBs3anHbIC pecypcwl. Hampumep, eciau B 3ampoce ykasaH pecype ¢
JaHHBIMUA KOHKPETHOTO ToJib3oBarens (Prns/402), To cChbUIKK OyayT COIEpKaTh PeCcypChl C

€0 KOHTAKTHBIMH JaHHBIMH, HOKYMCHTaMH, aApcCaM, TPaHCHOPTHBIMU CPpCACTBaAMH, a

TaK)Ke Ha «POAUTEIHCKUI PEeCypce C MepeyHeM BCeX MOJIb30BaTeNel B CHCTEME.
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2. Yxkazareinb 3ampoiineHHoro pecypca (location), T.e. Uri 3anpoIieHHOTro pecypca.

3. Tun npenocraBnsiembix naHHbIX (Content-Type) ¢ ykazaHuem cXembl MPEIOCTABIISIEMBIX
naHHbIx. Hampumep, ecnu 3ampaiminBaroTcsl JaHHBIE O IMOJIb3oBarese B cxeme Person-1, to
Oymer ykaszano cuenayiomee 3Hauenue: Content-Type: [application/json; q=.2;
schema="https://esia-portall.test.gosuslugi.ru/rs/model/prn/Person-1"]

[pumep pasnena headers (pa3pbIBbI CTPOK JaHbI JUIsl YA00CTBA YTCHHS):

Link:
[<https://esia-
portall.test.gosuslugi.ru/rs/prns/402/docs>; rel=documents; schema="https://esia-
portall.test.gosuslugi.ru/rs/model/docs/Documents-1",
<https://esia-
portall.test.gosuslugi.ru/rs/prns/402/addrs>; rel=addresses;schema="https://esia-
portall.test.gosuslugi.ru/rs/model/addrs/Addresses-1",
<https://esia-
portall.test.gosuslugi.ru/rs/prns/402/ctts>; rel=contacts;schema="https://esia-
portall.test.gosuslugi.ru/rs/model/ctts/Contacts-1",
<https://esia-portall.test.gosuslugi.ru/rs/prns/>;rel=parent;schema="https://esia-
portall.test.gosuslugi.ru/rs/model/prns/Persons—-1"]
Date: [Tue, 26 Nov 2013 10:04:24 GMT]
Transfer-Encoding: [chunked]
Location: [http://esia-portall.test.gosuslugi.ru/rs/prns/402]
server: [grizzly/2.2.16]
Content-Type: [application/json; g=.2; schema="https://esia-
portall.test.gosuslugi.ru/rs/model/prn/Person-1"]

ConepkaTenbHas 4acTh OTBETa Ha 3ampoc conepxutrcs B pazaene body. Ilpumep Bo3BpalmaeMbIx
JTaHHBIX (Pa3pbIBBI CTPOK JIaHBI ISl yA0OCTBA UTEHUS) O PU3UUYECKOM JTUIIE:
{

"stateFacts": ["Identifiable"],

"firstName":"IlleTp",

"lastName":"Ilerpor",

"birthDate":"1385409600",

"gender™: M,

"trusted":"true",

"citizenship":"RUS",

"snils":"111-111-111 11",

"updatedOn": "1385460263"

}
Kaxnoe onucanne o0beKTa MM KOJUIEKIIMU COJIEPKUT mapaMeTp stateFacts, ykaspiBaromuii Ha

HEKOTOpbIe (haKThl O NMPEJOCTaBIIEMBIX CBeIeHUSAX. Bo3MoxkHBI cienyronue 3HaueHus stateFacts:
— ldentifiable - umeer unenTHduKarop (Hampumep, 3TO KOHKPETHBIH KOHTAKT HJIH
JIOKYMEHT);
— hasSize - umeer pasmep (Hampumep, Al KOJUICKIIMHA YKa3bIBAa€T HAa YUCIIO AJIEMEHTOB
KOJUICKIIUN);

— FirstPage - nepBas cTpanua crucka;

— LastPage - mocnenHsis cTpaHUIla CIIMCKA,;

— Paginated - nocTpaHUYHBII CIHCOK;

— EntityRoot- xopHeBoit 00bEKT;

— ReadOnly - 00beKT TOJIBKO ISl YTCHHUS.

[TapameTp stateFacts mo3BossieT, B YacTHOCTH, NPOU3BOJUTH Pa3ACIICHUE BBIBOAUMBIX
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pe3ynbTaToB 1o crpanunaMm. Cienyromuil OTBET MpecTaBiIsieT co00il NEpBYI0 CTPAHUILY HEKOTOPOTrO

nepevHs ((pparMeHT, pa3pbIBbl CTPOKH JaHbI IS y10OCTBA YTCHHS):
{
"stateFacts": ["Paginated","FirstPage"],
"elements": [
"https://esia-portall.test.gosuslugi.ru/rs/prns/400",

"https://esia-portall.test.gosuslugi.ru/rs/prns/401"
] r
"pageSize":"2",
"pageIndex":"1"

}
W3 nanHOrO OTBETA BUJIHO, YTO HA KAXKIOW CTpaHHIIEe 0TOOpaXkaeTcs Mo 2 JIeMEHTa.

Jlns pspa omepanuii MOAAEPKUBAETCS BO3MOKHOCTE scmpausanus (embedding) cBs3aHHBIX
NMaHHbIX. JIS 3TOro B 3alpoce COOTBETCTBYIOIIETO pecypca HeoOXOJMMO YKa3biBaTh IMapamMeTp
«embed», a B kauecTBe €ro 3HAYEHHsS — CYIIHOCTh, KOTOPYIO TPeOYETCs BKJIIOUMTH B OTBET 3aIpoca.
Hampumep, mpu 3ampoce CIIEAyOIIEro pecypca OyayT OTOOpakaThCs CCbLIKU Ha KOHTAKTHI

nois3oBatrend 100000:

https://esia-portall.test.gosuslugi.ru/rs/prns/100000/ctts
()HHaKO YKa3aHUuC IIapaMeTpa «embed» mno3Boisger IIOJIYYUTh JAaHHBIC O KOHTaKTax

HCIIOCPCACTBCHHO B OTBCTC HA CJ'ICIIYIOH_II/Iﬁ 3aIpoc:

https://esia-portall.test.gosuslugi.ru/rs/prns/100000/ctts?embed=(elements)
B »sTom cJiydgac 3amnpoC AaHHOIo pecypca 6yz[eT BO3BpaliaTb OTBET ((I)paI‘MeHT, pa3pbIBbL

CTPOKH JaHbl JJIs1 y100CTBa UTEHNUS):
{

"stateFacts": ["hasSize"],
"elements": [
{
"stateFacts": [
"Identifiable"
] r
"id": 194,
"type": "MBT",
"vrfStu": "VERIFIED",
"value": "+7(910)1234567"
}
] r
"size": 1

}
B nmanHOM ClIydya€ Ha MECTC CCBUIOK Ha CBSA3aHHBIC JJICMCHTHI BCTPAWBAIOTCA JAHHBIC

KOHTAaKTOB.
IIpn BCcTpamBaHMM COXPAHSIETCS BO3MOXHOCTBH IOJIy4aTh CXEMBI BO3BPAIAEMBIX PECYPCOB,

HaIpumep:

https://esia-portall.test.gosuslugi.ru/rs/prns/100000/ctts?embed= (elements-1)
B stom cJ1ydyac JaHHBIC 00 3yeMeHTax 6YI[}/T BO3BpaliaTbCsa COTJIaCHO HCpBOﬁ cXeme.

Tax:xe BO3MOXKHO BCTpanBaHNUEC HCCKOJIbKUX PCCYPCOB B 3aIlIPOCC, HAIPUMCED:

https://esia-portall.test.gosuslugi.ru/rs/orgs/100000/emps?embed=(elements.person)
B sTrom cJiydac€ B OTBETC BMECTO CCBHIJIOK Ha COTPYAHUKOB OpTraHU3alluu 6yIIYT nepeaaBaToCsA:

— JIaHHBIC O COTPYIHHKAX (elements) — MOHKHOCTD, KOPIIOpAaTHBHBIN e-mail u mp.;

— KpaTkue nepcoHaynbHbie qaHHbie (DUO, o, naTa poxacHUs U Ip.).
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HpI/I BCTparMBaHWU HECCKOJIBKHUX PECYPCOB TAKIKC BO3MOKHO YKa3aHWEC Ha BEPCUU, HAIIPUMEDP:

https://esia-portall.test.gosuslugi.ru/rs/orgs/100000/emps?embed=(elements-1.person-1)
[Tepeuenb CCHUIOK, KOTOPBIE MOT'YT OBITH BCTPOCHBI:

— JAaHHBIC O (I)I/I3I/I‘-IGCKI/IX Junax:

b.2

- KOHTaKTHBIC JaHHBIC (contacts);

anpeca (addresses);

TpaHCIOpPTHEIE cpencTBa (vehicles);

- OpraHu3aluu, K KOTOPBIM MPHHAUICKUT GU3NIECKOe JTUII0 (organizations);
JaHHbIE 00 OpraHu3aIMsIX:

- KOHTaKTHBIC JaHHBIC (contacts);

- anpeca (addresses);

- TpaHcnopTHbIe cpeacTBa (vehicles);
JAaHHBIC O COTPYIHUKAX OPraHU3AINH:

- JIaHHBIEC O COTPYAHUKE KaK (hru3ruecKoM e (person).
JaHHBIE 110 CCBUIKaM, OTOOpa)kaeMbIM B COJCp)KaHHMH OTBETa B pazjaene «elements»
(BOo3MOXKHOCTh BcTpauBaHMsl elements ecTb Besne, rae napamerp stateFacts nmeer 3HaueHue
“hasSize”).
Jlanee mpuBeeHBI OMUCAHMS CIEAYIONIMX Olepaluii mporpammuoro uarepdeiica ECHA:
Ipe0CTaBIIEHUE MTEPCOHATBHBIX JAHHBIX TI0JIh30BATEIICH;
ylaJeHne Y4ETHOW 3alMCH M CBS3aHHBIX C HEH TEepPCOHAIBHBIX JAaHHBIX ITOJIb30BATENS W3
ECHA;
Ipe0CTaBlIeHNE CBEACHUIN O BXOXKIEHUH MOJIb30BATENs B TPYIIIBI U OpraHU3alHH;
Npe0CTaBIIEHNE JAHHBIX U3 TPOQHIIS OpraHU3aIHu;

npeaoCTaBJICHUEC CIIMCKA YHACTHUKOB I'PYIIIIBI UJIW OpTaHHU3alH.

IIpenocTaBiieHHe MEPCOHATBLHBIX IaHHBIX MOJIb30BaTe el

I[J'IH MOJIYUYCHHU ICPCOHAJIBHBIX JAHHBIX O IOJb30BATCIAX CUCTECMA-KIIMCHT NOJI’)KHA HAIIPABUTh

B https-agpec REST-API cucremst ECUA® 3anpoc meromom GET. B 3ampoce 1oimkeH ObITh yKa3aH

pecypc, coaepxamuii HeoOxoaumele naHHble. Mepapxus naentudukatopon 3tux pecypcoB B ECUA

UMECT CJ'ICI[YIOIJ_II/Iﬁ BU:

/prns/{oid}/{collection_name}/{collection_entity id}, rxe:

%8 B TectoBoii cpene cepeuc pocryien mo URL https:/esia-portall.test.gosuslugi.ru/rs/prns
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prns — nepedyeHsb (KOIEKLMS) I0JIb30BaTENE!, 3aperucTpupoBaHibix B ECHA;

{oid} — BHyTpeHHMII HACHTHUPHUKATOP 00BEKTA, B TOM UHKCIie mosb3oBaresis, B ECUA;

{collection_name} — ccopiika Ha mepeueHb (KOJUIEKIMIO) THIIOB MaHHBIX, YKa3aHHBIX

I10JIB30BAaTCIIEM C JaHHBIM Oid, BO3MOXKHBIC 3HAUYCHUA:

- CttS — KOHTaKTHBIC JAHHEIC;

- addrs — aagpeca;

- dOCS—-HOKYMeHTBIHOHBSOBaTeHﬂ;

- 0rgs — opraHu3anuu, COTpyJHHUKOM KOTOPBIX SBJISICTCA ,Z[aHHbIﬁ IIOJIB30BAaTCJIb,

- Vhls — TpanciopTHBIE CpeCcTBa MMOIB30BATEIIS.

{collection_entity id} — BuyTpeHHuU# uaeHTHPHUKATOP KOHTAKTA WIIA JJOKYMEHTA TOJIb30BATEIISI

B ECHA.

B 3ampoc momkeH ObITh no0aBieH header ¢ mMapkepom J0CTyIa, MO3BOJSIOIIAM IOTYYHUTh

JOCTYI K TaHHOMY pecypcey (scope http://esia.gosuslugi.ru/usr_inf ¢ mapameTrpamu).

[Tpumep 3ampoca (BBI30B cepBHUCa B cpesie pa3paboTKH):

GET /rs/prns/6924 HTTP/1.1\r\n

Authorization:

Host: esia-portall.test.gosuslugi.ru\r\n

Accept: */*\r\n

\r\n

Bearer 75b2c7cbb8dad03491c224c9e431cef9\r\n

JNannsie, kotropeie ECHA Bo3BpamaeT B OTBET Ha 3ampoc, MPEICTaBICHBI B Ta0IUIIE 6.

Ta6J'II/H_Ia 6 —HapaMeTpH OTBCTA Ha 34aIl1pOC 0 NCPCOHAIIBbHBIX JaHHBIX ITOJIB30BATCIIA

URI
Ne | zanmpammBaemoro | Onmcanue pecypca IIpenocraBisieMble faHHbIE
pecypca
1. | /prns/{oid} JlanHble o | anHbIe 0 (HPU3HUECKOM JIUIIE:
MOJIL30BaTENIE c | <firstName> — ums;
UJACHTUPHUKATOPOM <lastName> — dpamunus;
prn-id <middleName> — otuecTBO;
<birthDate> — nmara poxaeHus (3amaeTcsi Kak
KoJm4yecTBO cekyH, npomenmux ¢ 00:00:00 UTC
1 ssaBaps 1970 rona);
<gender> - mour;
<trusted> — Tun yueTHOW 3amucH (MOATBEPKICHA
(“true”) / ne moarBepkacHa (“false™));
<citizenship> - rpaxnmancTBo (uaeHTHUKATOD
CTpaHbl TPAXKIAHCTBA);
<snils> - CHUJIC;
<inn> - UHH;
<updatedOn> - pata MOCJACIHEr0 H3MEHEHHUS
YUETHOH 3amucH TONb30BaTeNs (3amaeTcs Kak
Koian4decTBO cekyHn, npomenmux ¢ 00:00:00 UTC
1 saBaps 1970 rona)
2. | Iprns/{oid}/ctts [epeuenn IlepeyeHb KOHTAKTOB (hM3UYECKOT0 Jniia (B BHIC
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URI

Ne | 3ampammuBaemoro | Onucanue pecypca IIpenocraBisiemble JaHHbIE
pecypca
KOHTaKTOB CCBUIOK Ha pecypc C ykasanumem {ctt_id},
(bU3NYeCKOro IUIa | COJEpIKANIHIA JAHHBIC O KAKJIOM KOHTAKTE)
3. | Iprns/{oid}/ctts/{ctt | CBenenus 00 | KoHTakTHbBIC JaHHBIC:
_id} OTIENbHOW 3amucu B | <type> — THII 3a1UCH, MOKET UMETh 3HAYCHHUS:
IIEpeYyHE KOHTAKTOB “MBT” — MOOMIIBHBIIH TeneoH;
(U3UYECKOTO JINIIA - “PHN” — nomamuuii TenedoH;
- “EML” — snekTpoHHas 1104Ta;
- “CEM?” — cimyxeOHas 3JIeKTpOHHAs 110YTa.
<vrfStu> — cBemeHUs O «IIOATBEPKICHHOCTHY
KOHTAKTOB, MOKET UMETh 3HAUCHHS:
“NOT_VERIFIED” — He noarBepeH;
- “VERIFIED” — noarBepsxieH.
B mnacrosmee Bpemsa craryc “VERIFIED”
MO>KET OBITh TOJIBKO Yy MOOWJIBHOTO TenedoHa
(“MBT”) u agpeca DdIEKTPOHHOM MOYTHI
(“EML”).
<value> — 3HaYeHue KOHTAKTA.
4. | Iprns/{oid}/addrs ITepeuens azapecoB | Ilepeuens ampecoB (usmueckoro uia (B BHIE
¢du3nUeckoro JuIa | CChBUIOK Ha pecypc C ykasanmem {addr_id},
COJICp KAIIMI TAaHHBIC O KKIOM aJipece)
5. | /Iprns/{oid}/addrs/{ | Ceenenus 00 | Aapeca:
addr_id} OTIENBHON 3amucu B | <type> — THII 3alUCH, MOKET UMETh 3HAUCHHS
nepeyHe a/ipecoB “PLV” — anpec mecTa npOoKHBaHUS;
buznyecKoro numa “PRG” — agpec mecTa peructpaiuu.
<addressStr> - aapec B BHIE CTPOKU (HE BKIIFOYAsS
JIOM, CTPOEHHE, KOPITyC, HOMEP KBapTUPBbI);
<building> — cTpoenue;
<countryld> - uaeHTU(HUKATOp CTPaHBI,
<fiasCode> - xox ®UAC;
<frame> - xopmyc;
<house> - noMm;
<flat> - xBapTupa;
<region> - peruox;
<street> - ynuna,
<zipCode> - unpekc.
6. | /prns/{oid}/docs [Tepeuenn [Tepeuens nOKyMEHTOB (U3MYECKOrO JUIA (B BHIIE
JIOKYMEHTOB CCBUIOK Ha pecypc ¢ ykasanumem {doc_id},
(HU3MYECKOTO JHMIAa | COACPIKAIIUI JaHHBIE O KAKIOM JOKYMEHTE)
7. | Iprns/{oid}/docs/{d | CencHus 00 | JIOKyMEHTHI:
oc_id} OT/EJbHOM 3amucu B | <type> — TUI 3aluCH, MOXKET UMETh 3HAUCHHUS:
[IEpEYHE “RF_PASSPORT” — nacnopt rpaxxnanusa P®;
JIOKyMEHTOB - “FID_DOC” JOKYMEHT  MHOCTPAHHOTO
(du3HyecKoro auna rpaXkIaHUHA;
- “DRIVING_LICENSE” - BOJIUTEIILCKOE
yIOCTOBEPEHHE.
<vrfStu> — cBemenus o «MIOATBEPIKACHHOCTH
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URI
Ne | 3ampammuBaemoro | Onucanue pecypca IIpenocraBisiemble JaHHbIE
pecypca
JIOKYMCHTOB, MOKET MMETh 3HAUCHHUS:
“NOT_VERIFIED” — He noaTBEpK/IEH;
- “VERIFIED” — nonrBepxeH.
<series> — cepust JOKYMCHTA;
<number> - Homep JOKyMEHTa;
<issueDate> - nara BeITaUM JJOKYMEHTa,
<issueld> - xem BbIIaH;
<expiryDate> - cpok aeiiCcTBHS JOKYMEHTA.
8. | /prns/{oid}/orgs [Tepeuenn [lepeuenp opraHu3anuii, COTPYIHUKOM KOTOPBIX
opraHu3aIui, SABIAETCS (PU3UUECKOE JIUIO ¢ JaHHeiM {0id} (B
COTPYAHUKOM BHJC CCBUIOK Ha pecypc ¢ ykaszanuem {0id},
KOTOPBIX  SIBIISICTCS | COJCPIKAIIUI TaHHBIC O KaXKJOW OPraHU3aI[HH)
JnaHHoe (usnueckoe
JIUIIO
9. | /prns/{oid}/vhls [Tepeuennb [lepeueHb TPaHCHOPTHBIX CPEICTB, KOTOPBIMH
TPaHCHOPTHBIX BJIJICCT JAHHBIH MOJIL30BATEIb
CpeACTB
10. | /prns/{oid}/vhis/{v | Tpaucnoprroe <name> - uMs aBTOMOOWIIS (HAIpUMEp, MapKa WIIH
hl-id} CPEIICTBO JPYTOE MOJIH30BATEIILCKOE OMUCAHNUE);
MI0JIb30BATEIS <numberPlate> - rOCyJapCTBCHHBIH
PEruCTPallMOHHBIN 3HAK;
<regCertificate> — gaHHBIE CBHIETEILCTBA O
rOCY/IapCTBEHHOW PETHUCTPAIMH, BKJIIOYAET B ceOs
aTpuOyTHI:
— <series> - cepus CBUIETEIIbCTBA,;
— <number> - HOMEpP CBHJCTCILCTBA.

[Tpu otoOpaskeHHH BeeX KOJLIEKIHIA (Prns, Ctts) ucmombp3yercs MexaHu3M paging.

[Ipumep oTBeTa Ha 3ampoc KOHTAKTHBIX JAHHBIX (U3MYECKOro juia ((parMeHT, pa3pbIBbI

CTPOK AaHbI JJIA y,Z[06CTBa ‘{TeHI/Iﬂ)Z

{
"stateFacts":
"type":"MBT",
"vrfStu":"VERIFIED",
"value":"+7(777)7777777"
}

["Identifiable"],

[Ipumep oTBeTa Ha 3ampoc KOHKPETHOTO aapeca (u3u4ecKoro jauima (pparMeHT, pa3pbIBbI

CTPOK OaHbI JJIA y)l06CTBa I-ITCHI/DI)I

{
"stateFacts":
"type":"PLV",
"addressStr":"MockBa I'OpoX,
"building":"98",
"countryId":"RUS",

["Identifiable"],

AxapneMmuka UYesomes ymuua'",

"fiasCode":"18£5d6bb-c00c-4d06-95a7-7862b8be%3f",

llframell . ll99ll

= ’

"house":"100",

"region":"MockBa I'opoxn",
"street":"AkameMmmuka UYesiomesa Ymmua',
"zipCode":"117630"

}
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[Tpumep oTBeTa Ha 3amMpPOC KOHKPETHOTO JAOKYMEHTa (pusmueckoro iuua (pparMeHt, pa3pbIBbI

CTPOK JaHbl AJis1 y100CTBa YTEHHUS):

{

"stateFacts": ["Identifiable"],
"type":"RF PASSPORT",
"vrfStu":"VERIFIED",
"series":"3333",
"number":"333333",
"issueDate":"1383249600",
"issueId":"333333"

}

[Ipumep oTBeTa Ha 3ampoC KOHKPETHOTO TPAHCIOPTHOTO CpeAcTBa (U3NYECKOTO JIMIA

(bparmeHT, pa3pbIBBI CTPOK JaHBI JIJIs1 yI00CTBA YTCHHS ):
{

"stateFacts": ["Identifiable"],
"name": "Xonma",
"numberPlate": "A1330H177",
"regCertificate": {

"series": "77YE",

"number": "204623"

}
}

[Ipumep oTBeTa Ha 3ampOC BCEX TPAHCHOPTHBIX CPEICTB (PU3UYECKOTO JIHIIA, MOTYyYECHHBIN C

. 2
HCIIOJIb30BAHUEM BO3MOXKHOCTEH BCTPAMBaHUS ’ (pparmeHT, paspbIBbl CTPOK JaHbl sl yA0OCTBa

YTCHUS):
{
"stateFacts": ["hasSize"],
"elements": [
{
"stateFacts": ["Identifiable"],
"id": 20,
"name": "dopzn",
"numberPlate": "O981TE177",
"regCertificate": {
"series": "1234",
"number": "567890"
}
} r
{
"stateFacts": ["Identifiable"],
"id": 24,
"name": "VW",
"numberPlate": "A1330H99",
"regCertificate": {
"series": "2222",
"number": "222222"
}
}
] 4
"size": 2

b.3 IlpoBepka (pakrTa yaajeHusi yY4¢THOM 3aNIUCH U CBA3AHHbIX C HEH

NMEPCOHAJBbHBIX JAHHBIX MMOJbB30BaTC/ISI U3 ECHA

Bb130B nanHOW omepaunuu mpenoctaBiser MHTerpupoBaHHbIM ¢ ECUA wuHbopManmoHHBIM

%9 3anporenHsIii pecype: /prns/100000/vhls?embed=(elements)
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cUCTeMaM JaHHble 00 ynajneHHbIX moyib3oBareinsix B ECUA (uaentudukarop momb3oBarens). s
MOJIyYCHHUST TICpEYHs YAaJCHHBIX T0JIb30BaTEeNIel CHCTEMa-KIUCHT J0JDKHA HampaBuTh B https-ampec
REST-API cucrempt ECUA 3anpoc meromom GET. B 3ampoce momkeH OBITH yKazaH pecypc,
coJiepKaliii HeoOXoAMMbIE JaHHble. B KkadecTBe 3TOro pecypca HCIONB3YeTCS CTaHAapTHBIN
UICHTH(PHUKATOP pecypca ¢ NEPCOHAIBHBIMHU JIaHHBIMH TIOJIb30BaTeNei (/prns), BO3BpaIIArOIINAN
MepeyueHb 3aperUCTPUPOBAHHBIX B CHCTEME Mojb3oBatened (cMm. pasgen b.2). Cnenmduka BbI30Ba
JAHHOM OTlepalii COCTOUT B TOM, UTO 3aIPOC JOJKEH COAepkKaTh CIEAYIOLIUE MapaMeTphl:
— <stu> - craryc nojap3oBaTens, 10JbkeH uMeTh 3Hauenue “DELETED”;
— <updatedSince> - para, HauMHas C KOTOpOW HEOOXOIUMO OTOOPA3UTh YHAICHHBIX
noJsib30Bateseil. 3amaercsa kak koiauuecTBO cekyHn, nmpoueammx ¢ 00:00:00 UTC 1 suBaps
1970 rona.
B 3ampoc momkeH ObITh no0aBieH header ¢ mMapkepom J0CTyIa, MO3BOJSIOIIAM IOTYYHUTh
JOCTYI K JaHHOMY pecypcey (scope http://esia.gosuslugi.ru/tech_inf ¢ mapamerpamu).

[Ipumep 3ampoca (BBI30B cepBUCa B cpefie pa3pabOTKH):

GET /rs/prns?stu=DELETED&updatedSince=1384218061 HTTP/1.1\r\n
Authorization: Bearer 75b2c7cbb8dad03491c224c9e431lcefI\r\n
Host: esia-portall.test.gosuslugi.ru\r\n
Accept: */*\r\n
\r\n
B kaugectBe OTBCTa MCPCAACTCA NMEPCUCHDb @HSH?CCKHX JML, YAAJICHHBIX C YKaSaHHOﬁ JaThl.
10T NEpCUCHb MPCACTABIISACT co0OM CHHCOK CCBUIOK Ha pecypcC € YKa3aHUCM {Okﬂy COHCpXQHHHﬁ

I/I,Z[CHTI/I(bI/IKaTOpLI BCCX YAAJIICHHBIX (I)I/ISI/I‘IGCKI/IX JIaI € YKaSaHHOﬁ B 3alIpOCeC aThl.

b.4 IlpenocraBjieHre JaHHBIX U3 NPOPUISL OPraHU3ALUU

Jlyis mosydeHust JaHHBIX 00 OpraHu3alMsXx CHCTeMa-KIHCHT J0JDKHA HampaBuTh B hitps-ampec
REST-API cucrems: ECUA¥ 3anpoc metogom GET. B 3ampoce momkeH ObITH yKazaH pecypc,
coiepkaluii HeoOxoauMble aaHHble. MneHtudukarop storo pecypca B ECUA umeer cienyrommuit
BUJI:

/orgs/{orgQOid}/{collection_name}/{collection_entity id}, rue:

— 0rgs — koJuIeKus opranu3anuii, umerommxcs B ECUA;
— orgOid — BuytpeHHuii uneHtudukarop opranmszanmu B ECUA; mans onpenenenust orgOid

COOTBETCTBYIOIIEH OpraHU3aIMy HEOOXOANMO HCIONB30BaTh aTpudyT 0rgOid, mepenaronmiics

B yTBepkaeHuIX SAML,;

%0 B TecroBoii cpene cepeuc nocrymen mo URL https:/esia-portall.test.gosuslugi.ru/rs/orgs
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— {collection_name} — cchuika Ha mnepeyeHb (KOJUICKIIMIO) THIIOB JaHHBIX OpPraHMU3aldd C

yKa3aHHBIM 0id, BO3MOKHbBIE 3HAUCHHUS:

- CttS — KOHTaKTHbBIC JaHHEIE;

- addrs — aapeca;

- Vhis — TpancniopTHbIe cpeacTBa.

— {collection_entity_id} — BHyTpeHHmii naeHTH(GUKATOP KOHTAKTA, aapeca MM TPAHCIOPTHOTO

cpeacraa.

B 3ampoc momkeH ObiTh noOaBien header ¢ mMapkepom J0CTyIa, MO3BOJSIOIIAM IOTYYHUTh

JOCTYI K TaHHOMY pecypcey (scope http://esia.gosuslugi.ru/org_inf ¢ mapamerpamu).

[Ipumep 3ampoca (BBI30B cepBUCa B cpefie pa3pabOTKH):

GET /rs/orgs/1000000000 HTTP/1.1\r\n

Authorization:

Host: esia-portall.test.gosuslugi.rul\r\n

Accept: */*\r\n

\r\n

Bearer 75b2c7cbb8dad03491c224c9e431cef9\r\n

Hannsie, kotopsie ECHA Bo3BpaiiaeT B OTBET Ha 3a1poc, MPeJACTaBICHBI B Ta0IuUIE 7.

Tabnuna 7 —ITapameTpsl OTBETa Ha 3aMPOC O JAHHBIX OPraHU3AINH

URI
Ne | 3ampammBaemoro | Onmcanue pecypca IIpenocraBisieMble JaHHbIE
pecypca
1. | /orgs/{orgQOid} Jlanubie 00 | /laHHbIe 00 OpraHU3aNnK:
OpraHH3aluH c | <shortName> — cokpalieHHOEe HaUMEHOBaHHUE
UICHTH()UKATOPOM | OpraHU3aINH;
{orgOid} <fullName> - MIOJTHOE HaMMCHOBAHHE
OpraHH3aluH;
<type> — tun opranuzamnuu. [ rocyapcTBeHHBIX
opranmzamii — “AGENCY”, mns ropuamdecknx
mun — “LEGAL”;
<ogrn>— OI'PH opranuzanuu;
<inn> - UHH opranuzanuu;
<leg> - Kox OpraHU3aUOHHO-NIPABOBOM (HOPMBI 1O
ol1epoccuiickomy Kiaccuukraropy
OpraHM3alMOHHO-TIPABOBBIX (OPM;
<kpp> - KIIII opranusanuu
2. | lorgs/{orgQOid}/ctts | [Tepeuenn [TepeueHb KOHTAKTOB OpraHu3aIiu (B BUJIE CCHUIOK
KOHTaKTOB Ha pecypc C ykazanueM {Ctt_id}, comepkammit
OpraHH3alum JIAHHBIE O KAXK/IOM KOHTAKTe)
3. | lorgs/{orgOid}/ctts | Crenenus 00 | KoHTakTHbIE TaHHBIE:
[{ctt_id} OT/EJBbHOM 3amucu B | <type> — TUII 3al1CH, MOXKET UMETh 3HAUCHHUS:
[IEpEYHE KOHTAKTOB “PHN” — tenedon;
OpraHu3aluu “OFX” — (akc;
“OEM” — snexTpoHHas moYTa.
<vrfStu> — cBeleHUsI O «IIOATBEPKICHHOCTHY
KOHTaKTOB, MOJKET UMETh 3HAUCHHUSI:
“NOT VERIFIED” — He noaTBEpK/IEH;
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URI
Ne | 3ampammBaemoro

pecypca

Onucanue pecypca

IIpenocraBiisieMble JaHHbIE

- “VERIFIED” — noxnrBepxieH.
<value> — 3HaueHNE KOHTAKTA.

4. | lorgs/{orgOid}/add | Ilepeuernr anpecos | [lepeueHp ampecoB opranu3zanuu (B BUAC CCHUIOK
rs OpraHu3aIiu Ha pecypc C ykazanumem {addr_id}, comepskaruii
JTAHHBIE O KaXKJIOM aJipece)
5. | /otg/{orgOid}/addr | Cencuus 00 | KoHTakTHBIE TaHHBIE:
s/{addr_id} OTAEJBbHOM 3amucu B | <type> — TUI 3aluCH, MOXKET UMETh 3HAUCHUSI:
repeyHe aJpecoB “OLG” — ropuauyeckui ajapec;
OpraHu3aIu “OPS” — pakTuaeckwii agpec;
<addressStr> - agpec B Bujae CTPOKH (HE BKJIHOYAs
JIOM, CTPOEHHE, KOPITYC, HOMEP KBapTHPBbI);
<building> — ctpocuue;
<countryld> - unenTudukaTop CTpaHsI;
<fiasCode> - kox PUAC;
<frame> - kopryc;
<house> - nom;
<flat> - xBaprupa;
<region> - peruoH;
<street> - ynuna;
<zipCode> - unpekc.
6. | /orgs/{orgOid}/vhl | [Tepeuenn [lepeueHb TPaHCHOPTHBIX CPEICTB, KOTOPBIMH
S TPaHCIIOPTHBIX BJIaJICET JaHHAs] OpraHU3aIns
CpeICTB
7. | lorgs/{orgOid}/vhl | TpancnoptHoe <name> - uMs aBTOMOOWJIS (HampuMep, MapKa HiIH
s/{vhl-id} CpeICTBO JPYroe MOoJIb30BaTEIhCKOE OIUCAHHUE);
OpraHu3aIu <numberPlate> - rOCyJapCTBEHHBIH

PEruCTPallMOHHBIN 3HAK;
<regCertificate> — sgaHHBIE CBHJIETCILCTBA O
TOCy/IapCTBEHHOW PETUCTpAllMH, BKIIOYAET B cels
aTpuOyTHI:

—  <series> - Ccepus CBUICTEIbCTBA,

— <number> - HOMEpP CBHJCTCIHCTBA.

[Ipumep oTBeTa C OCHOBHBIMH JaHHBIMH OO0 oOpraHu3anuu (pa3pbiBbl CTPOKW JAHBI IS

yno0CcTBa YTEHHUS):
{

"stateFacts":

"shortName":
"fullName":
"type":
"ogrn":
"inn":
"leg":
"kpp": null
}

["Identifiable"],
"BaHk",
"BaHk",
"LEGAL",
"1027700367507",
"7728168971",
"i12247",

[Ipumep oTBeTa C KOHTAKTHBIMU JAHHBIMH OO0 aJpecax OpraHu3ally IMPH HCIOIb30BAHUU
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BO3MOKHOCTEH BCTpaI/IBaHHsI31 (pa3pbIBBI CTPOKH JTAHBI 1715 y100CTBA UTCHHS):

{

"stateFacts": ["hasSize"],
"elements": [

{

"stateFacts": ["Identifiable"],
"id": 62,

"type": TOLGY ,

"region": "Mockma I'opon",
"addressStr": "Mockea I'opon, AHTapckas ymmua',
"countryId": "RUS",

"zipCode": "125635",

"street": "AHTapckas ymuua',
"house": "lo",

"flat": "96"

b.5 IlpexocraBiieHHe ClIMCKA YYACTHUKOB I'PYNINbI HJIA OPraHU3ALMH.

I[Hﬂ MOJIYYCHHUA HaHHBIX 00 YYaCTHUKaX T'PYIIIbI WIK OpraHru3aliii CUCTCMA-KIIMCHT JOJIKHA

HarpaBuTh 110 B https-agpec REST-API cucremsr ECHA¥ 3anpoc metogom GET. B 3anpoce nomxken

OBITh yKa3aH pecypc, coAepxamuii HeoOXxoaumbie aanHble. Unentudukarop storo pecypca B ECUA

HMMEET CIECAYIOIINI

BU:

— A NOJYy4YCHHA CIIMCKa COTPYAHMKOB OpraHu3alun H€O6XOHHMO UCITONIB30BaThL Ui

/orgs/{orgOid}/emps/{prn_oid}/grps, rue:

emps — mepeyeHb (KOJUICKIIMS) COTPYIHHKOB opranm3aimii ¢ nanueiv {orgOid};
s onpenenenus  0rgOid  cooTBEeTCTBYrOIIEH  OpraHu3aluk  HEOOXOIUMO
ucnoib30Bath arpudyT 0rgOid, mepenarommiics B yrBepxaenusx SAML;

prn_oid — BHyTpenHuii naentudukarop ¢pusudeckoro nuna B ECUA;

grps — mepeyeHp (KOJUISKIHS) TPYII, B KOTOPBIE BXOJHUT JaHHBIA MOJIb30BaTEb B

JTAHHOW OpraHu3aluu.

— JUIsl TIOJIYYEeHMs CIMCKa YYaCTHHUKOB TPYIIBl OpraHu3auuu HeoOxoaumo wucrosb3oBath URI

lorgs/{orgOid}/grps/{grp_id}, rue:

grps — nepeueHb (KOJUICKIHs ) Tpynn opranu3anuu ¢ qanabiv {orgOid};

grp_id — MHeMOHMKA (MICHTU(PHUKATOP) TPYIIIBI OPraHU3aINH.

B 3ampoc momken ObiTh mobaBien header ¢ mapkepoM I0CTyIa, MO3BOJSIONIMM IOJYYUTh

JOCTYII K TAaHHOMY

pecypey (scope http://esia.gosuslugi.ru/org_inf ¢ mapamerpamu®).

3 3amnpoc pecypca:

/orgs/100000/addrs?embed=(elements)

32 Cepeuc nocrynen o URL https://esia-portall.test.gosulsugi.ru/rs/orgs
3 3a HCKIIIOUCHUCM JOCTYIIA K NOJIHOMY IIEPCHHIO I'PYIIII, BJIAACIBUEM KOTOPBIX ABJIACTCA JaHHAA OpraHUu3alus. Z[ﬂﬂ 9TOIo

HeobOxouM SCope http:

/lesia.gosuslugi.ru/org_ful.
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[Tpumep 3ampoca (BBI30B CEpBHUCA B cpesie pa3paboTKH):

GET /rs/orgs/1000000000/emps HTTP/1.1\r\n

Authorization: Bearer 75b2c7cbb8da403491c224c9e431lcef9\r\n

Host: esia-portall.test.gosuslugi.ru\r\n

Accept: */*\r\n

\r\n

Hannsie, kotropeie ECHA Bo3BpamaeT B OTBET Ha 3alpoc, MPEACTaBICHBI B Tabmuie 8.

Tabnuua 8 —[lapameTpsl oTBeTa Ha 3arpoc 00 y4aCTHUKAX TPYIIIBI HIIM OpraHU3aluu

URI
Ne | 3ampammBaemoro | Onucanue pecypca IIpenocraBiisieMble JaHHbIE
pecypca
1. | /orgs/{orgOid}/em | Ilepeuenn IlepeyeHb COTPYIHHKOB JaHHOW OpraHu3anuu (B
ps COTPYAHHUKOB BHJIC CCHUIOK Ha pecypc C ykasanuem {prn_oid},
OpraHHu3aIuH COZIePIKAIIU JTAHHBIC O KAKIOM COTPYIHHKE)
2. | lorgs/{orgOid}/em | [lanusie o | JlaHHBIE O COTPYIHHKE:
psH{prn_oid} COTpYHHUKE <position> — AOKHOCTE;
OpraHu3aIuu c
MICHTUDHKATOPOM <chief> — cBeaeHus O TOM, SIBISETCS JIU COTPYAHUK
{prn_oid} PYKOBOAMTENEM OpraHusandd (B OSTOM ciydyae
umeeT 3Hadenue “true”) miam mer (“false”).
3. | lorgs/{orgOid}/em | Ilepeuenr  rpymm, | [lepeyeHs Tpymm, 4YICHOM KOTOPBIX SIBISCTCS
ps/{prn_oid}/grps | wieHOM  KOTOpPBIX | COTPYJAHUK C AaHHBIM {prn_oid} (B Buae mepeqHs
SBJSIETCST  JaHHBIA | cTpOK Qrp_id — yKa3bIBAlONMX HA MHEMOHHKY
COTPY/IHUK UMEIOIUXCSI B paMKax JaHHOW OpraHM3alluu
Tpymm).
4. | lorgs/{orgOid}/grp | IlepeueHs rpynn | [lepedens Tpymm, BianenbleM KOTOPBIX SBISETCS
S OpraHu3aIu JlaHHas opraHu3aiys (B BUe mepeyHs cTpok grp_id

— YyKa3bIBaIONIMX HAa MHEMOHHKY HMEIOIIUXCS B
pamMKax JaHHOW opraHuszauuu rpynm). s
NIOJIyYEHHUSI TOrO INEPEYHs I'PYII 3alpoc JOJDKEH
ObITh n00aBieH header ¢ MapkepoM nocTyma Ha
scope http://esia.gosuslugi.ru/org_ful

s/{grp_id}

5. | /orgs/{orgQid}/grp

JanHple o rpynmne
OpraHu3aluu c
MHEMOHHUKOW  {Qrp-

id}

JanHsble o rpynme:
<name> — um#;
<description> — onucanue;

<System> — cBelleHUsI O TOM, SIBJISETCS JIM TpyMIa
CUCTEMHOH (B 3TOM cilyyae UMeeT 3HadeHue “true”)
i Het (“false”).

Takke mpH 3ampoce TaHHBIX O KOHKPETHOW Ipymiie
BO3BpAIIAIOTCS CCBUIKH (links) Ha
UH(POPMAIIMOHHBIE CHCTEMBI, K KOTOPBIM OTHOCSTCS
JaHHBIE TPYIIIIBL.

[Tpu oTOOpaskeHUHU BCeX KOJUIEKIMIA (0rgs, emps) UCIOJIb3YeTCsl MEXaHU3M paging.

IIpumep otBeTa

3ampoc

CBEICHUM O [IEepeyHe

COTPYAHUKOB OpraHM3aluud C

uneatuduxaropom 1000000000 (bparmeHT, pa3pbIBbI CTPOK JAHBI JIJIs1 yI0OCTBA YTCHHUS):
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{

"stateFacts": ["hasSize"],

"elements": [
"https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000000/emps/222896320",
"https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000000/emps/240612402",
"https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000000/emps/243280304",
"https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000000/emps/243280305",
"https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000000/emps/243280312",
"https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000000/emps/1000000008",
"https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000000/emps/1000000009",
"https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000000/emps/1000000385"
] ’

"size":"8"

}

HpHMep OTB€TAa C KOHTAKTHBIMH JAaHHBIMH O COTPYAHHUKAX OpraHuU3aluu IIPU HCIIO0Jb30BaHHUN

BO3MOKHOCTHU BCTpaI/IBaHI/ISI34 (pa3pbIBBI CTPOKH JTAHBI IS y100CTBA UTCHHS):
{

"stateFacts": ["Paginated", "FirstPage", "LastPage"],
"elements": [
{
"stateFacts": ["Identifiable"],
"prnOid": 1000000125,
"orgOid": 100000,
"chief": false,

"corporateContact": "mail@example.com",
"person": {
"stateFacts": ["Identifiable"],
"firstName": "IeTp",
"lastName": "IlleTpos",
"middleName": "IlerpoBuu",
"gender" . "M"’

"updatedOn": 1387519441

"stateFacts": ["Identifiable"],
"prnOid": 1000004892,
"orgOid": 100000,

"position": "PykoBomurenn",

"chief": true,

"person": {
"stateFacts": ["Identifiable"],
"firstName": "MmBau",
"lastName": "lBaHOB",
"middleName": "VBaHOoBMU",
"gender": "M",

"updatedOn": 1387466948

}
] r
"pageSize": 100,
"pageIndex": 1

% 3anpoc pecypca: /orgs/100000/emps?embed=(elements.person)
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b.6 IlpenocrasiieHne CBeIeHUH 0 BXOKICHUHU M0JIb30BATE/IA B IPYIIIbI

H Opranm3anuu

Jlns IoNTy4YeHusl JaHHBIX O BXOJK/ICHHUHM I0JIh30BATENs B OPraHU3alMU CHCTEMa-KIMEHT JTOJDKHA
HanpasuTh B https-anpec REST-API cucremsr ECHUA 3anpoc merogom GET. B 3ampoce 1o/keH ObITh
yKa3aH pecypc, COJAepKaliuid HEeoOXOIMMbIe JaHHbIe. B KauecTBe 3TOTO pecypca HCHOIb3YeTcs
CTaHIAPTHBIA  WACHTH(HKATOp pecypca C  TEPCOHAIBHBIMH  JAaHHBIMH  I1OJIb30BaTelei
(/prns/{oid}/orgs), BO3BpamiaromuMii TEpeueHb OpraHW3aluii, COTPYIHUKOM KOTOPBIX SIBJISICTCS
N0JIb30BaTeNb ¢ JaHHbIM {oid} (cM. pazgen B.2).

Jis mosydeHusl JaHHBIX O BXOXKJICHHMHU IIOJIb30BATElsl B TPYIIIBI OPraHU3allid B KAueCTBE
CCBUIKH Ha PECypC HCIIOJIb3YeTCS CTaHIApTHBIA HIESHTH(UKATOpP pecypca ¢ JaHHBIMU OpraHHU3alui
(forgs/{orgOid}/emps/{prn_oid}/grps), BO3BpalIalOLIHii MEPEYCHb TPYII, B KOTOPbIE BKIIOUCH

1oJIb30BaTeNb JaHHOU opranu3aimu {orgOid}.

b.7 IlpemocraBieHue cBeeHUN 0 Cy0ObeKTe

Jnst moydeHus JaHHBIX CyOBeKkTe (Harmpumep, HHGOPMAIIMOHHONW CHCTEME) CHCTEMa-KIHEHT
nomkHa Hanpasuth B https-agpec REST-API cucremer ECUA® sanpoc meromom GET. 3ampoc
JOJDKEH COJIePIKATh CICIYIONIHE CBEICHHUS:

— <fingerPrint> — xkpunrorpadpuyeckoe XdII-3HaueHHE CcepTUHUKATA, HACHTHPHUIIUPYIOIIETO

cyowekTa. <fingerPrint> nomkeHn ObITH yKa3aH B cienyroiieM popmare:

{<alg>}<value>
B kauectBe <alg> ykaspiBaeTCsi HICHTH()UKATOP aIrOPUTMA, HCIOIb30BAHHOTO IS
BBIYKCIICHUS Kpunrorpaduyeckoro xaur. B kauectBe <value> ykaspiBaercs paccuntannsiii fingerPrint
OT Bcero ceprudukara Mo ykKazaHHOMY airOpuTMy M 3akoaupoBaHHbii B Base64 URL safe.
Ceprudukar Ui pacueTa KpUnTorpaguyeckoro Xaii g0JnkeH ObiTh B binary-popmare (DER-dopmar).
Cucrema ECUA mnoanepxuBaeT cleayrolide aJrOpUTMbl BBIUMCIEHUS KpUNTOrpaduuecKoro
xami-3Hauenus (fingerPrint ceprudukara):
— SHA-1 (<alg> nomxen 0biTe SHAL);
— TOCT P 34.11-94% (<alg> nomxken 65rr6 GOST341194).

Hwxe npuBenen npumep 3anonnenus <fingerPrint>:

% Cepsuc noctynen mo URL: https://esia-portall.test.gosulsugi.ru/rs/sbjs
% Anroputm 'OCT P 34.11-94 nomken ucmnonb3oBath S-0110ku CryptoPro. JlanHbri airoput™ OyneT
peann3oBaH B TeUeHHE (eBpaIs.
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{SHAl} at+xg6SiyUovktglredipHiJpaE=
B 3a1pocC OOJIKECH OBLITH HO6aBHeH headerC MAapKepoM JO0CTyIld, IMO3BOJIAIOINHUM ITOJIYYUTDH

JOCTYII K JaHHOMY pecypcey (scope http://esia.gosuslugi.ru/sbj_inf).

[Ipumep 3ampoca (BbI30B cepBUCa B cpefie pa3pabOTKH):

GET /rs/sbjs?fingerPrint={SHA1}A87E9BI9DCD58D1C99389D06A359EA
HTTP/1.1\r\n

Authorization: Bearer 75b2c7cb-d9db-4034-89c2-24c9%e431cef9\r\n
Host: esia-portall.test.gosulsugi.ru\r\n

Accept: */*\r\n

\r\n

B orBer nHa 3ampoc cepBuc ECHA Bo3Bpamaer CChUIKY Ha pecypc € JaHHBIMH O
COOTBETCTBYIOIIEM CYOBEKTE:
/rs/sbjs/{oid}
B nanHoM ciydae <0id> — 310 BHyTpeHHUIT uaeHTuukarop cyorekra B ECUA;
Jis monyueHMsl JaHHBIX O CyOBEKTE CleAyeT HCIOJb30BaTh 3ampoc C yKa3aHUEM 3TOro

HHGHTH@HK&TOpa,HaHpHMepZ
GET /rs/sbjsl1000023446
HTTP/1.1\r\n
Authorization: Bearer 75b2c7cb-d9db-4034-89c2-24c9e431cef9\r\n
Host: esia-portall.test.gosulsugi.rul\r\n
Accept: */*\r\n
\r\n

OTBeT COAEePKUT CINEAYIONIUE JaHHbIE O CYObEKTe:

— <0id> — BHyTpeHHuit naeHTudukaTop cyorexra B ECUA

— <name> — ums cyobekta B ECUA. B ciiyyae nHGOpMaMOHHBIX CUCTEM UMl COOTBETCTBYET
mHemonuke UC;

— <typ> — tun cyonekra. /{11 nuHPopManoHHBIX CUCTEM 3HaueHue typ OyJeT COOTBETCTBOBATh
“S”, nns puznyeckux mui — “P”’;

HpHMep OTBCTA Ha 34aI1pocC:
{
"stateFacts": [

"Identifiable"
] 14
"oid": 1000023446,
"name": "PSEUDO SYSTEM",
neypets mSn
}
Ecnu nmansbii cyobekt — cucrema (S), To B 3arosoBke (header) maHHOro oTBeTa TaKkKe
nepeaaeTcss CChbUTKa Ha OpraHM3allMIo-BIaesblia JaHHOW cHcTeMbl. [ MOMydYeHUs] JaHHBIX 00

opraHu3anuu CJICAYCT 3allpalinBaTb CJ'ICI[yIOIJ.II/II\/'I pecypc:

/orgs/{org0id}
HOHYLICHHC JAaHHBIX 3TOTO peCypcCa OCYHICCTBIIACTCA TAK, KAK 3TO OIMUCAHO B HpI/IHO)KCHI/H/I b.4.

Scope http://esia.gosuslugi.ru/sbj_inf mo3Bossier moay4ynts KpaTkue gaHHbIE 00 OpraHU3aIHH.
[lpy mony4YeHHHM JaHHBIX O CyObEKTE MOXKHO HCIIONB30BaTh PEKUM BCTPAMBAHHS, YTO
MO3BOJIIET B OTBETE Cpa3y MOJYYHUTh U JaHHBIC O CyObeKTe, M JaHHbIE 00 OpraHW3alMU-BiIajesblle

(w1 UC). B arom ciydae B 3ampoce, nmomumo <fingerPrint>, yka3pIBaeTcsi pekUM BCTpauBaHUS,
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Hanpumep, embed=(elements.organization). [Ipumep 3ampoca:

[Ipumep oTBeTa Ha 3ampoc B peKUME BCTpauBaHUS ((parMeHt, pa3pbIBbl CTPOK JAHbBI IS

y10OCTBa YTCHHS):
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NMPUNTOXXEHUE B. CEPBUC ABTOPU3ALIMU ECHA,
OCHOBAHHBIN HA TTIPOTOKOJIE OAUTH2.0

B.1

OO01mue cBegeHud

OAuth 2.0 onpeaensieT mpOTOKOJ B3aMMOAEHCTBHS CIIEYIONIHNX CTOPOH:

BJAJIENIEl] pecypca (resource owner) — CyIIHOCTh, KOTOpas MOKET HPEAOCTaBHTh JOCTYI K
3alIMIAeMOMY pecypcy (HarmpuMep, KOHCUHBIHN IT0JIb30BaTENb ),

cucTema-KiIMeHT (client) — TPHIOKEHHE, KOTOPOE 3alpallidBaeT IOCTYI K 3alIHIaeMOMY
pecypcy OT UMEHH BIlaJieliblia pecypca;

ceppruc aBropm3anmu (authorization server) — CepBHUC, KOTOPBIH BBITYCKAeT JUIsl KIMEHTA
MapKephl JIOCTyIIa C pa3pellieHus BlIajiesblia pecypcea;

MOCTABIIMK pecypca (resource server) — CEpBUC, HA KOTOPOM pa3MEIICHBI 3allUIlacMbIe
pecypchl, U KOTOPBI MOXET MPUHUMATh 3alpochl Ha JOCTYI K 3allUINacMbIM pecypcam |
OTBEYaTh Ha 3T 3aIPOCHI.

Mopnens KOHTpoOJISL JOCTyna, peanusyemasl cepBucom aBropuszauuu ECHA, ocHoBana Ha

UCIIOJIb30BaHUH Mapkepa docmyna (Security access token). Dtor mapkep HeceT HH(OpPMAIHUIO O

MOAMHOKECTBE MOJIHOMOYHMN CHUCTCMBI-KJIMCHTA, O camon CUCTCMC-KIIMCHTC, a TAKKE PAI CJ'Iy>K€6HBIX

napamerpoB. C TOUKM 3pEHHUS] CUCTEMBI-KJIMEHTa MapKep [oCTyla MpelcTaBiser coboil Habop

cuMBOJIOB. CHCTEMe-KJIIMEHTY ISl TOJydYeHHUs JOCTyNna K 3allUIEeHHbIM pecypcaMm (T.e. Jenarb

yCIIEIIHbIE BBI30BBI NMPOrPaMMHOI0 HHTep¢eiica), Kak NpaBWwiio, He TpeOyercs pacu(poBBIBATh

Mapkep J0CTyIla, AOCTATOYHO JIMIIb TMOJYYaTb II0 OIIPCACIICHHBIM IIpaBHJIaM H KOPPEKTHO

ucnonp3oBath. B 1o ke Bpems B ECHUA mnpenycMOTpeHBl U «IIOAMMCAHHBIE» MapKepbl JOCTYIIa,

KOTOpbIE MO>KHO IIpoBepUTh Oe3 oOpaienust k ECUA.

B ECHA ucnons3yrorcs ABa croco0a MoaydyeHus: MapKepa JA0CTyTa:

CucreMa-KIMEHT TMOJy4aeT MapKep JOCTyna B pe3yidbTaTe JAeJIeTHPOBAHHOTO MPHHSITUS
pellIeHrs CEpBUCOM aBTOPU3allMM Ha OCHOBAHUU COTJIacus Biajenblia pecypca. B atom ciydae
CEpBUC aBTOPHU3AIIUH BBIIAET MapKep IOCTYIA, €CIHM SBHBIMH 00pa30M IOJIydaeT pa3perieHue
CO CTOpPOHBI BIajenblla pecypca. Hampumep, cucreMa-KIMEHT o0O0paTWiIach K CEpBHCY
aBTOPHU3AIIUU 32 MapKepOM, MO3BOJIIONIMM MOTYYUTh KOHTAKTHBIC JAaHHBIC MOJb30BaTelnsd. B
3TOM Cllydae CepBHC aBTOpPU3ALIMM 3allpallliBaeT Yy I[0Jb30BaTeNs, COIJaceH JHM OH
MPEIOCTaBUTh JAHHBIC CHCTEME-KIUCHTY, W TPH TO3UTHBHOM pPEIICHWH BBIJACT MapKep

JoCTyma.
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2. CucreMa-KJIHMEHT IMOJy4yaeT MapKep JOCTyIa B pe3ybTaTe PEIIeHUs] CepBHCa aBTOPU3ALUU Ha
OCHOBAHUU HAIWYMS Y CHUCTEMBI-KJIIMEHTa COOTBETCTBYIOIIMX IMOJHOMOYHMH. B 3TOM ciyuae
CHCTEMa-KIIMEHT HE JIOJDKHA IOJIyYaTh SIBHOTO pa3pelieHHs OT BIAJeiblla pecypca — 3TO
paspenieHre ObLIO JaHO 3apaHee, Ha CTaJWHM PETHCTPAlMU CHUCTEMBI-KIIMEHTAa B CEpPBUCE
aBTOpHM3anMu. Takas MoOJAeNb KOHTPOJS JOCTyNa pealu3yeTcs, Hamnpumep, Ipu
B3aUMOJICHCTBUM WH(MOPMALIMOHHBIX CHUCTEM, €CIM OJHA CHCTEMa JKEJIaeT TOJIY4YUTh
UACHTU(DUKAIIMOHHBIE CBEICHUS O JPYrod cUcTeMe, JJIs 4ero ed HeoOXOAMMO TOJIYYHUTh
COOTBETCTBYIOIIMH MapKep J0CTyIa.

AyTeHTH(UKAIHS [T0JIb30BATENs, peandyemas ¢ nmomoribio moaenn OAuth 2.0 u pacniuiieHus
OpenlID Connect, ocHoBana Ha ucnonb3oBaHuu Mapkepa uaeHTudukanuu (ID token). DToT Mapkep
HeceT mH(popManuioo 00 HMICHTU()UKAIMOHHBIX JaHHBIX IOJB30BATENS, a TAKXKE PsJl CIY)KEOHBIX

apaMeTpoB.

B.2 Mopaeab KOHTPOJISI HA OCHOBE J1eJIeTHPOBAHHOIO NPUHATHS

pemeHust

JlaHHasi MOAENh KOHTPOJIS JOCTYIa MCHOJB3YeTCsl B CIIydasx, KOIrJa CHCTeMa-KIUEeHT Ipu
JOCTYIIE K pecypcy JI0JKHA MOTYYUTh pa3pelleHue Ha 3TO JIeHCTBHE CO CTOPOHBI BIIaJieNiblia pecypcea.
B o6mieM Busie cxema B3aMMOAECHCTBUS BBITISAUT CIIEAYIOIIUM 00pa3oM:

— cHCTeMa-KJIMEHT 3ampalidBaeT Yy BJaJenblla pecypca paspelieHue Ha JIOCTyll K
COOTBETCTBYIOLIMM pecypcaM. OOBIMHO 3TOT 3alpoc OCYIIECTBISETCS HE HANpsAMYH K
BJIAJIETIbILY pecypca, a ONOCPEIOBAaHHO Yepe3 CEPBHC aBTOPU3AINH (KOTOPHIi, B CBOIO OYepeb,
3ampallnBaeT pa3pelieHue y BIajelblia pecypcea), HOCKOIbKY caM BIIaJeNel] pecypca He MOKET
BbIJIaTh HU MapKep J0CTYIa, HU aBTOPU3ALIMOHHBIN KOJ;

— CHCTEMa-KJIIMEHT TIoNyyaeT paspemieHne Ha jgoctyn (authorization grant) B Buze
aBTOPU3ALIMOHHOTO KOJIa;

— CHCTEMa-KJIMEHT 3alpalldBacT MAapKep AOCTyNa, MPEAbsBUB ABTOPU3ALMOHHBIA KOJ| CEPBHUCY
aBTOPU3ALINU;

— CepBUC aBTOPU3ALUH ayTEHTU(PHUIUPYET CUCTEMY-KIMEHTa, IPOBEPSET aBTOPU3ALMOHHBIN KO
U BBIJIA€T MapKep JOCTYIa U MapKep OOHOBJICHHUS;

— CHCTEMa-KJIMEHT 3alpallvBaeT Yy IOCTaBLIMKA 3alIUIIEHHBI pecypc, MPEeabsBIsAs MapKep
J0CTYTA;

— TIOCTaBIIMK pecypca MpOBEpsieT MapKep JOCTYIa, €CIU OH BaJUAEH, TO pa3peliaer JOCTYI K
3aIIMIIEHHOMY PECYpCy;
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— CHCTEMa-KJIMEHT BHOBb 3allpallliBacT C IOMOULIbIO BBIAAHHOIO pPaHEe Mapkepa JOCTyN K
3aLIUILEHHOMY PECypCy;
— IIOCTaBILMK pecypca IpoBepsieT MapKep, OOHApyKMBAeT, 4TO CPOK €ro JEHCTBUS HCTEK,

BO3BpallaeT cooduienne o6 omuoke;

— CHCTeMa-KJIMEHT o0pallaeTcss K CepBHCY aBTOPH3alMM 3a IOJIY4YEHHEM HOBOTO Mapkepa

J0CTyNa, MPEIbSIBIISAS MapKep OOHOBIICHUS;

— CepBUC aBTOPU3ALUMU MPOBEPSIET BAIMIHOCTh MapKepa OOHOBIEHMSI U BO3BPALIAET JBA HOBBIX

MapKepa: I0CcTyna U OOHOBJICHHUS.

Cxema B3auMOJIEHCTBUS IIPEJICTaBIEHa HA pUcyHke 14.

[Tocne Toro, Kak cuUCTeMa-KIMEHT IOJy4ua MapKep JOCTyla, OHa MOXKET HEOIHOKPAaTHO
oOpamarbcsi 3a MOJYyYEHHEM COOTBETCTBYIOLIETO 3aIIMIIEHHOTO pecypca, MOKa HE HCTEUeT CPOK
neiicTBus aToro Mapkepa. Korjga 3To npousoiiier, CUCTEME-KIMEHTY NOTPEOYETCSl MOJNYyUYUTh HOBBIM
MapKep J10CTyIa.

KnroueBasi 0coO€HHOCTB 3TOM MO/EIM B TOM, YTO CaM BJaJieJIel] pecypca HUKOI'1a He M0JIyyaeT
MapKep JO0CTyMa, €ro Mojy4aeT camMa CUCTeMa-KJIMEHT B pe3ysbTaTe IMpsIMOM CBSI3U C CEPBUCOM

aBTopu3anuu (Server-side flow).
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sd [locTyn ¢ nomoLibio aBTOPU3aLIMOHHOIO kofa (obwas cxewa)/

Cuctema-knueHT Cepsuc Bnageney, MNocTaBumk
asTopu3auunm pecypca pecypca

T
|
3anpoc Ha aBTopusaumio() !

3anpoc 3anpoc Ha

T
|
|
|
|
|
aBsTOpM3aLmio() |

_gnoareepxaeHue sanpoca()
<

g ABTOPU3AUMOHHbIN KOA()

o=

3anpoc Ha nonyyeHue
mapkepa AocTyna,
aBTOPU3AUMOHHbIN KOA()

mapkep AocTyna,
4 Mapkep o6HoBnexus()

([l

L]
| |

3anpoc Ha [OCTyn K pecypcy, Mapkep goctyna()
T T
| |

| |
| 3aUWLLEHHBI pecypc() |
I I
| |

1 1 |
3anpoc Ha AOCTYN K pecypcy, Mapkep goctyna() L
| |
| |
| '
,oumbKa: HefecTBATENbHbIN Mapkep()

<l
<
[ |
3anpoc Ha nonyyeHune |
mapkepa gocTyna, |

|

mapkep o6HoBNEHuUs -

Mapkep gocTyna,
Mapkep o6HoBneHus()

<
|

i

Pucynok 14 — O6mas cxema B3aMMOAEHUCTBUS MPH MOJIy4EHHUH MapKepa JI0CTYIa C TOMOIIIbIO
ABTOPH3AIIMOHHOTO KOJIa
Jis  onTUMU3aIMKM TOBTOPHOTO TIONYYEHHUS MapKepa [OCTyIa HCIOIB3YeTCsS MeXaHU3M
maprepa obnosnenus (refresh token): B 3ToM cinyyae nepBoHayaJbHO B 0OMEH Ha aBTOPHU3ALlMOHHBIN
KO/ CHUCTEME-KJIMEHTY BbIJaeTCcsl HE TOJBKO MapKep J0CTyma, HO M Mapkep oOHoieHus. Korna
MapKep IIOCTyIa TepecTaeT eHCTBOBaTh, CUCTEMa-KIMEHT OOpallaeTcsi K CEpBHUCY aBTOPHU3AINH 32
MOJTydYeHHEM HOBOTO MapKepa JOCTYyIa, MPexbsBisisi Mapkep oOHoBieHHs. CepBHC aBTOpHU3ALUU
MpOBEpSAET BAMAHOCTh MapKkepa OOHOBJIEHHUs (YTO OH HE ObUI OTO3BAaH M YTO CPOK €ro AeHCTBUS HE
HCTEK) U BBIJAET HOBBI MapKep JI0CTYyNa U MapKep OOHOBJICHUS.
OcoOeHHOCTH MapKkepa OOHOBJICHHUS:
— uMeeT OoJiee UMTENbHBIN (MM O€CCPOUHBIN) CPOK JEHCTBUS, UEM Y MapKepa JA0CTYyIa;
— TpPebABISETCS HCKIIOYUTENBHO MPHU HEOOXOAWMOCTH TOJYYHUTh HOBBIM Mapkep JJ0CTyma
(TakuM 00pa3oM, MUHIMHU3HUPYETCSI PUCK TIEpEeXBaTta);
— BBIJACTCS CEPBUCOM aBTOPH3AIMU OJHOBPEMEHHO C MAPKEPOM JIOCTYTIA;

— MOXeT OBITh OTO3BaH BIAACIBIIEM pecypca.
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TakuMm oOpa3om, HalnMuue MapKkepa 0OHOBJIEHHUS [TO3BOJISIET CUCTEME-KIIMEHTY 110J1y4aTh HOBBIM
Mapkep AO0CTyNa Aa)ke TOI/A, KOrJa I0JIb30BaTelb (BIaeiiel] pecypca) HEAOCTYIIEH, IPU YCIOBUM,
YTO BJaJiesel] pecypca siBHBIM 00pa3oM He 3alpeTHil JOCTYIL.

YToObl MOTYYUTh AaBTOPU3ALMOHHBIA KO, CUCTEMa-KIMEHT JIOJKHA MOJIYYUTh pa3pelieHre Ha
JOCTYII K 3alllMIIEHHOMY PECypCy CO CTOPOHBI €ro Biajenbla. B ciiydae, Koraa BiajenbleM ABIsSeTCs
nosb3oBarenb ECUA, cucrema-KIMEHT JOJDKHA HANpaBUTh  II0OJb30BaTeNsl Ha  CTPAHUILY
npexocraBiennss mpas gocryma B ECUA®  (mombsoBarens [OIKEH OBITH  IIPEABAPHTEIBHO
ayrentuduimpoad B ECUMA wumu cuctema ECHUA mompocuT ero mpoWTH HACHTH(DUKALMIO H
ayTeHTU(UKALINIO).

OTa cChlIKa J0JKHA COJIEPKaTh CIEAYIOINe 00s3aTeNbHbIE TapaMeTPhl:

— <client_id> — unentudukarop cucteMsi-KineHTa (MHeMOHHKA cucTeMbl B ECHA);

— <client_secret> — noanucs 3anpoca B popmare PKCS#7 detached signature B koguposke UTF-
8 or 3maueHuit yeteipex nmapamerpoB HTTP—3ampoca: scope, timestamp, clientld, state (6e3
pasnenureneit). <client secret> nomkeH ObITH 3akomupoBaH B (opmare base64 url safe.
Hcnonb3yemplii AJis TPOBEPKU TMOAMHCH CepTU(UKAT JODKEH ObITh IPEABAPUTEIBHO
3apeructpupoBad B ECUA u npuBsizan k yueTHo 3anucu cucteMbl-kiueHta B ECUA. ECUA
noanepxkuBaer ceprudukarel B dopmare X.509. ECHUA mnoanepkuBaeT aJrOpUTMbI
dbopmupoBanus dekTpoHHOW moanucu RSA ¢ gnuHoit kimroua 2048 u  anroputmMom
kpunrtorpaduueckoro xamupoBanus SHA-256, a Takxke alropuT™M SJIEKTPOHHOW MOANUCH
I'OCT P 34.10-2001 u anroput™ kpunrorpaduueckoro xaumposanust OCT P 34.11-94.

— <redirect_uri> — ccpuika, 0 KOTOPOH JOKEH OBITh HAIPaBIICH MMOJIb30BATEIb TOCIIE TOTO, Kak
JlacT pa3pellieHre Ha JIOCTYI K pecypcy (CChLIKa 3aJaeTcsl B HaCTpOMKax cepBUC-TIpOBaiiepa
cucteMsl npu ee peructpanuu B ECHA);

— <scope> — o0iacTh JOCTyMa, T.€. 3alpallMBaeMble TpaBa; HAPUMEDP, €CIU CUCTEMa-KIUEHT
3ampammBaeT JIOCTYI K CBEIEHHUSM O COTPYIHUKAX OpraHU3alud, TO SCOPE JIOJDKHA HUMETh
3HaueHue http://esia.gosuslugi.ru/org_inf (c HeOOXOAMMBIMU TTApAMETPAMH);

— <response_type> — sTo Tum oTBeTa, KOTophld oxkumaercs oT ECUA, nmeer 3HaueHue code,
€CJIM CUCTeMAa-KIIMEHT JI0JDKHA TIOMYyYUTh aBTOPU3AIMOHHBIN KOJI;

— <state> — Habop cy4aifHBIX CHUMBOJIOB, UMEIOIITNH BUJ 128-0uTHOTO MIeHTH(PUKATOpaA 3ampoca

(HeoOX0MMO /IS 3alUTHI OT NepexBaTa), renepupyercs no cranaapty UUID;

37 Azpec B TecToBoii cpexe: https://esia-portall.test.gosuslugi.ru/aas/oauth2/ac

102



<timestamp> - Bpems 3ampoca aBTOPH3AlMOHHOI0 Koaa B ¢popmare yyyy.MM.dd HH:mm:ss Z

(manpumep, 2013.01.25 14:36:11 +0400), nHeobxoaumoe s GUKCAIMK Hadajga BPEMEHHOTO

MIPOMEXYTKa, B TEUCHHE KOTOPOro OyIeT BalMJEH 3ampoc C JaHHBIM HJECHTHU()UKATOpOM

(<state>);

<access_type> — npunumaet 3HaueHue “offline”, ecnu TpeOyercss UMETh AOCTYH K pecypcaM U

TOoraa, Koraga BJIaacIell HE MOXKET OBITH BBI3BaH (B 9TOM CJiyda€ BBIIIYCKACTCA MapKEpP

0OHOBJIEHHUS ); 3Ha4YeHHE “‘online” — qoCTyI TPeOyeTCs TOJBKO MPU HATUYHMH BJIaJICIIbIIA.

Ecnmu B xonme aBropu3amuu He BO3HHMKIO ommOok, To ECHUA ocymecTBiser penupext

MOJIb30BATENsl 10 CCBUIKE, YyKa3aHHOW B redirect uri, a Takke BO3BpamlaeT JBa 0O0S3aTEIbHBIX

napamerpa:

<code> — 3HaueHKE aBTOPU3AI[MOHHOIO KOJ1a;

<state> — 3nadeHume mapametpa State, KOTOpHIH OBLI MOJyY4EH B 3allpoce Ha aBTOPH3AIUIO;

CUCTCMA-KJIMCHT OOJDKHA IMPOBECTU CPABHCHUC OTIIPABJICHHOI'O W IIOJYUCHHOTO IIapamMeTpa

state.

B cnyuae ommOKu cepBUC aBTOPU3allMK BEPHET B MapaMeTpe error koj omuOKku (Hampumep,

“access_denied”) u He mepeHANIPaBUT MOJIL30BATENS 110 apecy, ykasanHoMy B redirect_uri. [Tepeuenn

BO3MOJKHBIX OIIMOOK NpUBECH B Tabmuie 9.

Tabnuua 9 — OmmbKky omMOOoK MPH MOTyYEHUH MapKepoB JOCTyNa

Ne Kon mapamerpa Onucanue napamerpa
ESIA-008003: B 3anpoce oTcyTcTBYeT 00s13aTeNIbHBIN MapaMeTp,
1. |invalid_request 3ampoc BKIIIOYAeT B ceOs HEBEpHOE 3HAUCHHE IMapameTpa WIn
BKJIIOYAET MapaMeTp HECKOJIbKO pas3.
) ESIA-008004: Bragenen pecypca WIH CEpBHC aBTOPU3ALUHU
2. | access_denied
OTKJIOHMJI 3a1poc.
3 ) ) ESIA-008005: Cucrema-kiIMeHT HE MMEET IpaBa 3alpalluBaTh
- | unauthorized_client
MOJIy4eHHEe MapKepa JOCTyIa TAKUM METO/IOM.
i i ESIA-008006: 3ampormieHHas 001acTh JocTyma (SCOPe) ykasaHa
4. | invalid_scope
HEBEPHO, HEM3BECTHO MM C(HOPMUPOBAHA HEKOPPEKTHO.
ESIA-008007: Bo3nukina HeoxugaHHas oOmmMOKa B pabote
5. server_error CCpBHCA ABTOpPH3ALMM, KOTOpas IpHBEIA K HCBO3MOXXHOCTH
BBITTOJIHUTH 3a1pOC.
6. | temporarily_unavailable ESIA-008008: CepBuc aBTOpH3allMd B HACTOSIIECEe BpPeMsl HE
MOET BBIIOJHUTH 3alpoc  M3-3a OONBIION Harpy3kd WIH
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Ne Kon mapamerpa Onucanue napamerpa
TEXHUYECKUX pabOT Ha cepBepe.
ESIA-008009: CepBuc aBropw3aluil HE  IOJCPKUBACT
7. | unsupported_response_type
MOJIyYCHHUE MapKepa A0CTYIa 3TUM METO/IOM.
. . . ESIA-008010: He vypmamoces DpoOU3BECTH ayTEHTU(OUKALIUIO
8. | invalid_client Y P yrestid
CHUCTEMBI-KJIMCHTA.
ESIA-008011: ABTOpU3allMOHHBIN KOJI HJIU MapKep OOHOBJICHUS
i i HEJICHCTBUTEJICH, MPOCPOUYCH, OTO3BAaH WMJM HE COOTBETCTBYET
9. | invalid_grant poep Y
ajipecy pecypca, yKazaHHOMY B 3alpoce Ha aBTOPU3ALHUIO, WM
OBbUT BBIJIAH JPYTOi CUCTEME-KITHEHTY.
ESIA-008012: Tun aBTOPU3ALHOHHOTO KOJIa HE
10. | unsupported_grant_type
[O/IICPYKUBACTCSI CEPBUCOM aBTOPU3AIUH.
. . ESIA-008013: 3ampoc He COIEPKUT asaHus Ha 00JacThb
11. | invalid_scope P P Ve
noctyra (SCope).
i i ESIA-008014: 3anpoc He coAepKUT 00s3aTENBHOrO Mapamerpa
12. | invalid_request P a pavEIp
[
13. | invalid_request ESIA-008015: HeBepHoe BpeMs 3ampoca.

Korga aBTOpu3alMOHHBIA KOJ| MOJy4Y€H, CHUCTEMa-KIMEHT MOXET Cc(OopMUpOBaTh 3aIpoc

metogom POST na https-anpec ECHMA ais mosydeHuss mapkepa I[OCTyHass. 3anpoc JOJIKEH

COACPIKATH CIICAYIOIINEC CBCACHUA:

<client_id> — unentudukarop cucrembi-kiareHTa (MEHeMOHHKa cucteMbl B ECUA);

<code> — 3Ha4YeHHE aBTOPHU3ALMOHHOTO KON, KOTOphId ObLT paHee momydeH or ECUA u

KOTOpBIfI H606XO,[[I/IMO 0OMEHSATH Ha MapKep JOCTYIIa,

<grant_type> — npuHuMaeT 3HaueHue “authorization code”, ecnum aBTOPU3ALMOHHBIA KOJ

0oOMeHHUBACTCS Ha MapKep JOCTyIla,

<client_secret> — moamucs 3anpoca B popmare PKCS#7 detached signature B xoguposke UTF-

8 or 3HaueHuil yerbipex nmapamerpoB HTTP—3ampoca: scope, timestamp, clientld, state (6e3

pasznmenuteneii). <client secret> momxkeH OBITH 3akoaupoBaH B ¢opmare base64 url safe.

Hcnonb3yemplii AJi1 TpPOBEpPKH TMOAMHMCH CcepTU(UKAT JODKEH ObITh IpeaBapUTEIbHO

3apeructpupoBad B ECUA u npuBsizan k yueTHoi 3anucu cucteMbl-kinenta B ECUA. ECUA

%8 Azpec B TecToBoii cpexe: https://esia-portall.test.gosuslugi.ru/aas/oauth2/te
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noanepxkuBaer ceprudukatel B popmare X.509. ECHUA mnomumepkuBaeT alropUTMbI
dbopmupoBanust 3neKTpoHHOW moamucu RSA ¢ gnuHoM kimroua 2048 u  anroputMom
kpunrorpadgudeckoro x3mmpoBanus SHA-256, a Takke aaropuTM 3JIEKTPOHHOW IOIIUCH
I'OCT P 34.10-2001 u anroputm kpuntorpapuueckoro xasmmupoBanus ['OCT P 34.11-94.

— <state> — Habop ciy4aifHBIX CUMBOJIOB, UMEIOIINH BUJ 128-0uTHOTO MIeHTH(HKATOpa 3ampoca
(HeoObxoauMo Ui 3alUThl OT mepexmara), reHepupyercsa no crangapry UUID; stor HabGop
CUMBOJIOB JIOJDKEH OTJIUYaThCS OT TOrO, KOTOPBIM HCIOJIB30BANCA MPHU TMOJIYYCHUH
aBTOPU3ALMOHHOIO KOJA;

— <timestamp> — Bpems 3ampoca mapkepa B (opmare yyyy.MM.dd HH:mm:ss Z (umanpumep,
2013.01.25 14:36:11 +0400), nHeobxoaumoe [1si pUKcaIK Hadalla BpeMEHHOTO MPOMEXKYTKA,
B T€YEHHE KOTOPOro Oy/IeT BaIMJIEH 3allpoC C IaHHBIM UJIEHTU(PUKATOPOM (<state>);

— <token_type> — Tum 3ampamiBaeMoro Mapkepa, B Hacrosimee Bpems ECHA nogaepxuBaet

TOJILKO 3HaueHue “Bearer”.

Ecnu 3anpoc ycnemno npomren nposepky, To ECHA BosBpamaer otet B ¢popmare JSON:

— <access_token> — mapkep n0CTyMa [Uisi JAaHHOTO pecypca;

— <expires_in> — BpeMsi, B TEYEHHE KOTOPOTO UCTEKAET CPOK JICHCTBHS Mapkepa (B CEKYHIax);

— <state> — HaOop ciay4yallHBIX CHMBOJIOB, HUMeroumuil Buja 128-OuTHOro uaeHTHHUKATOpA
3arpoca, renepupyercs no cragaapty UUID (coBmagaer ¢ uaeHTU(PUKATOPOM 3ampoca);

— <token_type> — Tun mpemocTaBIeHHOro Mapkepa, B Hactosuiee Bpemsi ECUA noanepxusaet
TOJIBKO 3HaucHHue “Bearer”;

— <refresh_token> — mapkep 0OHOBJIEHUS I TaHHOTO pecypca.

IIpumep otsera:

{

“access_token”
YeyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciI6oMX0.eyJleHAIOJEzZNTkINDAXOD
csInNjb3B1TjoiaHROcDpcLlwvZXNpYS5nb3N1lc2x1Z22kucnVeL2VtcFI9pbmY b3JnX29pZD0xMDAWMDAWMzU3Tiwia
XNzIjoiaHROcDpcLlwvZXNpYS5nb3N1c2x1Z22kucnUiLCJuYmYiOjEzZNTk1MzY10DcsInVybjplc2lhOnNpZCI6IJE2
ZDAmOTNKLTZjZTgtNDE30S04ZmFmLTdmZDQ2ZDMyMDhhNiIsInVybjplc21hOnNial 9pZCI6MTAWMDAWMDMANSwWiY2x
PZW50X21kIjoiRVNJIQSIsImlhdCI6MTM10TUzZN]jU4N30"”,

“expires_in” : 3600,

“state” : “9be638a9-0e05-42el-b4f8-a3e30457fbdd”,

“token type” : “Bearer”,

“refresh token” : “54039d1f-9917-43cd-961a-2729c891ef8c”

}

[Tpu HEBO3MOXKHOCTH BBIIaUU MapKepa JA0CTyIa Bo3Bpaiaercs ko omubku (Tabmuia 9).
[Ipy wucHoONb30BaHUM MapKepa JOCTyHa CHUCTEMaM-KIHMEHTaM pPEKOMEHJYyeTcsl CHadaja
MIPOBEPATH, HE UCTEK JIM CPOK ero aeictus. Eciu Mapkep mpocpodeH, To AJIs YCIEHIHOTO JOCTyIa K

3alUIIEHHOMY pecypcy MoTpedyeTcss NpeaBapUTeNbHO MOJIYYUTh HOBBIM Mapkep JAOCTyna

HCIOJIb30BaHUEM Mapkepa 0OHOBJIeHHs. JlJis 3TOro cucTeMe-KIUEeHTY ciaeayeT chopMHpoOBaTh 3arpoc

105



Merogom POST B ampec ECUA, umeronuii CTpyKTypy, aHAJIOTHYHYIO IMEPBUYHOMY 3alpocy Ha

noxy4yenue Mmapkepa. OcoOEHHOCTH 3HAYCHUH TapaMeTPoB 3aIpoca:

<code> — 3HayeHHE HMEIOIIEroCsS Yy CHUCTEMBI-KIMEHTa MapKepa OOHOBIICHHS, KOTODBIH
clieyeT 0OMEHSTh Ha HOBBI MapKep JIOCTYIIa;

<grant_type> — nomxHO MMeTh 3HaueHue “refresh token”, mockonmpky Mapkep OOHOBICHHSA
0OMEHMBAETCs Ha MapKep JOCTYIa;

OtBer Ha 3TOT naerca B ¢popmare JSON u mMmeeT Ty ke CTPYKTypy, KaKk ¥ MPU NEPBUIYHOM

MPEIOCTaBIICHUH MapKepa JocTyna. B 3TOM OTBETE€ COJEPKUTCS HOBBI Mapkep OOHOBJICHWS,

KOTOPBIH cuCTEeMa-KIMEHT JOKHA XPaHUTh BMECTO YK€ HCIIOIb30BAaHHOTO MapKepa OOHOBIICHMUSI.

B.3

Mogeanb KOHTPOJA J0CTYyIIa HA OCHOBE MOJTHOMOYHMH CHCTEMBbI-

KJIHEHTA

Ota MOJCJIb KOHTPOJIA IpCAIiojgaracrt, 4ro CUCTEMaA-KIMCHT CaAMOCTOATCIBHO 06pamaeTc51 K

CepBUCY aBTOPH3AIMK U mosydaeT Mapkep jgoctyma (client-side flow) na ocHoBanuu umerommxcst (1

3a)UKCUPOBAHHBIX B CEPBHCE AaBTOPHU3AIllMH) IIOJIHOMOYUH CHUCTEMbI-KIMeHTa. JlaHHas MoJelb

KOHTPOJIA AOOCTYyIIa HNpCAIoIaract, 4To CHUCTCMA-KIIMCHT IIPpHU AOOCTYIIC K 3alIUIICHHOMY pPCECypCy

HEMMOCPCACTBCHHO IIOJTYYaCT PpPa3pCUICHUC (B (l)opMe Mapkepa I[OCTyHa) CO CTOpPOHBI CEpBUCA

aBropu3aiuu. B 001mem Buie cxeMa B3auMOCHCTBUS BBITIISIUT CIAEAYIOIUM 00pa3oMm:

CHUCTeMa-KIIMEeHT oOpaliaercs K CEepBHCY aBTOpH3allMM 3a BbIIaYeil Mapkepa JOCTyIa,
MTO3BOJISIFOIIETO MOJIYYUTh AOCTYII K 3alIUIIIEHHOMY PECYpPCY;

CEPBHC aBTOPU3AINH ayTeHTU(PUIIUPYET CUCTEMY-KIMEHTA U BBIAAeT MapKep JOCTYIIa;
CUCTeMa-KIIMEHT 3alpalliBacT y IOCTAaBIIMKA 3allUIICHHBIA pPecypc, MPEAbABIAS MapKep
JIOCTYTIa;

MOCTAaBUIUK pecypca MPOBEPSIET MapKep JOCTYIa, €CIM OH BaJUAECH, TO pa3peliaeT AOCTyH K
3alUIIEHHOMY pPecypcy.

JlanHast Mozenb KOHTPOJIS JOCTYIIa MPOUJUTIOCTPUPOBaHa Ha pUCyHKe 15.
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sd Cxema B3anmopencTsus /

Cuctema-knmeHT Cepsuc MocTaBuyk
aBTOpM3aLUn pecypca

3anpoc Ha nonyyeHune
Mapkepa goctynal)

mapkep gocTtyna()

|
3anpoc Ha noJlyYeHne pe:cypca, mapkep goctynal)
|

3aUpLeHHbIN pecypc()
T

[ip

Pucynok 15 — Cxema B3auMOJIEHCTBUS IPU PeaTnu3allii MOJIEIN KOHTPOJIS 10CTYIIa HA OCHOBE
HOJTHOMOYUI CUCTEMBI-KJIMEHTA

[TockonbKy MosydyeHHE Mapkepa A0CTyla IpU UCHOJIb30BAaHUU JAHHOM MOJEIN KOHTPOJS He
npezroiaraeT oOpamieHus K BIaJelbIly pecypca, To Mapkep oOHOBICHHS HE mpuMensercs. Cucrema-
KJIMEHT IIOCJie HWCTEYEHHUs CpoKa JEeMCTBHS MapKepa JOCTyla MOXET OOpaTHTbCS K CEpPBUCY
aBTOPHU3ALIMU U MOJIYYUTh HOBBIM MapKep J0CTyna.

JInst monydeHWs: Mapkepa JOCTyla CHCTeMa-KIMEeHT JO0JDKHA HampaBuTh 1o https-agpecy
cepuca aBropuzanuu (ECUA) 3ampoc meromom POST. 3ampoc nomkeH coiepkarh CleIyrolue
CBECHMUS:

— <client_id> — unentudukarop cucteMsi-KiueHTa (MHeMOHHKA cucTeMbl B ECHA);

— <response_type> — ucroyib3yemMas MoJIellb KOHTPOJIS JI0CTYyIa; MPUHUMAET 3HadeHue “token”,
€CJIM IPOUCXOJUT O€3yCIIOBHOE HAJIEJIEHUSI CUCTEMbI-KJIMEHTA [TOJIHOMOYUSIMU;

— <scope> — o0macTh IOCTyIa, T.€. 3alpaliiBaeMble TpaBa; HAIPUMEP, €CIU CUCTEMa-KIUCHT
3ampammBaeT jgocTyn K gaHHbiM @ MC, TO scope [OJDKHO UMETh  3HAu€HUe
http://esia.gosuslugi.ru/sbj_inf;

— <state> — Habop ciydallHbIX CUMBOJIOB, UMEIOIINH BUJ 128-0UTHOTO HASHTH(PHUKATOpa 3ampoca
(HeoOX0oMMO /IS 3allUTHl OT MepexBara), reHepupyerca no crangapty UUID; stor HaGop
CUMBOJIOB JIOJDKEH OTJMYaTbCsi OT TOrO, KOTOPBIA HCIIOJIB30BAICS IPU IOJYyYEHUH

ABTOPHU3AIMMOHHOI'0 KOJ1a.
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B.4

<timestamp> — Bpems 3ampoca mapkepa B ¢opmate yyyy.MM.dd HH:mm:ss Z (uampumep,
2013.01.25 14:36:11 +0400), HeoOxoaumoe il pUKcaMu Havaisa BpEMEHHOTO MPOMEXKYTKA,
B TEUEHHE KOTOPOro OyeT BaJUIEH 3a1poC ¢ JaHHBIM HAEHTH(PHKATOpOM (<state>);
<token_type> — tun 3ampammBaeMOro mapkepa, B Hacrosmiee Bpems ECHUA mommepkuBaet
TOJILKO 3HaueHue “Bearer”;

<client_secret> — noanucs 3anpoca B popmare PKCS#7 detached signature B konuposke UTF-
8 or 3HaueHmii yerbipex nmapamerpoB HTTP—3ampoca: scope, timestamp, clientld, state (6e3
pasznmenuteneit). <client secret> goikeH ObITh 3akogupoBaH B ¢opmare base64 url safe.
Hcnonb3yemslii 1151 (OpMUPOBaHUS MOIMUCH CEPTU(DUKAT TOJKEH ObITh 3apPETUCTPUPOBAH B
ECHUA u mpuBsizan k yderHoil 3amucu cucrteMbl-kinueHta B ECMA. ECUA noanepxxusaer
ceprudurarel B Qopmare X.509. ECHA mnopnmepxkuBaer anroput™mbl (GOpMHUPOBaHUS
anekTpoHHoW monmucu RSA ¢ anmunoil kmoda 2048 W anropuTMOM KpPUNTOTpaPUuecKoro
xammpoBanug SHA-256, a taxxe anroputm snektpoHHod noamucu 'OCT P 34.10-2001 u
anroput™ Kpunrorpadpuueckoro xsmuposanus [OCT P 34.11-94.

Ecnu 3anpoc ycneuHo npoien nposepky, To ECHUA Bo3paiaet orser B popmare JSON:
<access_token> — mapkep gocTyna i JAHHOTO pecypca;

<expires_in>— Bpems, B TeUCHHUE KOTOPOTO UCTEKAET CPOK JCHCTBHUS Mapkepa (B CEKYH/IaX);
<state> — Habop ciy4alHBIX CHMBOJIOB, UMeroIui BHJ 128-OuTHoro wuieHTHdUKaTOpa
3amnpoca, renepupyercs no ctasgapty UUID (coBnagaeT ¢ uneHTUPUKaTOpOM 3ampoca);
<token_type> — Tun mpenocraBieHHOrO Mapkepa, B Hactosiee Bpems ECUA mognepxuBaet
TOJILKO 3HaueHue “Bearer”;

[Tpu HEBO3MOXKHOCTH BbIJaUM MapKepa JA0CTyIa Bo3BpainaeTcs ko omuoku (Tabmuima 9).

HcnoabzoBanne OAUth 2.0 pos ayreHTHDUKAIIAN MOJIb30BaTENS

B o0miem Buzie cxema ayTeHTU(UKALUS BBITIISAUT CIEAYIOIINUM 00pa3oMm:

CHCTEMa-KJIIMEHT TOTOBUT 3alpoc Ha AayTeHTU(UKAIMIO I0JIb30BATENsl C HEOOXOJUMBIMU
napaMmeTpamu;

cUCTEeMa-KJIIMEHT OTHpAaBJsieT 3alpoc Ha ayTeHTHU(HKAIMIO B aJpec CepBUCA aBTOPU3ALUHU
ECHA,;

CEpBHUC aBTOPU3ALIUU ayTEeHTU(UIUPYET MOIb30BATENS;

CepBUC aBTOPU3ALIMU TOJYYaeT COIJacHe IMOJIb30BaTeNsl Ha MPOBEACHUE ayTEHTU(UKAIUHU B

JTaHHOM CHCTEME;
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— CepBHUC aBTOpHU3ALIUU MEpEHANpaBiseT MOJIb30BaTeNsl OOPAaTHO B CUCTEMY-KIMEHT U IepenaeT
aBTOPHU3ALIMOHHBIN KO,

— cuCTeMa-KJIIMeHT (GopMHUpYeT 3ampoc C HCIOJNb30BAaHHEM aBTOPU3AIIMOHHOTO KoJla Ha
MOJTy4YeHUS MapKepa UIACHTU(DUKALUY;

— CHCTEMa-KJIMEHT IOJy4yaeT OTBET, COAepKAIIUNi HEOOXOJUMBINA MapKep UACHTHU(PHUKAIIY;

— CHCTEMa-KJIIMEHT MPOBOJIUT BaJHUAALMI0O MapKepa HUISHTHU(PHUKAIUU U U3BIEKaeT U3 MapKepa
UICHTU(PHUKATOP MOJIB30BATES.
Janee Oojee AeTanbHO pacCMOTpPeHBI (OPMHUpPYEMbIE CHCHEMOW-KIMEHTOM 3alpochl U

nosy4daemsbie et otBeTsl or ECUA.

YToObl MOTYYUTh AaBTOPU3ALMOHHBINA KO, CUCTEMa-KIMEHT JIOJDKHA MOJIYYUTh pa3pelieHre Ha
MpoBeJeHUEe ayTeHTu(dukanuu mnonp3oBarens. [is 3TOro cucTeMa-KIMEHT [OJDKHA HAIpPaBHUTh
MOJIH30BaTENsl HA CTPAHMILY TIpeocTaBiieHus npas gocryna B ECUA.

OTa cCchUIKa JI0JDKHA COJIEPKATh CIEAYIoNIe 00s3aTeIbHbIe TapaMeTPHhI:

— <client_id> — unentudukarop cucremsi-KineHTa (MHeMOHHKA crcTeMbl B ECHUA);

— <client_secret> — moanucs 3ampoca B popmare PKCS#7 detached signature B koguposke UTF-
8 or 3HauyeHuii cremyronmx napamerpoB HTTP—3ampoca: scope, timestamp, client_id, state
(Oe3 pazmenureneii). <client secret> noymkeH OBITH 3aKoAMpOBaH B Gopmare base64 url safe.
Hcnonb3yemblii  JUIsl TPOBEPKU TOANUCH CEPTUPHUKAT JOJDKEH ObITh MpeABAPUTEIBHO
3apeructpupoBan B ECUA u npuBsizan K y4eTHoi 3anucu cucteMbl-kinenta B ECUA. ECUA
noanepxkuBaer ceprudukarel B dopmare X.509. ECHUA mnoanepkuBaeT alrOpUTMbI
dbopmupoBanusi 31eKTpoHHOM moamucu RSA ¢ anunoit kmoua 2048 u  anroputMom
Kpunrorpadguueckoro xsmupoBaHusd SHA-256, a Taxke alropuT™ 3JIEKTPOHHONW IMOAMHUCH
I'OCT P 34.10-2001 u anroput™m kpunrorpaduueckoro xsumposanusi OCT P 34.11-94.

— <redirect_uri> — ccpuika, 0 KOTOPOU JOJDKEH OBITh HAIPaBJICH ITOJIb30BATEIb MOCIIE TOTO, KaK
JlacT paspellieHre Ha MpoBeJeHHE ayTeHTU(PHUKAIMH (CChUIKa 33/1aeTCs B HaCTPOMKaxX CepBHC-
npoBaiiiepa cuctemsl ipu ee perucrpanuu B ECHA);

— <scope> — o0nacTh J0CcTyna, T.€. 3alpaliuBaeMble MpaBa; i MPOBEACHUS ayTeHTH(PHUKAIUN
moJib30BaTes sl SCOPE JO/KeH MMeTh 3HadeHue http://esia.gosuslugi.ru/openid. Eciu cucreme
noTpeOyercsi MOoJdy4YeHUe JONOJHUTENbHBIX TaHHBIX O IOJIb30BaTese (HalpuMep, AeTajabHas
uHpopManus 00 OpraHu3alusix), TO MOT'YT OBITh YKa3aHbI IOTIOJIHUTENIbHBIE SCOPE;

— <response_type> — sTo TuIl OTBeTa, KOTOphId oxkumaerca or ECHUA, umeer 3HaueHue code,

IMOCKOJIBKY CUCTCMA-KIIMCHT AOJI)KHA MOJYUYUTDh aBTOpH3aHHOHHBIﬁ KO,

109



<state> — Habop CiIy4ailHbIX CHMBOJIOB, UMEIONINI BUJT 128-0MTHOTO MACHTH(HUKATOpa 3a1poca
(HEOoOX0MMMO TSI 3aIIUTHI OT MepexBara), reHepupyercs o crangapty UUID;

<timestamp> - Bpems 3ampoca aBTOPH3AIMOHHOr0 Koaa B ¢popmare yyyy.MM.dd HH:mm:ss Z
(mampumep, 2013.01.25 14:36:11 +0400), Heobxonumoe st puKcay HavYajia BPEMEHHOTO
MIPOMEXYTKA, B TEYCHHE KOTOPOro OyAeT BAIHMICH 3alpoCc C JaHHBIM HIACHTU(DUKATOPOM

(<state>);

Ecnu B xome ayreHTHUKAMu HE BO3HUKIO omuOok, To ECHA ocymecTBiser peaupeKT

MOJIb30BaTENsl 1O CCBhUIKE, YyKa3aHHOW B redirect uri, a Takyke BO3BpamlaeT JBa 00S3aTEIbHBIX

napamerpa:

<code> — 3HaueHKE aBTOPU3AI[MOHHOTO KOJIa;
<state> — 3HaueHue mapameTtpa State, KOTOpsIii ObUT MOJyUEH B 3alpoce Ha ayTeHTU(UKALIUIO;
CHUCTEMA-KJIIMEHT MOJDKHA IIPOBECTH CPABHEHME OTIPABIECHHOIO M IMOJYYEHHOI'O I1apaMmerpa

state.

Korz[a aBTOpI/ISaHI/IOHHHﬁ KOIA TMOJYYCH, CUCTCMA-KIIMCHT MOXKCET C(I)OpMI/IpOBaTB 3aI1pocC

metosoM POST B anpec ECUA s monydeHust Mmapkepa uaeHTu(UKauy. 3arnpoc J0HKEH COIepKaTh

CJICOAYIOIIUEC CBCACHUA:

<client_id> — unentudukarop cucrempl-KineHTa (MHeMOHHKa cucteMbl B ECUA);

<code> — 3HavyeHHE aBTOPU3AIMOHHOTO KOJa, KOTOpBIii ObL1 paHee moiyueH ot ECUA u
KOTOPBIM HEOOX0IMMO OOMEHSITh Ha MapKep WACHTU(PHUKAIUH,

<grant_type> — npuHuMaeT 3HaueHue “authorization code”, ecnum aBTOPU3AIMOHHBIN KOJ
0OMEHMBAETCS Ha MapKep HIeHTH()UKALINY,

<client_secret> — moxmnucs 3amnpoca B popmare PKCS#7 detached signature B koaupoke UTF-
8 ot 3HaueHui yerwipex mapamerpoB HTTP—3ampoca: scope, timestamp, clientld, state (06e3
pasznmenuteneii). <client secret> gomxkeH OBITH 3aKoAupoBaH B ¢opmare base64 url safe.
Vcnonb3yemblid  JUIsi TPOBEPKU TOANUCH CEPTUPHUKAT JOIDKEH OBbITh MpeABAPUTEIHHO
3apeructpupoBad B ECUA u npuBsizan k yueTHoi 3anucu cucrembl-kiineHta B ECUA. ECUA
noanepxkuBaer ceprudukarel B dopmare X.509. ECHUA mnomnepKuBaeT aJrOpUTMbI
dbopmupoBanus deKTpoHHOW moxanmucu RSA ¢ gnuHOM kmroua 2048 w  anroputmMom
Kpunrorpaduueckoro xsmupoBanus SHA-256, a Taxke alropuT™m 3JIEKTPOHHOW IMOAMUCH
I'OCT P 34.10-2001 u anroputm kpunrorpaduueckoro xsmmposanus [OCT P 34.11-94.
<state> — Habop ciyyailHBIX CUMBOJIOB, UMEIOIIUH BUJ 128-0UTHOTO MACHTU(DHUKATOPA 3ampoca
(HeoOXoaMMO /IS 3alUTHl OT TepexBara), reHepupyercsa no crangapty UUID; stor HaGop
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CHMBOJIOB JIOJDKEH OTJIMYaTbcs OT TOTO, KOTOPBIM HCHOJB30BAJICS TPU TOJTYYCHUHU
aBTOPHU3ALMOHHOTO KOJIa;

— <timestamp> — Bpems 3amnpoca mapkepa B (opmare yyyy.MM.dd HH:mm:ss Z (Hampumep,
2013.01.25 14:36:11 +0400), nHeoOxoaumMoe Aisi (pUKCAMK HaYaja BPEMEHHOTO MPOMEXYTKa,
B T€YEHHE KOTOPOro Oy/eT BalKJIeH 3allpoc C JaHHBIM UJIEHTUPUKATOpOM (<state>);

— <token_type> — Tum 3amparimBaeMoro mapkepa, B Hacrosiuee Bpemsi ECUA nopiepxuBaet

TOJILKO 3HaueHue “Bearer”.

Ecnu 3anpoc ycnemno nporren nposepky, To ECUA Bo3Bpamaer oret B popmare JSON:

— <id_token> — mapkep uaeHTH(PHUKALINHT;

— <access_token> — mapkep I0CTyIa JUisi JAHHOTO pecypca (€I OH 3arpalinBaics);

— <expires_in> — Bpemsi, B TCUCHHUE KOTOPOTO UCTEKACT CPOK JICHCTBHSI MapKepa (B CEKyH/Iax);

— <state> — nHabop ciy4ailHBIX CHMBOJIOB, MUMerOmWK BuI 128-OutHOro wuiaeHTH(UKATOpa
3arpoca, renepupyercs no cragaapty UUID (coBmagaer ¢ uaeHTU()UKATOPOM 3a1poca);

— <token_type> — Tum mpemocTaBIeHHOr0 Mapkepa, B Hactosiiee Bpemss ECUA noaaepxuBaet
TOJNBKO 3HaueHue “Bearer”.

IIpumep otsera:

{

“id token”:
“eyJhbGciOiJSUzIINiIsImtpZCI6IjF10OWdkazcifQ.ewogImlzcyI6ICJodHRWO18vc2VydmVyLmV4YWlwbGUuY29
tIiwKICJzdWIiO0iAiMIQ4Mjg5zYxMDAXI1iwKICJTJhdWQiOiAiczZCaGRSa3FOMyIsCiAibm9uY2Ui0iAibiO0wUzZEV3p
BMk1gIiwKICJ1leHAiOiAxMzExM]jgxOTcwLAogImlhdCI6IDEzZMTEYODASNZ£Q.ggW8hZ1EuVLUxNuuIlJKX V8a OMXz
ROEHR9R6jgdqrO0F4daGU96Sr P6qp6IcmD3HPS90bilPRs-cwh3LO-
pld6wad8ThehcwlL7F09JdijmBgkvPeB2T9CINgeGpe—

gccMg4vEKjkM8FcGvnzZUN4 KSPOaAplt0JlzZwg)jxgGByKHiOtX7TpdQyHES1cMiKPXfEIQILVgOpc E2DzL7emopH
0a0ZTF m0_NOYzFC6g6EJbOEOROSK5hoDalrcvRYLSrQAZZKf1yuVCyixEoVIGENQC3 osjzw2PAithfubEEBLuVVk4
XUVrWOLrL10nx7RkKUSNXNHg-rvKMzqg”,

“expires in” : 3600,
“state” : “9be638a9-0e05-42el-b4£f8-a3e30457fbdd”,
“token type” : “Bearer”,

}
HpI/I HCEBO3MOXHOCTH BbIAAYH MapKepa A0CTYIla BO3BPAIIACTCA KO OIIIMOKH.

Janee cucreMa-KIMEHT AOJKHA MPOM3BECTH BaTUIALMIO MapKepa MIACHTHUPHUKAIUH, KOTopas
BKJIIOYAET B ce0s1 CIIEYIOIINE TPOBEPKHU:
1. TpoBepka wunentudukaropa (MHemonnku) ECHA, conepxareiics B Mapkepe
UICHTH(PUKAIUH.
2. IlpoBepka maeHTHHUKATOpa (MHEMOHWKH) CHUCTEMBI-KIIMEHTA, T.€. UMEHHO CHCTEMa-
KJIMEHT JI0JKHA ObITh YKa3aHa B KauecTBeE aJipecaTa MapKepa UIeHTUPUKALNY.
3. TlpoBepka monamucu Mapkepa UIACHTH(PHUKAUU (C HCIONB30BAHMEM YKa3aHHOTO B

MapKepe alropuTMa).
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4. Texymee BpeMs JODKHO OBITH HE MO3/HEE, YeM BpeMs MpPEKpalleHUs] CPOKa ACUCTBUS
MapKepa UIeHTU(DUKAITUH.

[Tocne Bamumanuu Mapkepa HUICHTH(PHUKAIUU CUCTEMA-KIMEHT CUYUTAeT IO0Jb30BaTelNs
ayTeHTU(UIUPOBaHHBIM. [l MOJy4eHHs] JOMOJIHUTEIbHBIX JaHHBIX O IIOJIb30BATENE CIIEIyeT
UCTOJb30BaTh HWACHTU(PHUKATOP IOJIb30BATEN, H3BJICUCHHBIM M3 Mapkepa HWACHTUDUKAINH, U
COOTBETCTBYIOMIME Tporpammubsie uHTepdeiicet ECHUA (Tpebyromue, B CBOIO oOdepeab, Mapkepa
JOCTYIIa).

JeranbHble cBeIeHUS 0 Mapkepe uaeHTuuKauu npeacrasieHsl B [Ipunoxenun B.7.
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B.5 Oco0enHocTn yKazaHusi 00J1aCTH J0CTYyna (scope)

Ilpu 3anpoce Ha MONy4EeHUS MapKepa MAOCTyNa CHCTEMa-KIMEHT J[OJDKHA O0s3aTelbHO

YKa3bIBaTb COOTBCTCTBYI-OH_II/Iﬁ Scope, T.c. 00/1acTh J0CTYyIIa (TI/IH JaHHBIX, K KOTOPbIM CUCTCMA-KIIUCHT

HaMepeHa MOJyYUThb AOCTYII).

B ECHA ucnons3yroTces cleayrome TUIlbl SCOPE:

1. Jaunsie o cyowekte (http://esia.gosuslugi.ru/shj_inf). DtoT scope ue mapamerpusyercs, T.K.
CyOBEKT, TaHHBIE 0 KOTOPOM HaMepeHa MOJYyYUTh CHCTEMa-KJIMEHT, SIBHBIM 00pa3oM yKa3aH B
3aIpoce, a TAK)Ke COACPIKUTCS B CAMOM MapKepe JOCTyIIa.

2. JlanHple 0 moib30Barene. B cucTeme NpeayCMOTPEHBI CleAylomue SCOPE, TO3BOJISIOIINE
MOJIY4UTh JaHHBIE O moJib3oBarene (Tabmuia 10).

Tab6muma 10 — [IpenocraBnsempie ECMA HaOOpBI TaHHBIX O TIOJIB30BATEINE

Ne Ha3panmue scope Ha3panue Habopa naHHBIX Cocras Ha0opa 1aHHBIX
1. usr_brf [TpocmoTp KOHTaKTHBIX | — OUO;

JTAHHBIX M| — 10w

UICHTUPHUIHUPYIOIIECH — email (xpome

uHpopmanuu (OPUO, nomn, KOPIHOPaTUBHOTO);

email, M00. Tenedon) — Mo00. TenedoH.
2. usr_inf [Tpocmorp  Bcex  manHbIX | [lomHas nHDOpMaNHS U3

Ballled  y4eTHOM  3amucu | mpoQuis.

ECHUA

DTH SCOpe ykasbiBaroTcs B (hopmare /scope?paraml=valuel&param2=value2, rue <paraml>
— Ha3BaHwue, a valuel — 3HaueHue napameTpa. MOXKeT HCIOIb30BaThCs MTApaMeTp:
— <o0id> - BHyTpeHHHi wuaeHTH(UKaTOp moNB30BaTenst B ECHUA (oOs3arenbHbIi

napameTtp);

[Tpumep scope:
scope="http://esia.gosuslugi.ru/usr_inf?0id=1111111"

Hanuune Mmapkepa ¢ TakuM SCOPE MO3BOJSET IOJMYYUTh IOJIHBIM AOCTYN K JaHHBIM O

0JIb30BaTeNe ¢ JaHHBIM YHUKAIbHBIM HOMepoM (1111111).

[IpunsaTh pemieHHe O TMPEeOCTaBICHUM JAaHHBIX O I[onb3oBarene (T.e. O Bblaye

COOTBCTCTBYIOLICTO MapKepa) MOXXCT UCKITIOYUTCIIBHO CaM IT10JIb30BaTCIIb.
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3. Jlannele 00 opranmzamuu. B cucreme NpeaycMOTpEHBI cilenyromue SCOPE, MO3BOJISIONINE

MOJy4YHTh JaHHbIe 00 opranusarmu (Tabmuna 11).

Tab6muma 11 — [penocraBnsembie ECHMA HaOOpHI TaHHBIX 00 OpraHU3aluu

Ha3zBanmue scope

Ha3Banue Ha0opa JaHHBIX

CocrtaB Ha0opa TaHHBIX

org_inf

[TpocMoTp Bcex HnaHHBIX 00
opranuzanuu «{Ha3Banue}»

U €€ COTPYIHUKAX

[Tonnas undopmanus us3
npoduis OpraHu3aIKy, a TAKKe
uHpOpMaIKA O COTPYIHHUKAX,
T.€. JOCTYH K pecypcam
/orgs/{org_oid}/emps u
lorgs/{org_oid}/grps.

Kpome Toro, Hasimume qaHHoro
MIO3BOJISIET TIOJYYHUTh KPATKYIO
MH(POPMALIKIO O MOJIb30BATENSIX

Kak (1)I/I3I/I‘IGCKI/IX Jmnax

(/prns/{oid}).

org_ful

[lonHbIlli 1OCTYT KO BCEM

JTAaHHBIM OpraHu3aIuu
«{Ha3Banue}» u ee
COTPYTHUKOB

B mononHenue x JaHHBIM,
nosydaeMbiM 110 0rg_inf,

JTaHHBINA SCOPE TO3BOJISET
MOJIY4YUTh UH(POPMALUIO O
BXOXKJICHUH COTPYIHHUKOB

OopraHu3anu BO BCC I'PYIIIbL

DTH SCOpe ykasbiBaroTcs B (hopmare /scope?paraml=valuel&param2=value2, rue <paraml>

— Ha3BaHwue, a valuel — 3HaveHue napameTpa. J{0MKEeH HCIOIb30BaThCS TapaMeTp:

— <org_oid> — BHyTpeHHul uneHTudukarop opranusamu B ECHUA.

[Tpumep scope:

scope="http://esia.gosuslugi.ru/org_inf?org_oid=1000000357"

Hanmnune wmapkepa ¢ TakuM SCOPE TMO3BOJIET TMOJYYUTh MOJMHYI HHPOpMaLuo 00
OpraHM3aliy ¢ JaHHBIM YHUKaJbHBIM HOMepoM (Ha3Banue, Tur, OI'PH) u ee corpynHukax.
[IpunHATH pemieHre o NPeNoCTaBICHUH JaHHBIX 00 opraHuzamuu (T.e. O BbLAaue
COOTBETCTBYIOIIEIO0 MapKepa) MOXKET UCKIIOUYUTEIbHO PYKOBOIAUTENb 3TOM OpPraHU3alUN WU

aZIMUHUCTpaTop nmpoduis fanHou opranuzanuu B ECUA.
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4. [lannble IS UICHTH(HUKAINN Hu ayTeHTU(UKALUU MMOJIB30BATCIIS
(http://esia.gosuslugi.ru/openid). DTtorT SCOPe WCHOJB3YyeTCSs B  LENAX  [POBEACHUS
ayTeHTH(UKAIMK  TOJb30BaTeNId W  TMOJydeHUus Mapkepa wuaeHTuukamuu. OH  He
nmapamMeTpHu3yeTcs, T.K. 10 ayTCHTH(PHUKAIIUN Y CUCTEMBI-KJIMEHTa OTCYTCTBYET HH(popMalus o0
UACHTU(PHUKATOPE MOTB30BATEIIS.

5. Texuonorunueckas undopmanus (http://esia.gosuslugi.ru/tech inf), B Tom uucie — o nepeune

yIaJeHHBIX MOJIb30BaTeNel. ITOT SCOPE HE MapaMeTPHU3yeTCs.

B.6 CgBenenusi 0 CTPYKType U IPOBEPKe MapKepa A0CTyna

Ucnonezyemblii ECUA Mapkep cOCTOUT U3 TpeX yacTei:

1. 3aromoBok (header), B koTopoM coaepkuTcst oOmas uHGOpMAIHs O TUIE MapKepa, B TOM
qucse 00 UCTIONIb30BaHHBIX B X0OZ€ €ro (OPMUPOBAHUS KPUIITOIPAhUIECKUX ONeparIHsX.

2. Habop yrBepxkaenuii (payload / claim set) ¢ cogepskaTeIbHBIMU CBEACHUSIMH O MapKepe.

3. Tloamuce (signature), KOTOpasi yIOCTOBEpsieT, 4To Mapkep «Bbian» ECUA u He ObUT M3MEHEH
Ipu Tiepeaaye.

Yactu MapKepa pasacICHbI TO‘IKOfI, TaK 4TO OH UMCCT BU/:

HEADER.PAYLOAD.SIGNATURE
Mapkep nepenaercst B BUe CTpoku B (hopmate Base64ur

1%,

Kaxnas yacTs Mapkepa cofep XUt Habop yTBepxkaeHui (claims) Tpex THIOB:
3aronoBok (header) conepKUT onucaHre CBONCTB UCIOIb3YEMOI0 MapKepa:

1. Aunroput™m mmdpoBanus (“alg”, crangaptHoe oOo3HaueHue); B Hacrosiuee Bpems B ECHUA
MOAJIEPKUBACTCS  alNrOpUTM dJeKTpoHHOM mnoamucu RSA  SHA-256, pexomeHnyemslit
cnennpuKkanueil (COOTBETCTBYET 3HAUYEHUIO “R5256”)40 U aJITOPUTM JJIEKTPOHHOU IOIIUCH
I'OCT P 34.10-2001 (cootBetctByeT 3HaueHmi0 “GOST34107);

2. T'moGanpHbIl THN Mapkepa (“typ”, cranmapTHOe oOo3HaueHue), kotopeiii B ECHMA Bcerma
nmeet 3HaueHue “JWT” (JSON Web Token);

3. ECHA-cneundmnueckuii Tin Mapkepa u ero Bepcus (“sbt” u “ver” cooTBeTcTBEeHHO, TpHBaTHOE
o0o03HavyeHue), yTo HeoOXoaumo i ucnoiab3oBaHusi B ECHA HeckolbKUX THUIIOB MapKepa,
JUISt MapKepa 10CTyma — “access’”.

Hanpumep, 3arosioBok Mapkepa nocryna B ECUA Oynetr umeTs ciaeayromuil BUI:

{"alg":"RS256","typ" :"JWT", "ver":0,"sbt":"access"}

% IMogpo6ree M. B: http:/tools.ietf.org/html/draft-ietf-jose-json-web-signature-02#appendix-B
40 Cu.: http://tools.ietf.org/html/draft-jones-json-web-token-10#section-8
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Coobmenne (payload) Bkirouaer B ceds conepKaTelbHBIE YTBEpXKIEHHS O cyOwbekre. B
cllyyae, €ClIi CHCTeMa IMPOBOJIUT AayTEHTH(HKAIMIO MOJH30BATENSI C HCIIOJB30BAaHHEM MeEXaHH3Ma
SAML, cucreme HeT HeoOXoaMMOCTH pa3duparbes B ¢opmare payload mapkepa mocryna. OmgHako
€CJIM CHUCTeMa IPOBOAMUT ayTeHTU(UKALIMIO MOJIb30BaTeNsl ¢ ucnois3oBanueM REST, eif HeoOxoaumo
u3BJeYb HEoOXoauMmyro WH(oOpMalMio U3 coobuieHus mapkepa (payload) u mpoBepuTh moamuch
ECHA.

CooOuieHue BKIIOYaeT B ce0s cosiepikaTebHble YTBEPKACHUS O MapKepe JA0CTyIa U CyObeKTe:

1. JlanHble 0 Mapkepe I0CTyma:

— Bpews npekpaiieHus aeictsus (“exXp”’) — B cekynaax c¢ 1 saBaps 1970 r. 00:00:00 GMT;

— Bpems Havaia jaeictus (“nbf”) — B cekynmax ¢ 1 suBaps 1970 r. 00:00:00 GMT, T.e. mapkep
HeNb3s 00padaThIBaTh O HACTYIJICHHS YKa3aHHOTO BPEMEHH;

— Bpewms Bbiiaun (“iat”) — B cekynmax ¢ 1 suBaps 1970 r. 00:00:00 GMT;

— opraHm3anms, BblmycTuBmAas wmapkep (“iss”), mms wmapkepoB ECHA Bcerma wumeer
ONpefieiecHHOEe 3HAYeHHE, KOTOPOE COBMAJaeT C TMOJeM «CYOBEKT» HCHOIb3YEeMOTO
cepruuxara ECUA (http://cy0obexT);

— azapecat wmapkepa (“client_id”) — yTBep)kaeHHE, OrpaHUYMBAIOIICE CHCTEMBbI/TIPUIOKEHHS
(«ayauTopusi»), KOTOpble MOTYT HCHOJb30BaTh 3TOT Mapkep. [[ns obo3HaueHus anpecara B
ECHUA wucnons3yercs MHemoHuka ganHoM MC, 3apeructpupoBanHoit B ECHUA.
CoOTBETCTBEHHO, UCTIOIB30BaTh MAPKEP MOTYT TOJIBKO CHCTEMBI C 3TO MHEMOHHUKOM.

— wuaeHtudukarop mMapkepa (“urn:esia:sid”’) — Habop cirydallHbIX CUMBOJIOB, UMerOIIMM By 128-
O6uTHOrO MACHTUUKATOPA, creHepupoBaHHoro 1o cranaapty UUID.

2. JlaHHBIE O CyOBEKTE:!

— wunentudukarop cydobekra (“urn:esia:shj_id”), B xauecTBe 3HaueHHs ykasbiBaeTcsi oid, 3TOT
UCHTU(PHUKATOP YHUKAJIEH I KaXJI0ro cyObekTa, 3apeructpupoanHoro B ECUA;

— obmacte goctyma (“scope”), B KauecTBE 3HAUYEHHUsS — Ha3BaHUE OOJIACTH, K KOTOpOi
npeocTaBIseTcs qocTyn (Hampumep, “http://esia.gosuslugi.ru/usr_inf”).

[Tpumep coobmienus (payload) mapkepa qoctyna 8 ECUA:

{"exp":1393858241,

"scope":"http:\/\/esia.gosuslugi.ru\/usr inf?0id=1000023328",
"iss":"http:\/\/esia.gosuslugi.ru",

"nbf":1393854641,
"urn:esia:sid":"f9cbc3bf-8fal-42c8-a838-6e02baae8328",
"urn:esia:sbj 1d":1000023328,

"client id":"TEST SYSTEM",

"iat":1393854641}

[Moamucek (Signature) Mapkepa OCYIIECTBISETCS 1O TOM alrOPUTMY, KOTOPBIH YKa3bIBaeTCs B

napamerpe “‘alg” wmapkepa. [loamuce BBMHCHSETCS OT JABYX MpPEIbIIYHIMX dYacTell Mapkepa
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(HEADER.PAYLOAD).

Cucreme-KIMEHTY, Ucnob3yoomnyto Mexanuambl REST u OAuth 2.0 mns ayreHtuduxanuu
I0JIb30BAaTENeH, PEKOMEHIYETCS OCYIIECTBIIATh MPOBEPKY MapKepa JI0CTYIa, UCIOJb3Ysl JaHHbIE O €ro
noanucy. B 061eM Brje 9Ta pouesypa BKIK0YAeT B ce0sl CISAYIONHE marn” ;

1. OcymectBnenue base64url-gexoaupoBanus nepBeix ABYX uactedl mapkepa. B header ykasan
anroput™ muppoBanus (mapamerp alg).

2. TpeThbs yacTh Mapkepa JIOCTYIa mpeacTaBiseT coboi nmoamuch B popmare PKCS#7 detached
signature B komupoBke UTF-8 oT 3HayeHWil mepBBIX JBYX YacTed Mapkepa JIOCTyIa
(HEADER.PAYLOAD). Heo6xoaumo ocyIiecTBUTh MIPOBEPKY TAHHOW 3JIEKTPOHHOU MOIITUCH
C MCIIOJIb30BaHMUEM cepTH(]HKaTa KIro4a MpoBepKu deKTpoHHOH nmoanucu ECUA.

3. IIpoBepka BpeMeHHM BbIau, Hauaja U MpEeKpaleHus: Mapkepa.

4. TlpoBepka opraHu3aluy, BHITYCTUBIIEH MapKep, a TAKXKe ajJpecaTa MapKepa.

B.7 CBeaeHus 0 CTPYKType MapKepa HACHTH(PUKALUU

CrpykTypa Mapkepa HICHTH()UMKAIUU aHAIOTMYHA CTPYKType Mapkepa goctyma (CM.
[Tpunoxenue B.6) 1 cOCTOUT U3 TEX K€ TPEX YACTEH: 3aroJ0BOK, HAOOP YTBEPXKIAECHUH U HOJMUCE.
OcCOOeHHOCTh 3arojioBKa Mapkepa HACHTU(UKAIMM COCTOMT B TOM, YTO HEro 3HaueHHe
arpuOyta “sbt” pasuo “id”.
[Tpumep 3aronoBka mapkepa uaeHtudukanuu B ECUA:
{"alg" :"RS256" ’ "sbt":"id" ’ "typ" c"JWT" ’ "ver": 0}
CooOuienue, BKIOYaroIee B cedst cofepKaTelbHbIe YTBEP)KIECHUS 0 MapKepe UACHTU(DUKAINU
U TI0JIb30BaTelIe, BKIIIOUAET CIEAYIOLINe aTpuOyThl, COBIAIAIOLINE C aTpHOyTaMu MapKepa JOCTyma:
— Bpemsl npekpaieHus aerctaus (“exp”);
— Bpewms Bbiaun (“iat”);
— OpraHu3anys, BeIMyCcTUBIIas Mapkep (“iss”);
— anpecat Mapkepa (“client_id”);
B Mapkepe naeHTHGUKAIMN UCTIOIB3YETCS TaKKe CIEAYIOMNUNA Habop criennpUuecKux yTBEpKICHHI:
1) upentudukaTop Mapkepa (“nonce”), mepemaeTcs B HEU3MEHHOM BHJE U3 COOTBETCTBYIOIIETO

3arpoca Ha IMpoOBCACHHUC ayTCHTI/I(I)I/IKaI_II/II/I.

4 TonpoGHee CM.: http://tools.ietf.org/pdf/draft-jones-json-web-token-10.pdf,

http://tools.ietf.org/pdf/draft-ietf-jose-json-webh-signature-02.pdf, http://tools.ietf.org/pdf/draft-ietf-
jose-json-webh-encryption-02.pdf
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2) unentuduxarop cyobekta (“sub”), B kadecTBe 3HaueHHUs ykasbiBaeTcs 0id. DTOT
UICHTH(PHUKATOP YHUKACH I KaXIOro cyObekTa, 3aperucrpupoBanHoro B ECHUA, u
OCTaeTCsl HeM3MEHHBIM MIPU MOCIEAYIOIUX AyTeHTHPUKAIUAX.

3) Bpemst ayrentudukanum (“auth_time”) — Bpems, Korga mPOHM30NLIA ayTEHTH(DUKAIUSL
MoJIb30BaTeNs, yKa3biBaeTcs B cekyHaax ¢ 1 suBaps 1970 r. 00:00:00 GMT;

4) wmeron ayreHtudukanuu (“amr”, npuBaTHOE 0003HAYCHHUE), MOXKET MPUHUMATH /1B 3HAUCHHSL:
“DS” (anexTponHas noanuck) win “PWD” (mapoip);

[Tpumep coobmenust mapkepa unentudukanuu B ECUA:

{

"exp":1394034968,

"client id":"TEST SYSTEM",
"iss":"http:\/\/esia.gosuslugi.ru",
"nbf":1394033168,
"nonce":"5111e23b98e8f18b3b2110aca5£5a5¢c3959£818bc47£30£69fcee99£5145977a",
"sub":1000004892,

"amr":"PWD",

"auth time":1394032133,
"iat":1394033168

}

[Moanuck (Signature) mapkepa OCYIIECTBIISICTCS 10 AITOPUTMY, KOTOPBIH YyKa3bIBAacTCS B

napamerpe “‘alg” wmapkepa. Iloamuce BbIYHCHSETCS OT JABYX NPEIBIIYIIMX YacTeld Mapkepa

(HEADER.PAYLOAD).
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NMPUNNOXEHUE I'. CEPBUC PETUCTPALIUU
MMOJIb30OBATEJIS U HOATBEPXKIEHUSA JUYHOCTHU

B wmemsx peructpaumu mnosb3oBareneit B ECHMA, a Ttakke MNOATBEPKICHUS JMYHOCTH
nmosib30Baresieil, co3man U onyonukoBaH B CMOB asnektponHbI cepBuc «CepBUC perucTpanuu
noJib3oBareneil Enunoil cucreMsl uaeHTHQUKATIT 1 ayTeHTI/I(I)I/IKaI_[I/II/I»A'Z. CepBuc npenHa3Ha4YeH IS
ucrnonb3oBanus Oneparopamu Bbigaun kiroda [IDI1 — opranuzanusMu, KOTOpble B COOTBETCTBUH C
noctanoBieHreM [IpaBurensctBa PD ot 25 suBaps 2013 r. Ne 33 «OO0 wWCHoONb30BaHUM MPOCTOU
ANIEKTPOHHOW TMOAMUCH MPH OKA3aHUU TOCYNAPCTBEHHBIX M MYHUILHUMAIBHBIX YyCIyr» o00JalaroT
MpaBOM CO3JaHHUsS (3aMEHbI) W BBIAAYM KJIFOYa TMPOCTBIX JJIEKTPOHHBIX MOAMUCEH M YCHUJICHHBIX
KBAUTM(DUIIMPOBAHHBIX ~ JJICKTPOHHBIX TMOANMKMCEH B IEIAX OKa3aHUS TOCYJApCTBEHHBIX U
MYHULUIAJIbHBIX ycnyr43.

Hannsiit ceppuc ECUA noanepsxuBaet cienyomue GyHKIUH:

— HHHULMMPOBAHHUE PErUCTPAallUd HOBOW MOATBEPKIEHHOM YUYETHOM 3alMCHU I10JIb30BAaTENsl B
ECHA c Bbiaueit uaeHtudukaropa 3asBKH Ha PETUCTPALIMIO MOJIb30BATENsl, a TAaKXKEe MapoJis
MOJIH30BATEJNS IJIs IEPBOTO BXO/1a B CUCTEMY;

— TIOJATBEPKIEHUE YUETHOM 3amucH (MOATBEPKICHUS IMYHOCTH ) mosb3oBaTens ECUA;

— HHHUIMHMPOBAHUE MPOLIEAYPHl BOCCTAHOBJICHUS JIOCTYyINa K MPOBEPEHHON WK MOATBEPKIAEHHON
yua€THOM 3ammcu monb3oBarenss B ECHUA ¢ Beimauedt wuwaeHTtudukaropa 3asiBKH Ha
BOCCTAHOBJICHHUE JIOCTYIIA, a TAK)KE MapOoJIsl MOJIB30BATENS ISl BXOJ1a B CUCTEMY;

— TpOBEpPKa cCTaryca BBINOJHAEMOW omepanud (MO  pEerucTpaluu  1mojb3oBarens /

44
BOCCTAHOBJICHUIO JIOCTYTIA) .

I'.'1 IlosydyeHue 1OCTYyNA K 3JIEKTPOHHOMY CEPBUCY

Kaxnplii opran/opranuzanusi s UCHOJBb30BaHUs HporpamMMmHoro uHtepdeiica ECUA mo

perucTpanyy nojab30BaTenen JOJKEH:

“2 SID nmammoOrO CepBHca B TecTOBOIT cpexe CMOB — SID0003419, B npoaykrusHoii — SID0003923.

43 [Topsimok co3/ianus 3allMCH PErucTpa OPraHOB M OpPraHu3aluid, UMEIOIINX MPaBO CO3/1aHus (3aMEHbI)
Y BBIJAUU KJII0Ya MPOCTOM 31eKTpoHHOM nognucu (OneparopoB Beinauu kitoua [1311), onpenenen B
. 12 Pernmenra.

“ JleranbHas HHGOPMALKU 0 paboTe cepBUCa M TONyYEHHH K HEMY JOCTYIIA COAEPKUTCS B
PykoBoacTBe nmonp3oBaresns 3neKTpoHHOro cepBruca CMOB «CepBucC peructpaiuy noiab30BaTenen
Enunol cucteMbl HaeHTUDUKALUN U ayTCHTH(PUKAITAN .
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10.

11.

[Tonate 3asBKy Ha CO3JaHUE 3alMCH PETUCTPA OPraHOB U OpraHu3alui, MUMEIIUX IPaBoO
CO3/laHUA (3aMEHbl) M BBIJAYM KIJIOYA IPOCTOM 3JIEKTPOHHOM MOJNUCH COIVIacHO II. 12
Pernamenra.
Hopabotats (paszpaborats) cBoto MC, B KoTOpoi OymeT mnpeaycMOTpeHa (yHKIHS
peructpauuu noias3opareneit ECUA.
CrenepupoBate st MC  kpunrorpaguueckue KIIOYM W BBIIYCTHTh Ha  HHUX
kBaMuIMpoBaHHbIi cepTudukar 11

— Ceprudukar nomkeH ObITh BBIMYIIEH Ha fopuandeckoe nuio (coxepxkut OI'PH u

UMS OpraHu3alyn).
— Ceprudukar 1omKeH ObITh BRITYIEH aKKPEAUTOBAaHHBIM Y11,
— TpeboBanus K KIIOYEBOMY KOHTEHWHEPY OIPEAENAIOTCA SKCILTyaTalluOHHON
nokymenranuei Ha IC, koTopas OyAeT UCoIb30BaTh KIIOUH.

3apeructpupoBate UC B CMDOB (cormacno perinamenty CMDOB mnogaercst 3asBka Ha
peructpanuto C).
[Tosyunts ans UC B CMOB npasa Ha goctyn k cepucy ECUA B CMOB.
3apeructpupoars IC B ECHA cornacho . 6 Pernamenra.
3apeructpupoBats nojaxiatodenue C B rectoBom koHType ECUA 11151 0TpaOOTKM MHTETpaluu
coryacHo 1. 9 Pernmamenra.
3apeructpupoBats noxaxiatoueHue MC B mpoayktuBHoM koHType ECHUA nns orpaboTku
MHTErpanuu coriacHo 1. 10 Pernamenra.
3apeructpupoBatb B ECUA LlenTpsl oOcnyXuBaHUS OpraHa/opraHu3alMy coryiacHo m. 13
Pernamenra.
Hactpouts cBoto HC cormacHo ee JKCIulyaTallMOHHOW JOKyMeHTanuu. B dacTtHOCTH,
HeoOxoauMmo 3aBect B MC wunentudukaropsl LleHTpoB oOCHyKHMBaHMs, MOJy4YEHHbIE Ha
NpEeNbIAYIIEM IIare, a TaKXKe YCTaHOBUTh CETEBYK CBs3HOCTb k CMOB wu 3amath
HCIOJIb30BaHNE KIIIOUEH, COOTBETCTBYIOUIMX 3aperucrpuposanHomy B ECHUA u CMOB
cepruduxary UC.
Cneuuamucram LleHTpoB 00cnmyKuBaHUS, KOTOpble OYyIyT BBINOJHATH PETUCTPALIUIO
nonb3oBareneid B ECUA, HyxHo BbimycTuTh cpeactBa KOII. B ceprudukarax ob6si3aTenbHO
nowkHbl 0b1Th OI'PH opranmzamuu (M3 Tex, yTo moxydwid npaso Beigauu [1911), CHUJIC

COTPYIHUKA.

12. Tate moctyn cnernuanuctam LleaTpoB oocmyxuBanus k MC coriacHo ee 3KCIuTyaTalMOHHOM

AOKYMCHTAIUU.
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I.2

Perucrpauus mojab3oBartesieu

OOmas cxema peructpaiv IOJIb30BATC/IsI C HMCIOJIB30BAHUCM JJICKTPOHHOI'O CEpBUCA

BKJIFOYaeT B ce0s caenytomue maru (Pucyrok 16):

1.

HUC otmpaBisier 3ampoc Ha PErUCTPAlMIO, BKIIOYAIOIIMKA  IMEpCOHAJIbHbIE JIaHHBIC
TI0JIb30BATEJs, a TAKXKE PAJl TONOJHUTEIIbHBIX TapaMeTPOB.

ECHA Bo3Bpamiaet uaeHTH(PUKATOP 3asBKU HA PETHCTPAIINIO MOJIb30BATEISI, & TAKXKE TepeaacT
apoJib JUIs IEPBOTO BXOAA.

ECHUA mnpoBoauT mpoBepKY JHaHHBIX moJib3oBarenss B BI'MP, ecnum mnpoBepku mnpoiaeHb
YCIIELTHO, TO PETUCTPUPYET YUETHYIO 3aIUCh.

NC npu HE0OXOAMMOCTH BBI3BIBAET METO]I, MO3BOJISIONIMN MPOBEPUTH CTATyC BBHITIOJIHIEMON
perucTpanuy, B KadeCTBE BXOIHBIX TApaMETPOB YKas3biBas HICHTU(PUKATOP 3asBKA Ha
PETUCTPALIMIO TTOJIH30BATENS.

ECHA Bo3Bpaiaer cratyc perucTpanuu nojab30BaTes.

121



act PerMCTpaLlMﬂ nonb3oBaTtens /

nc

y W opr:

ECUA

NunyrocTs
nonb3oBaTens
npoBepeHa, NosnyyeHsb!
MAEeHTUDNKALMOHHbIe
[aHHble nonb3oBaTens

Bbi3oB cepuca ECUA no

Ocyuectenenue ®JNK

yAaneHHoMW peructpauum
nonb3oBaTtens

3anpoca

B T Koaa

CoxpaHeHune

\ oLmnBKn ' [HeT]

®IK npoiaeH?

Co3zpaHue 3asBKU Ha
perucTpaumio ¢
uaeHMbuKaTopom

FeHepupoBaHue napons
Ans NepBoro Bxoaa

Ve
OTBeT Ha 3anpoc:
naeHTMMKATOP 3asiBKU U Napons|

uaeHMdbukaTopa

Bbi3oB cepBuca,
nossonsuero

AnA nepBoro Bxopa (ecnu
\_ naponb 3anpalumBancs)

onpeaenTsL CocTosiHue
BbINONMHEHNA 3aABKU

WcnonHeHue 3asiBku
3aBeplueHo?

[HeT]

[na]

BbinonHeHo ¢ oumbkon?

lAaj

[HeT]

YyeTHas sanuchb
3aperncTpuposaHa

Co3paTtb y4eTHylo 3anuchb

WHdopmpoBaTts
nonb3oBaTtens o6 ycnexe
perucipauum no
AOCTYNHbIM KOHTaKTamMm

\ﬂ)mer Ha 3anpoc 0 COCTOSHUM ycnewHo?
/k 3asBKM

lpal [HeT]

YdyeTHas sanucb
3aperucTpuposaHa

MpoBepka AaHHbIX B BIUP

Mpoeepka
BbINONIHEHA

WUHcbopmpoBaTs
nones3osaTens o6 owmnbke
Mo AOCTYNHbIM KOHTaKTam

Oumbka
perucTpauun

Pucynox 16 — OO0mias cxema perucTpaiuu rnojib30BaTess




I'.2.1 3anpoc Ha perucrpanuio

JUis MTHULMUPOBAHMSI PErMCTPAllid HOBOW MOATBEP)KAEHHON y4ETHOM 3alMCHU MOJIb30BaTels B
ECHA Heo6xo1uMo BbI3BaTh METO «3aperucTpUpOBaTh MOATBEPKAEHHYIO YyuéTHYI0 3anuck B ECUA
C BbIJIaueil mapoJist i IEPBOTro BXOJa».

B kauecTBe BXOJHBIX MapaMeTPOB METO[ MOJIy4aeT NEPCOHAIbHbBIE JAHHbIE PETUCTPUPYEMOTO
[I0JIb30BaTENs, HEOOXOAUMBIE AJs NPOBEJCHMS OIEpalyu, a TaKXkKe JaHHble O CHoco0e 10CTaBKH

mapoJ 41 IIEPBOTro BXoJ4a B CUCTEMY. Bo3MoxHEI CICOYIOIIUEC CIIOCOOBI JOCTaBKH.

OTIIpaBKa Ha aJpec JIEKTPOHHOM MMOUTHI (IIPU YCIOBUH, YTO IIPU BBI30BE CEPBUCA a/IpeC YKa3aH
Cpely JIMYHBIX JJAHHBIX TOJIb30BATEs);
— OTIpaBKa Ha HOMep MOOUJIBHOrO TenedoHa (IpH yCIOBUH, YTO IIPU BBI30OBE CEpBHCAa HOMEP
yKa3aH CPe/iv JIMYHBIX JJAHHBIX M0JIb30BATEIIs);
— OTIIpaBKa B OTBETE Ha 3aIIPOC O PETUCTPALIUN;
— OTIpaBKa Napoiisi He Tpedyercs (Hampumep, eciu MoJIb30BaTeNlb OyIeT BXOJIUTh B CUCTEMY C

HCII0JIb30BAaHUEM 3JIEKTPOHHOM MOMNKCH).

B kadecTBe BBIXOJHBIX IApaMETPOB METOJ BO3BpAIIACT PE3YJbTaT BBINOJHEHUS ONEpalvu
(ycnmemHo uiau He ycnemHo). Ilpu ycnemHoM 3aBeplIeHMHM B OTBETHOM COOOLIEHMH COAEPIKUTCS
uIeHTU(UKATOP 3asBKU HA PETHCTPAIUIO mojb3oBarens (requestld), mockonbky BeprduKamms TaHHBIX
I0JIb30BATENS OCYILIECTBISETCSI B aCHHXPOHHOM pekuMe (B CHily Bo3MOKHOUM HenoctynHoctu BI'MP
®OUB nns ocymiecTBiaeHUs BepudrKalMy NEPCOHAIBHBIX JaHHBIX IMOJIb30BATENEH), a TakKe Mapoiib
U1l IEpBOTO BXOJIa B CUCTEMY (€CIIM YKa3aH COOTBETCTBYIOIIUH cITOCOO JOCTaBKU MapOJIs).

[Tpu HeycremHOM 3aBepLICHUHM METO]I BO3BpalllaeT OUIMOKY, COJEp KAIlyl0 KOJ U TEKCTOBOE
OIMCaHKUEe OLINOKH.

Ecnn 3asBka Ha peructpauuio cosgaHa ycnemHo, ECMA HampaBiseT MNOJIb30BaTENO IO
YKa3aHHBIM B 3aIpoce KaHajlaM CBSI3U yBeIOMIIEHHE 00 ycliexe MPOBEPKU M BO3MOXKHOCTU BXOJa B
YUETHYIO 3anuch. Eciau 1aHHbIE MOIB30BaTENs HE Mpouutd nposepky o bI'MP (1 B 3asBke ykaszaH e-
mail uw/mamu Homep MoOuIBHOTO Tenedona), ECUA Hampapiser noiabp30BaTei0 YBEIOMICHUE 00 ITOM.
Perucrpanus yuérHoil 3amucu, gaHHble npoduias Kortopoil He mpouud npoBepky no BI'MP, ne

MPOU3BOIUTCA.

I'.2.2 IIpoBepka cOCTOSIHUA BBINOJHEHUS 3aMPOCA

Jlna nposepku craryca peructpauuun MC pomxHa mpousBecTd BbI30B Metona «IIpoBeputh
CTaTyC 3asBKM Ha BBIIIOJHEHHE OIEpalh», B KAueCTBE BXOJHBIX IApPaMETPOB METOJ IOJIy4aeT

UAeHTUHUKATOP 3asABKM Ha perucrpamnmio monb3oBarens (requestld). Cucrema, ocCymiecTBISIOIIAs

123



BbI30B cepBuca ECUA, ¢ ucnonp3oBanreM requestld MoxeT mosy4uTs JaHHBIC TOJIBKO IO 3alpocaM,
KOTOpBIE OBLIIM MHUIIMMPOBAHBI €l CaMOA.
B oTrBeTHOM cooOUIeHNH nepeaaeTcss MH(GOpMaIus 0 TEKYIIEM CTaTyCce BBIIIOJIHEHUH Ollepaliu

I10 PErucCTpatru 1moJIb30BaTCIIA.

I'.3 TloarBepxkaeHue JUYHOCTH MOJIb30BATEJIS

CepBuC perucTpanuu IoJib3oBareneli, 3apeructpupoBanHeii B CMDB, obecneunBaer
BO3MOXXHOCTh NOJTBEpKIAeHUS JInuyHOCTH B LlenTpax oOciyxuBanus Oneparopa Bbinauu kiatoda [1911.
Jli1s 5Toro Heo6xo0aAUMO BbI3BaTh MeTO «IloATBepANTH MTMYHOCTH TpaxkaaHnHa PO mim nHOCTpaHHOTO
rpaxnaannHa B ECUA» nanHoro cepBuca.

UToObI MOATBEPUTH CBOIO YYETHYIO 3aIHCh, MOJIb30BATENh JOJDKEH MPEIBAPUTEIBHO CO31aTh
HEMPOBEPEHHYIO WM MPOBEPEHHYIO YYETHYIO 3allMCh. DTO MOXET CAeNaTh J000H MOJb30BaTelNb,
UMEIOILIUI HOMEep MOOHMIILHOTO Tene(oHa WU aJpec IEKTPOHHOM MOYTHI, UCIONB3YS BeO-uHTEepdeiic
ECHA. TloaTrBepkieHHast ydeTHasl 3alHCh CO3/Ia€TCs TOJb30BATEIEM W3 HEMPOBEPEHHON YUEeTHOU
3alucu B pe3yibTaTe YCIEUIHOW MPOBEPKH JIMYHBIX JAHHBIX I0JIb30BaTedst B  0a30BbIX
rocynapcTBeHHbIX HH(popMannoHHbIX pecypcax (CHUJIC, ®UMO, nacnopTHble NaHHBIE U Op.) U
MOJTBEPXK/IEHUS JIMYHOCTH OJHUM U3 JOCTYIHBIX CIIOCOOOB, B YaCTHOCTH, MOCPEACTBOM OOpaIlleHus B
oJuH n3 LleHTpoB oOctyK1UBaHUS.

[Ipu peructpauuu y4yetHoM 3anucu B LleHTpe oOcCHyXUBaHUS C NOMOUIBIO METOAA
«3aperucTpupoBaTh MOATBEPKAEHHYIO yuéTHY0 3anuck B ECHA ¢ Bbmaueil maposs JUisl TIEPBOTO
BXOJ1a» Cpa3y CO3[AeTCsl MOATBEPKACHHAs yUETHAs 3allUCh MI0JIb30BaTEINs.

B xauecTBe BXOJHBIX IAPaMETPOB METOJ, HALEJCHHBIA HA TMOATBEPXKACHUE JIMYHOCTH,
[IOJIy4aeT JaHHbIE JOKYMEHTA, YAOCTOBEPSIOIIETO JIMYHOCTb, A TAaKXe psAI JAONOIHUTEIBHBIX
napameTpoB. B dacTHOCTH, MOXXET OBITh IepeaH OJMH M3 BO3MOXKHBIX THUIIOB KOHTakTa (email nim
mobile) s HACHTHHUKAIIH 3asBKH Ha TOATBEPKICHHE YIETHON 3aIliCH .

B kauecTBe BBIXOJHBIX IMMapaMETPOB METO/ BO3BPAIIACT PE3YJIbTAT BBIIIOJIHCHUA OIICpaAIHH.

I'.4 BoccraHoBjieHHe A0CTYyIIA K yquHOﬁ 3allMCH I10JIb30BaTeJ/JIdA

CepBHC peructpalMu mojb30BaTeel, 3aperucrpupoBaHHblii B CMOB, o0ecneunBaer

BO3MOXHOCTb BOCCTAHOBJICHUS OOCTYIIa K HpOBCpeHHOﬁ NN HO,Z[TBCp)K,I[CHHOﬁ y‘-ICTHOﬁ 3aliucu

4
5 Vkazanue OJHOTI'O THUIIA KOHTAKTa HeO6XOJII/IMO JJId cliydas, Korjaa UMECTC HECKOJIBKO 3asBOK Ha
HO,Z[TBep)KI[eHI/IC JIMYHOCTHU C UACHTUYHBIMU JAHHBIMHU I[OKyMeHTa, y,[[OCTOBCpSHOH.[eFO JINYHOCTD.
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nonp3oBarenss npu sBke B LlenTp oOcmyxuBanus Omnepatopa Bbeigaun kmoua [IOI1.  [lns
BOCCTAHOBJIEHMs JOCTylla HEOOXOJMMO BbI3BaThb METOJ « BoccTaHOBUTBH nOCTyn K Y4ETHOHM 3amucu
ECHA c Bbiaueii mapodis 1t BX0J1a» TaHHOTO CEpBHCA.

B kayecTBe BXOJHBIX IIapaMETPOB METOJ IOIY4YacT NEPCOHAIBHBIE JAaHHBIE II0Jb30BaTEIs,
HEOO0XOAUMBIE JUIS IPOBEJICHUS ONIepaliH, a TAKXKE JaHHBIE O CIIOCO0E JOCTABKHU Mapois Ui BXoJa B
cucreMy. Bo3MOXKHBI cieyromue croco0bl T0CTaBKH:

— OTIIpaBKa Ha aJpec 3JIEKTPOHHOM NOYTHI (IIPU YCIIOBUH, YTO IPU BHI30BE CEPBUCA APEC YKA3aH

Cpely JIMYHBIX JJAHHBIX MOJIb30BATEs);

— OTIpaBKa Ha HOMEpP MOOWIIBHOTO TenedoHa (P yCIOBUH, YTO MPH BBI30OBE CEPBHCAa HOMED
yKa3aH Cpely JTMYHBIX JaHHBIX [10Jb30BATEIs);
— OTIPAaBKa B OTBETE Ha 3alpOC O BOCCTAHOBJICHUU JOCTYIIA.

B kauecTBe BBIXOJHBIX IAPAMETPOB METOJ BO3BpALIACT PE3YJbTAT BBIIOJHEHUS OIEpalyy
(ycnmemHo wiau He ycnemHo). Ilpu ycnemHoM 3aBeplIeHMHM B OTBETHOM COOOLIEHMH COAEPIKUTCS
uieHTH(UKATOp 3asBKM Ha BOCCTaHOBJIECHHE noctymna (requestld), mockosbKy MpH BOCCTAHOBJICHHH
JOCTyNa OCYIIECTBISIETCS BepU(UKALMS NAaHHBIX MOJH30BATENSI B ACHHXPOHHOM pEeXuUME (B CHITY
Bo3MOkHOU HepocTynHocTu BI'IP ®OVB nanst ocymiecTBieHus: BepupUKauu MepcoOHaTbHBIX JaHHBIX
MoJIb30BaTesei), a TakKe maposib JJs BX0Ja B CI/ICTeMy46.

[Tpu HeycnenHoM 3aBepIIEHUH METOJ BO3BpalllaeT OIIMOKY, COJEpKallyl0 KOJ U TEKCTOBOE
OTHCaHNE OLIUOKHU.

Ecin 3asiBka Ha BOCCTaHOBJIEHHME JOCTyna BblMonHeHa ycnemHo, ECHUA nanpasuser
MOJIb30BATENI0 MO YKa3aHHBIM B 3alpoce KaHajaM CBS3U YBEIOMJIEHHE 00 ycmexe IMpOBEpKH U
BO3MOKHOCTH BXOJa B YYETHYIO 3allUCh. ECIM JTaHHBIE MTOJIB30BATEN HE NMPOUUIA IpoBepKy 1o bI' 1P
(v B 3asBKe yka3zaH e-mail u/wim HoMep MoOmibpHOTO Teiedona), ECA HampaBiseT mojib30BaTesio
yBeJIOMJIEHHE 00 3TOM, IIPU 3TOM BOCCTAHOBJIEHHE JJOCTYIA K YYETHOM 3aIMCH HE POU3BOIUTCS.

Crermanmuct Lentpa oGcmyxkuBanust Oneparopa Belgaun kiaroda I13I1 umeer BO3MOXKHOCTB
IIPOBEPUTH CTATyC BOCCTaHOBIEHU noctyna. s atoro MC Oneparopa Beigaun kimrova 1311 nomxnaa
MIPOU3BECTH BBI30B MeToAa «IIpoBepuTh cTaryc 3asBKM Ha BBINOJHEHHE OIEPAllUHW», B KayeCTBE
BXOJIHBIX IapaMeTpOB METOJl MOJy4yaeT HACHTU(UKATOp 3asiBKH Ha BOCCTAHOBJIEHHE JOCTYIa
(requestld). Cucrema, ocymectBisromas Bei30B cepeuca ECHUA, ¢ ncnonb3oBanuem requestld moxer

MOJIYYNUTh JAHHBIC TOJIBKO 11O 3allpoCaM, KOTOPBIC ObLIH HHUIIMUPOBAHbI el caMoii.

46 HCO6XOIH/IMOCTB BBITIOJTHEHUS IIPOBEPOK JAHHBIX MOJIB30BATECIIA CBA3aHa C TEM, YTO €TO I/IlleHTI/Iq)I/IKaHI/IOHHBIe JaHHBIC
((DI/IO, JaHHBbIC TOKYMCHTA, YAOCTOBCPAOLICTO J'II/I"IHOCTI)) MOTI'JIM UBMCHUTLCSA K MOMCHTY BOCCTAHOBJICHUS JOCTYIIA. B
9TOM CJIy4ac MOJb30BaATC/Ib COXPAHACT BO3MOKHOCTb BOCCTAHOBJICHUS JOCTYIIA K cBOEit yquHoﬁ 3aIllucCHu.
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B oTBeTHOM co0OmeHNH nepenaeTcs nHGOopMaIHs O TEKYIIEM CTaTyce BBHITIOJHEHUS OTepaluu

BOCCTAHOBJICHUSA JOCTYyIIA K y’-ICTHOﬁ 3aIllMCH I10JIb30BAaTCIIA.

I'.S PexoMeHaauum mo ucnoJib30BaHUIO CePBUCA

I'.5.1 O0mme pexomeHgaALUMN

47
[Ipu oOpamenun mnonb3oBarenss B LleHTp oOcmyxuBaHus

PEKOMEHAYETCA BBIACHUTDH

OCHOBHYIO 1I€JIb OOpaleHus, B 3aBUCUMOCTH OT 3TOro BbIOpaTh MeTon cepBuca ECUA. OcHoBHBIE

CIICHApUU TIPEJICTABJICHBI B Ta0muIe 12

Tabnuma 12 — [enu oOpareHus moJIb30BaTEIS

Ne Ieanb oOpamenus

Pexomenayemoe neiicreue

Peructpanus 8 ECUA (nonb3oBateins
1. | He 3amoHsN 3a8BKY Ha

MOJTBEPK/IEHUE YIETHOMN 3aIHCH)

Br130B MeTOAa «3aperucTpupoBarhb
NOATBEPKIEHHYIO Yu€THYIO 3anuch B ECUA ¢
BbIJIaueil mapoJis AJis NEPBOro BX0/1a» cepBUca

ECHA

IloaTBEpKIEeHNE YUETHOU 3aIIMCU

ECHA (nonbp3oBaTelb 3aroHsII

Br13oB MeTona «I1oaTBEpAUTH TMYHOCTH

rpaxxaaHrHa P® nimm nHOCTpaHHOTO

3asBKY Ha IMOATBCPKACHUC U YTO OHA

ObLJIa yCIICIITHO TTPOBEPEHA)

2.
3as1BKY Ha ITOATBEPKIACHUE YUETHOU rpaxnannHa B ECUA» cepsuca ECUA
3aI1CH, 3asBKa IPOBEPEHA)
Br130B MeToa «3aperucTpupoBarh
MOATBEPKIEHHYIO YU€THYIO 3anuch B ECUA ¢
Peructpanus B ECUA (nons3oBatenb
BBIIaY€l MapoJIs AJIs IEPBOTO BXO/1a» CEpBUCA
HE YBEPEH, YTO KOPPEKTHO 3aII0JIHUII
3. ECHA. Cnenyet npeaynpennTs M0JIb30BaTENs,

qTO OJId nepBoro BXO0J4a B y‘-IeTHYIO 3aIInuCh
cnenyeT ucnonb3oBaTh cBsi3ky CHUJIC u

napoJib, BbIAaHHBIN B LleHTpe o0cmyXxuBaHus.

BolsicHUTB, 10 KAKUM [TPUYNHAM
4. | peructpauust B ECUA He nmpouuia

YCTEIIHO.

Br13oB metona «IIpoBeputh 3asBKy Ha
PETUCTPALIMIO YYETHOM 3aIMCH» JJIs BBIICHEHUS
JeTanel OlMOKHU U MOCIEYIOINN BbI30B

METOJa <<<<3aper HUCTPUPOBATH HO,[[TBCp)KI[éHHYIO

4 [Topsinox peructpanuu Llentpos o6cmyxkuBanus Oneparopos Bbaauu kiatoda [1911 onpenenen B 1.

13 PermameHnra.
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Ne ean oopamennst Pexomenayemoe aeiictBue

yuéTtHyto 3anuck B ECHUA ¢ Bhiiaueit mapods
JUTSI IEPBOTO BXO/Aa»» C UCTIPAaBICHHBIMU

HapaMeTpaMH 3ampoca.

Boccranosienue nocrymna Bb130B MeTOZ1a « BOCCTaHOBUTH 1OCTYII K
5. | (monw3oBarens paHee ObLT YYETHOM 3amucy nojs3oBaTens» cepsuca ECUA

3apeructpupoBan B ECHA)

I'.5.2 Pexomenaanuu no BbI00pPY cnocoda 10CTABKH MaPOJIst

ITpu perucrpauuu noaTrBepxacHHON ydeTHoW 3amucu B ECHUA pexomeHayeTcst OTHpaBIsATh
napojb A MEPBOrO BXOJAa HAa HOMEpP MOOMIBHOTO TenedoHa IMOJIb30BATENs, €CIIU MPOM3BOJUTCS
oObIYHas perucrpaunus noib3oBareis. Eciu npousBoauTcs perucrpaunus ¢ BbLAAYEH IMOJIb30BATEIIO
JIEKTPOHHOU IOJIUCH, TO PEKOMEHAYETCSI HE OTIPABIIATH 1apPOJIb.

Ecnu nosp3oBaTenb HE UMEET MOOMIIBHOTO Tele(OHA, TO AOIYCTUMO UCIIONb30BATh OTIPABKY
1apoJisi AJIs IEPBOro BXOJA Ha aipec JIEKTPOHHOH IOYTHI.

Ecnu y nosip3oBaTens HeT HU HOMepa MOOMIJIBHOTO Teae(oHa, HU aapeca 3JIEKTPOHHON MOYTHI,
1100 OH sIBHO MOMNPOCHUII BbIIATh €My Hapoib B LleHTpe oOciyxuBaHus, BO3MOXKHA Nepeaada naposs

JUTSl TIEPBOTO BXOJIa HEMOCPEJCTBEHHO criennanucTom LlenTpa oocmyKuBaHus.

I'.5.3 PexkomeHaanuM Mo COXPAHEHMIO JAHHBIX MM0JIb30BaTEJIfA
[Tpu hopmupoBaHNY 3ampOca Ha PETUCTPAIIHIO MTOJIH30BATENST PEKOMEHTYETCSI COXPAHSATH:
— HJeHTU(UKATOp 3asBKU Ha PETUCTpAIMIO MoJib3oBatens (requestld)
— BCE JIaHHbIE, NIepelaHHble METONly «3aperucTpUpOBaTh MOATBEPKAEHHYIO YUETHYIO 3aIlIUCh B

ECHA c Briaueit mapoJst 1J1st IEpBOTO BXOJIa.

Ecnu monp3oBatens Oymer mpounH()OPMUPOBAH O BO3HHKIIEH B XOJI€ PErHCTPAllMHM OIIMOKE
(HampuMep, 1Mo ajipecy JIEKTPOHHON MOYTHI), TO OH OYyAEeT UMETh BO3MOXKHOCTh OOPAaTHTHCS B CBOM
LlenTp 0oOCITy)KMBaHUS AJIsI IPOSICHEHHSI cUTyanuu. B aToMm cinydae uneHtudukarop 3asBku (requestld)
u ™eroq «[IpoBepuTh 3afBKy Ha pPErHCTpPAallMI0 YYETHOW 3amMcHU» MO3BOJAT MOJYYHUTh
JIOTIOJIHUTENbHYI0 MH(OPMAaLMI0O O IpUYMHAX MpobsieMbl. B uyacTHocTH, ecnu mpu 3ampoce Oblia
JOMyIIeHa olevarka, To crenuanuct LleHTpa oOciTyXMBaHWS, HMes COXpaHCHHBIC JaHHBIC
noJjib30Baressi, OyaeT MMeTh BO3MOXKHOCTh OTIPABUTh HCIPABICHHYIO 3asBKY Ha PETUCTPALUIO

YYETHOH 3aIHCHU.
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r.s.4 PeKOMeHI[aHl/IH IO BBI3OBY M€TOAA «HOI{TBepI[I/ITb JUIHOCTD I'PaKIaHUHA

P® niau nHocTpanHoro rpaxaanuia B ECUA»

IIpu BbI3OBe cepBuca «lloaTBepAUTH IUYHOCTH TIpaxigaHuHa PP wuiam MHOCTPaHHOTO
rpaxganiHa B ECHA» crnenyer yuecTb, 4TO Ja)ke INpH SBHOM YyKa3aHMM HOMEpa MOOUIIBHOTO
TenedoHa / ajpeca NIEKTPOHHOW MOYTHI BO3MOXKHA CHUTYyallUs, YTO Yy4Y€THas 3aIlluCh, TpeOyromas
MOJTBEPXKICHUS JTMYHOCTH, HE OyJeT HaijieHa. DTO BO3MOXKHO, HAIPUMEp, €CIU I0JIb30BaTelb
COOOIIMIT HEKOPPEKTHBIN HOMEP MOOMIBHOTO TenedoHa / aapec 3JIEKTPOHHOM MOYTHI, TMOO0 3TOT TUI
KOHTAKTa He OblJI OATBEPKJEH B yueTHOH 3anucH. CieqyeT yTOuHUTh Yy 110JIb30BaTeNsl, KaKoil JIOrnH
OH MCIIOJIB3YET JJI BXOJa B CBOIO YUYETHYIO 3allUCh M OCYILECTBHUTH BbI30B Meroaa «lloarBepauthb
JUYHOCTH rpakaanuHa P® unu nnocrpanHoro rpaxaanuHa B ECUA» MMEHHO ¢ 3TUM apaMeTpoM.

[Ipy yka3aHWM KOHTAaKTOB HEOOXOAMMO MeEpeAaBaTh TOJBKO OJUH THUN KOHTakTa (email wmim
mobile) 11 uneHTUdUKALINUY 3a9BKU Ha MOATBEPKACHUE YUETHON 3aMHCH.

Ecnu nonp3oBaresib He HOMHUT HOMEP MOOMIIBHOTO Tesie(hoHa / afipec 3JIEeKTPOHHOM MOYTHI, TO
MOKHO TPE/UIOKHUTh €My IPOBECTH PEruCTpalMio Y4eTHOM 3amucu. s 3Toro ciieyeT BbI3BaTh
METOJT «3aperucTpupoBaTh MOATBEPKAEHHYIO yuéTHyro 3anuch B ECHUA c Bbigaued maponis amns

IIEPBOro BXoJa».
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NMPUNOXEHWE [1. HEPEKOMEH/YEMBIE K
JTAJBHEHIIEMY UCIIOJIB30BAHUIO
®YHKIIUOHAJBHBIE BO3MOKHOCTHU ECUA

1.1 OO0mue cBegeHus!

B pesynbrare pa3BuTHS HEKOTOpbhle (yHKIHMOHAIbHBIE BO3MOHOCTH ECHA coxpaHsroTcs
HCKJIIOYHMTEIIBHO B LEJSAX 00ecrieueHus: 00paTHOM COBMECTUMOCTH.

Pazpabotunkam panee unterpupupoBanusix MC ¢ ECHA pexomeHayeTcs: 0TKa3aTbCs OT UX
UCIOJIb30BaHUS.

Paspaborunku BHOBb wuHTerpupyembix MC ¢ ECHA pexomeHzayeTrcs HCIONb30BATh

aKTyajibHble (yHKLIHOHaNIbHBIE Bo3MOxHOCcTH ECHA.

.2 Ycrapesumue yresep:xaenus SAML

Tabnuma 13 — Ilepedyens aTpuOyTOB, MOAIEPIKKA KOTOPBIX B OyayiemM OyaeT mpekpaiieHa

Ne | ATpudyrt Onucanue IIpumevyanue
1. | assuranceLevel YpoBeHb JOCTOBEPHOCTH PexoMennyercs ucnonb30BaTh
UCHTU(PHUKAIIMY TOJIb30BATEIS. aTpuOYyTHI:
Bo3MoxHBI crnenyromue - personTrusted — st
3HAYCHUS: oTpeziesieHus I0/IBEPKIEHHBIX
AL10 — HenpoBepeHHas ydeTHast YUETHBIX 3aIIACEH;
3aIUCh; - authnMethod — s
AL15 — npoBepeHHas yueTHas OIIpEAEIIEHUs METOAA
3aIUCh; ayTeHTU(UKALUK.

AL20 — moarBepkeHHAs
yueTHasl 3aIiCh;
AL30 — moaTBepkeHHas
yueTHasi 3aInch

(ayrentuduxanus no KOII).

2. | attachedToOrg [Tpu3HaK BKIFOUEHHOCTH Heo0xonuMo ucmnois308aTh

(mpucoenuuenwus) k opranusamuu | globalRole

3. |inn HMHH nons3oBarens Heo0xoanuMo MCII0IB30BaTh

personINN
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Ne | ATpudyrt Onucanue IIpumeyanue
4. | name Wwms moas3oBarens Heo0xoa1uMo HCIoIb30BaTh
lastName / firstName /
middleName
5. | nsild Muemonuka OI'B Heo0xoaumMo KCIoIb30BaTh
orgOGRN wu orgType
6. | personType Kareropus nosn3oBaTels. Heo0xo0a1uMo0 HCIOI630BaTh
[Tpunumaer ciemyromme personCitizenship.
BO3MOJKHBIC 3HAYCHUS:
R — rpaxmanua P® (Russian);
F — uHOCTpaHHBIN TpaXkIaHuH
(Foreigner).
7. | snils CHMIJIC nonp3oBaTes. Heo0xoaumMo KCIoIb30BaTh
personSNILS
8. | userType Tun nonb3oBaTest Heobxoammo ucmnoab30Bath
globalRole
9. | userName JloruH monp3oBaTens. HeobxoauMo ucrons3osars Userld,

personSNILS
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