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TABJINIIA U3MEHEHUI

Bepcus | laTa ABTOp HN3menenne

1.0 — — JlokymeHT co3an

2.0 — — Co3nana HoBasi BepcHs JIOKYMEHTa B paMKax pa3BUTHUS
ECHA B 2013 1.

2.1 — — Brecensl ucnpaBiieHNs B TOKYMEHT:

—  YTOYHEHO ONMHMCAaHHWE MPOIETYPhI TOIIHCAHUS 3aIpOca
IpU ayTeHTU(UKALUU ¢ TOMOLIbI0 TpoToKoaa SAML;

— yTouHeHo omnucanue nepeyns SAML-arpuOyTos;

— YTOYHEHO  OIMCaHWe  JJIEKTPOHHOTO  CepBHca
0 PErucTpauuu MOJIb30BaTENEH ECHA,
onyonukoBaHHoro B CMOB (no0aBneHo omnmcaHue
NpOIEeIyphl  TOJYYEHUS  JIOCTyla K  CEpBUCY,
nob6asnensl  uaeHTuukatopel  ceppuca ECHUA
B CMOB, YTOYHEHO OIIMCAaHUE METO/1a
BOCCTaHOBJICHUS JIOCTYIIA);

— YTOYHEHO OmNHCcaHue objacTed mocTtyma (scope),
UCNOJb3YeMbIX  MPOrpaMMHBIMH  UHTep¢eiicamu

Ha ocHoBe REST.

2.2 - - HckntoueHo MNpUIIOKEHHWE C OIMUCAHUEM DJIECKTPOHHBIX
cepsucoB ECUA nmns paboThl ¢ AOHKHOCTHBIMHU JIHIIAMU
OI'B. [IpousBenena  mepeHymepanus  OCTaJbHBIX
NpWIOKEeHUH. BHeceHbl yTOYHEHHS U JAeTalu3aluu

B TCXHUYECKHE OIMMCAaHUA BO BCEX MPUITOKEHUAX

2.3 — — Jeranu3anus omnucaHUs MeEXaHW3Ma ayTeHTH(UKAIMH

¢ ucnoap3oBanrem OpenlD Connect 1.0

2.4 - - JloGaBneHo  omucaHue MPOTPaMMHOIO  WHTepdeiica
Ha ocHoBe REST mo mnomyueHuto maHHbIX O (ummanax
u OI'B.

YTouHEeHO omnucaHWe MpPOrpaMMHOrO uHTepdeiica Ha
ocHoBe REST 1o mnony4eHuro [OaHHBIX O CHCTEMHBIX
rpynmnax.

N3meHeHo 0003HaYeHue TUIIOB Y 3.

Jo6asnens! ccbuiku Ha Texnonornveckuit mopran ECHUA.
YTouHeHo omnucaHue redirect_urli NpU HCIOJIB30BAHUH

cepsuca apropuzauuu ECHA na ocHose OAuth 2.0.




YTOYHEHO oOmnHMcaHue CcepBHCA TOJYYECHHUS] JAHHBIX
o cyonekre (IIpunoxenue b.7).

YTouneH ¢opmar anpeca, ucnoibzyembiii B REST-cepuce
ECHA

24.1

YTouHeH opmar 3anmpoca Ha MOJIyIeHUE MapKepa JI0CTyIa
NPy pealn3aldyd MOJEIH KOHTPOJS JOCTyla Ha OCHOBE
MOJTHOMOYHI CUCTEMBI-KITMEHTA.

YTOYHeH Tmpolecc 3aBEpIICHUS AKTUBHOW  CECCHH

M10JIb30BATENS PU UCTOIb30BaHUM NpoTOoKosIa SAML

2.5

JlobGaBreHo omrcaHMe:

— HOBBIX THIOB JOKYMEHTOB (U3MUYECKHX  JIHII,
nostygaembIx uepe3 REST API ECUA;

— JIlaHHBIX O JeTsX, noiydaembix uepe3 REST API
ECHA;

—  HOBBIX BO3MOKHOCTEHN 1o HCIIOJIb30BaHUIO
ayreHTHuKauu ¢ ucrnoiszoBanueM OpenlD Connect
1.0 (mpoBepka ayreHTH(PUKAUK B (DOHOBOM PEKUME
U OTKPBITHE CTPaHUIIBI ayTeHTH(pHUKaUN
B BCIUTBIBAOIIIEM OKHE);

—  BO3MOXHOCTEM 1o YIIpaBJICHUIO JAaHHBIMU
OpraHu3aluy;

—  HOBBIX pa3pelieHuil Ha JOCTYN K JaHHBIM (SCope);

— BO3MOXXHOCTH BO3BpaTa IOJIb30BaTeNsi B CHUCTEMY,
HaIpaBUBIIYIO M0JIb30BaTENS B ECHUA

JJIs1 BBITIOJIHCHU A onepaunﬁ.

2.6

JobGaBneno omucanue cepBuca «EauHBIA  cepBuc
YOPOIIEHHONW WACHTH(UKAIMK ToJb30Bareneld EauHoi

CHUCTEMBI I/I,Z[eHTI/I(bI/IKaHI/II/I u aYTCHTI/I(l)I/IKaI_II/II/I»

2.7

JloGaBneHO onrcaHue UCTIOIb30BaHUsI pa3pelieHus (Scope)

JUTSI TIEpEIaul CBEJICHUM O JIETSX.

2.8

JloGaBneHO onrcaHue UCTIOIb30BaHUsI pa3pelieHus (Scope)

«openid» A HHTErpauu HHHOPMAITUOHHBIX CUCTEM

2.9

JHo6asneno B Tabmuiy 11 «CocraB Habopa TaHHBIX)» MTyHKT
— MECTO poXJAeHus, npu BbI3oBe ckoyma id doc

u foreign_passport_doc

2.10

N3 Tabnuupl 11 UCKITIOYEH TyHKT MECTO POKICHMUS.

Jlo6asneHo onucanue cepsuca YITPHU/I.




YTouyHeHa UHPOPMAILUS 110 CEPBUCY PETUCTPALTUH.
Ho6asnen pasznen b.9 [Ipenocrasnenue CIIHCKa
U3MEHEHHBIX IMOJIb30BaTeNe WM OpraHu3anuii 3a Iepuo/I
BpeMEHU

B Tabmuny 6 noGaBieHbl mapamMeTpel OTBETa Ha 3aIpoc

0 TMIEPCOHATBHBIX JAaHHBIX MMOJIb30BaTeNs: verifying u status.

2.11

K Tabnune 11 B npumeyanue 1006aBiIeHO ONHUCAHUE SCOPE,

IMMO3BOJIAIOIIUX IMOJIYYUTD I'PAXKIAHCTBO IMOJIB30BATCIIA.

2.12

YTouHEHO onMcaHKle CTPYKTYphl MapKepa UIeHTUPUKATUU

(ITpunoxenue B.7).

2.13

B Tabnumy 11 no6asnen ckoym «birthplacey.

2.14

B Ta6nuue 10 ucnpapieHbl KOIbI OIINOOK.

2.15

B Tabnumy 11 nobaBneH ckoym usr_org.

2.16

JlobGaBmeno ommcanme mojield «districty m «settlementy

st atpuOyta orgAddresses (Tabnuia 5).

2.17

17.01.2017

[Ipurapuna JI.A.

B Tabmumy 10 pgoGaBrmeH HOBBIA KOJ  ONIMOKH
IIPH OTCYTCTBUHU pa3pelIeHdss Ha JIOCTYN K YyKa3aHHOMY
CKOVITY.

B Tabmumy 6 noGaBiieHBI mapaMeTphl OTBETa Ha 3ampoc

0 KOHTakTax moJib3oBatens: vrfValStu u verifyingValue.

2.18

31.01.2017

[Tpurapuna JI.A.

JloGaBnen pasmen ¢ OMUCAaHWEM MeToAa HMIIopTa Y3

nosnb3oBarens (IIpunoxenue b.9).

2.19

08.02.2017

Macmnosa I'.B.

B Ta6nuie 6 namenen napametp fiasCode oTBera Ha 3ampoc
0 CBEJIEHUSIX 00 OTIENBHOW 3aliCh B IMEPEYHE aJpPecoB

q)I/IBI/ILIeCKOFO Jquna.

2.20

09.03.2017

[Tpurapuna JI.A.

OOHOBJIEH aNTOpUTM UMIOpTa Y3, TpUMEp OTBETa
Ha 3ampoc, obs3aTenbHOCTh nojeil aapeca (IIpunokenue
b.9).

2.21

10.04.2017

[Ipurapuna JI.A.

JloGaBieHo onyvcaHHe MOJIy4EeHHS nHpopManuu
s ckoymna usr_org (IIpunoxxenue B.4).

B Ilpunoxenun b.9 nobGaBieHO omnucaHuE 3arojOBKOB
3anpoca (Request-Data, Request-Data Sign). O6HOB1IEHO
OINIMCaHUE MapaMeTpoB series U number I TOKYMEHTa,

YI0CTOBEPSIOIIETO JINYHOCTD.

2.22

02.05.2017

I'opOynoga O.E.

B Ilpunoxenue B.4 B nepeueHb CKOyNnoB 100aBJIe€H CKOYI
usr_avt.
Jo6agieHo OIIMCaHUE  IIOJIyYECHHS uHpopMaImu

s ckoyma usr_avt (Ilpunoxenue b.9.1).




2.23 04.05.2017 | Ilpurapuna /1. A. JoGaBiieHo  ommcaHue  OmMMOOK Ui MapaMerpa
errorStatusInfo (IIpunoxenue b.9).

OO6HOBNIEHO OMNHUCaHME OTBETa I 3ampoca: https://esia-
portall.test.gosuslugi.ru/rs/orgs/100000/emps ?embed=(ele
ments.person) (ITpunoxxenue b.1).

2.24 20.06.2017 | Macnosa I'.B. O6HoBneH mpumep 3ampoca (BBI30OB CEpBHCA B Cpele
paszpabotku) B Ilpunoxenun b.11 (mobaBnen mnapamerp
«birthplace».

2.25 03.07.2017 | Ilpurapuna /1. A. B paznene 3.1.1 no6aBiena unpopmaius o npekpaiieHuu
nognepxku SAML 2.0 8 ECUA.

B pazpenax b.2, B.2.2, B.4, B.5 oOHOBIEHBI TIpUMEPHI,
Kacaromuecs ckoyma id_doc.

B pasmenax B.6.2.2, B.6.2.4 00HOBIEHBI NpUMEpPHI
3arpoCoB.

2.26 18.07.2017 | Macxaosa I'.B. Ho6anena Tabnuma 10 ¢ xogamu omuUOOK OT cepBHCA
UMIIOpTA.

Jlns mapaMeTpoB 3ampoca HMIOpPTa aKTyalTu3UpPOBaHbBI
dopmaTel  MaHHBIX W 3HAYCHUE  00s3aTEITHLHOCTH
JUIS OTIPABKH B 3aIpoOCe.

B Ilpwnoxenusx b8, B 3.2, B4 ynanena wmubopmarus
o ckoyte sbj_inf.

Ho6aeneno mpunoxenue 14 mo ycrapeBIIUM CKOymam
ECHA.

2.27 17.08.2017 | Ilpurapuna /I.A. OO6HOBIEHA 00513aTEILHOCTh CICAYIONIMX IOJIEH 3ampoca
meroga wummnopra (b.9): birthplace, series, number,
issuedBy.

2.28 29.08.2017 | Ilpurapuna JI.A. B onucanun merona umnoprta (b.9) no6aBrnen HOBbIN THIT

nokymenta — FRGN_PASS (3arpanuunslii macmnopt
rpaxaanuHa P®), oOHOBJIEHO oOmHUCaHWE TMapaMeTPOB
3ampoca JUisl TIOKYMEHTA, YI0OCTOBEPSIOLIErO JUYHOCTD.

B Tabnune 17 mns mapamerpa flowDetails B mone name
nobaBneHO HOBoe 3HaueHue — raRegistrationEndorsement

(moaTBepIKIEHUE perucTpanuu noyszonarenaem no CMC).




2.29 08.11.2017 | ITpurapuna /I.A. Oo6noBnena obOs3atensHOCTh NOJs middleName 3ampoca
merona umnoprta (b.9).

2.30 19.12.2017 | Macnosa I'.B. Oo6noBneHa obs3arenbHOCTh Moyt middleName 3ampoca
merona umnoprta (b.9).

2.31 26.12.2017 | XKyxosa [I.A. JobGaBieHsl HOBBIE TapaMeTpbl B OTBETE HA 3ampoc
IIPU MOJIYYE€HUHU JAHHBIX opraHu3auuu (rs/orgs, b.4).
JloGaByieHbI HOBBIE MapaMeTphl MpPH OTBETE Ha 3ampoc
IPY TIOJYYeHUU  CIIMCKA OpraHW3ald  TOJb30BATEIS
(rs/prns/{prn_oid}/roles, B.4).

2.32 30.01.2018 | Macnosa I'.B. Buecenbl yrounenus B Tabnuity 20.

2.33 02.02.2018 | Macnosa I'.B. Buecenbl usmenenus B pazzaen 3.5 «Bo3spar nons3oBarens
B CHCTEMY, BbI3BaBIYIO Npo¢uib noiab3oBatens B ECUA
WM perucTpanuio nosub3osarens B ECUA».

2.34 09.02.2018 | Macnosa I'.B. HcripaBieHsl ONEYaTKH.
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2.35

01.03.2018

Hupuxos A.M.

Buecenbl uszmenenus B Ilpwioxenne b.9 Hmnopr V3

10JIb30BATES:

— B Tabnuue C ONHMCaHWEM [apaMeTpoB 3arpoca:
00s3aTeNIbHOCTh IapaMeTpa JoKyMeHTa issuedBy —
HAaUMEHOBAHME MTOIPa3/ICIICHHS, BBIIABIIICTO MACTIOPT —
yka3zaHa kak Y/N (oOsi3areneH TOJBKO JUIsl macnopra
rpaxaanuHa PO);

— B IpHUMepe 3ampoca HMIopTa Y3 CKOPPEKTHPOBAHO
coaepxkumoe deMenTa addresses;

— CKOPpPEKTHPOBAHBI TPHUMEPHI OTBETOB Ha 3aIpoc
umnopra Y3;

— Tabmuma 10 — Koasl u onrcanne omubOOK OT cepBUCca
uMmriopta: nob6asnensl koasl ESIA-030007, ESIA-
032205, ESIA-039812, ESIA-039815, u ux onucanus;

— Tabnuna 11 — ITapameTpsl 0TBETa Ha 3aMpocC O cTaTyce
MPOBEPKM JIAHHBIX IIOJIB30BATENIA: B  OIMCAHHE
nob6asinen mapametrp personOid — wuaeHTHDUKATOD
3apEeruCTPUPOBAHHON YUETHOM 3aMKCH;

— Tabnuma 11 — [TapameTpsl 0TBETa Ha 3aMpPOC O CTaTyce
IPOBEPKM JaHHBIX TIOJIb30BATENsl: B  IMEpPEUYCHb
BO3MOXXHBIX 3HAu€HUl aTpubyTa name mapameTpa
flowDetails noGaBrmeno 3Hauenume «C» - ormnepanus
OTMEHEHA;

— CkopperupoBaH OCHOBHO1 u J00aBIEHBI
JOTIOTHUTEIbHBIE TMPUMEPHI OTBETOB Ha  3ampoc

0 CTATYCC BLIIIOJIHCHUS 3a5BKH.

2.36

07.03.2018

Kykosa /I.A.

JloGaBieH paszen «Y nanennas UJeHTU (UK
C UCIIOJIP30BAaHUEM OHOMETPUYECKOM HJICHTU(PHUKAITAN)Y

(ITpunosxxenue B.8).

2.37

12.03.2018

Macmnosa I'.B.

I/ICHpaBHeHH OIICYaTKH.
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2.37

13.03.2018

Hupuxos A.M.

BeimontHeHbl  Opa0OTKM W BHECEHBI  M3MCHCHHUS

B [Ipmnoxxenne b.9 mnopt Y3 nonb3oBarens:

— oOHOBJEHA cXeMma, MpE/CTaBIeHHas Ha pUCYHKe 14 —
Anroputm nmnopra Y3 B ECUA;

— CKOppEKTHpOBaHa TabyMIla ¢ apameTpamMu OTBETa Ha
3anpoc ummnopra Y3 B ECUA:

— B IpUMEYaHUAX  J00aBJIEHO  ONHCaHUE
BO3MOKHBIX 3HAYEHUI BO3paIacMoro
napametpa code (Koj 3aBepiieHus onepaiun);

— B [pUMEYaHUAX  J00aBJIEHO  ONUCaHUE
Ha3HAYCHUS BO3paIaeMOTo napamerpa
description  (TekcTtoBoe  omucaHue  Kojaa
3aBEpILICHUS OTIEpaIii);

— B [pUMEYaHUAX  J00aBJIEHO  OMUCaHUE
Ha3Ha4YeHMs BO3pAIIaeMOro fapamerpa message
(TexcToBoE onmcaHue KoJa OIIHOKU
BBITIOJTHEHUSI OTIEPALINN );

— Tabmuma 10 — Koasl u onrcanne omubOOK OT cepBUca
UMIIOpTa:

— CKOPPEKTHPOBAHO COJZIEPKUMOE cTosb1a
C OMHCaHWEM KOJOB BO3Bpara il HEKOTOPBIX
KOJOB OIIHOOK;

— npoOasnen konx ommbOku ESIA-910307 u ero

OITMCaHuC.
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2.38

10.04.2018

Hupuxos A.M.

BomonHensl  10pabOTKM M BHECEHBl  HW3MEHEHHS
B [Ipminoxxenue b.9 mnopt Y3 nonb3oBarens:
— Tabnuna 11 — I[TapameTpsl 0TBETa Ha 3aMMPOC O CTaTyce
NPOBEPKH  JaHHBIX  TIOJB30BATENA:  IepeueHb
BO3MOJKHBIX 3HAa4YeHHMH arpulyra name mnapamerpa
flowDetails pa3nenen Ha Be BO3BpalllaeMble IPYIIIIbL:
® 337aYd M CTaTyChl W3 BBINIOJHEHUS O MOMEHTA
3aBepuenus nposepku CHUJIC;

® 33a7auYd M CTAaTyChl WX BBIMOJHEHHUS IOCTe
ycnemHoro  3aBepuieHus nposepku  CHUJIC
Y CO3JaHusl yIpoui¢HHOu Y 3;

— CKOPpPEKTHUPOBaHBI TpPHUMEPHl OTBETOB Ha 3alpoc
O CTaTyce BBHITNIOJHEHUSI 3asBKH — B COOTBETCTBHE
C pa3JieJIeHMeM CTaTycOB Ha JBE BO3BpalllaeMble

rpynmnsl (10 u nocie nposepku CHUJIC).

2.39

28.04.2018

Macmnosa I'.B.

Buecensr n3menenus B [Ipunoxxenne b.1 Obmue cBeneHus

o nporpamMmHoM uHTepdeiice ECUA.

2.40

29.06.2018

Kykona /. A.

OO6HoBneHne omnucaHus WHPOpMAUM O TOJYYCHUH
aBarapa noJsib3oBarens ([Ipumoxenne b.9.1).

JononHenue pasaena 00 yAaJeHHOW WIACHTU(DUKAIIIT
C UCIIOJIb30BAaHUEM  OHMOMETPUYECKOW  HIACHTU(DUKAIIMT
npuMepamMu MOJTy9aeMbIX MapKepoB JIOCTyTIa
(ITpunmosxenne B.8) m oOmielt cxemoil B3aWMOJIEHCTBH

Y4aCTHHKOB.

241

04.07.2018

Kykosa /I.A.

JloGaBiieHO omKcaHue HOBOTO scope — «ext_auth_resulty
(ITpunosxxenue B.4).

Oo6noBneHa nHdopManus 0 CTPYKType Mapkepa JOCTyIa,
BbiaBaemoro ECHA, B wuacTtHoctH 00 anroputme

mmdposanus (IIpunoxenue B.5).

242

17.07.2018

XKyxosa JI.A.

JloGaByieHbl HOBBIE THIIBI CBHUJETENBCTBA O POXKACHUM
U HOBBI mapameTp (HOMEp aKTOBOW 3amucu) MpH
NOJy4deHUH HHGpOpMAlMU O JOKYMEHTaX I0JIb30BaTeNs

U 0 TOKyMeHTax getei monb3oBarens. (IIpunoxkenue b.2).
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2.43

30.07.2018

XKyxosa JI.A.

JloGaBneHa wuHpopManus O HEOOXOAMMOCTH HAIWYHUS
MOJATBEPXKICHHOT0 MOOUIbHOTO TenedoHna B mpoduie
II0JIb30BaTCIA npu N3MCHCHUU OCHOBHBIX JaHHBIX

B CTaHJApTHOU U NOATBEpkKAeHHON Y3 (1m.4.2.1).

2.44

26.09.2018

Kykosa /I.A.

OOHoBneHa wHpOpPMaNUs O 3aBEPUICHUH YIAICHHOU
uacHTU(DUKAITH MOJIH30BATEIS (momyuenue
M0JIb30BaTEILCKOTO Mapkepa nocryna) ([Ipunoxenue B.S§,
m.2).

JloGaBneH HOBBIM koA ommOku B Tabmumy 16 — ESIA-
032110 (ITpunoxxenue b.9).

JlobGaBnena unpopmanus o 3apepiiennu ceccun ECUA npu
3akpeiTHH Opaysepa (11.3.2.1, n.3.3).

Job6apnena wHMOpMaIMsi O BO3MOXKHOCTH OOMeEHa
ABTOPH3AIIMOHHOTO KOJa Ha OIUH MapKep [I0CTyma

(ITpunoxenus B.2.3 u B.6.3).

2.45

5.10.2018

Kykosa /I.A.

JloGaBnena wuHQopmanusi 0 HACTPOHWKE CPOKOB KU3HU
Mapkepa noctyna U mapkepa ob6HoBieHus ([TpumoxeHue
b.1).

JloGaiieHa nHMOPMAIIHS O JOTIOJHUTEIBHBIX BO3MOXKHBIX
KOJIaX OIMUOOK MPH MOJTYYCHUH MapKepa J0CTyla B 00MeH

Ha Mapkep obHoBnenus (I[Ipunoxenue B.2.5).

2.45

22.10.2018

Hupuxos A.M.

[Tpunoxenue B.7 — B noapazaen CBeneHUs: 0 CTPYKTYpe
Mapkepa uaeHTuGUKauu: 100aBIeHO ONTUCAHNE
BO3MOXHBIX THUIIOB CYOBEKTa («urn:esia:sbj:typ»).
[Ipunoxenne B.8 — VYnpanéunas  uaeHTHGUKAIMSL
C UCTOJIb30BaHUEM OHOMETPUYECKOM HICHTH(PHUKAIUH:
B TIOJpazjaecie «2. 3aBeplieHue yaJ€HHOU
uaeHTuuKanu TI0JIb30BAaTENs, MOJTy4eHUe
M0JIb30BATEIBCKOTO MapKepa JIOCTYMa» CKOPPEKTUPOBAH
IpUMEp CcocCTaBa paCUIMPEHHOIO0 MapKepa J0CTyIa

(PAYLOAD-uacTb)

2.46

26.11.2018

Macmnosa I'.B.

B Ilpunoxenuun b.2 REST-API /prns/{oid }/ctts/{ctt_id }

yJaneHa HHGopMaLus o ciyeOHOH 37eKTPOHHOM moyTe.
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2.47 27.11.2018 | Me3un /. A. B tabmnuie 10 ckoppekTupoBaHO ONTMCAHUE KOJIOB BO3BpaTa
JUTSL KOJIOB OIIHOOK:

o ESIA-032205;
e ESIA-039815.

2.48 06.12.2018 | Macnosa I'.B. Hob6asnena uaopmanus o momaepxkke 'OCT P 34.10-
2012.

2.49 18.12.2018 | Me3un /. A. B tabnune 10 ckoppekTHpoBaHO OMUCaHUE KOJa BO3BpaTa
st koga omnoku: ESIA-032205.

2.50 21.12.2018 | Me3un JI.A. B rtabmune 10 ynmanena uHdopManusi 0 KOJE ONIHOKH:
ESIA-039815.

2.51 26.12.2018 | Macnosa I'.B. B Ilpunoxenun B.5 ckoppekTupoBaHbl  CBEIEHUS
0 CTPYKTYpEe H TIpOBEpKE MapKepa JOCTyma: J00aBICHO
omucaHne WH)OPMAIMM O HAJIWYUU JCIICTHPOBAHUS
MOJTHOMOYMH.

2.51 26.12.2018 | Me3un J[.A. Jlo6aBneno omucanue odyacTel mocTymna (scopes): gosbar
u gosbar_org (ITpunoxxenne B.4).

2.51 28.12.2018 | upuxos A.M. 1. B Ilpunoxenun A.5 Onucanue MeTaJaHHBIX

MOCTAaBIIMKA YCIYT B TaOJIuUIE 5 pacIIMPEHO OMUCaHHE
atpubyra principalDocuments B YacTH THUIIOB
nokyMeHTa «CBUAETENBCTBO O POXKICHUN.

2. B Ilpunoxenus b.2 u b.4 (cepsucei ECHUA Ha 6aze
noaxona REST, mnpenocraBieHrne mNepCcOHATbHBIX
JAHHBIX TOJIb30BaTENed U MPEIOCTABICHUE JaHHBIX
u3 npoduiiss OpraHu3anuu) J00aBJICHO OIKMCaHUE
MeronoB REST API ECHUA nns nonydyeHus: AaHHBIX
0 TPAaHCHOPTHBIX cpeacTBax M0JIb30BaTeNei
U OpraHu3alfii B COOTBETCTBHUU C BBIIIOJHEHHBIMH
nopaboTkamMu  (mapameTpbl — HaruHanuu, — oOree
KOJMYECTBO  TPAHCIOPTHBIX  CPEACTB,  MOJHAS

UH(pOpMaIKs O TPAHCIIOPTHOM CPEJICTBE).
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2.52

11.01.2019

XKyxosa J[.A.

OOHOBNIEHO  oOMMCaHHWE MeTojJa uMIopra Y3

MI0JIb30BATEJIS:

1. Tekymee onucanue nepeHeceHo B [IpuitoxkeHue
.5 xak ycrapeBmiee. JloOGaBiaeH HOBBIH KOJI
ommbku ESIA-039600;

2. llpunoxenue b.9 Obut0 00HOBIEHO: H0OaBiIEHA
uHpopmanus o0 aapece HOBOW BEPCHMU METOJa
uMIopTa, HOBbIX Komax ommbook (ESIA-039601,
ESIA-039602, ESIA-039603, ESIA-039815),
HOBOM (DYHKIIMHM TOATBEPKACHUS YIPOIIECHHBIX

V3. O0HOBIIEH aNTOPUTM PabOTHI METO1a UMIIOPTA.

2.53

18.01.2019

Macmnosa I'.B.

B tabmuie 22 B coctaB Habopa JaHHBIX 11 scope «id_docy»
u «foreign_passport_doc» n100aBJIeHO 3HAUYECHUE
«TPKIAHCTBOY.

B paznene b.9 no6asnen kon ommbku ESTA-035116.

2.54

30.01.2019

Mesun JI.A

B pasnmene B.9 noGaBnen xox ommbOku ESIA- 039805,
CKOPPEKTHPOBAHO OIMCAaHWUE KOJa BO3BpaTa JuIs Koja

omnbOxku ESIA-035116.

2.54

13.02.2019

Hupuxos A.M.

[Tpunoxenue B.7 — B nongpasaene «CBeeHHUS O CTPYKTYpe
MapKepa HICHTU(QUKAIMI» CKOPPEKTUPOBAHO OIMCAHHE
BO3MOXHBIX THUIOB CyObekTa («urn:esia:sbj:typ»): «P» —

bu3nIecKoe JIUIIO.

2.55

13.03.2019

Hupuxos A.M.

[Ipunoxenue B.8 «Y nanénnas UJeHTU(DUKAITUS
C MCIIOJIb30BaHUEM OMOMETPUUYECKOW HACHTU(PHUKALUNY -
nobaBJieHa CCbUIKA Ha pa3fen JOKyMeHTa «MeTroaudeckue
pekoMeHaauuu no pabore ¢ ExuHoil GuOMeTpHuecKkoif
CHUCTEMOW», OIIUCBIBAIOINN UHTETPALIMIO BHEILIHUX CUCTEM
¢ Enunoli OmOMETpHYECKOW CHCTEMOH, B TOM YHCIIE
CoZleprKalui YKa3aHUs 10 MCIOJIb30BAaHUIO 3AIMIIEHHBIX
CeTell IepeJadyd JaHHBIX IPU MCIOJIb30BAaHUM METOJOB
REST API buomerpuueckoii BepupuKaum.

Hcnpasneno onucanue (opmarta nmapamerpa «16irthdatex

(Tabnuma 6).
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2.56 11.04.2019 | Me3un /1. A. B tabmuny 10 no6aBnen xox ommbku ESIA-039810
2.57 26.04.2019 | Xykosa [I.A. VYkazanue unpopmarmu o scope «bio» B [Ipunoxennsx B.4
u B.8
2.58 05.06.2019 | Me3un JI.A B Ilpunoxenue I'. JloGaBnen HOBwIM paszmen [.9.5
Pexomenganuu no B3aMMOJEHCTBUIO C BUJAMH CBEACHUM
B CMOB 3.X
2.59 11.06.2019 | LHupuxos A.M. 1. B noxyment no6asneno Ilpunoxenue b.11 — Cepsuc
ynpasieHus: BHemHUMU MC nieHTpamu oOCiyXKMUBaHUS
Opra"u3aiuu.
2. B mogpazgens 3.1.1 u 3.1.2 noGaBnena mHpopMmanus
U CChIJIKA Ha CepTU(UKATHI TECTOBOM M MPOAYKTHBHOMN
cpen ECUA, wucnonb3yemble a1 (GOpMHUPOBAHUS
ANEKTPOHHBIX MOJIMCEH OTBETOB KaK MOCTaBLIMKA.
2.60 16.07.2019 | Me3un . A B nynkre b.11 ckoppexkrupoBano onucanue cepsuca REST
APL
2.61 07.08.2019 | Me3un JI.A B Ilpunoxenun b. O6HOBREH PopMmar fiasCode.
2.61 08.10.2019 | Hupuxos A.M. 1. HckiroueHo ykazaHHe Ha BO3MOKHOCTb UCIIOJIB30BaHUS
NC camonoanucaHHbIX CEPTH(PUKATOB DIESKTPOHHBIX
IO IITUCEN.
2. HckimoueHo yka3aHHE Ha BO3MOYKHOCTb MCIIOJIb30BaHUS
cepTU(UKATOB IEKTPOHHBIX MOANUCEH, BBIMYIICHHBIX
C HCIIOJIb30BAaHUEM KPUNTOrpaQUUECKUX airOpUTMOB,
omiuHbiX oT 'OCT P 34.10-2012 u I'OCT P 34.11-
2012  (kpome paszmena 3.1.1  AyreHTudukamus
¢ ucnoJib3oBanue crangapta SAML u npuioxxenus A.
HcnonszoBanne ECHUA B mnemax wuaeHTUUKAIIIN
U ayTeHTH(PHUKAIIUU TOCpencTBOM cTaHaapra SAML
2.0).
2.62 23.10.2019 | Me3un J1.A B nmpunoxenun B.3.2 CKOppeKTHpOBAaHO ONHUCaHUE
MIOJIy4EHUS] MapKepa A0CTyna.
2.63 02.12.2019 | Me3un JI.A B mpunoxennn B.3.1.1 um B.3.1.2 ckoppekTupoBaHO

OIIMCaHUC.
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2.64

24.12.2019

Me3sun I.A

B npunoxenun b.11.3 akryanusupoBaH NpuUMep OTBETa
merona cepuca REST API nonydsenust cnucka IO

OpraHu3aLuy.

2.65

26.12.2019

Mesun /I.A

B npunoxenun b.11 Cepsuc ynpasnenus BaemHumu MC

LEeHTpaMu J00aBJIeHO onucaHue s nojis opnModes.

2.66

26.02.2019

Mesun /I.A

1) HoGaeneno HoBoe mpuioxenue b.10  Cepsuc
NOJATBEPXKJICHUS Ollepalii 1o perucrpauuu Y3 yepes
MHTETpalMoHHbIN Moayns EINTY;

2) B npunoxenne b.9 noGaBnen xox ommOku ESIA-
032010;

3) B pasgensl 3.2.2 u B.6.5 pobGaBnena wunpopmanuu

00 o0s3arenbHOCTH BhI30Ba Logout.

2.67

26.03.2020

[Terpakos C.B.

B npunoxennn b.12.2 Cepsuc REST API 6e3ycinoBHoro
NOo0aBJIEHUS] COTPYJHHKOB B OPraHU3AIlMI0 B TIEPCUCHb

BO3BpAIIa€MbIX OMMOOK J100ABJICHO OMHCAHWE OIIMOKH

ESIA-036102

2.68

14.04.2020

Mesun JI.A

B nmpunoxenun b.4 IlpenocraBnenue qaHHbIX U3 PO QU

OpraHu3aluy akTyaau3upoBaHbl koAbl TUOB OI'B.

2.69

28.05.2020

Tuxonosa E.H.

1. B pazgene B.9 mo6asnen kon ommbku ESIA-039803,
CKOPPEKTHPOBAHO OTKCAaHUE KOJa BO3Bpara s KoJza
omnOxu ESTA-032010;

2. B pasgene b.9 pobGaBiaeHo ommcaHue —crocoba

dopmupoBanus noanucu 3amnpoca (Request-Data-Sign)

AJ11 METOJa UMIIOPTA.

2.70

15.07.2020

Hupuxos A.M.

B nokyment po6Gasneno Ilpunoxxenune b.13 — Cepsuc
MOJIy4YEHUS] MapKepa JOCTyNa MO UACHTU(DUKAIMOHHOMY

K04y

2.71

17.08.2020

Kykosa /I.A.

B Tab6nuny 6 noGaBien HOBbII mapameTp <actDate> - gara
aKTOBOM 3amucH (TOJBKO JUISl CBUAETENHCTBA O POXKICHUU

pebenka P®) s cBuaerenscTBa o poxaeHuu PO pedbenka.

2.72

21.08.2020

Mesun JI.A

B npunoxenue b. — Cepucsi ECMA Ha 6a3e monaxozaa

REST ckoppektupoBano onucanue ais metoja «CBeaeHus
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00 OTIIeJIbHOM 3aMKCH B IEPEYHE TOKYMEHTOB (PU3NYECKOTO

auna»
273 08.09.2020 | Mapkenosa M.H. 1. B npunoxenue b.4 1006aBIeHO ONMCaHHE METOIOB
REST API ECHUA pana mnomydeHUss JaHHBIX
0 KaTeropusx OpraHu3aluu;
2. B Ilpunoxxenue B.4 B nepedeHs CKOyNoB Jg00aBiIeH
CKOYII categories.
2.74 17.09.2020 | Tuxonona E. H. 1. B mpunoxenne b.2 noGasiena wuHbopmanms
Mapkenosa M.H. 0 CaMO3aHATBIX M J00aBJIEHO OIMCAHHE METOIOB
REST APl ECHUA pana mnonydeHus JIaHHBIX
0 KaTeropusix caMO3aHsATOTO;
2. B mpunoxenue B.4 B mepeueHb CKOYyIoB n00aBiieH
ckoym self employed.
3. B npunoxenue b. — CepBucet ECHA nHa 0aze
noaxona REST ckoppexktnpoBaHO omnucaHue s
METOJI0B «/lannbie 0 T0JIb30BaTese
c uaeHTuukaropom  prn-id» u  «CBeneHus
00 OT/eNbHON 3amucH B IMEpeyHe JOKYMEHTOB
(U3UYECKOTO JIUIIAY
2.75 05.10.2020 | Me3un /I.A B npunoxenne b. no6asnen HoBwIi pasnaen b.9.1
MoaepHU3upOBaHHBI CEPBUC UMIIOPTa Y3 MOJB30BATENSA
u3 BHemHux MC
2.76 27.10.2020 | Me3un JI.A B npunoxenue b.12.4 Cepuc REST API npukperienus
cotpyaaukoB k 11O no6asnen kox ommoku: ESTA-039961
2.77 03.12.2020 | Iperkosa I".A. 1. B npunoxenun Bb.9 B Tabmuue 13 ngo6aBieHo
onucanue koaoB omubok ESIA-910100 u ESIA-
910001
2. B mpunoxennu b.9 ckoppekTupoBaHO omHcaHHe
npumepa c omrbkoit ESIA-910100
2.78 08.12.2020 | Tuxonoa M.A. B npunoxennn B4 — s momydenus uHbopmanmu
00 opranu3anusx, B KOTOpble BKIIOYEH IOJH30BaTEIh —
k 1anHoMy REST-API no6GaBnen arpubyr <admin>
C €r0 3HAYECHHEM.
2.79 25.12.2020 | Mapkenosa M.H. B npunoxenun A.5 u b.4 H3MEHEHO HaMMEHOBAaHME
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napamerpa tenedon ¢ «PHN» Ha «OPH» B KOHTakTax

OopraHu3aium

2.80

19.03.2021

TuxonoBa M.A.

B npunoxenun b.9:

1. Axtyanu3upoBaHa cxeMa UMIIOpTa
(Pucynok 14 — O0001I€HHBIN AITOPUTM UMIIOPTA B
ECHA)

2. Bmuecenbl u3menenusi B tabmuiy ®OJIK —
[TapameTrpsl oTBeTa Ha 3ampoc O CTaTyce MPOBEPKH
JaHHBIX  ToJib3oBaTensd g1 noner:  DUO,
HauMEHOBaHUE nopa3ieNeHus, BBIJABIIIETO
JTOKYMEHT M HOMEp MOJpa3AesieHus JyIisl macropra
P®; damumnmst u uMs Ha JTaTUHUIIE 1 HAUMEHOBAHUE
Mopa3aesiCHus, BBIJIABIIIETO JOKYMEHT
JUTS 3arPAaHUYHOTO MacTopTa

3. Buecenn! U3MEHECHUS B TaOIHITy

c mapaMeTrpaMu oTBeTa. B mapamerp «code»
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N00aBJICEHO MPUMEUYaHHEe 10 BO3PAIICHUIO 3HAYCHUS
OTBETa
4. VYpaneH mapameTp «message» U3 TaOJHIIbL,
KOTOpast XpaHUT B ce0e mapaMeTpsl, MepeIaronuecs
B OTBETE OT BBI30BAa METOJIa UMIIOPTA
5. JoOaBneHsl KOAbI OTBETOB Ha 3ampoc
o craryce BointoiHeHUs 3asBkH (Tabmumna 16 — Kosr
¥ OMTMCaHNE ONIMOOK OT CepBHCa UMIIOPTA)
B npunoxenuu b.2:
- M3meneno onucanue https-agpeca REST-API,
N00aBJICHO OTIMCAHUE BEPCUU V2
- NoGaBnena napopManus 00 agpece BpeMEHHON
peructpanuu (Tadmuma 6)
B npunoxenun B.4:
- JHloGaBnen ckoyn addresses, ymaneH CKOyI
contacts (Tabmmma 22)
B npunoxenun [1.4:

- JloGaBnen ckoym contacts (Tabmurma 28)

2.81

14.04.2021

TuxonoBa M.A.

B npunoxenun B.4:
Jo6asnen nyHkT 7 «Ilepedyens scope s Ipea0CTaBICHUS

noctyna Kk API EIIT'Y»

2.82

21.04.2021

TuxonoBa M.A.

B npunoxenuu b.9:

1.JIo6aBnensr konel ESIA—020016, ESIA-033448,
ESIA-033445 u omucanue omuOOK OT CEpPBHUCA MMIIOPTA
(Tabmuna 16 — Koael v ommcanue ommOOK OT cepBHCa
UMIIOPTA).

2. AxryanusupoBaHa cxeMma umnopTta (Pucynox 14).
B xoHI1le 1oKyMeHTa IPUIIOKEH apXUB CO CXEMOU UMIIOPTa
B rar-opMmare.
B nmpunoxenun B.6.2.2 noGaBieHo onucaHue peanu3aiuu

MexaHu3Ma OeCIIOBHOM ayTeHTHU(HKAIIH.

2.83

23.04.2021

XKyxosa JI.A.

B Tabmune 19 mo6GasieH HOBBIH kKopj omnuoOku — ESIA-

007023.
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2.84

27.04.2021

TuxonoBa M.A.

B npunoxenuu b.9

1. HoGaBieH mapamerp «message» B TaOIHIy, KOTOpas
XpaHUT B ce0e MapamMeTpbl, MepeAarolinecss B OTBETE OT
BBI30Ba METO/1a UIMIIOPTA.

2. JloGaBneHo omnucaHMe  YCIOBUHM  OTOOpa)KeHUs

napaMeTpoM «message» u «decriptiony.

2.85

18.06.2021

TuxounoBa M.A.

O6nHoBnen crnucok cokpamienuid, HITA B pasmene 1.2,
MCIIPABIIEHBI OTIEYaTKU U (OpMaTUPOBAHUE.

B npunoxenne B.2 pobaBieHo omnucanue atpuOyTOB
HOHGI\/’I, HpI/IXOIISIHII/IX B OTBCTC 110 THUITY

nokymenta MDCL_PLCY.

2.86

13.07.2021

Tuxouosa M.A.

CkoppektupoBaHa  WH(OpMaIUs IO UCTHOJb30BaHUIO

ceprudukaros mo 'OCT-2012.

2.87

04.08.2021

Tuxouosa M.A.

B npumoxennn b9  ckoppekTHpoBaHO  oOmuMcaHue

o ipasjena.

2.88

30.09.2021

Mesun [I.A

B npunoxenun B.9 ckoppekTHpoBaHO ~ ONUCaHUE

moJipas3ena.

2.89

14.01.2022

Boaxos B.B.

B 1. 2.3 ckoppekTupoBana nH(pOpMaIys MoaydeHus TOKeHa
JOCTYyTIA.
B mpunoxenue JI n00aBlIieHO OIMCAaHUE YCTAPEBIINUX
CEPBHUCOB:

1. /.6 - mosydeHue Koja aBTOpU3aIluu;

2. J1.7 - nosyueHusie MapKepa JOCTyIa.

2.90

16.03.2022

Jlapuna H.B.

L4 O6pa1ueHHe K /ac OTMEUYEHO KaK HCPCKOMCHAYEMOC

K HCIIOJIB30BaHHUIO B pas3aciic HOJ’Iy‘IeHI/Ie
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ABTOPH3AIIMOHHOTO K0/1a (PEKOMEHJIOBAH K BBIBOJLY
U3 SKCIUTyaTaIuu)

JHo6GasnieHo onucanue v2/ac B paznene Ilomyuenune
aBTOPHU3ALMOHHOTO KoJ1a (v2/ac)

Obparenne K /te OTMEYEHO KaK HEPEKOMEHIyeMoe
K MCIIOJIb30BaHMIO B pasaeine [loixydyeHne mapkepa
noctyna B OOMEH Ha aBTOPU3AIMOHHBIA KO
(pexkoMEeHI0BaH K BBIBOJY U3 DKCILTyaTallun)
Hobasneno onucanue v3/te B pazaene [lomyuenue
Mapkepa JocTyna B OOMEH Ha aBTOPH3AL[MOHHBIN
kox (v3/te)

OO6parieHue K /ac OTMEUEHO KaK HEPEKOMEHyeMOe
K MCIOJIb30BaHUIO B paznene CTaHAApTHBINA PEeXUM
3arnpoca aBTOPU3AIMOHHOTO KOJ1a (PEKOMEH/I0BaH K
BBIBOJIy U3 3KCILUTyaTalluun)

JloGaBieHo OIIMCaHue v2/ac B paszaene
CraHgapTHBIN PEXHUM 3arpoca aBTOPU3AIMOHHOTO
Koja (v2/ac)

OO0paieHue K /te 0TMEYEHO KaK HEPEKOMEHIYEeMOE
K MCIIOJIb30BaHMIO B pasfaene [loidydyeHue mapkepa
uaeHTu(uKanu B OOMEH Ha aBTOPHU3AI[MOHHBIH
KO/l (PEKOMEH/I0OBAH K BBIBOJY U3 IKCIUTyaTall1N)
Ho6asneno onucanue v3/te B paszaene Ilomyuenue
Mapkepa  WaeHTHUPUKanuu B  OOMEH  Ha
aBTOPU3ALIMOHHBIN KO (V3/te

Ho6aBrmeno ommcanue omuOku ESIA-007046 B

tabmunax 19, 20

291

18.03.2022

I'ybanos B.1O.

I[O6aBJ'IeH noapasacii C€ OIMCAHHCM CCpBHUCA

nonydeHus: ceeaeHuit o smuensusax IOJI m UII,
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paHee nepeJaHHbIX JIMLIEH3UPYIOIUMU OpraHaMu B
ECHA:

b.7.1.5 JIuuensuu. IlomyyeHnue ot peryaupyromux
Opra"u3anuin B ECHUA CBEJICHUI 0

BBIJIau€e/0T3bIBE/U3MEHEHUAX B JIUICH3UAX

2.92

14.04.2022

SxosneBa M.IO.

B npunoxenue b paznen b.7 nobasiensl noapasiens:

1. Bb.7.7 - Jlo6aBneHue nu 0OHOBJICHNE JTAHHBIX
bunmnana, NPEACTABUTEIILCTBA  WHOCTPAHHBIX
FOPUINYECKUX JIUIL;

2. b.7.8 - IlpucoenuHeHne pyKOBOIUTENS K
bunmnany, NPEACTABUTEIILCTBY  WHOCTPAHHBIX

IOPUIUYCCKUX JIUII.
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2.93

21.04.2022

Jlapuna H.B.

e o

98]

e o

&

S

hd

B pazmen OO6mee onucanue ECHUA nobasiena
uHbopMalusgs O HEOOXOJUMOCTH  HCIOJIb30BaHUS
nporokoJia 3amuTsl TLS Bepcun 1.2;

B pazgen Ilonyyenue aBropusaniMoHHOTO Koda (v2/ac)
J00aBJICHO OTIMCAHUE:!

dopmupoBanus client_secret;

dopmupoBanus client_certificate_hash;
dbopmupoanus code_challenge.

B paznen Ilomydenne mapkepa gocTyna B OOMEH Ha
aBTOPHU3ALMOHHBIN Ko/ (v3/te) 100aBIeHO OMMCaHHE:
dbopmupoBanus client_secret;

dbopmupoBanus client_certificate_hash;

Bepudukanuu code_challenge.

B paszaen CrannapTHbIi pexXumM 3ampoca
aBTOPHU3AIMOHHOTO KoJ1a (v2/ac) mo0aBiIeHO ONMCaHUE:
dbopmupoBanus client_secret;

dbopmupoBanus client_certificate_hash;
dbopmupoBanus code_challenge.

B pasmen Ilomydyenwe wmapkepa wuaeHTHUPHUKAIIMK B
0o0MEH Ha aBTOPHW3alMOHHBIN Koxa (v3/te) mobOaBieHO
OTIMCaHuE:

dbopmupoBanus client_secret;

dbopmupoBanus client_certificate_hash;

Bepudukanuu code_challenge.
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CIIUCOK COKPAILIEHUH

Coxpamenue /

HaunmenoBanmue / onpenesieHue

TePMHH

BI'NP ba3oBblii rocyjapcTBeHHbBIN HH(POPMALIMOHHBIN pecype

EI'PUII EnunbIil rocyiapCTBEHHBIN PEECTp MHAUBHIYyAJIbHBIX PEIIPUHUMATEIIEH

EI'PIOJI EnunbIi rocy1apCTBEHHBIN peeCTp IOPUINYECKUX JINLL

EITY @enepanbHas rocyaapcTBeHHass HHGPOpMalMOHHas cucreMa «EIuHbIMf
MOPTaJ rOCyIapCTBEHHBIX U MYHUIIUIAIBHBIX YCIYT ((PYHKIINN)»

ECHA @enepanibHas rocyaapcTBeHHas HHpopManuoHHas cuctema «Eaunas
cucteMa UACHTU(UKAIMU ¥ ayTeHTU(UKAIMU B HUHEOPACTPYKTYpE,
obecnieunBaromel  MHGOPMAIMOHHO-TEXHOJIOTUYECKOE B3alMOJEHCTBHE
MHOOPMALIMOHHBIX  CHUCTEM, HCHOJB3YEeMBIX JUIsl  MPEAOCTaBICHUS
roCy/IapCTBEHHBIX U MYHHUIIMIIAJILHBIX YCIYT B 3JIEKTPOHHOUN Qopme»

NHH WnentuduxainoHHbIil HOMEp HaJIOromiaTeNbIInKa

HIl WNHnuBuayansHbIN NpeIIpUHUMATETD

5(@ Nudopmanmonnas cucrema

KOII VYcunennas kBanupuIUpoBaHHAS dJIEKTPOHHAS TIOIIUCH

OI'B Opran rocynapctBeHHOU BiacTu. denepaibHble OpraHbl UCIIOIHUTEIBHON
BJIACTH, roCylapCTBCHHBIE BHEOIO/KETHBIE (boHIBbL, Oprassl
WCITOJIHUTENIbHON BiacTH CcyObekToB Poccuiickoit ®denepanuu, OpraHbl
MECTHOIO  CaMOYIIPABJICHHs, TOCYNapCTBEHHBIE W  MYHHULHIIAJIbHBIE
YUPEXKIEHUs,  MHOrOQYHKUMOHAJIBHBIX  LEHTPOB  MPEAOCTABICHUS
rOCYapCTBEHHBIX U MYHHULIMIIAIBHBIX YCIIYT, a TAK)KE MHBIC OpraHU3alyH,
omnpeeneHHble penepaibHbIMU 3aKoHaMU, akTamu [Ipe3unenta Poccuiickoii
®enepanuu 1 akramu [IpaButenscTBa Poccuiickoit denepanuu

OI'PH OCHOBHOM TOCYyIapCTBEHHBIA PErUCTPALIMOHHBIN HOMEP

OI'PHUII OCHOBHOM roCyJ1apCTBEHHBIN PErUCTPALMOHHBIA HOMEP WHMBUAYAJIBHOTO
IpeIIPUHUMATENS

OKCM Oomepoccuiickuil KiaccupuKaTop CTpaH MUpa

OKTMO OOmepoccuiickuii ~ KJaccUPUKATOp  TEPPUTOPHA  MYHUIMNAIBHBIX

oOpa3oBaHuil
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Coxpamenue /
TEePMHUH

HaunmenoBanmue / onpenesieHue

Omneparop BblIaun

xiroya [1011

Opran wim opranu3anys, o0aaaronas IpaBoM CO3JIaHHs (3aMEHbI) KITFo4a
[I2I1 B coorBercTBUU C mocraHoBieHueM I[IpaButenncTBa Poccuiickoii
Oeneparm ot 25 sHBaps 2013 r. Ne 33 «O0 MCTHONB30BAaHUHM TMPOCTOM
AJIEKTPOHHOM MOAMUCH TIPH OKA3aHUH TOCYIAPCTBEHHBIX U MYHHUITUTIATBHBIX
ycayr». B cooTBeTcTBUM € yKa3aHHBIM mocTaHoBieHueM [IpaBurenbcTBa
Poccuiickoit ®denepann B KadecTBe orneparopoB Bblgaun kitouya [1911
MOTYT BBICTYNaTh (heaepaibHble OpraHbl HCIOJIHUTEIBHOW BIIACTH,
roCyJapCTBEHHbIE BHEOIO/KETHBIE (DOHIBI, OpPTaHbl HWCIIOJIHHUTEILHON
Blactu cyOwbekToB  Poccuiickoit ~ ®enepanuu, OpraHbl  MECTHOTO
CaMOYIIPaBJIEHUS, TOCYJApPCTBEHHbIE U MYHUIUIMAJIBHBIC YUPEKICHHUS,
MHOTO(YHKIIMOHAIBHBIE IEHTPHI  MPEAOCTABICHUS TOCYAapCTBEHHBIX
Y MyHUITMTIAJTBHBIX YCIYT, a Tak)Ke€ WHBIC OPraHU3allid, OIpe/IesICHHbBIE
(dbenepanbHpIMU 3aKkOHaMH, akTamu lIpesumaenta Poccuiickoit deneparnu
u aktamu  [IpaButensctBa  Poccmiickoit ~ ®Denmeparmuu (a  Takke
YIIOJTHOMOYEHHbIE HMH OpTraHHU3alllH), OCYILECTBISIOUINE OKa3aHHe
FOCYJApCTBEHHBIX WM MYHUUUIAIBHBIX YCIAYr W  IOJKIIOYECHHBIC
K HHGpaCTpyKType, odecrneunBaronieidl HHHOPMAIIMOHHO -TEXHOJIOTHIECKOEe
B3aUMOJICHCTBUE  HMHPOPMAIMOHHBIX  CHCTEM, HCHOJBb3YEMbIX  JUIf
IPENOCTABICHUS]  TOCYAAPCTBEHHBIX M MYHUUUIAIBHBIX  YCIYT

B JIEKTPOHHOH (hopMme

Oneparop ECUA

MI/IHI/ICTepCTBO HI/I(i)pOBOI‘O Pa3BUTHA, CBA3UM U MACCOBBIX KOMMYHI/IKaI_[I/Iﬁ

Poccuiickoit ®eneparuu

Oneparop UC

Opranuzanus, OCyIIeCTBIsIONIass peructpauuto u  ymnpasieHue HWC.
B kauectBe omepatopoB MC, BKIIOUEHHBIX B PErHCTpP HWH(OPMAIMOHHBIX
cuctemM ECUA, Moryr ObITh OpraHuzanuy, 00eCHEUHMBAIOIIME pELICHHE
CIIEIYIOIINX 3a/1a4:

— TpeaoCTaBlieHUE TOCYIAPCTBEHHBIX U MYHUIIUTIAIBHBIX YCIYT;

— HCIOJIHCHUEC IT'OCYAAPCTBCHHBIX U MYHUIIUIIAJIBHBIX q)YHKLII/Iﬁ;

¢dopmuposanue BI'P;

MCKBCAOMCTBCHHOC 3JICKTPOHHOC B3aHMOHeﬁCTBHC;
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Coxpamenue /
TEePMHUH

HaunmenoBanmue / onpenesieHue

— HHBIC 337]a4M, IPEAYCMOTpEHHbIE (peaepaTbHBIMU 3aKOHAMH, aKTaAMHU
[Ipesunenra Poccuiickoit ®denepanum u akramu IIpaBurenscrBa

Poccuiickoit @enepanuu.

OIld

Oprann3annoHHO-TIpaBoBas hopma

TTone3oBarens ECUA

[onk3oBaTens nHMOPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHOW ceTn MHTEpHeT,
3apeructpupoBanablii B ECA B kadectBe ¢uzmueckoro auia. Moxker

HUMETH poin UHIUWBUIYAJIIBHOT'O NpCaAIpruHNMAaTEIIA, COTPYAHUKA

OPUIMYECKOTO NN, JohKkHOCTHOTO Juiia OI'B

[TocraBmuk yciryr

NC, unrerpupoBanHas ¢ ECHUA u ocymecTBiasionias NpeaocTaBieHUe
nonb3oBarenssiM ECUA naHHBIX M yCIIyr, B YaCTHOCTH, T'OCYIapCTBEHHBIX

Y MYHULIMTIAJIBHBIX YCIIYT B 3JIEKTPOHHOU popme

[1911

[IpocTas anekTpoHHas MOANUCH

Pernament

Pernament B3aUMOJICUCTBUSA YYaCTHUKOB MH(OPMALIOHHOTO

B3aumojieiictBusi ¢ oneparopom ECHUA u omeparopoM HHPPacTpyKTyphl

ANIEKTPOHHOTO TMPABUTENBCTBA MPU OpraHU3aluy  MHGOPMAIMOHHO-

TEXHOJIOTHYECCKOT'O BBaPIMO,HCfICTBPIH I/IH(l)OpMaHI/IOHHBIX CHUCTEM

¢ ucnoiab3oBannemM ECHA

CMC

Cnyx0a MOOMIIBHBIX COOOIIICHUI WIIM COKpaIeHue ot anri. Short Message
Service (cimyx0a KOPOTKHX COOOIIECHUN) — TEXHOJIOTHS, IO3BOJISIONIAS
OCYIIECTBIIAITh TPHUEM U Tepeiady KOPOTKHMX TEKCTOBBIX COOOIICHUN

C IIOMOIIIBIO YCTPOﬁCTBa COTOBOM CBSI3H

CMOB

QenepanbHas rocyaapcTBeHHass HHpopManuoHHas cuctema «Enunas

CUCTEMA MCIKBCAOMCTBCHHOI'O 3JICKTPOHHOI'O BSaHMOﬂeﬁCTBHH))

CHMJIC

CTanOBOﬁ HOMCp HMHAWBUAYAJIBHOTO JIMOCBOI'O CUYCTA 3aCTPAXOBAHHOI'O
Juna B CHUCTEMC HepCOHI/I(I)I/II_II/IPOBaHHOFO ydera Ilencunonnoro (I)OH,Z[a

Poccuiickont Oeneparuu

Crnennanucr LlenTpa

Corpynnuk Omeparopa Bblgaun kmoua [I9I0,  ocymectBisrommit

00CITy>)KUBaHUS NOATBEPIKIEHUE JINYHOCTH noJb3oBaTeneil ECUA
Texnonornueckuii Crnenuanu3upoBaHHOE  BEO-IPUWIOKEHUE, pa3MELICHHOE [0  aJpecy
nopran ECHUA https://esia.gosuslugi.ru/console/tech. IlpenHa3HaueHo, B 4acTHOCTH, UL

ynpasnenus MC opranusanmii
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Coxpamenue /

HaunmenoBanmue / onpenesieHue

TePpMUH
v3 VderHas 3amnuch

OUAC OdenepanbHas HHOOPMAIMOHHAS aIPECHAsT CUCTEMA
dUO damMuans, UMs, OTICCTBO

dJI DdU3NYECKOEe U0

LlenTp 0OCTYKUBaHUS

(1HO)

Lentp o6cnyXxuBaHUs OpraHa Wik OpraHu3aIiy, UMEIONIEH MPaBO CO3IaHUS

(3amensl) u BeI1aun kiatoua 1311, B [lenTpe oO6cnyxuBaHus cueruaiucTaMu

OCYILIECTBIISIETCSl ~ perucTpanus W/Wiad  MOATBEP)KJIEHUE  JTUYHOCTH
nonb3oBareneit ECA

HOJI IOpunnueckoe nuio

API (Application [IporpamMubIii  uHTEpdeiic NpuIokKeHHus, HUHTepPEHC MPHUKIATHOTO

programming MPOTPaMMHUPOBAHUS — HA0Op TOTOBBIX KIIACCOB, MPOIEAYP, (YHKITUH,

interface) CTPYKTYp ¥ KOHCTaHT, TMPEJOCTaBIIIEMBIX MPHIOKEHUEM (OHOITHOTEKOMH,
CEPBUCOM) WJIM OTIEPAIIMOHHON CHCTEMOM VISl MCIIOIH30BAHUS BO BHEIITHUX
MPOTPAMMHBIX MTPOTYKTaX

HTTP (Hypertext [IpoTokon nepenauun runepTeKcTa

Transfer Protocol)

HTTPS (HyperText
Transfer Protocol

Secure)

Pacmmpenue mpotoxosa HTTP mins momnmepkku mu@poBaHus B IEIAX
noBbIieHUs1 OezoracHoctd. [lanueie B mportokosie HTTPS mepemarorcs
noBepx kpunrorpaduueckux mnpotokosioB SSL wmm TLS. B otnmume
oT HTTP ¢ TCP-noprom 80, mna HTTPS mo ymosdaHuio MCHoJib3yeTcs
TCP-nopt 443

JSON (JavaScript
Object Notation)

TekcToBbli (hopmaT 0OMEHa JTaHHBIMH, OCHOBAaHHBIN Ha JavaScript

OAuth2.0

OTKpBITHIH MPOTOKOJI aBTOPU3ALINU

REST
(Representational

State Transfer)

Hepez[aqa PEIPE3CHTATUBHOI'O COCTOAHHA

SAML (Security
Assertion Markup

Language)

SI3BIK Pa3sMETKHU ACKIIapalun 0€30IMacHOCTH
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Coxpamenue /

HaunmenoBanmue / onpenesieHue

TePMHH
URL (Uniform Enunplii ykazatenb pecypca — CTaHIApTH3UPOBAHHBIM CHOCOO 3amucH
Resource Locator) azpeca pecypca B cetu MHTepHeT

XML (eXtensible PacmmpsieMblii 361K pa3METKU — SI3BIK UL CO3JIaHUS CTPYKTYPUPOBAHHBIX
Markup Language) MAaIIMHOYUTACMBIX TOKYMEHTOB
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1 BBEJIEHUE

[lepexon K OKa3aHMIO TOCYAAPCTBEHHBIX M MYHHULMIMAIBHBIX YCIYT B AJICKTPOHHOM BHUJE
TpeOyeT OT rocyaapcTBa MPEJOCTABHTH JIOASM M OpraHaM rOCYAapCTBEHHOW BIIACTH BO3MOXHOCTH
0e30MmacHO UACHTH(PHUIIMPOBATH APYT Opyra oHjaiH. Korjga jqroam M opranbl rocy1apcTBEHHON BJIACTH
MOTYT JOBEPATH pe3yJibTaTaM HICHTU(PUKAIIMU JPYT IPYyra, OHU MOTYT MPEIOCTABIATh U MOTPEOJIATh
YCIIYTH, Y€TO Helb3s ObLIO Obl IOCTUYH B APYrOM CiIydae M3-3a OOJIBIION CI0KHOCTH WM BaXXHOCTHU
YCIIYT.

B Tekymeit onnaiiH cpeae oT Jroaelt TpeOyeTcsi BEIEHUE JECSATKOB Pa3IMYHBIX HMMEH
MOJIb30BaTENEH M TapoJjied — MO0 OJHOM Mmape Ajisi KaXJoro BeOcaiiTa, ¢ KOTOPBIM IOJIh30BaTEh
B3auMoieiicTByeT. CII0)KHOCTh TaKOTO TOJXO0Ja SBJISICTCS OpeMeHeM [UIsl JIFOJACH M MOTBOPCTBYET
TaKoMy MOBEJICHUIO, KaK MOBTOPHOE MUCIOJIb30BAHUE TApOJICHi, UTO YIPOIIAET OHJIAMH MOIIICHHUYECTBA
W HapylmieHue uaeHTHUGUKanuu. B TO ke BpeMs opraHbl TOCYJapCTBEHHOW BJIACTH CTaJKUBAIOTCS
C TTOCTOSIHHO BO3PAaCTAaOIIMMU 3aTpaTaMU Ha yIpaBjeHue Y3 M0JIb30BATEINIEH, MOCIEICTBUIMHU OHJIANH
MOIIIEHHUYECTB U HeA(PPEKTUBHOCTHIO AJICKTPOHHBIX YCIIYT B pe3y/IbTaTe HEXKETaHUS MO TEHIIUATbHBIMHU
MOJIb30BATEIIMU TPOXOJUTH PETUCTPALMIO €IIE OJJHOU Y 3.

Coznannas Muntudpsr Poccun ®I'YIC ECHA:

1. IlpenocraBnsger wucnons3yromum ee HMC opraHoB TrocyIapCTBEHHOW BJIACTH pEIICHHE

0 IOCTOBEPHOU MACHTU(UKALNY TOJIb30BaTeNel (KaKk PU3NYECKUX, TaK U JOKHOCTHBIX JIMIL

IOJI u OI'B), nocturnyroii 6;1arogapst ToMmy, 4To:

— peructpamua jguua B ECHMA conpsbkeHa ¢ MPOBEPKOM 3HAYMMBIX I YIOCTOBEPEHMS

JTUYHOCTH KPUTEPHEB;
— ECHA o6ecneuynBaeT 3amMTy pasMEmEHHOW B HEH uWHGOpPMAIMU B COOTBETCTBUH
¢ 3aKoHOJIaTenbCcTBOM Poccuiickoit denepannm.
2. SIBnsieTcs OpUEHTHUPOBAHHON Ha MOJIb30BATENs — MPEAOCTABISET €MY BO3MOKHOCTH:
— UJCHTH(PHUKAIUU U ayTeHTU(UKALNUU C MCIOJIb30BAHHEM €IWHON Y3 U IIMPOKOTO CIEeKTpa
MOJIEP>)KUBAEMbIX METOJIOB ayTeHTUUKAIMK pu AocTyne K paznuunbivM MC OI'B;
— yOpaBleHUS CBOMMH IEPCOHANBHBIMU JNaHHBIMH, pasmenieHHbIMU B ECUA, u koHTpos

Han ux npenocrtasienreM B MC OI'B.
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1.1

1.2

Ha3znauyenmue AOKYMCHTAa

Hacrosmuit JoKyMeHT:

OmnwuceiBaet 6a30BbIe clieHapUH ncnojb3oBanus ECUA:

uneHTuduKaIysa 1 ayreaTudukamnys noias3oBateneit npu gocryre k MC OI'B (pa3nen 3);
BEJICHUE HJICHTU(UKAIMOHHBIX TAHHBIX M ITOJJTHOMOYHWH ToJIB30BaTelel (pasaen 4);

nosyuenusst UC OI'B nannbix u3 peructpos, xpaHuMbix B ECUA (pasnen 4).

[losicaser mnopsimok Benenuss B ECHMA  peructpoB  (CIipaBOYHHMKOB), HEOOXOIMMBIX

JUId peanu3anuu 0a30BbIX clieHapueB ucnoiabzoBanus ECHUA:

perucTp pU3NYECKUX JIMII;
PErucTp IPUINYECKHUX JIUIL U JOJDKHOCTHBIX JIUI FOPUINYECKUX JINIL;
peructp OI'B u nomxknoctaeix auiy OI'B;

peructp UC.

[IpenocraBnsier metoauueckue pekoMmenaauuu no uHrerpauun UC ¢ ECUA u obecneuenuto

COOTBETCTBUS MOJIOKEHUSIM HOPMATUBHO-IIPABOBBIX AKTOB B YacTH ucnojb3oBanus ECHUA.

HopMmaTuBHBIE CCHUIKH

Hacrosmuii nmoxkymeHT pa3paboTaH B IENIX pealu3alldd W BO HCIOJHEHHE CIICTYIOIINX

HOPMaTUBHO-ITPABOBBIX AKTOB:

®enepanbubiii 3akoH 0T 27 mionst 2010 r. Ne 210-d3 «O6 opraHu3anuu MpeoCTaBICHUS
rOCy/IapCTBEHHBIX U MYHHUIIUIAIBHBIX YCIYT;

®denepanpubliii 3akoH OT 6 anpenst 2011 r. Ne 63-D3 «O0 2IeKTPOHHOU MOIITUCHY,;
lNocynapctBennass mporpamma Poccuiickori ®denepanuun «MHpopMannonHoe 001IecTBO,
YTBEPKJICHHAS MOCTAHOBJICHUEM [IpaBuTenncTBa Poccuiickoit ®denepanuun
ot 15 anpens 2014 r. Ne 313;

[Toctanosnenue IIpaButenbctBa Poccuiickoit ®enepanuu ot 28 Hos1Ops 2011 1. Ne 977
«O ¢enepanbHOl rocymapcTBeHHONW HHpOpManMoHHOW cucteme «EnuHas cucrema
uaeHTUQUKAMM 1 ayreHTUuKauud B UHpacTpykType,  oOecnednBaromien
MH(OPMALIMOHHO-TEXHOJIOTMYECKOE  B3aMMOJCHCTBHE  HMH(POPMAIIMOHHBIX  CHUCTEM,
WCIOJBb3YEMBIX U TPEJOCTABICHUS TOCYIAPCTBEHHBIX M MYHUUUINAIBHBIX YCIYT
B 2JIEKTPOHHOU hopmer;

ITocranosnenue IlpaButensctBa Poccuiickoit ®enepauuu ot 9 despans 2012r. Ne 111

«006 SHeKTpOHHOﬁ IO ATINCH, HCHOJ’IB3y€MOI>i OpraHaMu HCIIOJIHUTEILHOM BIIACTH U opraHamMu
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MECTHOTO CaMOYIPABICHHS IIPU OPTaHU3AIMH SIEKTPOHHOTO B3aUMOACHCTBHS MEXKIY COOOH,
0 TOpsiiKe e€ MCIOJIb30BaHMs, a Takke 00 YCTaHOBJICHHWU TPeOOBaHMU K OOECIEYECHHUIO
COBMECTHUMOCTH CPEJCTB JIEKTPOHHOM MOIIHCHY;

[TocranoBnenue IlpaBurensctBa Poccuiickoit ®enepanuu ot 25 saBaps 2013 . Ne 33
«O0 HCIOJIB30BAaHUM TPOCTOM AIIEKTPOHHON IOAMUCH TPHU OKAa3aHWU TOCYIApPCTBEHHBIX
Y MYHUIIUTIATBHBIX YCITYT»;

[loctanoBnenue IlpaBurensctBa Poccuiickoit ®enepanuu ot 10 uronsg 2013 1. Ne 584
«O0 ucnosp30BaHuu (peaepaabHON rocyaapcTBEHHON MHGOpMaMoHHOHN cuctemsl «EnnHas
cUCTeMa HUJEHTU(PUKAIMK U ayTeHTU(UKanuu B UHPPACTPYKType, oOecnednBaromen
WH(POPMAIIMOHHO-TEXHOJIOTUYECKOE  B3aUMOJCUCTBHE  HMH(OPMAIIMOHHBIX  CHCTEM,
WCTIONB3YEMBIX JUISi TMPENOCTABICHHUS] TOCYAAPCTBEHHBIX W MYHHIUMAIBHBIX yCIYT
B DJIEKTPOHHOU (popMey;

[TocranoBnenue IlpaButenbctBa Poccuiickoit @Denepanun ot 8 uroHs 2011 . Ne 451
«O06 urbppacTpyKType, obecrieunBaroiei WH()OPMAITMOHHO-TEXHOJIOTHIECKOE
B3aMMOJICHCTBHE HMH(POPMAIMOHHBIX CHUCTEM, HWCIOJIB3YEMBIX JUIS  IPEIOCTaBICHUS
rOCyJapCTBEHHBIX M MYHHIIUTIATBHBIX YCIYT B JIEKTPOHHOH (hopmey;

[Ipukaz MunkomcBsism  Poccum ot 13 anpens 20121, Ne 107 «O  denepanbHOiA
rocygapctBeHHoM wuH(popManmonHo cucreme «EmgumHas cucrema uaeHTHUKAIAN
1 ayTeHTH(UKAITT B HHDPaACTPYKTYpE, obecreunBaromen nH(HOPMAITMOHHO-
TEXHOJIOTMYECKOE  B3aUMOJEHCTBHE  HH(MOPMAIIMOHHBIX  CHCTEM,  HCIOJIb3YyEeMBIX

JUIS TIPEIOCTAaBICHUSI TOCYIapPCTBEHHBIX U MYHHUIIMIIATBHBIX YCIYT B 3JIEKTPOHHOU (hopMey.
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2 OBUIEE OIIMCAHHUE ECHUA

B coorBerctBum ¢ mnocra”oBieHueM IIpaButensctBa  Poccmiickonn = Penepauuu
ot 28 Hos0ps 2011 1. Ne 977 ECUA nomxna obecrieunBaTh CAHKIIMOHUPOBAHHBIN JOCTYI Y4aCTHUKOB
MHGOPMAIIMOHHOTO B3aWMOJICHCTBUA (3asgBUTENe M NODKHOCTHRIX jmn OI'B) k umHpOpMarum,
conepsxauieiics B 'MC, mynnnunansasix MC u unsix UC.

[Tpu srom ECHA He obecrieunBaeT BBIIOJIHEHUE POIIECCOB MACHTH(PHUKALINH, ayTCHTU(DUKAITIH
U aBTOpPU3ALMU YYAaCTHHUKOB MEXBEIOMCTBEHHOI'O B3aMMOJEWCTBUS, BO3HHUKAIOLUIMX B Ipoliecce
ucnoas3zoBanuss CMOB, B wactHoctu, ipu B3aumoeiicteuu MC ¢ ucnonpzoBannem CMOB.

OcHoBHbIe (hyHKITMOHATBHBIE Bo3MOxkHOCTH ECUA:

— WICHTU(QUKAIUSA U ayTeHTU(PUKAIUS T0JIb30BaTeNel, B TOM YHCIIE:

— ojHOKpaTHas ayTeHTH(dHKaius', koTopas paaeT nonb3oBatensM ECHA crenyromee
MPEUMYILIECTBO: TpONAs mpouenypy wuaeHtudukauuu u ayreHtuduxanuun B ECHUA,
M0JIb30BaTelh MOXET B TEUEHHE OJHOro ceaHca paboThl oOpamarbest K Jo0biM MC,
ucnonb3ytouuM ECHUA, npu >ToM mNOBTOpHas HJEHTHUGHUKALUS W ayTeHTHU(UKALUs
HE TpedyeTcs;

— HOJEP)KKA pa3IMUYHBIX METOJ0B ayTeHTH()UKALNU: [0 HAPOJII0, M0 IEKTPOHHON MOJIHCH,
a Tarke AByxdakTopHas ayreHTH(]HKAIUA (IO MOCTOSHHOMY TApoJil0 W OJHOPAa30BOMY
napoJtro, BeickIaeMomy B Buae CMC-cooOiienus);

— TOJJEp’KKa YPOBHEH JTOCTOBEPHOCTH HACHTHU(UKAIMKM TOJb30BaTeNsl (yrmpouieHHas Y3,
cTaHapTHas Y3, NOATBEpKIACHHAs Y 3).

2. a UIMEHHO — BEJICHHUE peructpoB ®DJI, FOJI, opranos

— BeJleHUE UJACHTU(UKAIMOHHBIX JaHHBIX

Y OpraHu3aiui, J0JKHOCTHBIX JIUIL OpraHoB U opranuzanuii u UC;

— aBropuzanus yrnoaHomoueHHbIX Jull OI'B npu gocryne k cinenyromum pynkmusm ECHUA:

— BeneHue peructpa aomxHoCcTHBIX Jull OI'B B ECHA;

— BEJCHHUE CIIpaBOYHMKA MOJHOMOYMHM B oTHouieHMu MC M mpenocraBieHHe MOJb30BaTENSAM
ECHUA (3apeructpupoBanubiM B ECUA xak npomknoctHble numna OI'B) momnomouuit
no gocryny k pecypcam MC, 3apeructpupoBanusiv ECHUA;

— JIeJIETMPOBAHUE BBILLIEYKA3aHHBIX IOJTHOMOYMI YIIOJTHOMOYEHHBIM JiiaM Hkectosux OI'B.

— BCIACHUC U MPEAOCTABJICHUC I/IH(l)OpMaI_II/II/I 0 MOJHOMOYHSX II0JIb30BaTeIeil B OTHOIIEHUU I/IC,

3apeructpupoBanHbeix B ECHA.

! CooTBeTcTBYIOMMIA TEPMUH Ha aHTIIMICKOM s3bIKe — Single Sign On
2 COOTBETCTBYIOIMI TEPMHUH Ha aHIIHiickoM a3bike — Identity Management
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OOparnienne y9acTHUKOB HH(POPMAITMOHHOTO B3aumoieicTBusl K ECUA nomKHO TpOMCXOIUTh
tosibko 10 nportokony HTTPS (ucnonb3oBare mnporoxon HTTP 3ampemeno) u  Tosibko c

HCII0JIb30BaHUEM ITpoTOKoJa 3amuThl TLS Bepcun 1.2.
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3 AYTEHTHO®UKALMA NOJb30OBATEJEN YEPE3
ECHUA

Pa3paboTunky rocymapcTBEHHBIX CAWTOB, MOPTAJIOB M MPOYUX BEO-MPHIIOKCHUNA MOTYT
MPEAOCTaBUTh CBOMM II0JIb30BATEISIM BO3MOYKHOCTh BXOJIUTH B cHcTeMy, ucnoiibdys Y3 ECHA.
Oto0 n30aBIsLeT pa3pabOTINKOB OT HEOOXOJUMOCTH JeJIaTh COOCTBEHHOE XpaHWIHIIE Y3, 00ecieunBaTh
0€30MacHOCTh XpaHCHHS MapoJjiei, pa3padaTbiBaTh MEXAHHU3MBI PETHCTPAIUH, ayTCHTH(PUKAIUU
10JIb30BATENEH, MOAEPKUBATH UX B pad0UYEM COCTOSIHUU.

I[lon nonezoBarensimu ECHUA  noHumaroTcs  cienyrolue  KaTeropud  y4acTHHUKOB
MH(POPMAITMOHHOTO B3aUMOICUCTBUSI:

—  @JI, umeromue Y3 B peructpe gpusndeckux aun ECUA;

— UII, T1.e. ®JI, nmeronme npusnak MII;

— npomxHoctHbie uua F0J1, T.e. ®JI, npucoenunenusie k Y3 I0OJI ECUA;

— JIOJDKHOCTHBIE JIMIIa OPraHoB M opranu3anuii, T.e. ®JI, npucoennnennsie k Y3 OI'B.

[Tonp30Barenu moay4daroT BO3MOXKHOCTh OJHOKPATHOW ayTeHTU(HUKAUU. ITO O3HAYaeT, 4UTo,
npoiias mpouenypy ayrentudukanuu B ECUA, mons30BaTesib MOKET B TEUSHHE OJTHOTO ceaHca paboThI
BOWTH B HECKOJIBKO CHCTEM, U MPU 3TOM MOBTOPHO BBOJAUTH JIOTHH U IIapOJib HE MOTpeOyeTcs.

C nenpro obecnieuenust ykazanuoro ¢ynkimonana B ECUA peann3oBaHo /1Ba aIbTepHATUBHBIX
MEXaHHU3Ma, KOTOpbIE TMO3BOJSIOT Pa3pabOTUMKy HCIONb30BaTh HauOoJiee MOAXOASIIUNA Ui €ro
CUCTEMBI:

—  MEXaHWu3M, OCHOBaHHbIA Ha cTangapte SAML Bepcuu 2.0;

— MexaHu3M, ocHoBaHHbIA Ha Mojaenu OpenlD Connect 1.0.

AyTeHTHQUKAIUA C UCNOJIb30BaHUeM cTanaapra SAML

ECUA wucnonb3yer crangapt SAML Bepcum 2.0, xotopslii Obl1 paspabotan B 2005 romy
koHnepaoM OASIS. SAML 6a3upyercs Ha si3pike XML 1 onpezaenser crnocoObl oOMeHa nHdopmanuei
00 ayTeHTH(HKAIIMM T[OJb30BATENEH, WX MOJHOMOYHUSX U UICHTH(PUKAIUOHHBIX JIaHHBIX.
B cooTBercTBUM ¢ mpuHATOM B 3TOM craHaapre TepmuHosiorueil, ECHUA BeicTynaer B poju
noBepeHHoro mnocrtaBmuka wuaeHtuukanuu (Identity Provider), a cuctema BBICTYHmaer B poJid
nocraauka yciayr (Service Provider)?.

O6mas cxema noakimoueHus cucteMbl kK ECUA npezacraBieHa Ha pUCyHKe HUXKeE.

3 Tloapo6HOE ONMMCaHHue CXeMbl HHTErpaluy nocpeactBoM SAML 2.0 npecTaBieHo B IPUIOKEHHH A.
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bpaysep
nosib3oBartens
(HTTP User Agent)

HTTPS HTTPS
SAML 2.0 SAML 2.0
nc ECUA
MocTasLwmK ycnyr MocTaBLWMK MAEHTUPUKALUK
(Service Provider) (Identity Provider)

Pucynok 1 — Cxema B3anmopeiicteust UIC ¢ ECHA c nenbio naeHTHGUKAINT U ayTeHTH()UKAIN
¢ ucrnop3oBanueM cragaapta SAML 2.0
AyTteHTHUKaLUA ¢ ucnoJb3oBaHueM Moaean OpenlD Connect
B ECHA co3gan MexaHu3M ayTeHTH(UKAITIHU TI0JIb30BaTeNIeld, OCHOBAHHBIN Ha CHIEIU(DUKAITUX
OAuth 2.0 u pacmmupernu OpenlD Connect 1.0.
[IpoTokon onpeaensieT B3auMOICUCTBUE CICTYIOUIUX CTOPOH:

— Bjazeneln pecypca (resource owner) — CYIIHOCTb, KOTOpas MOXET MpPeIOCTaBUTh AOCTYII
K 3amuiaemMomy pecypey (Hampumep, OJI, 3asBuTens);

— cucreMa-kiueHT (client) — mpuoX)eHUe, KOTOpPOE 3allpallliBaeT JOCTYNl K 3allHIaeMoMy
pecypcy OT UIMEHH €ro BIIa/IeTblIa;

— cepBuc apropuszanuu (authorization server) — cepBHUC, KOTOPBIA BBIIYCKaeT Ui CHCTEMBI-
KIIMEHTa MapKepbl UICHTU(PHUKAIUYU C pa3pelIeHUsIMH OT BiaJielblla pecypca, a TakkKe MapKephl
JOCTYTIa, TO3BOJIAIOIINE OTYYaTh TOCTYH K JAHHBIM;

— TIIOCTaBIIMK pecypca (resource server) — cepBHC, 00eCIEeUMBAIOIIMKA JOCTYI K 3alIUIAeMOMY
pecypcy Ha OCHOBE IPOBEPKU MapKepoB UIACHTH(PUKAIIMK M MapKEpPOB JOCTyMa (Hampumep,
K UJICHTU(UKAMOHHBIM JAaHHBIM MOJIb30BATEINS).

Pacminpenne OpenlD Connect 1.0 mpeanosnaraer Hcrojib30BaHUE Mapkepa HAECHTH(QHUKALUU
(ID Token) B memsix mnpoBeAeHHUS HUACHTU(DUKAIMU ¥ ayTeHTHU(UKAIMU TOJb30BaTens. Mapkep
UICHTU(DUKAIIMN COJACPKUT HACHTU(UKALMOHHBIE JaHHBIE TOJIb30BATENs, a TaKXKe P CIYKEOHBIX

nmapaMeTpOB (z[aTa BblJa41, BpEMs OKOHYAHUSA CPOKa HeﬁCTBHﬂ n Hp)
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JUia nmmoctpanuu ucnosb3oBanuss OpenlD Connect 1.0 B ECMA mnpunsTa cieayromas
TEPMUHOJIOTHS:
—  BJIAJEJIEL pecypca — 3TO MOJIb30BaTEllb;
— cucrema-kaueHT — 910 MC, wunterpupoBanHas ¢ ECHUA ¢ wnenpio uAeHTUDUKAINH
Y ayTeHTU(HUKAIMH, HATIPUMEDP, PErHOHATIBHBIN MOPTAaJl YCIIYT;
— CEpBHUC aBTOPHU3ALIMU U MOCTaBUIUK pecypca — 310 ECUA.
OOmast cxema mnoxakmodyeHuss cucrembl K ECHUA g mpoBeneHus —ayTeHTHU(UKAIH

MIpe/ICTaBJIeHA Ha PUCYHKE HIDKE.

Bnapeney pecypca
-’i Bpaysep
‘ nonb3oBaTens
HTTPS HTTPS
nuc ECUA

HTTPS < CepByC aBTOpPU3aLMUM )
< Cucrtema-KamneHT > 4-REST->

<I‘IOCTaBu.|,V|K naeHTMbMKaumm )

Pucynok 2 — Cxema nogkiroueHus cucteMsl kK ECUA

3.1 Kak odecneuuts Bxoj noJib3oBareJiei yepe3 ECUA

UToOBI MpenocTaBUTh MOJL30BATEIISAM Balllell CHCTEMBbl BO3MOXHOCTHh BX0auTh uepe3 ECHA,
WCIIOJNB3Ysl TOT WJIM HWHOW MEXaHW3M, CO CTOPOHBI TOJKIIOYAIOIMICHCS CHCTEMBl HEO0XO0IUMO
00eCIeYnTh:

—  Perucrpauuto UC B peructpe UC ECHA (B cootBercTBuH ¢ Pernamentom?).
— Peructpamuio cucteMbl C LENbI0 HACHTUDUKALUMU U ayTeHTHU(PHUKAIMH B TECTOBOM cpene

B COOTBETCTBUHM ¢ Permamentom’. McrmonHeHHe 3TOro Mporiecca MpeocTaBIIsieT BO3MOKHOCTb

y4aCTHUKY MPOU3BOANTH B3aumo/eiictsue ¢ ECUA B TecToBoii cpene.

— BeinmonHenne A0pabOTKM HMHTETPUPYEMOM CHUCTEMBI C IIENbI0 00eCMedYeHHs] MOAICPKKU

BLI6paHHOFO MCXaHHU3Ma I/II[CHTI/I(l)I/IKaI_II/II/I )51 aYTeHTI/I(I)I/IKaI_[I/II/I.

4 Paznen 6 Pernamenra.
3> Paznen 9 PernameHra.
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— lloxakmroueHue MpoIyKTUBHON BEPCUU MHTETPUPYEMOI cucTeEMBI K poAyKTUBHOM cpene ECUA
B COOTBETCTBUM ¢ Pernamentom®.

Jlanee kax bl U3 MIaroB JJIs KaXJI0T0 MEXaHW3Ma ayTeHTU(HUKAIIMKA PACCMOTPEH MOopoOHee.

3.1.1 AyrenTH(UKANHUS ¢ HCIOJIL30BAHKHEM cTangapTa SAML’
Ayrentudukanus ¢ ucronpzoBanneM SAML mocTymHa Ui MCMOJIB30BAaHUS HCKIIOYHTEIHHO
OI'B.
1 u 2 mar: Perucrpauus UC
Peructpamnus UC ocymectBisieTcst cornacHo Permamenty (pasnen 6).
3 mar: JlopaGoraTh cucremy
Pexomenyemas mocnenoBaTebHOCTb JEHCTBHMN:
1. ChopmynupoBath (HyHKITHOHATHHBIE TPEOOBAHUS K B3aUMOIeHCTBHIO cBoel cuctembl ¢ ECHA.
ns sToro crnenyer:
—  U3y4YUTh PEKOMEH]yeMble CLIEHapUH HUCII0JIb30BAHUS U BbIOpATh HY)KHBIE,
—  OIpeAenuTh epeueHb CBEICHUH 0 Mob3oBarene, kotopble Bameil UC tpeGyercs moay4arsb
u3 ECUA B yrBepxaenusx SAML;
— ompeAenuTh TpeOOBaHUS K YPOBHIO JOCTOBEPHOCTH HAECHTU(UKALNUU TMOJIb30BATEINS
(cm. 1. 4.1.1).
2. IlpeacraBuTh I CBOCH CHUCTEMBI CepTH(UKAT KITFOYa HEKBAaTU(UIIMPOBAHHON 3JIEKTPOHHOM
noanucu B (opmare X.509 Bepcum 3. Ceprudukar TtpeOyercs misi waeHtudukanuun HMC
nipu B3aumoaeiictsun ¢ ECUA. bonee moapo6uyro undopmaimio o ceprudurare X.509 MoxHO

MOCMOTPETH MO cchlIKe http://tools.ietf.org/html/rfc5280.

3. Ceprudukatsl TecToBOM U npoayktuBHOU cpeq ECUA, ucnosib3yeMble 1 TPOBEPKH IO ITUCH,
JOJIKHBI OBITH MpeABapUTENbHO 3apeructpupoBanbl B ECUA 1 npuBsizaHbl K y4eTHOM 3amnucu

cucrembl-kueHTa B ECUA. ECHUA wucnonwsidyer ceptudukatel B ¢opmare X.509 wu

¢ Pasnen 10 Perimamenra.

7 Buumanue! B cBsi3u ¢ npekpamenueM nojaep:kku SAML 2.0 8 ECUA noakmouenue UC k ECUA
yepe3 3ToT uHTepdeiic Obuto mpekpameno ¢ 01 saBaps 2018 r., mosTomMy IS MOAKITIOYEHUS
pexomenayercst ucnonb3zoBarh nporokon OAuth 2.0 / OpenlD Connect. 3anpemeHo NoAKIIOUEHUE
1o npotokoiry SAML 2.0 u no nporokoiy OAuth 2.0 / OpenID Connect onHOBpeMeHHO. Bo3MokxHOCTB
u3MeHeHuss mapamerpoB mnojkiaroueHuss k ECHA uepes wunrtepdeiic SAML 2.0 nans panee

IO AKJIIFOYCHHBIX 4(@ 6y,ueT COXpPaHCHA.
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B3aMMO/ICHCTBYET ¢ anroputMamu GopmupoBanus 3nekrponnoit noamnucu I'OCT P 34.10-2012
u kpuntorpapudeckoro xsmuposanus OCT P 34.11-2012.

4. Peanmu3oBath uHTep¢eiicel mocrtaBmuka ycayr SAML. B kadecTBe HMCXOIHBIX JTaHHBIX
1S pa3pabOTKH CIIEAYET HCIIOJIb30BATh!
—  (ysxumonansHbIe TpeOOBaHMs, COPMUPOBaHHBIC Ha | mare;

— cnemudurarus SAML 2.0 (moctymHa 1o ccbuike http://saml.xml.org/saml-specifications),

B TOM umcie onucanue npodmier Web Browser SSO, Assertion Query/Request, Single
Logout Profile;
— cnenudukanus Interoperable SAML 2.0 Web Browser SSO Deployment Profile (moctymnna

o ccelIke http://saml2int.org/profile/current);

— omnucanue popmaroB u ipumepsl coodmennit SAML B ECUA (cm. . A.4—A.7 npunoxxeHus
A);

—  PEKOMEHJAIIMHU TI0 UCTIOIH30BAHUIO TOTOBBIX PeATM3aIliid IOCTABIIIMKOB YCIYT C OTKPBITHIM
KOJIOM (CcM. 1. A.2 IprtokeHus A).

5. JlopabGoTath au3aiiH caiiTa, BbIOpaB MecTo s pa3MmernieHusi kHonku «Boiitu uepes ECHUA»
Y peain30BaTh B CUCTEME JIOTHKY 00pa0OTKU JAaHHBIX O MOJIB30BaTeNsAX, orydaeMbix 3 ECHUA.
Hemonyctumo otoOpaxkats ctpanuity ayrentudukanun ECHUA Bo dpeiime caiita.

6. OOGecneynTh B COOTBETCTBUU C TPEOOBAHUSMH 3aKOHOIATEIHCTBA KOMIUIEKC MEP, HEOOXOMMBIX
st obecnieueHus WHGOPMAIMOHHONW O€30MacHOCTH W 3alllUThl TEPCOHANBHBIX JTaHHBIX
noJib3oBaresne, nomydaembix MC B mporiecce ee B3aumoierictBus ¢ cucteMod ECHUA.

7. 3arpy3uTh aKTyaJbHbIE METaJaHHbIC MocTaBmuka uaeHTudukanuun ECUA:

— MeETaJlaHHble TeCTOBOro mnocraBimka uaeHTudukamuu ECHUA omy0iauMkoBaHBI MO CCBLIKE

https://esia-portall.test.cosuslugi.ru/idp/shibboleth®;

— METaJIaHHbIC MPOMBIIIJICHHOTO TocTaBmuKa wuacHTHGUKanmun ECHUA omyOaukoBaHBI

1o ccwlIke https://esia.gosuslugi.ru/idp/shibboleth.

8. IloaroTtoBuTh MeTaJaHHbIE MHTETPUPYEMOIl cHCTeMbl (MOCTaBIIMKA Yyciyr). UToObl
MOATOTOBUTH UX MPABHIILHO, PEKOMEH/IYETCS MCIOJIb30BATh CIEAYIOIINE UCXOIHbIE JaHHBIE:
— omnucanue (aiina MmeragaHHbIX (1. A.S puIokeHus A);
— 1mabnoH daitna MeTagaHHbIX (1. A.6 TpUIoKeHHs A);

— TpeOoBaHHMs Ballel CUCTEMBI K THITY ¥Y3:

8 3neck u nanee esia-portall B cChLIKE — UMs TECTOBOTO JIOMEHA B 3aBMCHMOCTH OT TECTOBOM CpEJIbl.
KoHKpeTHyI0O TECTOByHO cpely M pErucTpalMy yCTaHABIMBAET OINEpaTop AKCIUTyaTalluH
npu 00paboTKe 3asBKHU HA PETUCTPALHUIO.
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10.

3.1.2

- tun posu mnoiw3zoBarens (DJI, UIl, npencraBurens FOJI, nomKHOCTHOE JUIO
rocynapcTBeHHOU opranu3aiun) — 6ok SupportedGlobalRoles 1 meramaHHbIX;
- JIOMYCTHMBIA MeToa ayreHTudukanmmu (mo mnapomro, mo KDOII, ycuneHHas
ayrenTudukaius) — 6ok SupportedGlobalRoles meTagaHHBIX;
- JIOIYCTHMBIN YpoBeHb (cTaryc) Y3 (MOATBEpsKAeHA WK YIPOILIEHHAst/CTaHJapTHas
¥3) — 610k SupportedAccTypes MeTaaHHBIX.
— TpeboBaHMs Balllel CHUCTEMbl K IEPEYHIO CBEACHUH O IOJIb30BaTENIEC, KOTOPbIE HYXKHO
nonyuats U3 ECUA B yrBepxaenusax SAML;
— cepTudUKaT KI04a dIEKTPOHHOU MOAMHCH.
CHHXpOHU3UPOBATh CHUCTEMHOE BpeMsi cepBepa, Ha KOTOPOM YCTAaHOBJIEHA Balla CUCTEMa
(MOCTaBIIMK YCIYT), CO 3HAUYEHHEM TOYHOTO BpeMeHH. PacxokieHue Oojee 4eM B MUHYTY
MOXXET TPHBOJUTh K BO3HHUKHOBCHHIO ONMIMOOK TPH B3aMMOJCHCTBHM ITOCTABIIUKA YCIyT
¢ nocraBukoM uaeHTuukanuu ECHUA.
OcymectButh noakmoueHne MC k TectoBod cpene u oTiaaauTh B3amMmozeiictBue ¢ ECUA
B TECTOBOII cpefie B cooTBeTCTBMM ¢ Pernmamentom’.

4 mwar: Beectu 10padoTKy B IKCILTyaTaUIO
OcCyliecTBUTh PETUCTpPALMI0 MeTagaHHbIX B TpombiiuieHHOM ECHWUA B coOTBETCTBUU

¢ Pernamentom!®.
[Tocne perucrpanud MeETaJaHHBIX MPOBEPUTH pPaboTy mnpombinuieHHOW Bepcun ECHA

C MIPOMBIIICHHOW BEPCHUEH Balllel CUCTEMBI.

AyTrenTuduxanus ¢ ucnoabzoanuem OpenlD Connect 1.0
1u 2 mar: Peructpanus UC
Perucrpamnus C ocymectBisieTcs coriacHo Permamenty (pasmen 6).

[Ipu ucnonb3oBaHuu crnocoba ayreHTudukanuu, ocHoBaHHOoTo Ha OAuth 2.0 u pacmupenus

OpenlD Connect, e TpedyeTcst GopMUPOBaHHE METAIAHHBIX.

3 mar: JlopaGoraTh cucreMy

Pexomenyemas nocneaoBaTebHOCTb JEHCTBUM:

BoimycTuTh KI1I04EBOM KOHTEHHEp U cepTUdUKaT KiIto4ya KBAIU(DUIMPOBAHHON 3JIEKTPOHHOM
noanucu g noaxmodaemoit UC (momxen conepxars OI'PH FOJI, sBnstomerocs: onepatopom

HcC).

? Pazzaen 9 Pernamenra.
19 Paznen 10 Pernamenra.
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3.2
3.2.1

Ceprudukar TpeOyercs misi uaeHtudukanmun MC mpu B3ammoneiicteun ¢ ECUA. ECHUA
ucnoyib3yer ceprudukatel B popmare X.509 uW B3aUMOACHCTBYET C aIrOpUTMaMH
dopmupoBanusi nekrporHod moamucu ['OCT P 34.10-2012 m xpunrorpadudeckoro
xaupoBanus 'OCT P 34.11-2012.

Ceptudukarsl TecToBoil W npoaykruBHoi cpen ECHUA, ucnonbs3yembie 11 (HOpMUPOBAHHS
NIEKTPOHHBIX  TOJNMCEM  OTBETOB  Kak  IIOCTABIIMKA,  JOCTYINHBI 1O  CCBUIKE

http://esia.gosuslugi.ru/public/esia.zip.

PeanuzoBate uHTepdetichl cucrembl-knueHnta REST-cepsucos ECUA u monenu KoHTposs
nocrymna, ocHoBaHHO# Ha OAuth 2.0. JleranbHast uHGOpManus coepKUTCS B pUiIokKeHus X b u
B.

JlopaboTtaTh Au3aiiH caiiTa, BBIOpaB MecTO JUIsl pa3MmelleHus KHomku «Boiitu uepes ECHUAY,
Y peain30BaTh B CUCTEME JIOTUKY 3alpoca JAaHHBIX O MOJIH30BATENAX, MOTYIaeMbIX C TIOMOIIBIO
nporpaMmmuoro untepdeirica ECUA. Hegonyctumo otoOpaxkarh cTpaHHIy ayTeHTU(UKaLUN
ECHA Bo ¢peiime caiita.

O6ecnieunTh B COOTBETCTBUH C TPEOOBAHUSIMH 3aKOHOIATEIHCTBA KOMIUIEKC MEP, HEOOXOIMMBIX
st obecnieueHus: WH(GOPMAIMOHHONW O€30TaCHOCTH M 3alllUThI TEPCOHANIBHBIX JJTaHHBIX
noJib3oBaresnei, noaydaeMmbix MC B mporuecce ee B3aumoierictBus ¢ cucteMoid ECHUA.
CHHXpPOHM3HUPOBATh CUCTEMHOE BPEMS CEpBEpPA, HA KOTOPOM YCTAHOBJIEH MOCTABIUMK YCIYT,
CO 3HaUE€HUEM TOYHOTO BpeMeHH. PacxoxaeHue Oojiee yeM B MHUHYTY MOXET HPUBOIUTH
K BOBHUKHOBEHHMIO OHIMOOK TMpPH B3aUMOJECHCTBUU TOCTaBIIMKA YCIYI C MOCTaBIIMKOM
unentuduranuu ECHUA.

OcymiectButh noakiatoueHne MC k TecToBOM cpele M OTiaaauTh B3auMojehcteue ¢ ECUA
B TECTOBOIA cpefie B cooTBeTCTBHM ¢ Permamentom!!.

4 mar: BBecTu 10padoTKy B IKCILIyaTAI[UIO

OcymectButh noaxiouenne MC k npomeiuienHoit ECUA B cooTBeTCTBHM C Pernamentom'>.
[Tocne noaxnrouenust UC x mpomsituienHoit ECUA nipoBeputh paboTy IpOMBIIIIICHHON BEpCUI

ECHA ¢ npoMbllIJICHHON BEpCUEH Ballleil CUCTEMBI.

PexoMenayemble cueHapuu uHTerpanun no SAML

Cuenapuu ayreHTH(HKAIUU NoJb30BaTeeil yepes ECUA

ba3oBelil cueHapuil ayTeHTHQPUKALHMHI 110J1b30BaTeJIA

"' Pasnien 9 PernameHra.
12 Paznen 10 Pernamenra.
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ba3oBbIM crieHapueM siBiseTcs cueHapuii ayrenTuukanuu OJI (Harpumep, 3asBUTENs). ITOT

CIICHApUi TMO3BOJISICT TMOJYYUTh CBEIEHUS 00 WHIUBUIyaTbHOM Tmosib3oBarene (PJI) B MoMeHT

ayTeHTU(UKaMK U cooTBeTcTBYeT mpoduiao Web Browser SSO Profile crammapra SAML 2.0.

Cuenapuil BKJIIOUAET CIIEIYIOIINE Iaru:

1.

[lonb3oBareny Ha)XKMMaeT Ha CTPAHULIE CUCTEMBI IMOCTABIIMKA YCIyr KHONKY «Boiltu uepes
ECUA».

[ToctaBmuk ycmyr ¢opmupyer u otnpabiser B ECHA 3ampoc Ha ayreHTH(DUKALUIO
U TIepeHarnpasJisieT Opays3ep mojib3oBarels Ha cTpanuily ayrentudukanuu ECUA.

ECUA mnposepsier craryc ayreHtuduxanuu mnonb3oBarens. Eciu momwszoBarens B ECHA
HE ayTeHTU(HUIIUPOBaAH, TO Ui MPOJOJIKEHUS Mpolecca OH JOJDKEH MPONTH ayTeHTU(DUKAIIIIO
OJIHUM M3 JOCTYIHBIX croco0oB. Ecnu monb3oBarens emé He 3apeructpupoBaH B ECUA,
TO OH MOYKET MEePENTH K MPOIIecCcy perucTparum.

Korpa mosns3oBarens ayrentudunuponan, ECUA npoBepsier, 4To ypOBEHb IOCTOBEPHOCTH
UICHTUQUKAIIMK  TIOJb30BaTeNIl  COOTBETCTBYET  TPEOOBAHUSM  CHUCTEMBI,  KOTOpbIE
3a(UKCUPOBAHBI B METAJAHHBIX.

Korpa mnonb3oBarens ycnemHo ayreHtuduuupoBaH, ECUA mnepenaér B cuctemy OTBET
Ha 3ampoc ayTeHTU(HKAIMU, KOTOPBIA comepxut Habop yrBepxkaenuii SAML (SAML
Assertions) o MoJIb30BaTele.

[TocTaBmuK ycayr MpUHUMAET pelieHre 00 aBTOpU3aliK MOJIb30BaTeNsl HA OCHOBE MOJTy4YEeHHOM

n3 ECUA undopmanum.
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MNonb3osatenb

(uepe3peb-bpay3ep) M C EC |/| A
|
[

; [1onb30BaTens 3anpawmBaet pecype

HTTPsGET

" Py Ay

WC HanpaenAeT B ECW—‘»‘zanpoc Ha ayTeHTUDHEALMID
i SAML/MHTTPs Redirect

Monb30BaTenb NPOXOMT aYTEHTHIKALMIO
HTTPs POST I

ECWA HanpaenaeTe MIC oTBET Ha 3anpoc Ha ayTeHTUUKALMA
SAMU/HTTPs FOST

WC npenocTaBnAeT pecypc

ob Sab e winkel dulnl ot
IR [P, . Ap———

Pucynok 3 — Unentudukanus u ayreHTUGUKAIMS TTonb3oBaTenell mocpencrsom ECUA npu ncrons3oBaHun
SAML 2.0

JlonmosTHUTEIbHBIN CeHApUii ayTeHTU(PUKANNH 0J1b30BaTe/Isl B KaYecTBe NMpeIcTaBuTe st
OpraHu3anuu

ECHA Ttaxxe mo3BoJsieT ayTeHTU(PHUITMPOBATh TOJIb30BATEINISI B KAYECTBE MPEACTABUTEIS

- IOJI;
- OI'B.

Orta (yHKuus BocTpeOOBaHA CHUCTEMaMH, CPEAM IOJb30BaTesiel KOTOPHIX €CTh COTPYIHUKU
OpraHu3alyii, HarpuMmep, BHICTYIAOLIUE KaK 3asBUTEH YCIYT WU Kak ToJkHOcTHBIE nia OI'B. Ecnu
BKJIIOUUTh 9Ty (YHKIHMIO B METaJaHHBIX MocTaBmuka yciayr, To ECHUA B otBere Ha 3ampoc
ayreHTHUUKaMu OyAeT IepenaBaTh CBEJCHHs 00 OopraHu3aluu mojib3oBarens. Eciam monb3oBaresns
SIBJISIETCS] YYACTHUKOM HECKOJIbKUX opranuzanuii, To ECUA npeasapuTenbHO NOMPOCUT HOJIb30BATENs
Ty U3 HUX, OT JIMIIa KOTOPO# OH OCyIIecTBIsAeT ayreHTudukamnuio. Eciau cucrema nogaepxusaer padboty
MOJIb30BATeNeH ¢ Pa3IMYHBIMU POJISIMH, TO B TIpoIlecce ayTeHTU(HUKALUK MOJIb30BaTelb OyJIeT UMETh
BO3MO’KHOCTh CJIeJIaTh BBIOODP POJIH, B KOTOPOii OH OyzaeT padboTatsh B qanHoi UC.

Jis mpoBepKM HalmWuMs y ayTeHTuuuupoBaHHoro cotpyaHuka HOJI HeoOXxonumbIx
MOJTHOMOYHH cJielyeT MCII0JIb30BaTh (PYHKIIMOHAN CUCTEMHBIX Ipymi (4.2.2.3).

Z[J'ISI IPOBCPKHU HAJIHUYUA Y aYTeHTI/I(I)I/II_II/IpOBaHHOl"O JOJDKHOCTHOI'O JIMIIa HCO6XOI[I/IMBIX
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MOJTHOMOYUHN PEKOMEHAYETCS UCIIOIb30BaTh COOTBETCTBYIOIIee SAML-yTBepxaenue (1. 4.3.3).

Cuenapuii ¢ yCTAaHOBKOM JIOKAJIbLHOM CeCCHH

Kak Tompko  momb3oBaTens  mpomen — ayreHTudukanuioo, ECHWA  ycranaBnuBaer
10JIb30BATEIbCKYIO CECCHIO, TIPOJOJIKUTENIBHOCTh KOTOPOH cocTaBisieT 3 yaca. PakT Hayajla Ceccuu
3anmuceiBaeTcs B (haitne cookie, KOTOpBI XpaHHUTCS HAa KOMIIbIOTEpE MoJib3oBarens. llpu 3akpeiTin
moJyib30BareneM Opay3epa ceccusi aBTOMaTHuyecKu 3aBepuiaercs. CucremMa MOXKET YCTaHOBUTH
JUIS TI0JIb30BATENsl CBOKO <JIOKAJIbHYIO» Cecchlo. PexomeHayemas NpOAOKUTEIbHOCTh CECCUU —
oT 15 munyT 10 3 yacos. [Ipu 3aBepiieHnn «IOKaIBHOM CECCHH cCUCTeMa J0JbKkHA HanpasisiTe B ECUA
HOBBIH 3aMpoc Ha ayTeHTU(PUKALHIO.

CueHapuii ¢ apTopHu3anuei nojab30BaTesst

Cucrema ECHUA obGnanaer QpyHKIHOHAIOM IO MPEAOCTaBICHHUIO MOCTABIIMUKY YCIyr HMH(OpMAaIHH,
Ha OCHOBAaHUH KOTOPOI BO3MOXHO NMPOBEACHUE aBTOPU3AINH ayTCHTH(PHUIIMPOBAHHOTO TTOJIb30BaTEIIS.

Pemenne 06 ABTOpH3AllUH IMOJIB30BATECIIA IPUHUMACT CUCTEMA, B KOTOPYIO IMOJB30BATCIIb aBTOPU3YCTCS

(Tabmuma 1).

Ta6mmma 1 — TpeGoBaHus K aBTOPU3AIMH MTOJIB30BaTEICH

TpedoBanus

PCKOMCHIIyeMOC peuicHue

Tpebyercss 3HaTh 4YTO-TO O  IOJIb30OBATEINE

JUIsI OTHOTO ceaHca paboThl (HampuMmep, UM,
KOTOPBIM

IO AIMMCBIBATDH KOMMCHTapuu

nosb3oBarens). Her HeoOxomumocTu XpaHUTh

Haatp noctyn nocie noysydenus u3 ECHUA orera

Ha 3ampoc  ayTeHTH(HUKAIUH, COJICPIKAIIEro

TpeOyeMblii HaOOP CBEIEHUH O MOJIb30BaTENe

(manpumep, ®UO, email u Ap.) U IIUTETHHO

XpaHUTb MOJIb30BaTEILCKUI KOHTCKCT

(HaCTpOWKH, 3asIBKH, KOMMEHTAPHUN )

JTaHHbIE 00 aKTUBHOCTH M0JIb30BATENS
710 CIIEYIOIIETO ceaHnca
TpebOyercs 3HaTh dTO-TO O mojb3oBarene | JlaBate noctyn nocnie noaydenus u3 ECUA orera

HAa 3ampoc  ayTeHTHU(HUKAIUU, COAEpIKaIlero

TpeOyemblii HaOOp CBEIACHMI O TMOJIb30BATEIE.
[Tpu nmepBOM BXO/I€ OJIB30BATEINSI PETUCTPUPOBATH
ero uAeHTudukaTrop

nonb3oBatens  (userid).

B nannHelmem XpaHUTh I0JIb30BaTEIbLCKUI

KOHTCKCT B IIPUBA3KC K 3TOMY I/I,Z[eHTI/I(l)I/IKaTOPy

TpeGyetcst orpaHMuUTh HAOOP MPEAOCTABISIEMBIX

GyHKIMH B 3aBUCUMOCTH OT THUma Y3, poiu

Jasats nocryn nocie noaydenus u3 ECHUA orsera

Ha  3arpoc aYTeHTI/I(I)I/IKaL[I/II/I , COACPIKAIICTO
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TpedoBanus

PexoMennyemoe peuienue

I10JIb30BAaTCJIA,

ayTeHTU(PUKAITUU

HCIIOJIB30BaHHOI'O

METOJa

TpeOyemblii Habop CBEIECHUII O MOJIb30BaTENE.

I[Ipu  mombITKE  mMOJIB30BaTeNsi  OOPATHUTHCA

K pyHKIMU, [UII  [PEAOCTaBICHUS  KOTOPOM

TEeKyliue Tun Y3  [oJIb30BaTeNs,  POJIb

N0JIb30BATENS] WJIM METOJ  ayTeHTHU(HUKAUU

ABJIAIOTCSA ~ HEAOCTAaTOYHBIMU, BBIBECTU €My
COOOIlIeHHE C TOSICHEHHUSMH 10 JajJbHEeHIuM
nercTBusiM. PekoMeHayembie COOOIIeHUsT ISt
pa3IUYHBIX CUTyallud NpUBEIEHBI B Tabmuue 2.
B rnase 4.1.1 npuBeneHs! cBeieHUS PO TUIBI Y3

MOJIb30BAaTEIEH U POJIM TI0JIb30BATENEH

B cnenyromieit Tabnuiie mpuBeaeHB PEKOMEH/IAIMH 110 MTPOBEPKE COOTBETCTBHUS TPEOOBAHUSIM

NC tuma V3 nonp30BaTesis, poJiv OJIb30BATENSI U UCIIOJIH30BAHHOTO METO/1a ayTeHTU(UKAITIH, a TAKKE

JaHbl PEKOMCHIAAIWH 110 COO6HI€HI/I$IM, KOTOPBIC CTOUT MPEAOCTABUTH I10JIB30BATCIIIM B ClIydac

HECOOTBETCTBHUA UX Tpe60BaHI/I$IM CHUCTEMBI U ITPUBCACHBI PEKOMCHAAIIUU T10 HﬂﬂbHCﬁIHHM I[GﬁCTBI/IfIM.

Tabnuia 2 — Pexomenganuu o HHGOPMHUPOBAHUIO MTOJIH30BATEISI O HECOOTBETCTBHH

aBTOpPU3ALMH TPEOOBAHUSIM CHCTEMBI

(IMOATBEPIKACHHBIX) V3

Curtyanus Kak onpenenurs YTo0 cO00IIMTH U NPENJIO0KUTH
CUTYALHIO N0J1b30BaTeJII0

[Tonb3oBarens ¢ Y3 ¢ tunom | [IpoananusupoBath [Ipu  goctyme K QyHKIUAM,
YIPOIIEHHAS YTBEPKJICHUE SAML | tpeOyromum CTaHAAPTHOM
(«HEeTTpOBEPEHHAS) cumenem  assurancelLevel | (mpoBepenHoit) ¥Y3:
MOTIBITANICS obparutbes | unmu  personTrusted  (cm. | «[lns moctyma Bam  HEOOXOAUMO
K QyHKIUAM, Tabnuiy S) MPOITH OpoLIeyPY IPOBEPKH CBOMX
MIPEI0CTABISIEMbIM TOJIBKO nanHelXx. Ecmm  Bamm  M4HBIE
JUIS CTAaHAAPTHBIX JaHHBIE TOJBKO YTO  MPOLUIU
(«ITpOBEPEHHBIX)) u/unu MIPOBEPKY, TO BaM HY)KHO BOWTH

B CUCTCMY ITOBTOPHO.»

Ccpbuika Ha IPOBEPKY JAHHBIX:
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Curyauus

Kak onpeaenurs

CHUTyalHIO

Y10 cO00IIUTH U NPENT0KUTH

moJIL30BaTE/II0

https://esia-

portall.test.gosuslugi.ru/validate

I[lpu  moctyme Kk  QyHKOUSAM,
TpeOYIOLTUM MOATBEPKICHHON Y 3:
«Ins mocryma Bam  HEOOXOAUMO

HpOfITH OponcaAypy NpoBEPKHU CBOUX

TAHHBIX u MOJITBEPKACHUS
auyHOCTU. EciaM BBl TONBKO 4TO
MNOJATBEPIMIIM  CBOIO  JIMYHOCTb,
TO BaM HY)XHO BOWTH B CHCTEMY
MOBTOPHO.»

Ccpuika Ha MPOBEPKY AAHHBIX:
https://esia-

portall.test.gosuslugi.ru/validate

[Tonb3oBarens ¢ Y3 ¢ tunom
cTaHfapTHas  (MpoOBEepeHHas)

TTOTIBITAJICS oOpaTuThCA

K QYHKITHSIM,
MIPEI0CTaBISIEMbIM TOJILKO

JUTSL «OATBEPAKIACHHBIX» Y3

[Ipoananu3upoBath
YTBEPKICHUE SAML
C UMEHEM assurancelLevel

(cm. Tabmuiy 5)

«Ins mocryma Bam  HEoOXOAUMO

l'IpOfITH OponcaAypy noATBEPKIACHUSA

JngHOCTH. Ecim BBl TOJBKO YTO

MOATBEP/WIIA ~ CBOIO  JIMYHOCTD,
TO BAM HY)XHO BOWTH B CHCTEMY
MTOBTOPHO.»
Ccrika

Ha TIOJITBEPIKICHHE

JIMYHOCTHU:

https://esia-

portall .test.gosuslugi.ru/confirm
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Curyanus Kak onpenenunrs Y10 cO00IIUTH U NPENT0KUTH

CUTYALHIO 10J1b30BATEJII0

[Tonb3oBarens ¢ Y3 ¢ poasto | [IpoananusupoBath Ecnu HeoOxoMMa poJib COTpYAHMKA
@®JI mombITancs OOPATUTHCS | YTBEPKIACHUC SAML | FOJI u Tekymas Y3 wuMeeT THII
K QyHKIHAM, C UMEHEM globalRole | «noarBepxaeHa»:
npejocTaBisieMblM  Tonbko | u orgType (cm. Tabmuimy 5)' | «Jlng mocTyma BaM  HEoO6XOAMMO
st U1 / [OJDKHOCTHBIX JIWILL BOWTM B CUCTEMY B KAayeCTBE
KOJI / nomxuocTHbIX aur; OI'B corpynauka  FOJI.  Ecimm BB

ABJISIETECH PYKOBOJUTEIEM

IOPpUINYCCKOro JiMhaa, Bbl TaKiKe
MOXXETE  3aperucTpupoBarb Y3
KOJD».

Ccputka s peructpanuu FOJI:
https://esia-

portall .test.gosuslugi.ru/org

Ecmn  weoOxomuma  pomp  UII
MTeKymas Y3  uUMeeT  TUI
«TIOJITBEPIKICHAN:

«lng gocryma BaM  HEOOXOJUMO
BOMTH B cCHCTEMy B KayecTBe

HUHAWMBHUAYAJIIBHOI'O

OpeaAIpuHUMaTCIIA. Bu1 TaKXKe

MOXETE€  3aperucTpupoBaTh Y3
VH/IUBU1yaIbHOTO
MpeANPUHIMATEIS. »

Ccepuika:

https://esia-

portall.test.cosuslugi.ru/orgs

13 Eciin UC paboTaeT UCKIIIOUUTENBHO ¢ ydeTHbIMH 3anucsivu FOJI / rocy1apcTBEHHBIX OpraHu3allyii,
TO PEKOMEHJYeTCs HACTPOUTh €€ MeTaJlaHHbIe TakK, 4TOObl JOCTYN K HEH MOIVIM MOIYYUTh TOJIBKO
M0JIb30BaTeNH, uMmeromue Takyo Y3 (cMm. Ilpunoxenue A.6). B atoMm ciaydae ecnu HoJb30BaTensb,
MIPUCOEIMHEHHBIH K opranusanuy, paiee ayrentuguuuponaics B ECUA kak ®JI, Ho nmepemien B 3Ty
NC, to ECUA oGecrieunt aBTomMaTnieckoe nepexiroueHue ero poiu Ha poab FOJI (ecnu tpebyeres —
MOTIPOCHUT TOJIb30BaTENsl BBIOpATh OpraHU3aItio, OT KOTOPOil eMy TpebyeTcs padoTaTh).
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Curyanus Kak onpenenunrs Y10 cO00IIUTH U NPENT0KUTH

CUTYAIHIO M0JIL30BaTEJII0
Eciu HeoOxoauma poJIb
JOJDKHOCTHOTO mna OI'B

MTeKymas Y3  UMeeT  TUl
«TIO/ATBEPIKICHAN:

«Ins mocryma Bam  HEOOXOAUMO
BONTM B CHCTEMY B KaudecTBe
noipkaocTHoro Jjmra Ol By

Ecmu MOJIE30BATEIIb HMEeT
VIPOIIEHHYIO (HEMPOBEPEHHY0) /
CTaHIApTHYIO (TIpOBEpeHHY0) Y3,
TO HEOOXOIMIMO €ro
porH()OPMUPOBATH

0 HeOOXOMMOCTH  TIOJITBEPKICHUS
JIMYHOCTH. 910 SIBIISICTCS
HEOOXOJUMBIM  TIPEIBAPUTEITHHBIM
YCIIOBHEM IS BO3MO>KHOCTH
MOJIyYCHHUST TIOJIb30BATENIEeM  POJIU
momxHoctHoro Jmma IOJI, OI'B

v posia UTT

[Tonb3oBarens, [TpoananusupoBaTh «dns  gocryma BaM  HEOOXOIUMMO
ayTeHTU(PHUITUPOBABIITUICS YTBEPKJICHUE SAML | ucnonab3oBaTh CPEIICTBO
10 MapOJIIO, nonbITalics | ¢ umeHeM authnMethod (cM. | KBaTM(UIIMPOBAHHOHN AIIEKTPOHHON
MOJIYYUTh JOCTYN K (QyHKUMH, | TAOIUILy 5) nogmucu. Ecmm y Bac umeercs
TpeOytomieil ayreHTu(uKauu CPEICTBO DIEKTPOHHOW TOJIUCH,

4

110 SHCKTpOHHOﬁ I'IOI[HI/ICI/Il BOﬁ,I[HTG 3aHOBO, HCIIOJIB30BaB 3TO

CpCaACTBO.»

4 Eciin YIC TpebyeT MCKIIOUMTENBHO ayTeHTU(DMKAIIUU O 3IEKTPOHHOM MOJIITUCH, TO PEKOMEHyeTCs
HacCTpOUTh €€ METaJaHHble TakK, 4TOOBbl JOCTYNl K HEeW MOINIM MOJy4UTh TOJBKO MOJb30BATEINH,
ayTeHTU(UIUpOBaHHbIe TakuM oOpazom (cMm. Ilpunoxenume A.6). B stom cimysae ECHA
CaMOCTOSITEJIbHO OOECIEeYUT KOPPEKTHOE WH(GOPMHUPOBAHUE I0JIb30BATENsl O HEOOXOIMMBIX Ilarax
0 MOTYyYEHUIO 0CTYIA.
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Curyanus Kak onpenenunrs Y10 cO00IIUTH U NPENT0KUTH

CUTYyalluIO 1M0JIb30BaTEII0

ITocae 3TOro COOOIIIEHUS
PEKOMEHTyeTCSI Pa3MECTHTh KHOIIKY

BbI30Ba CIMHOTO 3aBCPIICHUA CECCUN

Cnenyet yuectsh, uto eciu MIC Hampasisiet mosb3oBatens B «[Ipodwmis nonszoBatens ECHUA»
JUTS. COBEPIICHUS HEKOTOPBIX OTepaIruid (Hampumep, JIIs BHIITOJHEHUS POBEPOK JAHHBIX ¥Y3), TO MOCIe
WX BBITIOJHCHHS TI0JIh30BaTENlb He Oyner aBTOMaruyeckd BosBpamieH B MC. B To ke Bpems eciu
COOTBETCTBYIOIIAST OTEpPAIsi MOXET OBITh BBIMIOJIHGHA B TEUCHUE OJIHOM CECCHHU TIOJIh30BaTEls,

TO MOJIH30BATEII0 MO’KHO AaTh BO3MOKHOCTh BEPHYThCS B cUcTeMy (cM. II. 3.5).

3.2.2 Cuenapwuii e1TMHOIO0 3aBepPIIEHUS CECCUH

B Teuenue nedcTBUS cecCHM TOJIH30BATENh MOXKET 0€3 MOBTOPHOM ayTeHTHU(HKAIMK BOUTH
B OJHY WJIM HECKOJNBKO JApyrux cucteMm, mnoakiatoueHHbix kK ECHA. Tlpu BO3HUKHOBEHUU
HEOOXOJUMOCTH B OJHOBPEMEHHOM 3aBEPIICHUM CECCHU BO BCEX CHCTEMax MCIOJIb3yeTCs
COOTBETCTBYIOIIMH crieHapuii. EquHOe 3aBepiieHne ceccuu HeoOX0IUMO, HampuMep, pH U3MEHEHUH
JAHHBIX ayTeHTU(PUIIMPOBAHHOTO OJIb30BATENS — B 3TOM cirydae ais nosuydenus: IC B yTBepkIeHUSX
SAML O0OHOBJIECHHBIX JAaHHBIX TOJB30BATENIb JIOJDKEH COBEPIIMTh BBIXOJ H  IOBTOPHYIO
ayreatudukanuio B UC.

Enunoe 3aBepiieHue ceccuu BBINOJHsSIETCS B COOTBETCTBUH ¢ mpodunem Single Logout
cranzaprta SAML. IIporecc nHULMUPYETCA MOJB30BATENIEM NP HAKATUM KHONKU «BBIX01» B cucTeMe
MOCTaBIIMKA YCIYyr, pEealn30BaBIIEro Yyka3zaHHbIM cueHapuii. WMC He nomkHA C€aMOCTOSITENBHO
MHULIMMPOBATH €IMHOE 3aBEPLICHUE CECCUU.

Cuenapuii BKIIIOYAET CJIEIYIOIIUE IIIaru:

1. Ilonp3oBarens HaXXUMaeT KHOINIKY «BbIxoa» B cucteme.

2. Cucrema ¢Qopmupyer u HampaBiasier B ECHA 3ampoc Ha 3aBeplieHHE CECCHH —
<LogoutRequest>. JlanHslii 3apoc Tpedyercs 00s13aTeIbHO BBIOIHSTS.

3. ECHA omnpenensieT oCcTaabHbIX YYaCTHUKOB cecCUU. OCTalbHbIE YYACTHUKH CECCHUHM — 3TO BCE

CUCTEMBI, B KOTOpBIE MoJsib30BaTenb Bomeén uepe3 ECUA Ha npoTsbkeHun Tekymieit ceccuu. Ecnu

npyrue ydactHUkM cyulectByor, ECHMA otnpaBaser 3anpoc <LogoutRequest> kaxmomy

U3 HUX.
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4.

3.2.3

Cucrema, nonyuusmast <LogoutRequest>, 3aBepiiaeT Ha CBOEHW CTOpPOHE AKTHBHYIO CECCHIO
nosib3oBarens (WIM IPOBEPSAET, YTO CECCHsl K 3TOMY MOMEHTY YK€ HEaKTHBHA). 3aTeM
dbopmupyet u ormpasisier B ECUA otBet 0 ToM, uTo ceccus 3aBepiieHa — <LogoutResponse>.
Kornma Bce ocraipHble YYaCTHHKH KOPPEKTHO 3aBeprimin cBou ceccun, ECUA ¢opmupyer
u otnpasisieT otBeT <LogoutResponse> cucreme, HHULMMPOBABIIEH MPOLENYpPY 3aBEPLICHUS
ceccud. Eciu Kakoi-To U3 MOCTABIIMKOB YCIYT HE CMOT 3aBepiuuTh ceccuto, ECUA otobpaxkaer
MOJIL30BATENIO BEO-CTpaHUIly, HHPOPMUPYIOLIYIO €T0 O TOM, YTO HPOIEaypa HE MOXKET OBITH
KOPPEKTHO 3aBEpILIEHA U YTO M0JIb30BATEI0 HEOOX0AUMO NEpe3anyCcTUuTh Opays3ep.

Cucrema, MHHUIIMUPOBABIIAS TMPOIEAYPY 3aBEPIICHHUS CECCHH, 00padaThIBAeT MOJIyUYE€HHBIN
ot ECUA otBer. Hampumep, nepeHampaBisieT MOJIb30BaTeIsl Ha BEO-CTpAHUILy 3aBEPIICHHS

ceCCuu.

DopMaThl COO0IIEHU

OcHognble ucnonabzyembie B ECUA dopmatsl anekrpoHHbIX coolmmennii SAML 2.0:
3anpoc ayrentudukannn (AuthnRequest);

OTBET Ha 3arpoc ayreHTHuKanuu (AuthnResponse);

3ampoc 3aBEPIICHNS aKTUBHOM ceccuu noJib3oBatens (LogoutRequest);

OTBET Ha 3aIpoc 3aBepiieHus: aktuBHou ceccun (LogoutResponse).

JletanpHOe omucaHue (opMaTOB ATHX IJIEKTPOHHBIX COOOIICHHWH, a Takke TpeOoBaHUI

K GOpMHPOBAaHUIO METaAaHHBIX 1151 nHTerparuu ¢ ECUA coaepXuTcs B MPUIOKEHUH A.

3.3

PexomenayeMblil cueHapuil ayTeHTH(QUKAUMM NPU HHTErpauuu

no OpenID Connect 1.0

ba3oBblii cueHapuii ayreHTuGuKanun

bazoBriM cuenapuem ayreHTHUKauu npu ucnoiszoBaHuu OpenlD Connect 1.0 sBnsercs

cueHapuit ayreHTudukanuu OJI (Hanpumep, 3asBUTENS).

1.
2.

Cuenapuil BKIIIOYaeT ClIeIyIOIIMe MIary:
[Tonp30BaTens HAKMMAET Ha BEO-CTPaHULIE CUCTEMBbI-KJIMEHTa KHOTNIKY «Boiitu yepe3 ECUA».
Cucrema-xkinueHT ¢opmupyer u otnpasiasier B ECHMA 3anpoc Ha ayreHTH(UKAIUIO

" IICPCHAIIPABJIACT 6pay3ep MMOJIB30BATCJId Ha CIHCHUAIBHYKO CTpaHHULy HIPCAOCTABJIICHUA

JOCTYTIA.
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3. ECHA ocymiecTBisieT ayTeHTH(PHUKAIUIO TOJIB30BaTElsl OJJHUM U3 JOCTYIHBIX crtocoboB. Eciun
nosib3oBarens emé He 3apeructpupoBaH B ECHA, To OH MOXET MNeperTH K Ipoueccy
perucTpanum.

4. Kornma momnp3oBarens ayreHtudunupoBan, ECHMA cooOmaer monap3oBarenao, 4TO CHUCTEMA-
KJIMEHT 3alpallliBaeT JaHHBIE O HEM B LIEJISIX MPOBEACHUS UACHTH(PHUKAIINN U ayTeHTHU(PHUKAIINH,
MIPEIOCTABIISISI IEPEUEHB 3aMPAIINBAEMbIX CUCTEMON-KIMEHTOM CBEJCHU.

5. Ecnm momnp30BarTens JaeT pa3peuieHre Ha MpOBeIeHHE ayTeHTU(UKAIIUN CUCTEMON-KIHEHTOM,
To ECUA BblIaeT cuctemMe-KINEeHTY ClielualbHbIi aBTOPU3ALMOHHBIN KOJI.

6. Cucrema-knueHt gopmupyet B agpec ECHA 3anpoc Ha nmosiyueHue Mapkepa uaeHTHpUKam,
BKJIKOYasl B 3aIIPOC NOJIYYECHHBIN paHee aBTOPU3ALMOHHBIN KOI.

7. ECHA mnpoBepsieT KOppEKTHOCTh 3ampoca (Hanpumep, 4To CUCTEMA-KIMEHT 3aperucTprupoBaHa
B ECHA) u aBTOpU3allMOHHOTO KO/1a U NIepelaeT CUCTeMe-KIMeHTY MapKep HAeHTU(UKALIUHY.

8. Cucrtema-KJIMEHT U3BJIeKaeT UAEHTU(UKATOP MOJIb30BaTENsI U3 Mapkepa uaeHtudukanuu. Eciu
UICHTUPUKATOP TMOJY4YEH, a MapKep MPOBEpEeH, TO CUCTEeMa-KIMEHT CUMUTAET I0JIb30BaTENs
ayTeHTU(UIIMPOBAHHBIM.

[Tocne momydeHus: mapkepa WIASHTHU(UKAIUU CcHUCTeMa-KIueHT wucrnoiab3yeT REST-cepBuchbl
ECHUA nns mosydeHuss [ONOJHUTENBbHBIX JaHHBIX O TOJb30BaTElIEe, MPEABAPUTEIBHO MOJTYyYUB

COOTBETCTBYIOIIHMI Mapkep aoctymna (cM. npuioxenus b u B).
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Mons3zoeatens
(4epaz peb-Gpayacp)

MNonsszoeaTens 3anpaluMeasT pecype

nc

(eMcTema-KnmueHT)

ﬂ

L J

ECHA

Mons3oBatens NPoOXoaWT ayTeHTHdMKa u,pfm

WMC HanpasnaeT 3dnpoc H3 ayTeHTHGMKA LMD
L]

b
MNonb3oBaTens AaeT paspeleHHe Ha 40 N K CBOMM OJ3aHHbIM

- A B o g S N

|

+

ECKA pozepawaeTlagTopHaa UMOHHBIR KO

MC ayTenTHhHUUMDYeT NOALIOBATENA

W

3aNpoC Ha NONYYeHHE MapHepa
MAEHTHG KA LA M

F

Maprep WoeHTIHGHKALMK

Pucynok 4 — nenTudukanus u ayreHTH(GUKAIHS T0Tb30BaTeIeh

pu ucrnons3oBanun Mexaan3ma OpenlD Connect 1.0

Jono/iHUTeIbHBIN CIeHAPHH Ay TEeHTH(PUKALMH M0J1b30BaTe/Isl B Ka4ecTBe NPeICTaABUTe s

OpraHu3anuu

ECHUA Ttakxke mo3BoJisseT ayTeHTU(UIUPOBATH IOJb30BATENl B KayecTBE IPEJICTaBUTEINS

opranuzamuu, A 3toro UC gomxHa:

— 3ampocuts y ECUA He Tonbko Mapkep uaeHTU(UKALKMK, HO U MapKep J0CTyma (Ha MoJydeHHe

JaHHBIX HOJ'IB3OB3TCJ'I$I);

— C HCHOJb30BaHHMEM MapKepa AocCTyma u mnporpamMmHoro untepgeiica ECHA, ocHoBaHHOTO

Ha REST, nonyunts uHpOpMaIMio O TOM, COTPYAHUKOM KakKUX OpraHu3alMid sBIISETCS

IIOJIB30BATCIIb,

- 3aIIpOCUTD y IMOJIb30BAaTCIIAA, OT UMCHHU KaKou OpraHu3allui OH 6YI[CT pa60TaT1> B JTAaHHOM ncC

(eCJ'II/I MOJIB30BAaTCJIb ABJIACTCA COTPYAHUKOM HECKOJIBKUX OpTaHH3aHHﬁ).

HpI/I HeO6XOI[I/IMOCTI/I HC Taxke MOXKET IMPOBEPATH, BKIIFOYUCH JI 1TOJIb30BATCJIb B HeO6XO,[[I/IMLIe

CUCTCMHBIC I'PYIIIbL IOH, SABJISICTCA JIM OH PYKOBOJUTCIIEM OpraHu3aluu.
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Heo0x0auMO TMOMHHUTB, YTO BBIOOp OpraHu3alMy, OT HMEHH KOTOpoi Oyaer paboraTh
nosib3oBarens B UC, noimkeH npoucxoauTs Ha ctopoHe camoid C ¢ ucnosb30BaHNEM €€ CPE/ICTB.

CueHapuii ¢ yCTAaHOBKOI1 JI0KAJbHOH cecCuM

Kak Tompko  momb3oBarens  mpomen — ayreHTH(ukanuto, ECHWUA  ycraHaBimBaeT
10JIb30BATEIBCKYI0 CECCHUI0, TPOJOJIKUTENIBHOCTh KOTOPOH cocTaBiigeT 3 yaca. DakT Havana ceccuu
3anuceiBaeTcs B (paitie cookie, KOTOpBI XpaHHUTCS HAa KOMIIBIOTEpE MoJib3oBarens. llpu 3akpeiTin
moJib30BareneM Opay3epa ceccusi aBTOMaTHuecku 3aBepuaercs. CucremMa MOXKET YCTaHOBUTH
JUIS TIOJIb30BATENsl CBOKO <JIOKAIbHYIO» Cecchilo. PexomeHayemas NpOAODKUTEIbHOCTh CECCHM —
oT 15 munyT 10 3 yacoB. [Ipu 3aBepiieHnn «IOKaIBHOW» CECCHH cCUCTeMa J0JbKHA HanpasisiTe B ECUA
HOBBIH 3aMpoc Ha ayTeHTUPUKALHIO.

Cuenapmuii ¢c aBTopu3anmeii noJjb30BareJist

Cucrema ECHA o6namaer (yHKIHOHAIOM 1O TPEAOCTABICHUIO CHCTEME-KIUEHTY
nH(popMaluy, Ha OCHOBAHUU KOTOPOW BO3MOKHO MPOBEJIEHUE aBTOPHU3ALUU ayTEHTU(DUIIMPOBAHHOTO
noJsib3oBaress. Perenre 06 aBTOpU3auy NoJb30BaTelIsd MPUHUMAET CUCTEMA, B KOTOPYIO MOJIb30BaTENb
aBTOPU3YETCH.

Jlj1g mosTydeHus aBTOPU3aLMOHHBIX JaHHBIX CIIEAYyeT UCIOIb30BaTh MPOrpaMMHBIN UHTEpeiic,
ocHOBaHHBIN Ha apxuTekTypHOM ctiiie REST (1. 4.3, mpunoxenue b). B atom cirydae momumo Mapkepa
UICHTU(PUKAIIMN CHCTeMa JOJDKHA TaKKe 3alPOCUTh MapKep AOCTYIa K HY)KHBIM aBTOPHU3ALIMOHHBIM
JAHHBIM.

[TonyunB mapkep goctyma, MC mMoXkeT MOJydduTh JAaHHBIE O MOJIB30BATE]IE W HA MX OCHOBE

IIPHUHATE pEHICHUC O MTPEAO0CTABICHNHN AOCTYIIA II0Jb30BATCIIIO K CBOUM pPECYypCaM.

3.4 TpeéoBanuss K BU3YAJIbHOMY OG(GOPMJIEHHIO BX0JAa IMOCPEACTBOM

ECHA

[Tpu ucnonwszoBanuu ECUA nns uaentudukanyuu u ayreHTU(GUKAINK TOJIh30BaTENEH, a TaKKe
JUIS UX PETUCTPALMM, BapUAHTBl Pa3MEIlleHUs] KHOMOK ISl BXO/1a MOTYT Pa3inyaThCsl B 3aBUCUMOCTHU
OT cueHapus ucnoJsib3oBanuss ECHUA:
— ayreHTUUKAIUSA UCKIIOYUTENBHO nocpeactsoMm ECHA;
— ayrentudukanus mnocpeactBom ECHUA B kauecTBe OJHOTO M3 BO3MOXKHBIX BapHaHTOB
ayTeHTU(UKALIH.
HezaBucumo oT BBIOpaHHOTO clieHapus Mpu 0OPMIIEHHUU BXOJIa B CUCTEMY C UCIIOJIb30BAaHUEM
ECHA He pexoMeHAyeTCs UCTIOJIb30BaTh CIIOBA «ayTEHTU(UKAIUS» UITU «aBTOPU3ALIK», BMECTO 3TOTO

CJICAYCT HUCII0JIb30BATH CJIOBO «BXOI».
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Ecnu cucrema npousBoaut ayrentudukanuro no nporokosry Open ID Connect 1.0, To umeercs
BO3MOHOCTh TIPOBEPUTHh Hanuuue y moib3oBatens ceccun B ECUA B donOoBOM pexume. MHBIMU
CIIOBaMH, KHOTIKY «BX0I» MOXHO BBIBOJWTH TOJBKO B TOM CJIydae, €CIH IO0JIb30BaTellb HE MMEET
CECCHH, a €CJIU UMEET — TO IIPOU3BECTH BXOJL B CHCTEMY aBTOMATHUECKH >,

3.4.1 AyrenTH(UKANUA UCKIIOUYUTETbHO Tocpeacteom ECUA

Ecnu cucremoil ucnosedyerca ayreHtudukanus nocpeactsBom ECHA B kadecte
€IMHCTBEHHOTO cIllocoba ayTeHTH(UKAIMK, TO B OOILIEM Cily4ae peKOMEHIYeTcsl pa3Mellarb KHOMKY
«Bxom» B BepxHell mpaBoi 4acTu («B LIAKE») COOTBETCTBYIOLIEH CTPaHULIBI.

[Ipn HaxxaTUM Ha KHONKY «BXOm» MOIDKHO MPOUCXOIUTH IMEPEHANpPaBICHUE ITOJIb30BaTEIs

Ha cTpaHully ayrentudukanuu ECUA B cOOTBETCTBUM C IPUMEHSEMBIM CLIEHApHEM ayTeHTU(UKALINH.

3.4.2 Ayrentuduxanusa nocpeactsom ECHUA B kadyecTBe 0HOI0 U3 BO3MOXKHBIX

BAPUAHTOB ayTEHTU(PUKALMHA

Ecnu cucremoit ucnoneiyercs ayreHTHuKauus mnocpeactBoM ECHUA B kadecTBe OJIHOTO
13 BO3MOXHBIX CIOCOOOB ayTeHTU(HUKAIIUHU, TO PEKOMEH TyeTCsl pa3MellaTh CChUIKY MM KHONIKY «Bxos
yepe3 ECUA» B miamnke COOTBETCTBYIOIIETO CaiTa, PAcIoOJIOKHUB €€ PSAIOM CO CCHUIKOW (KHOIIKOW),

MO3BOJISIIOIIEH BOWTH B CUCTEMY MPHU MIOMOILU albTEPHATUBHOTO MPOBaiiiepa ayTeHTU(UKALIUH.

3.5 Bo3Bpar mnogab3oBaTeisi B CHCTEMY, BBbI3BaBIIYI0 NpoduiIb

noJuab3oBaresss B ECUA nwim perucrpanmio noabs3oBaresas B ECUA

Eciu  MC BemeiBaer ECHUMA  nana  mpoBeneHus WACHTHUPUKAIMM W ayTeHTH(DHUKAIUN
MOJIb30BaTeNsl, TO TOJb30BaTeNb OyIeT BO3BpallleH B CHUCTEMY cpa3y IIoclie MpPOBEACHUS
ayrentudukanun. B 1o sxe Bpemss UC mosxer HanpaBuTh nosib3oBatenst B ECUA co ciemyronumu
LEISIMH:

— U3MEHEHHE JAaHHBIX B JMYHOM mpoduie (Hampumep, MPOXOXKACHUE MPOLEAYypbl MPOBEPKU

JTAHHBIX MOJIH30BATEN);

- MMPOXOKACHUC TPOLUCAYPBI pETrUCTpallun.

15 Cm. punoxenue B.6.2.2.
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3.5.1 Bo3Bpar nosib3oBaresieil B cucTeMy, BbI3BaBuIy10 peructpanuio B ECUA
[locne TPOXOKACHUS TPOLEAYPhl PETUCTPAlMM T0Jb30BATENh aBTOMATHUECKH OyaeT
Bo3BpaiieHd B UC. st Bo3Bpata B UC 1o okoHuanus npoueaypsl peructpaunu B ECUA nons3oBarento
HE00X0IMMO BOCTIOJIB30BATHCS CTAaHAAPTHBIMH CPEACTBAMHU HaBHUTAIMU Opay3epa.
Uroost ECHA BepHyIa moip30BaTetsi B CHCTEMY ITOCIIE BBITIOJIHEHUS yKa3zaHHOH onepanuu, UC
IIpU IEpEHAIPaBJICHUN I10JIb30BaTENs JOJDKHA IepeaaTh KOPPEKTHBIM KOHTEKCT Bo3Bpara. KoHTekcr
BO3BpaTa OIpeeisIeTcs CASAYIOIMMH NapaMeTpaMu:

—  <cid> — muemonuka MC, nepenanpasusiieii nosus3osarens B ECUA;

— <rurl> — axgpec, Ha KOTOpBIA JOKEH OBITH BO3BpAILlEH IOJb30BaTENb IOCIE COBEPIICHUS
HEOOXOIMMBIX AeWcTBUH (3TOT ajpec AonkeH Bkimoyarh B cedss URL cucremsl, ykazaHHBIM
B TeXHOJIOrHYECKOM MOpTaje);

— <imm> — Opu3HaK, MO3BOJIAIOIIUN ONpEeAeTUTh HEOOXOAUMOCTh BO3BpaTa B CHUCTEMY IOCIe
peructpanuu ynpouieHHod Y3 (mpu Bbei3oBe cTpanullsl peructpaunn ECHUA); Bo3Bpar nmocine
perucTpanuu yrnpoiieHHod VY3 Oyler mNpou3BeleH TOJbKO IMpH Iepeaaye Mpu3HaKa
CO 3HAUYCHHUEM «truey.

[Ipumep cCBUIKH ¢ KOPPEKTHBIM KOHTEKCTOM BO3BpaTa AJIs IPOLELYPbl PETUCTPALIAHN:

https://esia-portall.test.gosuslugi.ru/registration 2cid=TESTSY S &rurl=http://test.ru&imm=true

3.5.2 Bo3Bpar moJjb30BaTe/isi B CHCTEMY, BbI3BABIIYI0 NPOPMWIbL MOJIH30BATES

ECHA

B Be6-nipritoxkenun «lIpodunb nons3oBarens ECUA» B TeueHne neHCTBHSI TI0JIB30BATEIBCKOM
ceccun Opaysepa oOecrieunBaeTcs BO3MOXKHOCTH IOJIb30BATENl0 MEPEHTH OOpaTHO B BHI3BABIIYIO
ECHA cuctemy nocpeAcTBOM Ha)kaTHsl HA KHOTIKY «BepHyTbcs Hazamy.

Uto06s1 ECHA BepHysa MoJb30BaTENs B CHCTEMY ITOCTIE BBITIOJIHEHUS YKa3aHHOU oneparuu, MC
IIpU [I€pEHaIIPaBICHUN MOJIb30BATENS JIOJDKHA NEpelaTh KOPPEKTHBIA KOHTEKCT Bo3Bpara. KoHTEkCT
BO3BpaTa OINpeAeAeTCs CACAYIOIMNMU TapaMeTpaMHu:

—  <cid> — muemonuka VC, nepenanpaBusbiieil moyibzoBareisi B ECUA;
— <rurl> — agpec, Ha KOTOPBIA JOKEH OBITH BO3BpAILEH MOJB30BATENb IMOCIE COBEPIICHHUS

HEOOXOAMMBIX JlelcTBUI (3TOT ajxpec aomkeH BkiarodaTh B cedst URL cucremsl, ykazaHHbBIN

B TexHonornueckom nopraie).

HpHMep CCBUIKH C KOPPEKTHBIM KOHTCKCTOM BO3BpaTa:

https://esia-portall.test.gosuslugi.ru/profile/user?cid=TESTSYS&rurl=http://test.ru
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CnenyeT HOMHHTB, YTO MOCJIE 3aKPBITUS [10JIb30BaTENIEM Opay3epa KOHTEKCT BO3Bpara He OyneT

COXpaHEH.
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4 BEJIEHUWE PETUCTPOB ECHA

[Iporieccsl 1 MexaHU3MBI BeldeHHA AaHHBIX peructpoB ECHA wumeroT cBoio crneunpuky

B 3aBUCUMOCTHU OT pCrucTpa U TUIIA IMOJIb30BATCIIA. HepequL MCXaHMU3MOB U IIPOUCCCOB MPCACTABJICH

B Tabmwmue 3.
Tabnauna 3 — OcHoBHBIE MeXaHU3MbI BeJieHus peructpos ECUA
IMpouecc Peructp Mexanusm Cebika na pasnen
AOKYMeHTa
Perucrpanusa | Peructp ®@JI BeG-unrepeiic 4.1.1
[IporpammusIil nuHTEpdEiiC, IIpunoxenune I'
noctynHbii uepe3 CMOB
Peructp KOJI Be6-unrtepdetic 4.1.2
Peructp OI'B BeG-unrtepdeiic 4.1.3
Perunctp UC BeG-unrtepdeiic 4.14,4.1.5
VYmpasnenue | Peructp ®@JI BeG-unrtepdeiic 4.2.1
JAHHBIMU Peructp I0JI BeG-unrtepeiic 4.2.2
[IporpammusIil uHTEpdEiic [Tpunoxenne b
Ha ocHOBe REST
Peructp OI'B Be6-unrtepdetic 4.2.3
[IporpammHsIit mHTEpdEIC [Ipunoxenue b
Ha ocHOBe REST
Peructp UC Be6-unrtepdetic 424
[Tonyuenne Peructp ®JI [IporpammHsbIii HHTEPdEIC 4.3, ITpunoxenue A
JTAHHBIX Ha ocHOBe SAML
[IporpammHsbIii HHTEPdEIC 4.3, [TIpunoxenue b
Ha ocHoBe REST
Peructp FOJI [Iporpammuslit uuTEpdeEiic 4.3, ITpunoxenue A
Ha ocHoBe SAML
[IporpammHsbIii HHTEpdEIC 4.3, ITIpunoxenue b
Ha ocHOBe REST
Peructp OI'B [Iporpammuslil nHTEpdEiic 4.3, Ilpunoxxenue A
Ha ocHOBe SAML
Peructp UC [Iporpammuslil nHTEpdEiic 4.3, Ilpunoxenne b
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IMpouecc Peructp Mexanusm

Ccblika Ha pa3aen

AOKYMEHTa

Ha ocHoBe REST

4.1
4.1.1

Perucrpauus

Perncrpanus ¢gu3n4ecKuXx JUI U NOJyYeHHe PoJier

B ECHA npenycMOTpeHbI CIEIYIOIINE POIH M10JIb30BaTENEH:

®JI, umerorue Y3 B peructpe ®JI ECUA;

HUII, t.e. ®JI, umeromme npusnaxk UII;

nospkHocTHBIE Jutia FOJI, T.e. dJI, mpucoenunennrsie B ECUA x V3 10JI ECUA;
JOJIKHOCTHBIE JIMLIA OPraHOB U opranu3auui, T.e. ®JI, npucoeaunennsie B ECUA k yueTHbIM
3anucsaMm OI'B.

Hannuue y monp3oBatens posu nmo3sosisier MC, B3aumoneiictyromum ¢ ECUA, ucnonb3oBaTh

3Ty UHGOPMALIMIO [T BHITIOJIHEHUSI COOCTBEHHBIX MPOIIECCOB (HAIPUMED, JUIsl aBTOPU3ALIH).

[Tonws3oBarenu moryt nmets B ECUA o1y ninm Heckoapko posnei. bazoBoi sBisercs poss OJI:

YTOOBl TMOJIyYUTh OJHY M3 YKa3aHHBIX pOJiei, MOJb30BaTENb JOJKEH OBbITh MEpPBOHAYAIBEHO

3aperucTpupoBaH B kauectse DJI.

B ECHA npenycMmotpensl ydeTtHbie 3anucu @JI craeayromuyx THUIOB, KaXIbld U3 KOTOPBIX

COOTBETCTBYET OIpEACICHHOMY YPOBHIO HACHTU(UKALIUN MTOJIb30BATENS:

ynpoieHHas (HerpoBepeHHas) Y3 (CoAepKUT MUHUMAaTbHBIM HA00P TaHHBIX O TI0JIb30BaTEelIe);
cTaHgapTHas (mpoBepeHHas) Y3 (IaHHbIC 0 TIoJIb30BaTese mpoBepeHsl B bI P);
MOATBEPK/ICHHAsl y4eTHas 3aluch (JaHHbBIE O MoJib3oBarese npoepensl B BI'MP, a muuHoCTb
nosb3oBarens — @JI moaTBepkIeHa OJTHUM U3 JOCTYIHBIX CIIOCOO0B MOATBEPKACHNUSA).

CxeMaTuyHO CBsI3b MEXAY posiMu 1 TutiamMu Y3 @JI oToOpakeHa Ha PUCYHKE 5.
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*h:
Kt

.-

Monb3oBartenb cetn
UHTepHeTt

YnpouieHHas y4eTHas 3anucb

.-

CTaHpapTHaA yyeTHaA 3anucb

-

MoaTteepKaeHHas yueTHas 3anucb

|

-

1

NHauBuAyanbHbii

[onxHocTHoe MMuo

[oNKHOCTHOE NULLO

npeanpuHumarenb topuaunyeckoro amua ors
Perucrp
Peructp OB
IOPUANYECKNX NNL,

Pucynok 5 — Twurbl yueTHBIX 3anuceit 1 posu nojs3oBareis B ECUA

4.1.1.1 Perucrpanus Y3 ®JI

Perucrpanus Y3 ®JI Bo3MOKHA CISAYIONUMH CIIOCOOAMM:

1. CamocTosTenbHas perucTpauus MoJb3oBaTens uepe3 BeO-uHTepdeiic. B sTom ciyuae

II0JIB30BATEIII0 CAMOCTOSITENIBHO HYKHO IIPOMTH CIIEIYIOIINE LIaru:

— perucrTpanus YOpoOILEeHHOW (HempoBepeHHOM) Y3 mnoib3oBarens (Tpedyercs yka3aTb
bamMunuo, UMs, OJUMH M3 BO3MOXKHBIX HOJTBEP)KJIEHHBIX KAHAJIOB KOMMYHHKAIUU —
MOOWJIBbHBIN TesIe(hOH WK a/ipec IIEKTPOHHOM MOYTHI);

— 1epeBoJ Y3 B COCTOSIHME CTaHIApTHOW (IIpoBepeHHOM) (BKIIOYaeT B ceOs 3arojHeHHE
10JIb30BATEJIEM JIMYHBIX JAHHBIX, HTHULMUPOBAHUE ITPOLEAYPHI IPOBEPKH JINYHBIX JAHHBIX
B BI'MP u aBTOMaTHuecKkyto BepupHKalnio TMUHbIX JaHHBIX B BI'UP);

— n1epeBoJ Y3 B COCTOSTHHE MOATBEP)KICHHOH (BKIIIOUAeT B ce0sl MOATBEPKIACHUE JIMUHOCTH

IIOJIb30BATECJIA OAHUM U3 JOCTYIIHBIX CIIoco0oB MOATBEPKACHUA — C IIOMOLIBIO O6paH_[eHI/ISI
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B oaun u3 110'°, oTnpaskoii koja NOATBEP K IEHHS TMYHOCTH 110 HOYTE MIIH C MOMOMIBIO

KOII).
2. Perucrpauus nosis3oBarens B ogHoM u3 L[O, MC koTOporo ocyuiecTBiasieT BbI30B ONepanuil
C MCIIOJIb30BaHMEM mporpammaoro wuHTepdeiica ECHUA, omybnaukoBannoro B CMOB.
JeranbHas nHpopmanus o nporpammHoMm uHTepdeiice ECUA pasmemiena B npuitokeHun [

B pesynbrate peructpanuu B 11O nons3oBarens cpa3y nosydaer noarsepxkaeHnyo Y3 ECHUA.

4.1.1.2 HazuaueHue poJieit

Haznauenune Bcex poneil ¢usnueckoro ymna B ECHUA ocymecTBiaseTcss ¢ MOMOIIbI0 BeO-
unTepdeiica'’.
HeranpHas undopmalus o Ha3HaYeHUU OCHOBHBIX posieit DJI npeacrasieHa B Tabnuie 4.

Tab6muia 4 — CriocoObl Ha3HAYEHUS poJieH

Poasb Crnoco0 Ha3HaYeHUs poJiu

2001 CamocrostensHo depe3 BeO-unTepdeiic ECHUA ¢ momomibio
HarpasJieHus 3as1Bku ¢ nanHbiMu U1, Brrowaromieit B ce0s:

- ©®UO;

— WHH ¢wusnueckoro nuua;

— OI'PHUIL

3asiBka npoxoauT npoepky B BI'MIP. Ecnu B EI'PUII nelictBuTensHo
CYLIECTBYET 3allMChb C YKa3aHHbIMU JIaHHBIM, TO IIOJIb30BAaTElb

MOJIY4aeT PoJib MHAUBUIYAILHOTO MPEeANPUHUMATENS

HomxnocTtHOoe nuio FOJI [Tonyuenne ponu popkHoctHoro juna HOJI B ECUA mnpoucxomut
B pe3yJbTaTe:

— peructpanuu FOJI B ECHUA, B aTOM cinydae peructpupyroniuii FOJI
MOJIH30BAaTENb MOIYYaeT PoJib AoJbKHOCTHOTO juia KOJI ¢ mpaBamu
pykoBoguTtens (cum. 1. 4.1.2);

— TpUIJIAlIeHUs PYKOBOJAUTEIEM WU aJIMHUHUCTPATOPOM MHPOUIIs
IOJI B ECHA coTpyaHuka.

Hpouez[ypa IIpUTrjIalnCHUA COTpYAHHKA JIIA MMPpHUCOCAUHCHUA

16 Nlna moxrsepsxaenust muuHocTd 1[0 MOTYT MCIOJIB30BaTh COOTBETCTBYIOIIMH MPOrpaMMHBI
untepoeiic ECUA (cm. n. I'.3 nmpunoxenus I).

7 MnuumupoBanue NpHIIAlIEHds Ha TIpHCOeaMHenue monb3oatens kK IOJI wm OI'B Bo3MOXkHO
¢ nomouibto nporpammuoro uarepderica ECUA. JleranbHast undopmarus — B [Ipunoxxenun b.7.
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Poan

Cnoco0 Ha3Ha4YeHUs1 poJiu

K OpraHU3alluK BBINOJHAETCA ¢ IoMoLIbIo Beb-untepdeiica ECUA!'S,
Brurodaet B ce0s clenyromnue maru:
1. PykoBomutens wiu agmuauctparop Y3 HOJI 8 ECUA dopmupyer
c MTOMOUIBIO BeO-unTepdeiica  ECHUA MpUTJIalIeHue
Ha IPUCOEIMHEHUE K OPraHU3alluY, BKIIIOYatollee B ceost:
— aJIpec 3JEKTPOHHOM MOYTHI MOJIb30BATEIIS;
—  ®MUO nonwn3oBarens;
— CHWIJIC nonw3oBarenst (OMIMOHATBHO).
2. ECHA otnpaBnseT Ha yKa3aHHBIM aJpec AJIEKTPOHHOW IMOYTHI
MOJIb30BATENsl TPUTJIANIEHHE CO CCHUIKOW I TPUCOETUHEHUS
K OpraHu3aIlvi.
3. Tlomp3oBaTenb, IMEIONTUHN OATBEPKACHHYIO Y3, BXoauT B ECUA
o ccpuike B npurianieHun. Ecim ero @O u CHWIC coBnagaer
C IaHHBIMU B MPUTJIALICHUH, TO OH npucoeaunsierca Kk Y3 FOJI. dJI

MOJIy4aeT pojb JOKHOCTHOrO jauna FOJI.

HomxnoctHoe nuno OI'B

[Tonyuenne pomu pomxHoctHOoro juia OI'B B ECHA mpoucxomut

B pe3yJbTare:

— peructpaiimu OI'B B ECHUA, B 3TOM cily4ae perucTpUpyrOLInii
OI'B monw3oBaTens mojydaer poJib AoJpkHocTHoro juna OI'B
¢ mpaBaMu pykoBojautens (cm. 1. 4.1.3);

— IpUIJIAlIeHUs PYKOBOJAUTEIEM WU aJIMHUHUCTPATOPOM MHPOuUIIs
OI'B B ECUA cotpynHuka.

[Ipouenypa npuriameHus COTpyAHUKa ajsa npucoenuHeHus k OI'B

BHINIOJHSAETCA C MOMOIIbl0 Beb-untepdeiica ECUA! u anmanoruuna

polLeccy NpUCOSAUHEHHs cOTpyaHuKa K Y3 FOJI

O,Z[I/IH I10JIB30BAaTCJIb

ECHUA MoXeT OJHOBPEMEHHO SIBIATHCA JOKHOCTHBIM JIMIIOM

B Heckonbkux OI'B u FOJI, a Takke UMeTh pojib OAHOTO WHIANBUAYAILHOTO IPEIIPUHUMATEIS.

18 MunmuupoBanye npuriamenns Ha IIPUCOEMHEHHE TOIb30BATes K IOPUIMYECKOMY JHUIY BO3MOKHO
¢ nomouibto nporpammuoro uurepdeiica ECUA. Jleransnast undopmarus — B [punoxenun b.7.

19 Muuumuposanue npurnanienus Ha MpUCOeMHEHHE Momb3oBatens kK OI'B BO3MOMKHO ¢ TIOMOIIBIO
nporpammuoro unrepgeiica ECUA. Jleranbnast unpopmarms — B [Ipunoxennu b.7.
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4.1.2 Perucrpauus I0JI

Peructpanus FOJI (BHecenue 3amucu B peructp HOJI) ocymiecTBisieTcss ¢ MOMOIIBIO BeO-
untepdeiica ECHUA. CozmaBate Y3 FOJI MOXHO TOJNBKO W3 TOATBEPKJICHHON YUYETHOH 3ammcu
¢u3MYecKoTo JHIAa — PYKOBOJWTENS OpPraHM3allid WA TPEACTABUTENS IOPHIMYECKOTO JIHIIA,
MMEIOIIETo MPaBo JEHCTBOBATh OT UMEHH OpPTraHu3aly 0e3 TOBEpEHHOCTH.

[Ipoueaypa perucrpamuu HOJI u3 moarBepikneHHod Y3 moJsb30BaTelss BKIIOYAET B ceOs
CJIEYIOILME [Iaru:

1. Tlepexon Bo Bkmaaky «OpraHuzanuu» mpo@uis MOJb30BaTeNs U HHUIIUUPOBAHKUE MPOIICAYPhI
perucTpaum.

2. TloxkmroueHue cpeacTna aekTpoHHol noanucu. s peructpanuu KOJI tpeOyercs ncnonab3oBaTh
KBATU(UIIUPOBAHHYIO JJIEKTPOHHYIO TIOAINKCh, BBIJAHHYIO Ha wuMs pykoBoautens FOJI
WJTY HAa JINIIO0, UMEIoIIee MPaBo JAeicTBOBaTh 0T nMeHu FOJI 6e3 noBepeHHOCTH.

3. 3anosHenue ¢opmbl ¢ naHHbIMUA 0 FOJI u nanHBIMH O pykoBoauTese opraHuzanuu. OCHOBHbBIE
TI0JISI TIPeI3aroIHEeHbI, TOCKOJIbKY OHU ObUIM CUMTAHBI U3 cepTU(dUKATa FIEKTPOHHOU MOMAIMUCH,
HE0OX0IMMO YKa3aTh JIMILb P JOTIOTHUTEIbHBIX CBEJICHUI 00 OpraHu3aluu:

— OpraHM3aIOHHO-TIPaBOBYIO (OPMY;

— aJipec 3JIEKTPOHHOI MOYTHI OpraHu3allH.

Ecnu B imunbix nanHbix He 0611 ykazan MHH, to cnenyer ykazate UHH monws3oBarens kak ®JI

(wm otmeTuth, uTo MHH oTcyrcTByeT).

4. OxuzaHue OKOHYAHHUS aBTOMATUYECKOW MPOBEPKU [aHHBIX OpraHu3aldd W PYKOBOAUTENS
opranuzamnuu B denepanbHOil HAOrOBOM cimyx0e. Eciin ommbok He Bo3HukHET, To FOJI Oyner
3aperucTpUpoOBaHo, T.e. OyneT BHeceHa 3amuch B peructp HOJI. Pykosomurens FOJI,
ocymiecTBisBIui peructpauuio FOJI, aBTOMaTtuyecku MNOIYYUT pOJIb JOJHKHOCTHOTO JUIA

nannoro FOJI u mpaBa pyKoBOIUTEIIA.

4.1.3 Peructpanus OI'B

B peructp opranoB u opranuzaimii ECMA Moryr ObITh BKJIIOYEHBI TOJIBKO OpPraHM3aLNU,
noAnajgaromue moj  Aedcrsue  nocraHosieHus — [IpaButensctBa  Poccuiickonn  Penepanuu
oT 28 Hos10pst 2011 1. Ne 977.

Perucrpauus OI'B  ocymecTtBisercs ¢ mnomolibio eauHoro BeO-untepgeiica ECUA,
npenycmorpenHoro u g FOJI. Cnemmduka 3akmouaercs B TOM, 4To pykoBoautens OI'B

IIpu perucTpaiiu B KauCeCTBC THIIA CBOEM OpraHu3allui YKa3bIBACT «FOCYI[apCTBCHHHﬁ Oopran
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WIA OPTaHU3alUs», YKa3blBA€T CBOIO TEPPUTOPUAIBHYIO NPUHAIICIKHOCTb M BBIOMpaeT CBOE
BEJIOMCTBO, IOATBEPIKIAIONIEE CTATyC perucTpupyromieiics opranmnzanuu kak OI'B.

[locne BBIMOJHEHHUS MPOBEPOK JAHHBIX OpraHu3anmuud (GOpMHUpPYETCs 3ampoc B BEIOMCTBO,
MOATBEPXKAIOIEe CTAaTyC perucrpupytomieiics opranuzanuu kak OI'B. Ecnum nanHoe BenomcTBO
MOATBEPIKIAeT, 4TO opranusanus umeet cratyc OI'B, To ¥3 Oyaer nprcBOeH 3TOT MPU3HAK U OHA OyeT
BriroueHa B peructp OI'B. Ecnu He moarBepikmaer, uto opranm3auus Oyner umeth Y3 HOJI

(6e3 mpusnaka OI'B).

4.1.4 Perucrpauus UC
Peructpanus VC BeimonHsieTcs opraHuzanued, sBisouieiicss oneparopoM nanHo MC. Ota
OpraHu3anus NpeaBapuTeabHO JoHKHA ObITh 3apeructpupoBaHa B ECHA.
B ECHA nomxHbl 0b1Th 3apeructpupoBansl UC, koTopble:
— ucnonb3ytoT ECUA kak nocraBmuk uaentuduxanuu (Identity Provider) mns maentudukanmuu
U ayTeHTU(UKALMU T10JIb30BaTENeH;
— wucnoss3ytoT ECHUA B kadecTBe nocrasiuka pecypca (s uarerpanuu mo REST u OAuth 2.0);
— OCYLIECTBJISIFOT perucTpanuio nojs3onareneii B ECUA.

Jnst peructparmn MC MokHO Bocmosib30BaThess (pyHkmueir TexHonmorudeckoro mnopraia

ECUA%,

4.1.5 Perucrpanusi CHCTEeMHBIX IPyIII

Hns cucrem, unterpupoBaHHbix ¢ ECHA, umeercs BO3MOXHOCTb IPOBEPSATH HaJIUUUE
y 1ojb30BaTeNel criennGruyecKux MOJTHOMOYMM MO JOCTYIY K 3TOW cucrteMe. J[aHHas BO3MOKHOCTh
obecneunBaercs B ECHA mocpenctBoM MexaHuW3Ma CHCTEMHBIX Trpynm (TpyHm JOCTyma) —
JUTS TIpOBENIeHUsT aBTopu3anuu cotpynHukoB opranuzanuii (FOJI mwmm OI'B). Omeparop MC mosxer
3aperucTpUpOBaTh OJHY UM HECKOJIBKO CUCTEMHBIX IPYIII, KOTOpbIe OyIyT AOCTYIHbBI OpraHU3allu;
YIIOJTHOMOYEHHbBIE COTPYIHUKH OpraHu3alfii CMOTYT BKJIIOYATh/HCKIIOUATh CBOMX COTPYIHUKOB
c nomompbto BeO-unTepdeiica ECHUA (ecm. m. 4.2.2.3). Tlocne ayreHTUuUKaMK JaHHBIC
0 NMPUHAATICKHOCTH COTPYIAHHKA OPraHU3allii K CHCTeMHBbIM rpymnmnaM naHHoi MC Oynyt mepemansl
B SAML-yTBepKIeHUAX, a TaKKe JOCTYIHBI C MOMOIMIBIO MPOrpaMMHOT0 HHTEpdeiica, 0CHOBAHHOTO

Ha apxutekType REST.

20 Pasnien 6 Pernamenra.
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Perucrpanuio CHUCTEMHBIX TPYyIIl MOXHO OCYHIECTBIATH C IOMOLIBIO TeEXHOIOrM4eCKOro

noprana ECUA, npu yciaoBuM, UYTO J[aHHOM OpraHu3aluy IPEJOCTABICHO IPaBO CO3/aHUs

COOCTBEHHBIX CHCTEMHBIX TPYIIII.

B ECHA npenycMOTpeHBI CIEYIOIIME TUIIBI IPYII 1OCTyNA:

myOJIMYHAast — IOCTYITHAS JUIS Ha3HAUYCHHsI BCEM OpPTaHU3alusaIM. YTIOJIHOMOYEHHBIH COTPYIHUK
OopraHu3anuy (He SIBJISIFOILENCS BJIAJIENIbLIEM IPYIIIbI) BCETAa MOXKET BKIIIOYATh B ATy IPYMILY
COTPYIHHUKOB CBOEH OpraHU3aluH;

OTpaHMuYEHHO JaocTynHas (mpuBatHas) rpynna ans OI'B — nmoctynmHas BceM opraHuzanusim,
uMmetrouM npusHak OI'B;

OTPaHUYEHHO JOCTyHHas (MpuBaTHasg) — JOCTYNHAas OPraHU3alUsM TOJBKO C pa3perIeHUs
BJIaJIENIbI[a CHCTEMHOM IPYIIIbI. Y TOJITHOMOYEHHBIA COTPYIHUK OPraHU3allui MOKET BKIIFOYATh
B ATy I'PYIITY COTPYAHUKOB CBOEH OpraHM3alMM TOJBKO MOCIE MMOJTYYeHHs] OpraHu3aluel Mmpas
JOCTYIIa CO CTOPOHBI OPraHU3aluU-BIAIENbIA CHCTEMHOU IPYIIIIHIL.

Opranu3zanus-Biajienelr] OrpaHHYEHHO JOCTYIHOM TPYIIIBI MOKET MPEIOCTABUTh OpraHU3alnH

JOCTYH K TPYIITE B CASAYIOMNX PEKUMAX:

4.2
4.2.1

C BO3MOKHOCTbIO CBOOO/IHOTO BKJIFOUEHHMSI B IPYIIIY COTPYIHUKOB;

C BKIIOYEHHEM B TPYIIY COTPYIHUKOB TOJIBKO C MEPCOHAIBbHBIM COTJIACOBAHUEM 3TOTO
BKJIIOUEHUSI CO CTOPOHBI OpraHu3aluu-Biaieblla ATON rpynnsl. B aTom ciydae noGaBneHue
COTPYIHHMKA B TPYNIYy C MOMOIIBIO BeO-uHTEepdelica win mporpaMMHOTO HHTepdeiica BiedeT
3a co0o0i1 HampaBJICHHE 3arpoca B Y3 opraHu3aliii-Blajeblia TPYIIbI IS €ro pacCMOTPEHHS;
TOJIBKO TOCJIE COTJIACOBAHUS 3allpoca CO CTOPOHBI OpraHU3alMU-BIIAJIeNblia COTPYIHUK OyaeT

no0aBJieH B rpymimy.

YupasjieHue J1aHHBIMU

Yupasienue 1anabiMu OJI

praBHeHI/Ie JJAaHHBIMU T10J1b30Batens — dJI OCYHICCTBJIIACTCA UM CaMOCTOATCIIBHO C IMIOMOIIBEO

BeO-unTepdeiica ECUA. JJoctyn k mpoduiio noabp30BaTelis OCYIIECTBISETCS MO CChLIKE:

https://esia-portall .test.eosuslugi.ru/profile/user/

K nepconanbHbIM 1aHHBIM, pa3MenieHHBIM B ECUA, oTHOCSTCS:
OCHOBHasl HH(MOpPMAIIUS:

- (hamMumnms, UMsi, OTYECTBO;

- 1o,

- JaTa pOXIACHUS;
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PCKBU3UTBI YOAOCTOBCPAIOLICIO JIMYHOCTL  OOKYMCHTA (TOHBKO PINI: § CTaHHapTHOﬁ

(IpOBEPEHHOI) U NOATBEP)KIACHHON Y 3);

FPaKJIaHCTBO (TOJIBKO ISl CTAaHAAPTHOM (IPOBEPEHHO) U MOATBEPKACHHON Y 3).

—  HICHTH(PHUKATOPHI:

CHUJIC (Tonbko Juist CTaHAApTHOM (MPOBEPEHHOM) U MOATBEPKICHHON Y 3);
- WHH (Tonpko nns noarBepkaeHHON Y 3).
—  JIOKYMEHTHI:
- BOJIUTEIIbCKOE YIOCTOBEPEHHUE;
- CBHJIETEIILCTBO O POXKJICHUH;
- momuc OMC;
- 3arpaHWYHbIN NACIOPT;
- BOCHHBIN OWIIET.
—  JIaHHBIC O JICTAX;
—  KOHTaKTHas WH(OPMAIIUS:
- aApec IEKTPOHHOU MOYTHI;
- MOOWJIBHBIN Tene(oH;
- JoMamnrHui TenedoH;
- TIOYTOBBIN ajapec;
- aJjpec perucTpaluu.

—  TpPaHCIIOPTHBIEC CPEICTBA:

rOCYJApCTBEHHBIM PErMCTPALMOHHBIM 3HAK TPAHCIOPTHOTO CPEACTBA U PEKBU3HTHI
CBUJIETEIBCTBA O PETUCTPALMU TPAHCIIOPTHOTO CPEICTBA.

[Ipouenypa pegaktupoBaHus psaa MOJIEH pa3IMdacTCcsl B 3aBUCUMOCTH OT TOTO, SIBJISIETCS JI Y3
MOJIH30BATENsl YIIPOIICHHOW (HEMPOBEPEHHOW), CTAaHAAPTHOHN (MPOBEPEHHOM) WU TOATBEPKICHHOM.
Jiisa cranpapTHOM (NMPOBEPEHHOM) M TMOATBEPXKICHHOW YYETHOW 3amuCH HW3MEHEHHE psAja MoJen
BO3MOXHO TOJIbKO Tocie mpoBepku 3Tux naHHeiXx B BI'UP. Jlo Tex mop, moka maHHble HE OymayT
MOATBEPK/IEHbI, I3MEHEHUE JAHHBIX HE TPOU30MIET.

Jisa cranmapTHOM (IPOBEPEHHON) W MOATBEPKIECHHOW Y3 H3MEHEHHE OCHOBHBIX JTaHHBIX

BO3MOXHO TOJIBKO IIPU HAJIMYHU ITOATBCPKACHHOI'O HOMCPA MOOMJILHOTO TeJ'qu)OHa.
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4.2.2 Yupasiaenue g1anabivu FOJI

Vnpasnenne  ganHeiMu  IOJI  ocymiecTBiseTcss ~ CaMOCTOSITENIBHO — PYKOBOJIUTEIEM
Wi aamuHuctpatopoM npoduis FOJI ¢ momompto Be6-untepdeiica ECUA?!. loctynnsl cnenyromue
¢byHKIUNU:
—  yhnpaBiieHu€ UeHTU(UKaUnOHHbIMU JaHHbIMU FOJL;
—  ynpasnenue corpyanukamu FOJI;
—  ynpasnenue ¢pumanamu KOJI,
—  yHOpaBli€HUE MPUHAIIEKHOCTHIO COTPYIHUKOB K CUCTEMHBIM Ipylnam (rpyrnmnam J0CTyna).
Boiitu B npoduns oprannzauuu ECUA u ynpaBiasTe JaHHBIMU OpPraHU3allid MOKET TOJBKO
YIOJHOMOYEHHBIH COTPYIHHUK — T.€. MI0JIb30BATENb, KOTOPBIN SIBJIIETCS PYKOBOJUTENIEM OpraHU3aIuH,
BBINIOJIHUBIIMM PETUCTPALIMIO OPraHU3alMK, WM KOTOPHIM BKIIOYEH B TPYIIY aJIMUHUCTPATOPOB

npodunss ECUA.

4.2.2.1 Yupasienue uaeHTH(PUKANUOHHBbIMH JaHHbIMH FOJI

YTOJIHOMOYCHHBIN COTPYAHHK UMEET BO3MOXHOCTh PEIAaKTUPOBATH Clieayronue ganubie FOJI:
—  OpraHu3aIMoOHHO-TIpaBoBas (Gopma;
—  aJipec AIEKTPOHHOU MOYTHI;
—  TOYTOBBIU aJIpeC;
—  TenedoH OpraHu3aluy;

—  ¢akc opraHu3aluu.

4.2.2.2 YaupasJjenue corpyaauxkamu FOJI

YIIOTHOMOYEHHBIN COTPYIHUK ¢ moMoliblo BeO-uHTepderica ECHA mmeeT BO3MOXHOCTh
MIPOCMOTPETH MEePEUYeHb COTPYIHUKOB, T.€. MOJIb30BATENCH, MPUCOCTMHEHHBIX K OpraHu3aiuu. Takxe
OH UMEET BO3MOKHOCTb:

—  OTpeHaKTHPOBATh CIEAYIOLIUE JaHHbIE COTPYIHUKA:

- cIyKeOHbIN afpec dMEKTPOHHOMN MOYTHI;

- chnyxeOHbli HoMep TenedoHa;

- JIOJDKHOCTb.

— OTOpaBUTh TMpUTTANICHHE TOJB30BATENI0 JUIsl €ro MPHUCOSAMHEHHS K OpraHu3aliH

(cm. . 4.1.1.2), a TakKe MCKIIOYUTH COTPYAHMKA M3 opraHuzauuu. Ilpu wuckmovyeHun

2! Takxe BO3MOXHO YNpaBIeHHE JAHHBIMU OPraHM3AIUK C MOMOIIBIO ITPOrPaAMMHOTO HHTepdeiica
Ha ocHoBe REST (cm. [Ipunoxenue b).
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cotpynnuka ECUA ynanser noib30BaTess U3 BCEX CUCTEMHBIX IPYII U UCKITIOYAET COTPYTHUKA

u3 FOJI, npu stoM Y3 coTpyaHuKa He ynansercs us perucrpa dJI22,

4.2.2.3 YnpasJieHue IPHHALJIEKHOCTbIO COTPY/IHUKOB K CUCTEMHBIM Ipynnam

JUia  perynupoBaHusi JIOCTyla COTPYOHUMKOB K uHTerpupoBaHHbiM ¢ ECHA UC
YIOJHOMOYEHHBIN COTPYAHUK OPraHU3alMU UMEET BO3MOKHOCTh € OMOIIbI0 BeO-uHTEep(etica ECUA
BKJIIOYATh U UCKIIOYATh COTPYAHUKOB M3 CHCTEMHBIX FPYHI>.

I'pynnsr gocryna (cucremublie rpynmbsl) cBa3anbl ¢ MC, nocTyn kK KOTOpbIM OHHU PEryJIHUpYIOT.
Ecnu cotpyaHuk opranu3zanyy Obul BKIIIOYEH B CHCTEMHYIO IPYIIY, TO COOTBETCTBYIOLIUE TaHHbBIE
cMoeT oOpabateiBath MC-Bnazeneln 1aHHOW CUCTEMHOW IpyHmbl: HHGOpPMAIMs O MPUHAJIEKHOCTH
K CUCTEMHOM rpynne Oyner mepefaHa B yrBepxkaeHHsXx SAML, a takke MokeT ObITh NHOJydeHa
C TIOMOIIIBIO MMPOTPaMMHOI0 UHTep(delica, OCHOBAaHHOTO Ha apxuTeKTypHOM cTriie REST.

OO6mrast cxema B3auMOJICHCTBUS BBITJISIIUT CIIEAYIOIINM 00pa3oMm:

1. OI'B perucrpupyer B ECUA UC (MC-1), nocTyn Kk KOTOPOH JOKHBI MOTy4aTh MPEACTaBUTENN
opranuzanuii, 3apeructpupoBanHbix B ECHUA. Ilpu perucrpammum MC-1 nmanseiii OI'B
OTpeJieNisieT Ha3BaHUE COOTBETCTBYIONIEH CUCTEMHOM rpynmsl (cM. 1. 4.1.4), Hanpumep «rpymnmna
I».

2. YTIOJHOMOYEHHBIM  COTPYJHHUK  OpraHM3anuyd  ucmojb3yer  BeO-uHTepdeiic ECHUA
JUISI IPOCMOTpPA  CYIIECTBYIOIIMX Tpynn JIocTyna. HaxoauT rpynmsl JoCTyna, CBSI3aHHBIE
¢ cuctemoit UC-1, 1 BUANUT, 4TO B 3TOM MEPEUHe MOSBUIACH «Tpyma-1»2,

3. VYnomHomoueHHBIH coTpymHuK FOJI mobGaBmsier B «rpymimy-1» COTPYAHHKOB OpTraHU3AIINH,
KOTOPBIM OH pa3pemiaer nerictBoBath B UC-1 ot umenu FOJI.

4. Corpymauk FOJI, BKIIOUEHHBIH B CHCTEMHYIO TPYNIy «rpynmna-l», ayreHTHQUIIUpYeTCs
¢ nomompo ECHUA B 1UC-1.

5. HC-1 nonyuaet cpenu SAML-yTBepKaeHU HHPOPMAIIMIO O TOM, YTO T0JIb30BATENIh BKIIFOUYCH
B «rpymmy-1» (ans atoro aHanmusupyeT yrBepxkaeHue memberOfGroups — cm. m. A.S
MPUIOKEHUS A), U IPUHUMAET MOJIO)KUTEIHHOE PEIICHUE O JIOCTYIE MOJIb30BaTEeNsl K CBOUM

pecypcam.

22 BpiBumii  cotpymHuk FOJI MokeT MpoJosbKaTh HCMonb3oBaTh cBolo Y3 ECHUA, nanpuwmep,
JUIS TIOJIy4EHHUs TOCYJapCTBEHHBIX YCIYT B JJIEKTPOHHOM BHJIE.

23 Ecu cootserctByromumu MIC npeaycMOTpeHbI TPYHIIbl JOCTYNA (CUCTEMHbIE TPYIIbD), M. 1. 4.1.5.
¢ Ecnu 5T0 myOJIMYHas TpyIIa WIK OTPaHUYEHHO JI0CTYITHAs TPYIIA, JOCTYI K KOTOPOil peocTaBiieH
JAHHOM OpraHU3alLkM.
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6. Ecmu npyras uarerpupoBanHas ¢ ECUA VMC-2 npu ayrentudukanuu odpadarsiBaer SAML-
YTBEP)KJICHHUE O MPUHAIICKHOCTH TOJIb30BATENS K IPYIIaM, TO OHa HE YBHIUT WH(OPMAIIHIO

0 «rpynme-1», notomy uto nanHas UC-2 He sBisieTcs BiaieableM 3TOM IPYIIIIbI.

4.2.2.4 Yupasiaenue puananamu FOJI

Y10JIHOMOYEHHBIH COTPYAHMK C momolipio BeO-uHTepdeiica ECHUA nmeer BO3MOXKHOCTh
MIPOCMOTPETH MepeueHb (PUITNATIOB OPTraHU3aLNH, 3aPETUCTPUPOBATH HOBBIN (PHIIHATI, a TAKXKE:
—  W3MEHUTH JaHHBIC PUIHala;
—  YIOpaBJISATh COTPYAHUKAMM Quiidaia U UX JaHHBIMU;
—  YIOpaBJIATh NPUHAIIECKHOCTHIO COTPYIHUKOB (hrHana K rpymmnam.
VYkazaHHble omepauuy C (uianajaMyd aHaJOTUYHBI COOTBETCTBYIOIIMM oOlepanusM ¢ Y3

OpraHu3arui.

4.2.3 Ynpasuaenue nanubivu OI'B
VYnpasnenue nanHsiMu OI'B ocymiecTBisiercs MO aHAJOTUU € YIpaBICHHUEM OOBIYHBIMU
OpraHu3alUHi-IOPUINYECKUMHU JIMIaMH, T.€. ¢ ToMoIlbio BeO-unTepdeiica ECUA.
VYmupasnenue ganasivu OI'B BritouaeT B ce0si:
—  yhpaBjieHUE JOJHKHOCTHRIMU JuiamMu OI'B;
—  yIpaBJIeHUE MOJHOMOYHUAMH JA0KHOCTHBIX Jini] OI'B;

— ynpasnenue ¢punnanamu OI'B.

4.2.3.1 YupasJjienue 10/1kHOCTHbIMU Junamu OI'B

JloGaBiieHHEe JTOJDKHOCTHBIX JIMIT OCYIIECTBISCTCS B PE3yJIbTaTe BBIMOJTHEHUS OTIEPAINH
MIPUTJIAIICHUS TIOJIb30BaTellei—(pU3NYeCKux JHI, UMEIuX noATrBepxkaeHHyio Y3 ECHA. Dtor

MPOIIECC MOMKET BBITIOJHATHCS € TOMOIIbID BeO-mipmnoxenus «lIpoduns opranmmzaiuun ECHA»

10 aHAJIOTHUH C yIpaBlieHueM coTpyaHukamu FOJI.

4.2.3.2 YnpasJ/ieHue MOJHOMOYMSIMH J10JKHOCTHBIX Jiull OI'B

[TonHOMOYMS JOJKHOCTHOTO JIMLA PETYIUPYIOTCS MIPU MOMOILY MEXAaHU3Ma CUCTEMHBIX TPYIIIL.
Beinonnsiercs mo anamoruu ¢ TeM, Kak 3710 peanusyercs y lOJI, He umeromux npuzHaka OI'B

(cm. 1. 4.2.2.3).

4.2.3.3 Ynpasaenue pumanamu OI'B

praBHeHI/IC (bHJ'IPIaJIaMPI OI'B BBINONHSAETCA IO aAHAIOTHH C TEM, KaK 35TO PpCaAIM3YCTCA

y IOpUINYECKHX JIUI, He uMeromux npusHaka OI'B (cm. m. 4.2.2.4).

69



4.2.4 Yupasiaenne 1anabimu UC
N3menenue nannsix UC ocyiecTBiiseTcss B COOTBETCTBUU ¢ PeriiaMeHToM. YTIOJTHOMOYEHHBIN
corpynHuk omepatopa HWC wuMeeT TakkKe BO3MOXKHOCTb C TIOMOIIBIO  BEO-IPUIIOKEHUS
«Texnonornueckuii nopraa ECUA» ocymiecTBiasATh cienyromue 1eUcTBUS:
— 3arpyxarb U yaaisaTh ceptudukarsl 1C;
— pPeNaKTHpPOBATh  CHUCTEMHbIE Tpymmbl  (IpM  HAIMYMM ~ HEOOXOAWMOTO  TTOJIHOMOYHS

Yy COOTBETCTBYIOLIEH OpraHu3aiun).

4.3 TloayuyeHue JaAHHBIX

UC, moaxmouennas k ECUA ¢ nenpto uaeHTHPUKaIUM W ayTeHTHU(UKAIUHU, TOTydaeT
nH(popmMalrio 0 cyObeKTax, JaHHble 0 KOTOphIX XpaHsaTcs B peructpax ECUA. C sroii nensio B ECUA
MIPeyCMOTPEHBI CIEAYIONINE IPOrpaMMHbIe HUHTEp(ENCHI:

1. [Iporpammusiit uatepdeiic Ha ocHoBe SAML 2.0. VIC, unrerpupoBannas ¢ ECUA, nomyuaer

JTAaHHbIE TI0JIb30BaTeNsl HA MOMEHT ero ayreHTHu¢ukauuu B ECUA. JleranbHas uHpopmanus

00 MCNOJIb30BaHUU 3TOTO POTPaMMHOI0 HHTEpQeiica MpeicTaBiIeHa B IPUIOKEHUN A.

2. [IporpammusbIil nHTEpdeEiic Ha 6a3e apxutekTypHoro ctuist «Representational State Transfer»

(REST). On mno3Bosisier uHTerprpoBanHbiM ¢ ECMA MC mnosydarh IOCTYN K XpaHAIIMMCSA

B ECHA naHHBbIM B IPOU3BOJIbHBIA MOMEHT BPEMEHH IOCJE MPEIBAPUTEIHHOTO MOJIYYECHUS

paspelIeHus OT NojIb30BaTens> . ObecneunBaeTcs J0CTYII K CIeIyIOIUM JaHHbIM:

— JlaHHble O ToJib30BaTene (MAeHTU(UKALWOHHBIE JAaHHbBIE, JaHHbIE O TPAHCIOPTHBIX

CpeICTBax, JaHHbIC O BXOXKJICHUH B OpraHu3allin);

—  JaHHble 00 opranu3anuax (UIeHTU(PUKAUOHHBIE TaHHbIE, JAHHBIE O COTPYAHUKAX);

—  nanHbie 00 MC (unenTndUKamoOHHBIC TaHHBIC, TaHHBIE 00 OpraHU3aIMK-BIaICIIbIIC).

JeranpHas uHpOpMaIsa 00 UCIOIB30BaHUU 3TOTO MPOrPaMMHOTO MHTEpdeiica mpeacTaBieHa

B [Tpunoxennsx b n B*.

4.3.1 OcoGennocTy nosyuenusi JaHHbIX DJI

[Tonyuats gannbie OJI (¢ MOOBIMU POJISIMHU, 32 UCKIIFOUEHUEM JOJKHOCTHBIX J1u1] OI'B) MoxkHO

C MOMOIIBIO MPOrpaMMHBIX UHTEpdelicoB, ocHoBaHHbIX HAa SAML 2.0 u REST.

25 3a uckmoyeHneM noJtydenus AaHubix 06 VIC (cm. 11. B.7 npunoxenus b u n. B.3 npunoxenus B.
26 Tlopsamox noaxmrouenns k ECHUA ¢ 1eblo MCMOIb30BaHMsS MPOrPaMMHBIX MHTep(eicoB omucaH
B 1. 9-10 Pernamenra.
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[Tonyuenue panubix ®JI, umeromux ponb gosKkHOCTHOrO jauna OI'B, BO3MOXKHO ¢ IOMOIIbIO

IIPOrpaMMHBIX HHTEpdeiicoB, ocHOBaHHBIX Ha SAML 2.0.

[Tpu nmonyuennn manuesix ®JI ¢ momombo uHTEpdeiica, ocioBannoro Ha SAML 2.0, cnegyet

IIpUHUMATb BO BHUMAHUEC CJIICAYIONIHEC 0COOEHHOCTH:

NC mnonyyaer qaHHBIE MMOJIB30BATEsl HA MOMEHT €ro ayTeHTH(UKAINH, KaK Pe3yJIbTaT, eCIH
JaHHBIC O II0JIb30BaTEie MEHSUINCh B TeYeHHE OnHOW ceccuu, To MC CMOXET TOIy4HTh
WX TOJIBKO IMOCJIC IOBTOPHOW ayTeHTU(UKAIIUHU TI0JIH30BATEIIS,

NC umeeT BO3MOKHOCTH TIOJTy4aTh TOJBKO T€ JAHHBIC, KOTOPBIE OBLIN ONpeAeTeHBI Ha CTa NN
noakmouenus UC k ECUA (em. m. 3.1.1).

[Ipu nonyuyenun ganubix OJI ¢ momoiesio nHTEpdeiica, ocHoBaHHOrO Ha apxutekType REST,

clielyeT NIpUHUMAaTh BO BHUMaHHE CIIEAYIOIINe 0COOEHHOCTHU:

4.3.2

NC noirygaeT JOCTYI K JaHHBIM O MOJIb30BATENIE TOJIBKO MOCIIE SIBHOTO Pa3peIEeHUs CO CTOPOHBI
MOJIB30BATeNsA. Y TIOJB30BATENs MMEETCA BO3MOXHOCTb BIIOCIEICTBHM OTO3BaTh 3TO
paspelleHue;

JUId TIONY4eHHUs JaHHBIX O IOJIb30BaTeslie HeT HeoOxonumocTu uHTerpupoBatbes ¢ ECHUA

o npotokoiry SAML g ayreHTuUKay noib3oBaTenel.

OcoOennoctu nosydeHus Janabix FOJI

[Tpu nmosnyuenun manubix FOJI ¢ momombio nHTEpdeiica, ocHoBanHoro Ha SAML 2.0, cinemyet

IIpUHUMATb BO BHUMAaHHEC CIICAYIOIHEC 0COOEHHOCTH:

NC moxer monydaTs ToJibkO ngaHHBIE 00 ogHoM HOJI, B koTOopom coctout DJI, mpomenmee
ayreHTHUKanuo (monb3oBareiab BeiOpan FOJI, oT uMeHm koToporo OynmeT aelHCTBOBATh
B nanHou 1C).

[Ipu mosydenun nanubix FOJI ¢ momompro uHTEp(deiica, ocHoBanHoro Ha REST, ciemyer

IMpUHUMATh BO BHUMAHHUEC CJIICAYIOIHC 0COOEHHOCTH:

BO3MOXHO MOJIydeHHe o0muX AaHHbIX 000 Bcex FOJI, coTpyAHUKOM KOTOPBIX SIBIISIETCS JAHHOE
DI,

nojHbld goctyn K gaHHbIM FOJI MokeT Aarh TOJNBKO YIOJHOMOYEHHbIM coTpyaHuk HOJI
(HampuMep, €ro pyKOBOJAWTENb), OOBIUHBIA coTpygHuK FOJI MoxeT naTh paspenieHue
Ha IPOCMOTP JIUIIH OTPAaHUYCHHOTO 00beMa TaHHBIX.

Cxema MOJIYYCHHUA JOaHHBIX O IPUHAJICIKHOCTH COTPYAHHKA K CHCTCMHBIM TIpYylIlaM

npezacrasieHa B 1. 4.2.2.3.

71



4.3.3 Ocobennoctu nojyuenusi JaHHbIX OI'B ¥ nMoJHOMOYHIA JOIKHOCTHBIX JIUIL
Hannsie 06 OI'B MoryT ObITh OTy4€HBI C HOMOIIBIO TPOrPAMMHOTO HHTEep(eiica, OCHOBAHHOTO
Ha npotokoiie SAML (B pamkax TNOJydeHHs JaHHBIX O JIODKHOCTHBIX Jmnax OI'B,
ayreHTu(uIpoBaHHbIX uepe3 ECUA, cum. 1. 4.3.1).
Ecim C mpoum3BoAWT WACHTH(PHKALNIO W ayTeHTH(HKanWio M0DKHOCTHBIX i OI'B
cnomomplo ECMA u y Hee BO3HHMKaeT HEOOXOIUMOCTH MPOBEPSATh HAJUYHE Yy TOJIH30BATENS
Crenu(pUIeCKUX MOJJHOMOYHH, TO PEKOMEH/TyeTCSs HCII0JIh30BaTh yTBepkaAeHUS SAML systemAuthority

(cm. Ipunoxenue A).

4.3.4 Ocobennoctu nmoayyeHus f1anabix UC

[lonyuates nanubie 00 wuHTerpupoBaHHblXx ¢ ECHA WC MOXHO TOJIBKO HOCPEICTBOM
MIPOrpaMMHBIX UHTep(dericoB, ocHOBaHHBIX Ha apxutekrypHoM ctuiie REST (cm. n. b.7 npunoxenus
b).

Uto06sl cuctema Moria ObITh uaeHTH(UIMpoBaHa cpenctBamMu ECHUA, oHa fnomkHa 3arpy3uTh
B ECHA cBoii ceprudukar (cm. 1. 4.2.4).

UtoOb1 cuctema wmorna mpousBoauTh uaeHTudukamuio WC uyepes ECHUA, ona momkHa
MPEIBAPUTENHHO TMOJYYUTh paspelieHue Ha BbI30B cooTBeTcTBYytomero REST-cepsuca ECHA.
Heo6xomumocts monydats manable 00 MC pomkHa ObITh yKa3aHa B 3asBKE Ha CO3JaHHUE 3aIUCH

peructpa UC B ECUA (cpenn neneit mogkmouenus UC 8 ECUA)?.

27 Cwm. paszen 6 Pernamenta.
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INPUJIOKEHHUE A. UCIIOJIB3OBAHUE ECHUA B LEJAX
NAEHTUOPUKAIIUHU n AYTEHTUOPUKAILINUAN
IHHOCPEACTBOM CTAHIAPTA SAML 2.0

A.1 OOmme cBenenus o crangapre SAML 2.0

Biaumoneticteue UC ¢ ECUA ¢ nienbo naeHTH(GUKANA U ayTeHTU(PUKAIIUN OCYIIECTBIISCTCS
MOCPEICTBOM 3JIEKTPOHHBIX COOOIICHHI, OCHOBaHHBIX Ha ctanaapte SAML 2.0.

SAML 2.0 — ocHoBannsiii Ha XML cranmapt no obmeny uHpopmarueil (yTBEpKIeHUSIMH)
00 ayTeHTHU(UKALIMU U aBTOPU3ALUU MEX]Ty JJOBEPEHHBIMH JOMEHAMU O€30MaCHOCTH.

OcHoBHBIMH KOMITOHeHTaMu SAML 2.0 aBistroTcst:

1. YTBepxkaeHue — nHpopMalus o MoAITMHHOCTH, aTpuOyTax U Ha3HAUCHUSX;

2. [TpoTokon — mpaBwmiia GOPMHUPOBAHUS 3AMPOCOB U OTBETOB B MPOIECCE B3aUMOJCHCTBUN Uepes
SAML 2.0;

3. Ces3piBaHue — oToOpakeHue npotokon SAML 2.0 Ha TpaHCHOPTHBIE MPOTOKOJBI CBS3H

U Tiepeaadn CoOOOIIeHU;
4. [Ipoduns — coueTanne yTBepKACHH, MPOTOKOJIOB U CBSA3bIBAHUH JIJIS TIOIIEP’KKH KOHKPETHOTO

CILIEHApHs B3aUMOJICHCTBUS.

(& N\
Mpodunu

CouetaHue YTBep)K,EleHMﬁ. NPOTOKONOB NCBASLIBAHWA ANA NOAAEPKKN KOHKPETHOro CueHapua

4 !
CBA3bIBAHUA
Orobpaxenue npotokonoe SANML Ha cTaHAapTHbIe NPOTOKONLI CBA3M W Nepegaun
coobuyenii
4 N\
MpoTokonbl

3anp0c W OTBET ANA Nony4YeHnAa ﬂOATBep)KAeHl'Iﬁ W ynpasneHna
YAOCTOBEPEHNAMN

yTBepXKaeHUa

MHd}OpMaqHﬂ 0 NOANWHHOCTH, arpuﬁy'rax 1 Ha3HayeHnAx

Pucynok 6 — OcHoBHbIe KoMIIOHEHTH SAML 2.0
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SAML 2.0 omnpegenseT CUHTAaKCUC M  CEMAHTUKY YTBEPXKACHUH, OTHOCALIUXCS
K ayreHTu(UKanmu, aTpudyraM M aBTOpH3AIMOHHON mHpopMarmu. OnpeneneHbl CISIYIONIHe TUIThI
YTBEPKICHUMN:

— YTBEpXKICHHE 110 AayTCHTH(PHUKAIMU — OMNpEAeiseT, YTO JaHHBIA CyOBEKT MPOIIEN
ayTeHTU(UKAIUIO OIPEIIIEHHBIM CIIOCOOOM B ONPEACTICHHBII MOMEHT BPEMEHH;

— YTBEpPXKACHHE MO aBTOPU3AIMU — ONpPENENseT, HAa KaKue ICHCTBUS aBTOPU30BAH KOHKPETHBIN
CyOBeKT;

— YTBEpXKIECHHE MO arpudyraM — ompeneisier cnenupuueckyro MHGOPMAaLHMI0O O KOHKPETHOM
cyOBeKTe.

SAML 2.0 onpenensier cnocod nepenaun yreepxkaeHuit B nporokonax. B ECUA ucnonb3yrores
cienyromye nmpoTokossl SAML 2.0 Tuna 3anpoc/oTBeT:

— Authentication Request Protocol (mpoToxoit 3ampoca ayreHTU(PHKAIMN) — OTIPEIEIIseT CIIOCOOHI,
KOTOPBIMH ayTCHTH(HUIIUPOBAHHBIN CYOBEKT MOXKET 3alpPOCHUTh YTBEPXKICHHSI, COJEpKaIIne
ayTeHTU(PUKAIIMOHHBIC JAHHBIC U aTPUOYTHI CYOBEKTa;

— Single Logout Protocol (mpoTokon e€IMHOTO BBIXOJA) — OMNpPEAeTsieT MEXaHWU3M

OJIHOBPEMEHHOTO 3aBEPIICHUS AKTUBHBIX Ceccui, ACCOITMUPOBAHHBIX
C ayTeHTHU(QHUIIMPOBAHHBIM CYOBEKTOM. BBIXOJ MOXET HHHMIMHPOBATHCS TMOJIb30BaTENIEM
WJIM TIOCTaBIIMKOM UJCHTU(PUKAITIH.

CeszpiBanust SAML 2.0 ompenensitoT, Kak pasjvdHble cOOOmeHusl mpoTtokojoB SAML 2.0
MOTYT TIEpelaBaThCsl TMOBEPX TPAHCHOPTHHIX MpoTokojioB (Hampumep, SOAP, HTTP). B ECHUA
HCIOJIb3YIOTCS ciienyromue cBsi3biBanusg SAML 2.0:

— HTTP Redirect — onpenensier, kak coodmenus nmporokoida SAML 2.0 MoryTt nepenaBartbcs,

ucnonn3ys coobmenuss HTTP Redirect (otBeTsI ¢ kotom coctostaus 302);

— HTTP POST - ompenenser, kak cooOmenus: npotokosa SAML 2.0 Moryr mepenaBatbcs

¢ ucnoJipzoBanueM coodmenuiit HTTP POST.

[Ipodunu SAML 2.0 onpenenstoT, Kakue yTBepkKICHHsI, TPOTOKOJbI U cBsi3biBanus SAML 2.0
MOTYT HCIOJb30BaThCS B KOHKPETHBIX BapuaHTax wucnoibi3oBaHus. B ECHA wucnonb3yrorces
cnenyromue npodunu SAML 2.0:

— Web Browser SSO — ompenenser, Kak peann3oBaTh OJHOKPATHYIO ayTEHTH(PHUKAIUIO

B CTaHJIapTHBIX BeO-Opay3epax;
— Single Logout — onpezensier, Kak BBIIOJHUTh OJHOBPEMEHHBIN BBIXO]T U3 BCEX CECCHUM.
Kak mnpaBuno, mocraBumuKy ycayr TpeOyercs [eTanbHas uWHQoOpManus o pe3yabTaTax

HpOBeI[eHHOI\/’I ayTeHTI/I(I)I/IKaLII/II/I. OTta I/IH(I)OpMaL[I/Iﬂ COACPIKUTCA B KOHTCKCTC aYTeHTI/I(I)I/IKaI_II/II/I,
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nepeaaBaeMoM B yrBepxkaeHusAXx SAML 2.0. AyrentudukaiioHHbIi KOHTEKCT (authentication context)

ONpCACIIICT CUHTAKCHUC MJIA OITMCAHNA MCXaHHU3MOB ayTeHTI/I(l)I/IKaLII/II/I.

A.2 OO0mme pekOMEHJAALMHU M0 Peau3aunuy HHTep(eiicoB NOCTABIIMKA

yciayr

Jnst peanu3anui UHTEPQENCOB MOCTABIIMKA YCIYT MOXKHO HMCIOJB30BATh YK€ pazpaboTaHHbIE
pa3IMyYHbIE peaTn3allii MOCTABIIUKOB YCIYT C OTKPBITHIM KOJOM. OJJTHUM U3 TAaKUX IOCTABIIUKOB YCIIYT
apigercs OIOSAML, peanu3oBaHHBIM 1O pa3iuuHble IUIaTGopMbl. PaznuuHble peanus3anuu
OIOSAML MOKHO MMOCMOTPETH Ha MH(POPMAITUOHHOM pecypce

http://digitaliser.dk/eroup/42063/resources.

[Ipumeuanue. B cOopku mocneauux Bepcuit OIOSAML paspaboTumku cTanum BKIIOYATh
oubmuoteku OpenSAML, kotopeie HecoBmectuMbl ¢ ECHUA. B nactosmmii moment ¢ ECHUA
coMectuma Bepcuss  2.4.1. OpenSAML. Ckauarp JaHHYIO BEPCHI0 MOXHO IO CCBUIKE:

http://www.shibboleth.net/downloads/java-opensaml/2.4.1.

Eie ogHuM BO3MOKHBIM BapUaHTOM peau3aluy nocTtaBiuka ycayr s cpea PHP sasngercs
SimpleSAMLphp. bonee mnonpoOnyio wundopmamuto o SimpleSAMLphp MOXHO MOTYIUTH

Ha nHpopMannoHHOM pecypcee http://simplesamlphp.org.

[Ipu camocTosiTeIbHOM peanu3anuy HHTepQeiicoB mocTapmuka ycayr Ha Java wim C++ ogHIM
U3 BO3MOYKHBIX BapHAaHTOB SBJSETCS MCIOJb30BaHHE Habopa OUOIMOTEK C OTKPBITBIM KOIOM
OpenSAML (ctporo Bepcum 2.4.1.), KOTOPBIA MOIEPKUBAET padboTy co crnenudukanusmu SAML
Bepcuu 1.0, 1.1 u 2.0. [Togpobuyro nHpopManmio o 6ubamorexkax OpenSAML MOXHO MOCMOTpETh

Ha nHpopManumoHHOM  pecypce  https://wiki.shibboleth.net/confluence/display/OpenS AMI/Home.

[Tpumepsl koaa no ucnosbzoBanuo OpenSAML s Java npuBenensl B pazaene A.7.

A.3 OOmme TpedoBaHMS K peaJnu3anny nHTepdenca NoCTaBIMKA YCJIYT

NuTepdeiichl mocTaBIIKMKa YCIYT TOJKHBI COOTBETCTBOBATH ciienyromuM npoduisim SAML 2.0:
— Web Browser SSO c yuerom pexomenpanuii Interoperable SAML 2.0 Web Browser SSO
Deployment Profile.
3anpoc k cucreme ECUA ot UC Ha uaeHTHGUKAIMIO U ayTeHTU(DUKAIIMIO TTOIh30BaTeNs JODKEH
OBITh MOJIMHICAH C TIOMOIIIBIO 3aKpbITOro Kitoya MC ¢ ncnosib30BaHnEeM CIIEAYIONTUX alIrOPUTMOB:
— anroput™ cl4n U1 KaHOHMKaNU3aKUK coodmenus B popmare XML.

OTBer ¢ pe3yabTaTaMu WACHTUGHUKAIMY U ayTeHTU(UKAIIMY TOJIb30BaTeNsl, CPOPMUPOBAHHBIN
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cuctemoit ECUA, moanuceiBaeTcsi ¢ MOMOIIBIO 3aKpbITOro kitoua cucreMsl ECUA u npeobpasyercs
¢ ucnoib3oBaHueM OTKpbITOro kimroda VC. [Ipu aTom nenonb3yercs Cleayomui anropuTM:

— anroput™ cl4n s kaHOHUKanU3auuu coodmenus B popmare XML.

3anpoc k cucreme ECHUA ot MC Ha 3aBepiieHHe aKTUBHOW CECCUM TOJB30BATElNs JIOJKECH
OCYIIECTBJISITHCA U3 Opay3epa MoJib30BaTeNs U JODKEH ObITh MOMUCAH C TTIOMOIIBIO 3aKPHITOTO KITHOYa
NC ¢ ucnonp30BaHuEM CIIEAYIOLIETO aIrOpUTMa:

— cl4n.

B kauecTBe mpoTOKOJIA T0CTaBKU AOJDKEH UCIOIb30BaThCs MeTo cBsizbiBanust HTTP-redirect.

3anpoc ot cucreMbl ECHMA k MC Ha 3aBepuieHuMe akTUBHOM CECCHUU TOJIb30BATEINS
MOJITUCBHIBACTCSL C HMCIOJB30BaHUEM 3akpbiToro kiouda cucreMbl ECHUA. Tlpu stom mcmnomb3yercs
CIIEIYIOLUI aJrOPUTM:

— cl4n.

B xadecTBe mpoTOKOJIA TOCTAaBKH MCTIOJIb3yeTcss MeTo T cBs3biBanust HTTP-redirect.

OTBeT C pe3ynbTaTamMu 3aBEpIICHUsT aKTUBHON ceccuu moib3oBarens oT UC k cucreme ECUA
JOJDKEH OBITh TMOJMHCaH € TMOMOIIBI0 3akpbiToro kimoua WMC ¢ WCMoiah30BaHHEM  CIIEIYIOIIETO
anropuTMa:

- cl4n.

B xadecTBe mpoTOKOJIa TOCTAaBKH JODKEH HCTIOIB30BaThCs MeTo 1 cBsi3biBanus HTTP-redirect.

OTBeT ¢ pe3ynbTaTaMM 3aBEPUICHUS] aKTUBHOM ceccur mosb3oBaTens oT cucteMbl ECUA k NUC
nepenaercs MOANMCAHHBIM C MOMONIBIO 3aKphiTOoro kio4a cucrembl ECHMA ¢ ucnosb3oBaHnem
CJIEIYIOLIEro allrOpUTMA:

— cl4n.

B kadecTBe mpoTOKOJIa TO0CTaBKU MCHOJIb3yeTcss MeTo 1 cBsa3biBanuss HTTP-redirect.

A.4 Onucanue popmaToB 1eKTPOHHBIX coo0mennit SAML 2.0 8 ECHA
B nanHoM paznene onuchiBatoTCs cienyromue npotokoisl SAML 2.0, ucnons3yembie ECUA
pu GOPMHUPOBAHUU IJIEKTPOHHBIX COOOIIECHUH:
— MPOTOKOJI 3aMpoca ayTeHTU(UKALINN;
— MPOTOKOJ €IUHOTO BBIXOJIA.
3anpoc ayrentudurkamuu (AuthnRequest)
3anpoc ayreHtudukanuu (AuthnRequest) mpencrasBiser co6oit XML-I0KyMEHT, KOTOPBIii

COACPIKUT CIICAYIOIIHUEC 3JICMCHTHI:
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1. saml2p: AuthnRequest — omuceiBaer mnapamerpsl 3ampoca AuthnRequest u coumepkut

CIIEAYIOIINE aTPUOYTHI:

AssertionConsumerServicectURL - URL  npoBaiizepa  yciyr, IpeAaHa3HauY€HHBIN
JU11 00pabOTKH OTBETOB OT MOCTAaBIIMKA UIEHTU(DHUKAUU (HE00A3aTeIbHbIN);

Destination — URL-agpec MC-nocraBummka uaeHTU(UKALIMM, NpeJHa3HAYECHHBIN
i 06pabotku AuthnRequest;

ID — yHuKanbHbIN UIeHTU(PUKATOP COOOIIEHNUS;

Issuelnstant — nata co3maHus 3ampoca;

ProtocolBinding — ucnonszyemas SAML npussizka.

2. saml2:Issuer — unenTuuUKaTop MocTaBUIMKa yciyr, oTnpaBuBliero AuthnRequest (siBisiercs

BJIOKEHHBIM 10 OTHOIIIEHHUIO K 3JIeMeHTy saml2p: AuthnRequest).

Crpykrypa AuthnRequest:
saml2p: AuthnRequest saml2:Issuer
Pucynok 7 — Ctpykrypa AuthnRequest
[Tpumep AuthnRequest:

<?xml version="1.0" encoding="UTF-8"?2>
<saml2p:AuthnRequest
xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"

AssertionConsumerServiceURL="https://atc-

504:7002/0iosaml/saml/SAMLAssertionConsumer"

Destination="https://esia-

portall.test.gosuslugi.ru/idp/profile/SAML2/Redirect/SSO"

POST"

ForceAuthn="false"

ID=" 054240e4-b2a8-48e9-b4c6-e0b5e84d3a35"
IsPassive="false"

Issuelnstant="2012-02-28T06:43:35.704z2"
ProtocolBinding="urn:ocasis:names:tc:SAML:2.0:bindings:HTTP-

Version="2.0">

<samlZ:Issuer
xmlns:saml2="urn:ocasis:names:tc:SAML:2.0:assertion">sia test</saml2:Issuer>
</saml2p:AuthnRequest>

Hns crenepupoBanHoro SAML 2.0 coobuienus ¢ 3ampocom AuthnRequest T0mKHO OBITH

BbIMOIHEHO cBs3biBaHue (binding) ¢ mpotokosomM HTTP mo merony HTTP-Redirect ¢ yuerom

CJIEAYIOIIHUX OCOOCHHOCTEH:

- COO6H_[6HI/IC oAU CEIBACTCA C IMOMOIIBIO BHCKTpOHHOﬁ MNOoANMUCHU NOoCTaBOIMKaA YCIIyr, NpUICM

noarnucaHa JOJDKHa OBITh CTPOKa 3aIpoca Ha aYTeHTI/I(pI/IKaL[I/IIO IIOJIB30BATCIIA,
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—  TMOANHMCAaHHOE COOOIEHUE CXKIUMACTCS M KOJUPYeTcs B KOAUPOBKe Base64.
B npouecce cBs3piBanus popmupyercss koneunslii URL AuthnRequest, KoTOpbIii B KauecTBe
GET-napameTpoB JI0JKEH CO/IepKaTh:
— SAMLRequest — AuthRequest B KOHEYHOM BH/IE;

—  SigAlg — anroput™ NOAIMUCH 3aIpOCa, ¢ MOMOILBIO KOTOPOTO BBINOJIHAIACH MTOANUCH 3aIllpoca

ayTeHTU(UKAIIH;

—  Signature — IOJUCh, IMOJTyYCHHAs B PE3yAbTATE IMOITHCAHMS 3a1IPOCa AyTCHTU(DUKAIIHH.

[Ipumep URL AuthnRequest:

https://esia-
portall.test.gosuslugi.ru/idp/profile/SAML2/Redirect/SSO?SAMLRequest=£fZJBa%$2BMwEIX%2FitBdlgzYWyPilLS1bK
FLO%2BzuYS9FkSepwIGyGtn051dxEtpS6EUg90abmfc0v37b92SEgNa/muazoASc8z211ub0%2Bt%2FesoteLOep9LwIqOcRXt4b%2FA
2AkgdChOr3UdAhOCeYOW1dN7QBWNapZ$2FHpXMhDoEH73xPSVLRAgxtbrlDoc9hAbCaA08rx9r$2BhrjARXnOhpWikJACSG5t$2F7Ygk
$2FHkfgNQcldGsc6HacVLhSOmnUwZrDzY6YjM0d5n3S7LAzcdgeextraHiag5GvobAATedM8UXLvg4Fp3ZpudY 9AycNdTVIEICcy22JR
SVPYVKS2FIrzTYm75]%$2BVVVFJTeiK02S4ko]j2hE$2BihEHeHAYtYs11SKXTEgmgl ZUKp$2BpvMhmVEGPktXZghvrThH850vmJELIu2
1XbPXUtJT8vUSZBPQcnJg6h8%2BJI%2FQzWEF4%2FpItndEpO%2Fc%2F42tThfv3 6JXTS%3D&RelayState:_12db488a—a516—4 le3-
801c-3e8£f235473146SigAlg=http%3A%2F%2Fwww.w3.0rg%2F2000%2F09%2Fxmldsig%23rsa—
shal&Signature=k1XL2WfE1KMHzaJtjjaL201lsoweYNMO6Xt50E20Q0gwRzVOBZ0T79HJE]PMu3jBhDdmM4 721 rswbhUFPV220Dbk5K
uXJ%2F5FVPWXCTefnVCZGXHUB8b1SWuC%2FoK1TSxumbenoommHNS5S$2FeYAPOSOKNNWSyEP3eJQHkecsTYuTKPmyP8%3D

OrtBet Ha 3anpoc ayreHTH¢uKanun (AuthnResponse).
B cnydae ycnemHod ayTeHTH(QHKAIMM MOCTAaBIIMK HACHTU(UKAIMK (HOPMUPYET OTBET
Ha 3anpoc ayreHTuukanuu — AuthnResponse, KOTOpwI cOACpKUT yTBepkaeHUEe (Assertion)

00 ayrentudukanuu. AuthnResponse mnpencrabiser coboit XML-gokymMeHT co crienmyromiei

CTPYKTYpOIl:
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ABTOp yTBEPXAEHNSA

saml2:lssuer

I'Io,anep)meHme aBTOpPCTBa yTBEepPXAeHUA

saml2:Signature

I'Ionyanenb yTBEPXOEHUA

saml2:Subject

Ycnosusi 4ENCTBUS YTBEPXKAEHUS

Assertion saml2:Condition

ATpunbyTbl 06bEKTa YTBEPXKAEHNS

saml2:AuthnStatement

|
|
'| saml2:AttributeStatement
|

Pucynok 8 — Ctpykrypa AuthnResponse

OnemeHnThl saml2:Issuer wu saml2:Signature coaepxkaT UIACHTU(GUKATOP IOCTABIIMKA
UACHTU(PUKAIIMK M DJIEKTPOHHYIO MOJIKCH, CO3JaHHYIO C IOMOIIBI0 cepTU(UKaTa IMOCTABIIMKA
HJICHTU(DUKAITUH.

OnemeHT saml2:Subject comepxut mHbopMmammio o AuthnRequest, KOTOpoMy COOTBETCTBYET

nannblii AuthnResponse, u npencrasiser co0oi CleayIONIy0 CTPYKTYPY:

saml2:NamelD

saml2:Subject

saml2:SubjectConfirmation saml2:SubjectConfirmationData

Pucynok 9 — Ctpykrypa saml2:Subject

Onement  saml2:NamelD  comepXuT  yHMKaJbHBIM  WICHTU(UKATOpP, MPUCBOCHHBIN

MOCTaBIIMKOM HJIEHTH(UKALIMU cOOTBETCTBYIoEeMY AuthnRequest.
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Onement saml2:SubjectConfirmationData conepxut Habop aTpuOyTOB, B TOM YHCIIE:

— InResponseTo — coxepxutr wunenruduxarop AuthnRequest (COOTBETCTBYEeT 3HAUYEHUIO
atpubyra ID);

— NotOnOrAfter — conepxut nary, 10 KoTopoit fanubii AuthnRequest geiicTBuTeneH.

— Recipient — URL o6pa6otunka  AuthnResponse  (COOTBETCTBYyeT  3HAUYECHUIO
AssertionConsumerServiceURL).

Onement saml2:Condition cogepKUT onrcaHue YCIOBU, TPH KOTOPBIX JaHHBIH AuthnResponse
CUHMTAeTCs JIeHCTBUTENbHBIM. JlaHHBIN sneMeHT umeeT naBa atpudyra — NotBefore u NotOnOrA fter,
KOTOpbIE YKa3bIBalOT Ha BPEMEHHOM MPOMEXYTOK, B KOTOPBIN NaHHBIH AuthnResponse neiicTBuTeNEH.
Taxxe saml2:Condition nmeet BioxkeHHbIN 3eMeHT saml2:AudienceRestriction, KOTOpBIN COAEPKUT
anemeHT saml2: Audience ¢ ykazaHHeM YHUKaJIbHOTO MACHTH(UKATOpA MOCTAaBIIMKA yciuyT (entity id).
VYuukanpaeiii uaeHtudukarop cuctemMbl B ECHUA (entity_id) He mOMKEH cOAep)KaTb CHMBOJIOB
KAPHJUTHIIBL.

Onementsl saml2:AuthnStatement u saml2:AttributeStatement conepxar wuHpopMalnio
0 pe3yabpTaTax ayTeHTU(UKALIUU.

OnemeHT saml2: AuthnStatement umeeT aBa aTpulyTa:

— Authnlnstant — qata ayreHTHdUKaIUN;

— Sessionlndex — yHWKambHBIH HACHTHU(HUKATOP CECCHM IOJH30BaTels (C TIOMOIIBIO HETO,

HampuMep, BBIMOJIHIETCA MOBTOpHAs ayTeHTudukamus u onepauus Logout).

OneMeHT saml2:AttributeStatement comepuT aTpruOyThl TOIB30BATENSI U UMEET CISAYIONIYIO

CTPYKTYpY:
saml2:Attribute saml2:AttributeValue
saml2:AttributeStatement saml2:Attribute saml2:AttributeValue
saml2:Attribute saml2:AttributeValue

Pucynok 10 — Ctpykrypa saml2:AttributeStatement

OnemeHT saml2: Attribute umeer Tpu arpulyra:

— FriendlyName — cokpaiieHHoe HauMeHOBaHUE aTpuOyTa;
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Name — nojiHoe HaMMEHOBaHUE aTPUOYyTa;

NameFormat — ¢opmart noJgIHOr0O HAMMEHOBAHUS aTpudyTa.

Onement saml2:AttributeValues cocroutr u3 aByx arpuOyroB: xmlns:xsi u Xsi:type.

OtH atpulyTHl OTIPEACISIOT (opMaT 3HAUSHHS aTPUOYTa MOJIB30BATES.

[Tpumep AuthnResponse npuBenen B paznene A.9.

3anpoc 3aBepuieHUs1 AKTUBHOM ceccuM nmosb3oBartens (LogoutRequest)

3anpoc 3aBepienus aktuBHOU ceccuun (LogoutRequest) mpeacrasmsier co6oii XML-nokymeHT

CO CHEAYIONIEH CTPYKTYpPOU:

saml2:Issuer

saml2:LogoutRequest saml2:NamelD

.| saml2:SessionIndex

Pucynox 11 — Ctpykrypa LogoutRequest

3aBepmeHI/Ie AKTUBHOM CECCHM IT0JIb30BATEIsA MOXKET OBITh WHUIUHUPOBAHO KaK CO CTOPOHBI

MOCTAaBILMKA YCIYT, TaK U CO CTOPOHBI MOCTaBIIMKa uAeHTU(UKaK. B ciaydae, ecnu 3aBeplieHue

CeCCHM MHULIMUPYET MOCTaBIIMK YciIyT, To LogoutRequest noymken coaepkarb 00g3aTeNbHbIN 3JIEMEHT

saml2:Sessionlndex.

OnemeHT saml2:LogoutRequest umeer cienyromue arpuOyThI:

Destination — conmepxxut URL o0pabdoTunka LogoutRequest. B ciydae ecnu 3aBepiieHue
CeCCHMM WHUIMMPOBAHO TOCTaBHIMKOM yciayr, To conxepxkut URL  mocraBmuka
UICHTUPHUKAIINHI, U HA000POT, €CIIM HHUIIMUPOBAH NMOCTABIIUKOM uieHTHuKauu — 1o URL
SP.

ID — comepxuT yHUKaNbHBIN UIEHTU(PUKATOP COOOLIECHUS.

Issuelnstant — nata ¢dopMupoBaHus COOOIIECHUSI.

Reason — mnpucyrcTByeT B ciydae HWHHUIMAIW3AlUNA 3aBEPIIEHUS CECCHH CO CTOPOHBI

NoCTaBIIUKA YCIIYT.

OnemeHT saml2:Issuer B kauecTBe 3HAYEHUS COJCPKUT HaAeHTHGUKaTop (entity id) mHMIIMAaTOpa

3aBCPUICHUSA CCCCUUN — 100 nocTaBlIUKa YCIIYT, 0o noCTaBIIMKa I/IJICHTI/I(I)I/IKaLII/II/I.
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Onement saml2:NamelD B kauecTBE 3HAYECHUS COJACPKUT YHHKAJIBHBIA HICHTU(UKATOP,
MIPUCBOCHHBIN MMOCTABIIMKOM HIICHTU(UKAIIMU coOTBETCTBYIomeMy AuthnRequest.

Onement saml2:Sessionlndex coaepKUT YHUKaJIbHBIA WACHTH(QHUKATOP MOJIB30BATES,
CO3JIaHHBIN MPH ayTeHTH(PUKALINH.

3anpoc Ha 3aBEpIICHUE CECCUM JOJDKEH IPOU3BOIUTHCS U3 Opay3epa (0T UMEHHU IOJIb30BaTENs).
B xadecTBe mpoTOKOJIA TOCTABKH JOJDKEH MUCOJIb30BaThCcsl MeTo cBsizbiBanust HT TP-redirect.

ITpumeps! 3anpoca 3aBepLICHUs CECCUU:

<?xml version="1.0" encoding="UTF-8"?>
<saml2p:LogoutRequest xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
Destination="https://esia-portall.test.gosuslugi.ru/idp/profile/SAML2/Redirect/SLO"
ID="_f51e2082-f899-476d-b88b-6dc743cb4969"
Issuelnstant="2012-03-01T13:46:01.984Z"
Reason="urn:oasis:names:tc:SAML:2.0:logout:user"
Version="2.0"
xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">
<saml2:Issuer>sia_test</saml2:Issuer>
<saml2:NameID Format="urn:oasis:names:tc:SAML:2.0:nameid-format:transient">
_4b58555ef34dal 1fae0aa08e8987dbb3
</saml2:NamelD>
<saml2p:SessionIndex>
86e46a8d455acd02f5a9ef4072f7b66c46b4422bfc3863 1aa6e50b8d3f032¢43
</saml2p:SessionIndex>
</saml2p:LogoutRequest>

<?xml version="1.0" encoding="UTF-8"?>
<saml2p:LogoutRequest xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
Destination="https://atc-504:7002/oiosaml/saml/LogoutServiceHTTPRedirect"
ID="_5741a3cde023a8a669dd720e283642df"
Issuelnstant="2012-03-01T13:51:41.711Z2"
Version="2.0">
<saml2:Issuer xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">
https://esia-portall.test.gosuslugi.ru/idp/shibboleth
</saml2:Issuer>
<saml2:NamelD xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion" Format="urn:oasis:names:tc:SAML:2.0:nameid-format:transient">
_4b58555ef34dal 1fac0aa08¢8987dbb3
</saml2:NameID>
</saml2p:LogoutRequest>

OTtBeT Ha 3anpoc 3aBepuiennsi akTuBHou ceccun (LogoutResponse).
OtBer Ha 3anpoc 3aBepiieHus akTuBHO# ceccuu (LogoutResponse) npencrasiser co6oit XML-

JOKYMEHT CO CJIeIyIoIIel CTPYKTYpOH:

saml2:Issuer

saml2:LogoutResponse

saml2:Status

Pucynok 12 — Ctpyktypa LogoutResponse

Onement saml2:LogoutResponse nmeer crneayroniue aTpuoyThI:
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— Destination — cogepxut URL o0Opabotunka LogoutResponse. B ciyuae ecnu 3aBepuieHue
CECCMM HMHUIMMPOBAHO TOCTaBUIMKOM yciayr, To conaepxkut URL  mnocraBmuka
UACHTUDUKAIMH, 1 HA000POT, €CITM MHUIIMMPOBAH MMOCTABIIMKOM HaeHTH(pukanuu — 1o URL
MIOCTABILMKA YCIIYT.

— ID — conepXuUT yHUKAIbHBIN UIEHTU(PUKATOP COOOLIECHUS.

— InResponseTo — conepxut uneatudukarop LogoutRequest.

— Issuelnstant — mata ¢hopMUPOBaHUS COOOIICHUSI.

OnemeHT saml2:Issuer, B 3aBUCHMOCTH OT WHHUIIMATOpa 3aBEpUICHHUS CECCUU, B KauecTBE

3HAYEHUS COACPKUT uneHTuukarop (entity id) nHHLIMATOpa 3aBEPILIECHUSI CECCUM — MO0 MOCTaBIIMKA

yCIIyT, JIM0O MOCTABIINKA UACHTH(DUKAIIIH.

OnemeHT saml2p:Status umeer BioxeHHbIN 31eMeHT saml2p:StatusCode, nmerommii aTpulyT

Value, B kauecTBe 3HaUCHHSI KOTOPOTO MEPEIAaCTCs CTATYC OTEPAIHH.

[Ipu sTOM OTBET Ha 3ampoc 3aBEepUICHHS CEcCUU He coJepKuT mnapamerp RelayState,

nepelaHHbI U3HAYaIbHO NIPY ayTeHTU(UKAIIUU TI0JIb30BATENS.

IIpuMeps! OTBETa Ha 3aIPOC 3aBEPILEHUS CECCUMU:

<?xml version="1.0" encoding="UTF-8"?>
<saml2p:LogoutResponse xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"

Destination="https://atc-504:7002/oiosaml/saml/LogoutServiceHT TPRedirectResponse"
ID="_a0b3a5b88cf9b96d509ee7b9d497{693"
InResponseTo="_1{51e2082-f899-476d-b88b-6dc743cb4969"
Issuelnstant="2012-03-01T13:45:41.041Z"
Version="2.0">
<saml2:Issuer xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"
Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity">
https://esia-portall.test.gosuslugi.ru/idp/shibboleth
</saml2:Issuer>
<saml2p:Status>
<saml2p:StatusCode Value="urn:oasis:names:tc:SAML:2.0:status:Success"/>
</saml2p:Status>

</saml2p:LogoutResponse>

<?xml version="1.0" encoding="UTF-8"?>
<saml2p:LogoutResponse xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"

A.S

Destination="https://esia-portall.test.gosuslugi.ru/idp/profile/SAML2/POST/SLO"
ID="_472d992a-1e50-40ef-8207-fb556eee4893"
InResponseTo="_5741a3cde0232a82669dd720e283642df"
Issuelnstant="2012-03-01T13:52:08.177Z"
Version="2.0">
<saml2:Issuer xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">
sia_test
</saml2:Issuer>
<saml2p:Status>
<saml2p:StatusCode Value="urn:oasis:names:tc:SAML:2.0:status:Success"/>
</saml2p:Status>

</saml2p:LogoutResponse>

Onucanue METAJIaHHDbIX IMMOCTABIIUKA YCJIYI

MeTtagaHHBIE TTOCTaBIINKA YCIYTr ONPCACIISIOT CII0CO0 OIMMCaAHUS KOH(I)I/IpraI_II/IOHHBIX JaHHBIX

(narmpumep, URL koHeuHBIX TOUEK BeO-cyx0, kimtoun i npoBepku DI1). [l onucanust MeTajaHHbBIX
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NC nocraBummka ycinyr ucnoib3yercs 36k XML. Ctpykrypa daitna meraganabix UC mocraBuimka

yCIIyT MpUBEICHA HAa pucyHke 13.
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METAOAHHLIE NMOCTABLLWKA YCIYT

YHUKaneHbIA MaeHTUUKaTOp CepRMC NpoBaigepa

| hitp:/fisystemn, gov.ru |

CepTtudukat(sl) X509 e chopmarte DER v kogupoeke BASEGS
00:b4:31:98:0a:c4:bc;62:01:88:aa:dc:b0:c8:bb:
33:35:19:d5:0c:64:b9:3d:41:b2:96:fc f3.31:e1

URL oBpabor4mka cobeiTMA MHMUMaUWMK 3aBeplieHns ceccun B C

https:iisystem.gov.ru/oiosamlfsamliSAM LAssertionConsumer |

URL obpaBoT4mnka cobeiTus 0b yenewHom 3ageplieHmn ceccun 8 ECMA

[ https:iisystem. gov.riioiosambi'sami/LogoutServiceHT TPRedirectResponse |

URL obpaboTtunka OTBETOB NOCTABLUMKE NASHTUDMKALMK

| hittps:ifisystem.gov.ru/oiosamiisami SAMLAssertionConsumer |

CeccnoHelil naeHTU(PHMKaTOP 3aNpoca Cepenc NpoBaiaepa

| 9fc42482-1451-0238-9chB-e39bc4760497 |

MpeHTuchukaTop ceccum NocTasLUnKa naeH TUdMKaLm

| 7c51a24-387-4853-9ch8-639bc14704c5 |

Boaepallaembie aTpubyTel Nons3osartens

assuranceLevel orgName
authnivethod orgOGRN
birthDate orgF osition
firstName orgihoriName
gender argType
globalF ole personCitizenship
lastNanme personEMail
me mberCiGroups personINN .
i dat N amie personhiobilePhone
orgAddress personOGRM
orgBranchKPP personSNILS
or‘é: ontacts persenTrusted
Grolvl personType
or.g-ji\?i principalC ontacts
orgK PP principalD ocum ents
orzl ezalForm systemAuthority
userld
userName

Mognepxreagmble PONU M TUMEl OPraHU3auin

SupportedGlobalRoles
P - e ckos 0
E = JE0m&Ii0cTRoe THI0 OpTAIEIANEH

SupportedOrgTypes
L - Kopumetacnos mags
B-H it o znEms

A - Dpras Tocy IapoTEsRROR EECTE

SupportedAnthnhethods
PWD - ASTOPHISITKE B0 TP
D& - Agropsezimnes mo K511

SupportedAcc Tvpes
T-4A TONLXD i
L - AsropKzains BETOITRSpRIEED 1 moaTeepnan V3

Pucynok 13 — Ctpykrypa ¢aiina merananabix MIC nocraBiuka yciuyr (mpumep)



[Tepeuens aTpuOyTOB TOJB30BATENs (OpraHW3aIK), COJEpXKaIUXcs B (ailie MeTaJaHHBIX

MOCTABINHUKA yCIYT, IpUBeAcH B Tabnuie 5. Cucremam, uarerpupoBanubiM ¢ ECUA, pekoMeHyercs

HE MCHOJb30BaTh WM OTKa3aTbCsl OT MCIIOJIBb30BaHMs ycTapeBIIuX yTBepkaeHut SAML (cwm.

[Ipunoxenue /1.2).

Ecnu y nosp3oBarens WM OpraHu3alid OTCYTCTBYIOT T€ WJIM HHbIE aTpUOyThl, TO OHHU

He nepegaroTcs B SAML-yTBepKICHUSX.

Tabmuua 5 — [epeyens aTpubyTOB, coAepKanuxcs B (paiiiae MeTaJaHHBIX TOCTABIINKA YCIYT

Ne | ATpudyrt

Onucanue

IIpumeyanue

1. | assuranceLevel

YpoBeHb JOCTOBEPHOCTH
UACHTH(UKAIIMY TT0JIH30BaTEIS.
Bo3MoxHBI cnenyromue
3HAYEHUS:

AL10 — ynponiennas
(HempoBepeHHas) Y 3;

AL1S — crangapTHas
(nmpoBepeHHas) ¥Y3;

AL20 — noarBepxaeHHas Y 3;
AL30 — noarBepxaeHHas Y3
(ayrentudukanus mo KIIT).

PexomenyeTcst UCroap30BaTh

aTpuOyTHI:

- personTrusted — mmst
ompeneneHus
MOJITBEPKICHHBIX Y 3;

- authnMethod — mis
OTIpeIeNICHUs METOIa

ayTeHTU(UKALUH.

2. | attachedToOrg

[Ipu3HaK BKIFOYEHHOCTH
(pucoeuHEeH s )

K OpraHu3anuu

Heo06xoa1mMo MCII0/I630BaTh

globalRole

3. | authnMethod

MeTto ayreHTU(UKALINH.
[TpuHEMaeT crenyromue
BO3MOJYKHBIE 3HAYECHHS:
PWD — ayrentudukanuu
10 JIOTHHY U TIapOJII0;

DS — ayrentudukanuu no JI1.

4. | authToken

Wnentudukatop ceccuu

noJib3oBarend B cuctreme ECUA

5. | birthDate

Jata pokaeHHs TMOJIb30BATEIIS.
[lepenaercs

B ¢popmare DD-MM-YYYY
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ATpuOyT

Onucanue

Ilpumeyanue

firstName

Nmsa monp3oBarenss. He Ooliee

256 CUMBOJIOB

gender

[Ton none3oBareins. [Ipuaumaer
3HAYEHUS:

MALE — my»XCKO¥H;

FEMALE — xeHCKui.

globalRole

Pousib mosie3oBaresns.
[IpuHnMaer cnenyromue
BO3MOXXHBIC 3HAYCHUS:
P — ¢uznueckoe muio
(Physical person);

E — moipKHOCTHOE JTHIIO

opranuzaruu (Employee).

inn

MHH nonb3oBarens

CoxpaneH it oOecreUeHHs

COBMECTUMOCTH. BMecTo Hero
He00X0I1MO HCII0Jb30BATh

personINN

10.

lastName

damunmsg noab3oBaTe.

He Gomee 256 cuMBOJIOB

11.

middleName

OTyecTBO IOJIB30BATENA.

He 6osee 256 cuMBOJIOB

12.

memberOfGroups

[IprHaAIEKHOCTD
MOJIb30BATENS K rpyImam
noctyna UC, ocymectBisitoniei
UICHTU(UKAITUIO U
ayTeHTU(UKALIUIO
JIoJDKHOCTHBIX Jiu1l FOJI.
[lepenaercs B BU1e MHEMOHUK
CHUCTEMHBIX T'PYIII Yepe3

3aITYHO

Hcrnons3oBaTh AJIs OIIPEACTICHUA
IMPUHAJIIC)KHOCTU JOJIZKHOCTHBIX

mun FOJI k rpynnam noctyna UC

13.

name

HMMms nonws3oBaTens

CoxpaHeH JJIAA oOecreueHust

COBMCCTUMOCTH. HCO6XOZ[I/IMO
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ATpuOyT

Onucanue

Ilpumeyanue

KUCII0JIb30BaTh lastName /

firstName / middleName

14.

nsild

Muemonuka OI'B

CoxpaneH ajsi 00ecrieueHust
coBMectumoctu. Heobxoanumo
ucnoib3oBatb orgOGRN

uorgType

15.

orgAddresses

AJlpec opraHu3aiym.
ITepenaercs B Bune XML

JIOKYMEHTA

Kaxnp1it anpec B Hacrosiiee

BpEMsI OIMCHIBACTCS CIEAYIOIIUMHU

aTpulyramu:

<addressType> — Tun aapeca,

B HACTOSAIIEE BPEMS MOKET

MPUHUMAThH 3HAYCHUS:

- ORG_LEGAL -
IOpUIMYECKUN aJIpec;

- ORG_POSTAL — noyroBbIi
azapec.

<contryChar3Code> — ko cTpaHbl

U3 Tpex cuMBOJIOB (111 Poccun —

RUS);

<index> — HHEKC;

<region> — cyobekT PD;

<district> — BHYTpUTOpOJICKO

paioH;

<settlement> — HaceIEeHHBIN

IIYHKT, <street> — yJIuna,

<house> — mowm;

<corpus> — KOpIIyC;

<structure> — CTpOECHHUE;

<flat> — xBapTupa.

Bce atpulyThl, HaunHas

¢ MHIeKca, — He 0oitee 256

CHMBOJIOB.
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Ne | ATpudyTt Onucanue IMpumeuanue
16. | orgBranchKPP KIIIT ¢punnana, nepenaercs
B hopmare XXXXXXXX,
rae X — nudpsr
17. | orgBranchName Nwms punmana
18. | orgContacts Tenedon u Email opranm3zanmu. | Kaxapiii KOHTakT B Hacrosiiee
[Iepenaercsa B Bune XML BpPEM: OIIUCHIBACTCS CIEAYIOIUMU
JIOKYMEHTA aTpulyramu:
<contactType> — Tum KOHTaKra,
B HacTosIIee BpeMs MOJKET
NPUHUMATh 3HAYCHUS:
- OPH (renedon);
- EML (ampec »>meKTpOHHOM
MOYTHI);
- FAX (dakc).
<value> — 3HaUeHHE KOHTAKTa, JIJIs
tenedoHa u (axca umeer Gopmar
+7(XXX)XXXXXXX*YYYYYY,
rne *YYYYYY - 1no0aBouHBIN
Homep (tompko gis  OPH,
ONIIMOHAIBHO, HE OoJyiee 6 mudp),
JUIS afipeca AIEKTPOHHOM MOYThI —
He 6osiee 2000 CUMBOJIOB;
<verificationStatus> —  craryc
MOATBEP)K/ICHUSI KOHTAaKTa, rae S —
MOATBEPIKJICHO, N - HE
MOATBEPXKICHO
19. | orgld WUnentudukatop opranuzanuu. | CoxpaneH s oOecrieueHus
coBmectumoctu. /s BHOBB
nojkiatodyaeMbix UC HeoO6xonumo
ucnoJib3oBare orgOid
20. | orgO1d Wnentudukatop opranusanmu.

JIr000€ MoI0KUTEILHOE YUCIIO
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ATpuOyT

Onucanue

Ilpumeyanue

21.

orgKPP

KIIIT opranusanuu, nepenaercs
B (hopmare XXXXXXXX,

rae X — mudpst

22.

orglegalForm

OpraHu3anvoHHO-IPaBOBast
(dbopMa opraHu3aIy.
[lepenaercs Ha3Banue HOPMBI

no cripaBouHuky OKOIID

23.

orgINN

WNHH opranuzannn
nosb3oBarens. llepenaercs

B popmare XXXXXXXXXX,
rae X — uudpsl.

Jlanuslit aTpudyT
yCTaHABIUBAETCS TOJBKO JIIsS
ciiydas, Korjaa aTpulyr

globalRole = E

24.

orgName

HaumenoBanue opranuzaiuu
nosib3oBarens. He 6onee 4000
CHUMBOJIOB.

JlanHbIil aTpubyT
yCTaHABIIUBAETCS TOJIBKO IS
cilydas, Korjaa aTpulyr

globalRole = E

25.

orgShortName

KpaTkoe HanMeHOBaHNE
opranuzaruu. He 6omee 500

CHMBOJIOB

26.

orgOGRN

OI'PH opraumzanuu
nosib3oBarens. [lepenaercs
B popmare
XXXXXXXXXXXXX,
rae X — uudpsl.

JlaHHBIH aTpuOyT

YCTAHABJIMBACTCA TOJIBKO JJIA
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ATpuOyT

Onucanue

Ilpumeyanue

cilydasi, KOrjaa aTpuoyT

globalRole = E

27.

orgPosition

JlOJKHOCTB T10J1b30BaTENs
B opranuzauuu. He 6onee 256

CHMBOIJIOB

28.

orgType

Tum opranuzanum.
[IpuHnMaer cnenyromue
BO3MOJKHBIE 3HAYECHUS:
B — unauBUyanbHBIN
IIpeANPUHAMATEIb

(Businessman);

L — ropuanueckoe nmmo (Legal

entity);

A — opras UCTIOJTHUTETHHOU
Biactu (Agency).

JlauHb1il aTpulyT
yCTaHABIUBAETCS TOJIBKO IS
ciTydJasi, Korja aTpuoyT

globalRole = E

29.

personCitizenship

['pak1aHCTBO TOJIB30BATEIS
['paxxmancTBO TIEpenaeTcs

no crpaBounnky OKCM.

3uauenue qig Poccun — «RUS»

30.

personEMail

AJipec 37eKTPOHHOM MOYTHI
nosp3oBarens. He 6oiee 2000

CHMBOJIOB

31.

personINN

MNHH nons3oBarens.
[Tepenaetcs B hopmare
XXXXXXXXXXXX,
rae X — uudpsl.
JlaHHBIH aTpuOyT

YCTAHABJIMBACTCA TOJIBKO JJIA
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ATpuOyT

Onucanue

Ilpumeyanue

cily4asi, KOra aTpuoyT

personType =R

32.

personMobilePhone

Howmep mobunbHOTO TEenedoHa
nosb3oBarens. llepenaercs

B (hopmare
+7(XXX)XXXX XXX,

rae X — uudpsl

33.

personOGRN

OI'PHUII nons3oBaTens.
[Tepenaercs B popmare
XXXXXXXXXXXXXXX,

rae X — uudpsl.

Jlanuslit aTpudyT
YCTaHABIIMBACTCS TOJIBKO JUIS
cirydasi, korya atpuoyt orgType
=B

34.

personSNILS

CHUJIC nonb3oBatens.
[Tepemaercs B hopmate XXX-
XXX-XXX XX, rne X —
udpeI.

JlanHbIil aTpubyT
yCTaHABIIMBACTCS TOJIBKO JUIS
CTaHJAPTHBIX (MPOBEPEHHBIX)

Y MOJTBEPKICHHBIX Y3

35.

personTrusted

[ToarBepxxaeHHas Uiu
HETOITBEPKICHHAs
(ympolleHHas Wiu
cTaHjapTHasi) Y3 noJib30BaTess
Y — noarBepxkaeHHas Y3;

N — HenoATBepKACHHAs
(ynpouieHHast Uiau

cTaHgaprtHas) Y3
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Ne | ATpudyTt Onucanue IMpumeuanue

36. | personType Kareropus nosb3oBatens. CoxpaneH s obecriedeHus
coBMecTuMOocTU. Heobxommmo
ucnoJib3oBatk personCitizenship

37. | principalContacts KonTtakTHble nanHbIe Kax1ip1i1 KOHTaKT B HaCTOSAIIEE

nosnb3oBarens. [lepenaercs

B Buge XML nokymeHnTa

BpEMSI ONUCHIBACTCS CIAEAYIOIIUMU

aTpulyramu:

<contactType> — TUIl KOHTaKTa,

B HACTOSIIIEE BPEMSI MOXKET

MIPUHUMATH 3HAYCHUS:

- EML (agpec anekTpoHHOU
MOYTHI);

- MBT (Mo6uibHBIHM TeneoH);

- PHN (momamnuii Tenedon);

- CEM (cmyxeOHbIi aapec
AIEKTPOHHOU MOYTHI
M0JIb30BATENS, TOJIBKO IS
ciyd4asi, Korja aTpulyT
globalRole = E);

- CPH (cmyxeOHbBII HOMEP
TenedoHa MoJib30BaTes,
TOJIBKO JUIA CiIydasi, KOorjaa
atpudyT globalRole = E).

<value> — 3HaueHUE KOHTAKTA,

JUTs TeeOHOB UMeeT popMar

+7(XXX)XXXXXXX, mis agpeca

AIIEKTPOHHOMN MOYTHI — HE OoJiee

2000 cuMBOJIOB;

<verificationStatus> — craryc

MOATBEP)KICHUSI KOHTaKTa, rae S —

MOATBEPKAECHO, N —

HC IMOATBEPKACHO
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ATpuOyT

Onucanue

Ilpumeyanue

38.

principalDocuments

JIOKyMEHTBI 110JIb30BaTEIIA.
[Iepenaercs B Bune XML

JIOKYMEHTa

Kaxx1p1i1 JOKYMEHT B HacToOsIIEe
BpEMsI OIMCHIBACTCS CIEAYIOIIUMU
aTpulyramu:
<documentType> — Tun
JIOKYMEHTA, B HACTOSIIIIEE BPEMsI
3TO:
01 — macnopt rpaxxnanuHa P®;
02 — TOKyMEHT HHOCTPAHHOTO
rpak/IaHUHA;
05 — BoaUTENIBCKOE
YI0CTOBEpPEHNE;
06 — moymc OMC;
07 — 3arpannacnopr;
<XX> — CBHAETEIBCTBO
0 POXKJICHHH:
— 08 — cBUAETEILCTBO
0 poxacHUH (0e3 THIH3aIun
JIOKYMEHTA);
— 18 — cBUAETENLCTBO
0 poxjiennu PO;
— 28 — CBUIAETEILCTBO
0 POXKIACHUH HHOCTPAHHOTO
rocyaapCcTBa;
— 38 — CBUAETEILCTBO
o poxaennu CCCP;
09 — BuI Ha JXUTEIIBCTBO;
10 — pa3pernieHue Ha BpeMEHHOE
MIPOXKUBAHUE;
11 — BoeHHBI OHIIET.
<series> — cepusi JOKYMEHTA,
4 cuMBoOIIa 7S TTAacTIopTa

rpaxaanuHa PO;

94




ATpuOyT

Onucanue

Ilpumeyanue

<number> — HOMEp TOKYMEHTA,
6 cUMBOJIOB JUIs ITacropTa
rpaxaanuHa PO;

<issueDate> — naTa Bblaun
nokymenTa B ¢popmare YYY Y-
MM-DDT00:00:00;
<verificationStatus> — craryc
MOJITBEPKICHUS IOKYMEHTA,
rae S — MoaTBEpKICHO,

N — He MOJTBEPKICHO;
<issuedBy> — opran, Bbl1aBIINN
JIOKYMEHT, CTpoKa He Ooiee

gyeM n3 2000 cuMBOJIOB

39.

principalAddresses

Agnpec noJib30BaTeds.
ITepenaercs B Bune XML

JTIOKYMEHTA

Kaxnaplii agpec B HacTosee
BpEMsI OTTMCHIBACTCS CIEAYIOIIUMH
aTpudyTamu:

<addressType> — Tun aapeca,

B HACTOSIIIEE BPEMS 3TO
«PERSON_REGISTRATION» —
aJIpec perucTpauu,
«PERSON_LIVE» — anpec
MPOKUBAHUS.

<contryChar3Code > —
TpeXOYKBEHHBIN KOJ CTPAHBbI.
<index> — UHIEKC.

<house> — HOMep q0Ma.
<corpus> — KOpILycC.

<flat> — xopmyc.

40.

snils

CHWMJIC nonw3oBarend.
JlaHHBbIH aTpudyT

YCTAHABJIMBACTCA TOJIBKO JJIA

CoxpaneH s obecrieueHus
coBMmectumocTH. Heo6xomumo

ucnoJb30Bath personSNILS
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Ne | ATpudyTt Onucanue IMpumeuanue
cily4asi, KOra aTpuoyT
personType =R
41. | systemAuthority [TomHOMOYMST TOIKHOCTHOTO Hcnonbp30Bath 11 ONpeesieHus
muna OI'B. lepenaercs B Buje | MOJTHOMOYHMH JODKHOCTHBIX JIUIT
XML c ykazanunem muemonuku | OI'B u FOJI. s onpenenenns
MOJITHOMOYHSI 1 MHEMOHHUKH MIPUHA]JIC)KHOCTH
CHCTEMBI NPEICTaBUTENCH IOPUIIMIECKIX
JIII K TPYIIaM JIOCTyTIa
HCI0JK30BaTh memberOfGroups®
42. | userld Uucnosoit naeHtTudukatop ¥3

MOJIB30BATEIS B CUCTEME
ECHA. JIro00€e moN0oXUTEILHOE

YHUCIIO

43. | userName Jlorun nonw3oBarens. CoxpaneH 115 o0ecrieueHus
coBMecTuMocTH. HeoO0xoaumo
HCII0Jb30BaTh userld,

personSNILS

44. | userType Tun nonp3oBarens CoxpaneH 1151 00ecTieUeHHs
coBMecTuMocTH. HeoOxomumo

ucrnosb30Bath globalRole

A.6 1lIa0soH daiia MeTaJaHHBIX

<?xml version="1.0" encoding="UTF-8"?>

<!--TODO

HeobxomyMmo ykKasaTh YHMKAJBHEM (B paMkax [OCTaBuMKa MAOeHTuOuxaumm) entityID cepBmuc npomanmepa.
PexoMeHIyeTCcs, 4YTOOB 3HaueHMe arpmubyTa entityID COOTBETCTBOBAJIO IOMEHY MHOOPMaALMOHHOM CHCTEMEH.
YHUKaNbHEM MOeHTudpuraTop cucremel B ECUA (entity id) He momkeH comepxaThb CUMBOJIOB KUMPMILIMLE . Hanpumep,
http://moscow.rt.ru

-=>

<md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata"
xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion" xmlns:esia="urn:esia:shibboleth:2.0:mdext"
entityID="http://moscow.rt.ru">

28 B nensx obecredeHust COBMECTUMOCTH CHCTEMBI TIOJTydaBIIHe PaHee MOJTHOMOYMS IOPHIMYECKHX JIHIL
B YTBEpXKJIEHUU SsystemAuthority, IpOIOJDKAT MOJydaTh 3TU JaHHBIE B 3TOM YTBEpkAcHUHU. OOHAKO
JanbpHellee pa3BUTHE (PYHKIMOHAIA IOJHOMOYMH OyJeT MpOUCXOIUTh B TEPMUHOJOTHM TPYIHI
JIOCTYTIA, B CBSI3U C YEM 3TUM CHCTEMaM PEKOMEHAYETCSI OTKA3aThCsl OT UCIIONb30BaHusl systemAuthority
u aHamM3upoBaTh yrBepxkacHUs memberOfGroups. Ilpm peructpauun B ECHA HOBBIX HC,
OpUEHTUPOBaHHbIX Ha paboty c¢ HOJI, oHn OyayT MMeETh BO3MOKHOCTH 3aperuMCTPUPOBATH TOJBKO
cucTeMHbIe rpynmnsbl. JlaHHble 0 HUX OyAyT nepenaBaThes B yrBepkaeHnn memberOfGroups.
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<md:SPSSODescriptor AuthnRequestsSigned="true"
protocolSupportEnumeration="urn:oasis:names:tc:SAML
<md:KeyDescriptor use="signing">
<ds:KeyInfo xmlns:ds="http://www.w3.0rg
<ds:X509Data>
<ds:X509Certificate>
<!--TODO

WantAssertionsSigned="true"
:2.0:protocol">

/2000/09/xmldsig#">

Cioma HeoOXOoOMMO BCTaBUTH CepTuOMKAT s3JIeKTPOoHHOM nonnmucu X509 cepBuc npomalinmepa

Base64
-—>
</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>
<md:KeyDescriptor use="encryption">
<ds:KeyInfo xmlns:ds="http://www.w3.0rg
<ds:X509Data>
<ds:X509Certificate>
<!--TODO
Coma HeoOXOIMMO BCTAaBMUTH Ce
npoeannepa d¢opmara DER B KOOMpoOBKe Base64
-—>
</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>
<!--TODO
HeobxommMMO 3aloJIHUTh aTpUOYTE BEH3OBa 00pabo
oTBeYanmero 3a oBpaboTKy COOHTHMI 3aBepleHUS CeCCuim
- Location - endpoint oBpaboTumka COOLITHUNA
COOBMmEHMM OT MNOCTaBUMKA MIOEHTMOMKALMM O TOM, UYTO IO
[OJIb30BATEN ;
- ResponseLocation - endpoint URL o6pabor
00paboTKy COOOWEHMY OT MNOCTAaBUIMKA MIOESHTUOMKAUUM OO
[OJIb30BATENS .
-—>
<md:SinglelLogoutService Binding="urn:oasis
Location="endpoint URL" ResponseLocation="endpoint
<!--TODO
HeoBxoOomMo BamoyiHUTL aTpubyT Location rera
obpaboTumka COOHITUM CEPBMC NpOBalimepa, OTBEYalLEIro
AuthnRequest 3amnpoc cepBuc mnpoeaizepa.
-—>
<md:AssertionConsumerService Binding="urn:o
Location="endpoint URL" index="0" isDefault="true"/
</md:SPSSODescriptor>
<md:AttributeAuthorityDescriptor protocolSuppor
urn:oasis:names:tc:SAML:2.0:protocol">
<saml:Attribute NameFormat="urn:mace:shibbo
CecCHOHBYM MAOSHTUOMKATOP 3ampoca CEPBMUC NpoBaimepa--—
<saml:Attribute NameFormat="urn:oasis:names
friendlyName="authToken" Name="urn:mace:dir:attribu
nneHTubukauun—--></saml :Attribute>
<!--TODO

bopmaTa DER B KOIMPOBKE

—n

/2000/09/xmldsig#">

pTudMKaT Kioda SJIEKTPOHHOM mommmcu X509 cepsuc

TUMKa CcepBuUC npoBamkzepa (rer SinglelLogoutService),
(logout) :
CepBMC NpoBakmepa, OTBedYanmero 3a oBpaboTky

JIE30BaTEJIb MHMIVMPOBAaJL COBEITHE 3aBeplUeHA Cceccum

4YyKa COOHTNMM CEPBMC poBaimepa, OTBEYAKIErO 3a
YCIIENHOM BBIIOJIHEHNMM ONEpaLuy BaBepUIEHUS CECCUM

tnames:tc:SAML:2.0:bindings:HTTP-Redirect"

URL"/>

AssertionConsumerService, onpemensomuii endpoint
3a 00paboTKy OTBeTa OT [OCTaBUMKa MOSHTUOUKALMM Ha

asis:names:tc:SAML:2.0:bindings:HTTP-POST"
>

tEnumeration="urn:oasis:names:tc:SAML:1.1l:protocol
leth:1.0:nameldentifier" Name="transientId"><!--
></saml:Attribute>

:tc:SAML:2.0:attrname-format:basic"
te:authToken"><!--JneHTudrukaTop ceccmum NOCTaBUMKA

Iasiee ciepnyeT CIOMCOK JHOIOJIHMTEJIBHEIX aTpMOyTOB IOJb30BaTesid, KOTOPHE MOTYT OBTbL BKJIOUEHH B OTBET
nocrabliMka uuoeHTMOukaumy Ha AuthnRequest sBamnpoc cepsBmuc mnposalizepa.

HeobxommMMO OCTaBMThb TOJIBKO TE€ aTpuMOyTh, KOTOPEE HeoOxoIMMEl JC.

-=>

<saml:Attribute NameFormat="urn:ocasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="userId" Name="urn:mace:dir:attribute:userId"><!--YHuKAaJIbHLIN UOSHTUOMUKATOP I[NOJIL3OBATEJS B

paMkax NOCTaBLMKAa UOeHTHbrKaumm--></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names

:tc:SAML:2.0:attrname-format:basic"

friendlyName="authnMethod" Name="urn:esia:authnMethod"><!--MeTon ayTeHTM®OMKALMM C [IOMOWBLI KOTOPOIO

[IOJIb30BATENIb NPOWEJ ayTeHTubmraumo--></saml:Attribu

<saml:Attribute NameFormat="urn:oasis:names
friendlyName="globalRole" Name="urn:esia:globalRole
nosib3oBaTenb--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names
friendlyName="1lastName" Name="urn:mace:dir:attribut
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names
friendlyName="firstName" Name="urn:mace:dir:attribu
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names
friendlyName="middleName" Name="urn:mace:dir:attrib
></saml:Attribute>

te>
:tc:SAML:2.0:attrname-format:basic"
"><!--PoJyp HOI KOTOPOM ayTeHTMOMUMPOBAJICS

:tc:SAML:2.0:attrname-format:basic"
e:lastName"><!--®amMmimsa HOJIL30OBATEJISA——

:tc:SAML:2.0:attrname-format:basic"
te:firstName"><!--VMa nojb30BaTEJSg——

:tc:SAML:2.0:attrname-format:basic"
ute:middleName"><!--OTueCcTBO MNOJIL30BATEJSI——
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<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personINN" Name="urn:esia:personINN"><!--JHH nosb30oBaTens--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personSNILS" Name="urn:esia:personSNILS"><!--CHUJIC nonb30BaTens--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personOGRN" Name="urn:esia:personOGRN"><!--OT'PHUIl nojb30oBarens--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personEMail" Name="urn:esia:personEMail"><!--3jleKTPOHHEIT ampecC MOJb30BaTEJa-—
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="assurancelLevel" Name="urn:esia:assurancelLevel"><!--YpoBeHb IOOCTOBEPHOCTM MUIEHTUOMKALIIU
nonb3oBarena--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="birthDate" Name="urn:esia:birthDate"><!--Jlara poxneHus nojb3o0BaTeys--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="gender" Name="urn:esia:gender"><!--Ilon nomp30BaTens--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="memberOfGroups" Name="urn:esia:memberOfGroups"><!--IlpuHaAJIEeXHOCTb M[OJIL30BATEJNS K I'pPyNIaM
nocryna--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="systemAuthority" Name="urn:esia:systemAuthority"><!--IlosHOMOUMS IOJKHOCTHOTO JIMLIa——
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personCitizenship" Name="urn:esia:personCitizenship"><!--T'paxmaHCTBO MNOJIb30BATEJII——
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personMobilePhone" Name="urn:esia:personMobilePhone"><!--HoMep MOOMILHOTO TejedoHa
nosnb30BaTenda--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personTrusted" Name="urn:esia:personTrusted"><!--llonTBepXOeHHas MJIM HENONTBEPXIEHHAI
yuyeTHasa 3anmuch ojib3oBaTensa-—></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="principalAddresses" Name="urn:esia:principalAddresses"><!--Anpeca NOJbL30BATEJI~—
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="principalContacts" Name="urn:esia:principalContacts"><!--KoHTakTHEE HaHHBE MOJIb30BATEJIS~—
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="principalDocuments" Name="urn:esia:principalDocuments"><!--JJOKyMEeHTH [OJIb30BATEJI~—
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgType" Name="urn:esia:orgType"><!--Tun opraHms3aumm oOJb30BaTensa--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgName" Name="urn:esia:orgName"><!--lMa opraHms3aumm OoJib30BaTensa--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="0orgOGRN" Name="urn:esia:orgOGRN"><!--OI'PH opraHm3aumy NOoJb30BarTens--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgINN" Name="urn:esia:orgINN"><!--JHH opraHms3aumm nojb3oBarTena--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgPosition" Name="urn:esia:orgPosition"><!--JloJXKHOCTbL MOJIL30OBATEJII B OpraHM3aLUM——
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgAddresses" Name="urn:esia:orgAddresses"><!--Ampec opraumzaummu--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgBranchKPP" Name="urn:esia:orgBranchKPP"><!--KIII ¢ummama--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgContacts" Name="urn:esia:orgContacts"><!--Tenedon m Email opTraHm3aumm--—
></saml:Attribute>

<saml:Attribute NameFormat="urn:ocasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="org0id" Name="urn:esia:org0id"><!--lmeHTudmKaTop opraums3aummu--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgKPP" Name="urn:esia:orgKPP"><!--KIII opraumzaummu--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgLegalForm" Name="urn:esia:orglLegalForm"><!--OpraHum3auroHHO-NIpaBoBas GopMa oOpTaHM3aALNN—
-></saml:Attribute>

<saml:Attribute NameFormat="urn:ocasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgShortName" Name="urn:esia:orgShortName"><!--KpaTkoe HaMMeHOBAaHME OPTAHM3ALUN-—
></saml:Attribute>

</md:AttributeAuthorityDescriptor>
<md:Organization>

<!--TODO
HeoBxoOuMMO BaNoOJIHUTH ONMCAHME OPpTaHM3alMM K KOTOPOM OTHOCUTCS MHTeTrpupyemas c ECUA UC:
- OrganizationName - wmMs OpTraHMBALUMU;
- OrganizationDisplayName - mMms opraHmMBaluUM, KOTOPas MOXET OTOOpaxaTbCsa IOJbL30BATEJSAM NIPU

NPOBEOEeHNM [POLEnypH ayTeHTudbmraium;
- OrganizationURL - URL web-caT KOMIaHWMU.
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-—>
<md:OrganizationName xml:lang="ru">0A0 «PocTenekom»</md:OrganizationName>
<md:0OrganizationDisplayName xml:lang="ru">PocresekomM</md:0OrganizationDisplayName>
<md:OrganizationURL xml:lang="en">http://www.rt.ru</md:0rganizationURL>
</md:Organization>
<!--TODO
Heo6xomyMO BanoJHUTE aTprOyTH OpPTaHM3aluM, K KOTOPOM OTHOCMUTCS MHTeTrpupyeMmas ¢ ECHA muHOOpMalUMOHHAS
cucrTeMma:
- Company - mMMsa OpTaHMB3alMy, KOTOpas OCYyWEeCTBJSeT 3KCIjyaraumo UC;
- EmailAddress - 3JeKTpPOHHad nodTa 3KCIyaTaumu JC.
-—>
<md:ContactPerson contactType="technical">
<md:Company>0A0 «PocrenexkoMm»</md:Company>
<md:EmailAddress>support@rt.ru</md:EmailAddress>
</md:ContactPerson>

Kl k ok kkokok ok k——>
<!--EXTENSIONS-->
Kl k ok kkokok ok k——>

<md:Extensions>

<!--TODO

Ilajlee ciepnyeT CIMCOK IOOOEPXMBAEMBIX [IOCTaBIMKOM YyCJyT IJIOOaJIbHEIX POJIEM MOJIb30BATEJIEM, a TakKxe
NOOIEePXMBAaEMEIE TUIE OpTaHM3aumMi (OJiS POJIM HOJDKHOCTHOE JIMIO OpTaHM3aLmu) .

HeoBxOoOMMO OCTAaBUTH TOJIBKO TE POJM M TUIH OPTaHM3aluM, KOTOPHE IOONEPXMBAITCS IOCTAaBIMKOM
YCIyT.

lIlpuMeuaHue. B crydyae HeKOppekTHOM ofOpaborkm Tera <md:Extensions> Bamey peanmszaumer NoCTaBIMKA
YCJyT, HaHHBIM Ter MOXHO BaKOMMEeHTMPOBaTh.

—-—>

<!--TODO

B cnyuae, ecamu UC He nommepxmupaeT paboTy c poJsbio "JOKHOCTHOE JMLO OpTaHM3auum" IOaHHEM TeT He
obazaTesieH.

B cnyuae, ecam JC nopmepxmBaeT IJioOajibHYI0 pPoJib "IOJDKHOCTHOE JIMLO OpTaHm3aumm" HeoBOXOOMMO TakKXe
yKasaTh paboTy C IOJIKHOCTHEIMM JMLAMM KaKUxX TUIIOB opTraHmz3auum JMC nopgmepxmpaeT.

B cnyuae, ecam UC nommepxmBaeT IJobajibHY pojb "IOJXKHOCTHOE JIMUO opTraHms3aumm" (3TOoT ciydan

BKJIOUAEeT OTCYyTCTBMS Tera SupportedGlobalRoles), Ho Ter SupportedOrgTypes orTcyTcTByeT - ECUA Oyner
cuMTaThb, 4TO JC mommepXMBaeT BCE TMUIE OPTaHM3aLNMU.
-—>

<!--B cnyuae orcyTcTBusa Tera SupportedGlobalRoles, ECUA 6yneT cumTaThb, 4uTo JC HOOIEepXMBaAEeT BCE
Tyo0asibHElE POJM-——>
<esia:SupportedGlobalRoles>

<esia:GlobalRole ID="P"></esia:GlobalRole> <!-- dusuueckKoe JMLO ——>
<esia:GlobalRole ID="E"> <!-- JIOJIXHOCTHOE JIMLIO OpTaHM3aALUM ——>
<esia:SupportedOrgTypes>
<esia:0rgType ID="L"/> <!-- puouyeckoe JuLO —->
<esia:0rgType ID="B"/> <!-- VHIOIMBUIOYAJbHHNA NPEINPUHUMATEIDL——>
<esia:0rgType ID="A"/> <!-- OpraH MCHOJIHMUTEJILHOM BJIACTU ——>

</esia:SupportedOrgTypes>
</esia:GlobalRole>
</esia:SupportedGlobalRoles>
<esia:SupportedAuthnMethods>
<esia:AuthnMethod ID="PWD"/> <!-- ABTOpMB3auusd IO NAPOJIO ——>
<esia:AuthnMethod ID="DS"/> <!-- ABTOpmM3aums no K3I -->
</esia:SupportedAuthnMethods>
<esia:SupportedAccTypes>
<esia:AccType ID="T"/> <!-- ABTOpPM3auLMUd TOJBKO NONTBEPXIEHHHX Y3 —-->
<esia:AccType ID="L"/> <!-- ABTOpM3auMs YNPOWEHHEX Y3, HO BKJIOYasS NOLTBEPXIEHHBE ——>
</esia:SupportedAccTypes>
</md:Extensions>
</md:EntityDescriptor>

A.7 Pexomenmamuum mno ykazaunumiw URL-agpecoB u  BbIOOpPY

HAeHTH(PUKATOPA MOCTABIIUKA YCJIYT

Bce URL-aapeca B MeTafgaHHbIX AJ1s MPOAYKTUBHOM Cpelbl HE NOJIKHBI conepxkarh IP agpeca —
00s13aTeNIbHO yKa3aHue JoMeHHoro uMenu nopraia UC.
IIpumepsr:

1. TIpaBunbHo 11 EnuHOro moprasna rocyJapCTBEHHBIX YCIyT (DyHKIUIN):
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<md:SinglelLogoutService
ResponselLocation="http://www.gosuslugi.ru/pgu/saml/LogoutServiceHTTPRedirectResponse"
Location="https://www.gosuslugi.ru/pgu/saml/LogoutServiceHTTPRedirect"
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"/> <md:AssertionConsumerService
Location="https://www.gosuslugi.ru/pgu/saml/SAMLAssertionConsumer"
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" isDefault="true" index="0"/>

2.  HenpaBuisHo a5 EnuHOro moprana rocy1apcTBeHHBIX YCIYT ((DYHKITUH):

<md:SinglelLogoutService
Responselocation="http://109.207.1.97/pgu/saml/LogoutServiceHTTPRedirectResponse"
Location="https://109.207.1.97/pgu/saml/LogoutServiceHTTPRedirect"
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"/> <md:AssertionConsumerService
Location="https://109.207.1.97/pgu/saml/SAMLAssertionConsumer"
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" isDefault="true" index="0"/>

IIpn BbIOOpe wuneHTHU(UKaTOpa NOcTaBUMKa Yyciayr (entitylD) B mnpoaykTuBHOM cpene
PEKOMEHIyeTCs PYKOBOJICTBOBATHCS CIIEIYIONTUMHE TPHHIIATIAMH:

1. Tlome EntityID momkHo oaHo3HauyHO cootBercTBoBaTh URL moprama WC, xotopas
unterpupyercst ¢ UC ECUA. [Ipumepsr:
— Enusbiit moptan rocynapcTBeHHbIX yeuyr (GyHkiui): entity[D="http://www.gosuslugi.ru";
— Poccwuiickas obmecTBenHas nauMaTuBa: entitylD="https://www.roi.ru".

2.  Vkazaussiii B moje entityID URL ne momken comepxkarh IP aapec — oOs3aTenbHO ykazaHue
nomeHHoro umenu noprana UC. Ilpumepsr:
— Enunbii moptan rocynapcTBeHHBIX yeuyr (byHKIumiA): entitylD="http://www.gosuslugi.ru";
— Hexoppextasriit npumep: entitylD="http://109.207.1.97".

3.  Vkazaussii B noje entitylD URL He nomkeH coaepkath CHMBOJIOB KMPUJLTHIIBL.

A.8 Ilpumepsl koaa Ha s3bike Java o ucnoJab30Banuw OpenSAML

IIpumep Koaa MOCTABIIMKA YCJIYT

public class Resource extends HttpServlet {
private static SamlConsumer consumer = new SamlConsumer () ;
public void doGet (HttpServletRequest request, HttpServletResponse response)
{
requestMessage = consumer.buildRequestMessage () ;
response.sendRedirect (requestMessage) ;
}
public void doPost (HttpServletRequest request, HttpServletResponse response)
{
responseMessage = request.getParameter ("SAMLResponse") .toString() ;
result = consumer.processResponseMessage (responseMessage) ;

IIpumep koaa co3nanus 3anpoca <AuthnRequest>

// Cos3pmanue sjeMeHTa <Issuer>

// issuerUrl - »T0 url cepBUC-NpPOBaMIepa, KOTOPHEM IeHepupyeT coobumenHrme <authnRequest>

String issuerUrl = "http://localhost:8080/saml-demo/resource";

IssuerBuilder issuerBuilder = new IssuerBuilder();

Issuer issuer = issuerBuilder.buildObject ("urn:oasis:names:tc:SAML:2.0:assertion","Issuer", "samlp");
issuer.setValue (issuerUrl) ;

// cospmanue 3anpoca <AutnRequest>

DateTime issuelnstant = new DateTime () ;

AuthnRequestBuilder authRequestBuilder = new AuthnRequestBuilder () ;

AuthnRequest authRequest = authRequestBuilder.buildObject ("urn:oasis:names:tc:SAML:2.0:protocol",
"AuthnRequest", "samlp");

authRequest.setForceAuthn (new Boolean (false)) ;
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authRequest.setIsPassive (new Boolean (false)) ;

authRequest.setIssuelnstant (issuelnstant) ;

authRequest.setProtocolBinding ("urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST") ;
authRequest.setAssertionConsumerServiceURL (issuerUrl) ;
authRequest.setIssuer (issuer) ;

authRequest.setID (aRandomId) ;

authRequest.setVersion (SAMLVersion.VERSION_20) ;

Coobmenne <AuthnRequest> MoOXeT coaepkaTb | Jpyrde dSJEMEHTBI, TaKHe Kak
<NamelDPolicy>, <RequestedAuthnContext>. OTH JJIEMEHTBI CO3JAIOTCA © JIOOABJISFOTCS
B <AuthnRequest> ananornuHsiM 06pazom.

CrenepupoBansbiii 3anpoc <AuthnRequest> nomxen ObiTh mpeoOpazoBaHo (marshaled)
Cc ucnoyib3oBaHueM «org.opensaml.xml.io.Marshallery u nomxeH ObITH 3aKOAMPOBAaH B KOJAMPOBKE
Base64 B URL c ucnosnb3oBanuem org.opensaml.xml.util. Base64.

CunthiBanue orBera <Response>

Jns  cunThiBaHUS OTBeTa <Response>, Hampumep, W3 CEpBIETa, OTBET W3BJICKACTCS

u3 ctpykTyphl «HttpServletRequesty:
responseMessage = request.getParameter ("SAMLResponse") .toString();
N3BneuenHoe cooOmienue «responseMessage» HeoOxonuMo mpeoOpa3zoBaTh (unmarshal) u u3BnIeub

coobmenue <Response>:

DocumentBuilderFactory documentBuilderFactory = DocumentBuilderFactory.newlInstance () ;
documentBuilderFactory.setNamespaceAware (true) ;

DocumentBuilder docBuilder = documentBuilderFactory.newDocumentBuilder () ;

Document document = docBuilder.parse (new ByteArrayInputStream(authRegStr.trim() .getBytes()));
Element element = document.getDocumentElement () ;

UnmarshallerFactory unmarshallerFactory = Configuration.getUnmarshallerFactory () ;
Unmarshaller unmarshaller = unmarshallerFactory.getUnmarshaller (element) ;

Response response = (Response) unmarshaller.unmarshall (element) ;

Hanee ¢ uzBineueHHbiIM SAML 2.0 Response message MOXHO BBINOJHATH onepauuu. Hampumep,

u3BieyeM Subject's Name Id u cepruduxart:

String subject = response.getAssertions().get(0).getSubject () .getNameID() .getValue () ;
String certificate =
response.getSignature () .getKeyInfo () .getX509Datas () .get (0) .getX509Certificates().get (0).getValue();

A.9 IIpumep AuthnResponse

<?xml version="1.0" encoding="UTF-8"?>
<saml2:Assertion xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"
ID=" f634aledd5a52c852641c0943475edd7" Issuelnstant="2012-03-01T06:30:00.307Z" Version="2.0"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<saml2:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity">https://esia-
portall.test.gosuslugi.ru/idp/shibboleth</saml2:Issuer>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference URI="#_ f634aledd5a52c852641c0943475edd7">
<ds:Transforms>
<ds:Transform
Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<ec:InclusiveNamespaces
xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" PrefixList="xs"/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>6p7pdI3FulCoSG2kZbGOtW1lGCag=</ds:DigestValue>
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</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>
</ds:SignaturevValue>
<ds:KeyInfo>
<ds:X509Data>
<ds:X509Certificate>
</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</ds:Signature>
<saml2:Subject>
<saml2:NameID Format="urn:oasis:names:tc:SAML:2.0:nameid-
format:transient"> a8e8800fal74f41782184cbbd2lee05f</saml2:NameID>
<saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer">
<saml2:SubjectConfirmationData Address="127.0.0.1" InResponseTo=" 34efab5b7-47e6-
41bb-b51b-fcb57b7a3£87" NotOnOrAfter="2012-03-01T06:35:00.307Z" Recipient="https://atc-
504:7002/0iosaml/saml/SAMLAssertionConsumer" />
</saml2:SubjectConfirmation>
</saml2:Subject>
<saml2:Conditions NotBefore="2012-03-01T06:30:00.3072" NotOnOrAfter="2012-03-01T06:35:00.3072">
<saml2:AudienceRestriction>
<saml2:Audience>sia test</saml2:Audience>
</saml2:AudienceRestriction>
</saml2:Conditions>
<saml2:AuthnStatement AuthnInstant="2012-03-01T06:30:00.1822Z"
SessionIndex="211f42f443924066aec4d5bc8740bcel7a93ba3358d9e7003333db957540116b">
<saml2:SubjectLocality Address="127.0.0.1"/>
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport</
saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>
<saml2:AttributeStatement>
<saml2:Attribute FriendlyName="personSNILS" Name="urn:esia:personSNILS"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">000-000-000 00</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="userId" Name="urn:mace:dir:attribute:userId"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">2006101</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="snils" Name="urn:mace:dir:attribute:snils"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">000-000-000 00</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="authnMethod" Name="urn:esia:authnMethod"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">PWD</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="principalStatus"
Name="urn:mace:dir:attribute:principalStatus" NameFormat="urn:ocasis:names:tc:SAML:2.0:attrname-
format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">A</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="globalRole" Name="urn:esia:globalRole"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">P</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="personEMail" Name="urn:esia:personEMail"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">sdf@ddd.ru</saml2:AttributevValue>
</saml2:Attribute>
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">SNILS</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="personType" Name="urn:esia:personType"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
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<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">R</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="authToken" Name="urn:mace:dir:attribute:authToken"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">b0db6£fdl-d674-47bb-8£22-9£8291e59255</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="userName" Name="urn:esia:userName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">000-000-000 00</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="middleName" Name="urn:mace:dir:attribute:middleName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">IMmurpueBnuu</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="attachedToOrg" Name="urn:esia:attachedToOrg"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">1</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="firstName" Name="urn:mace:dir:attribute:firstName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">Imurpurn</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="lastName" Name="urn:mace:dir:attribute:lastName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">Imurpuen</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="portalVersion"
Name="urn:mace:dir:attribute:portalVersion" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">P</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="userType" Name="urn:mace:dir:attribute:userType"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">P</saml2:AttributeValue>
</saml2:Attribute>
</saml2:AttributeStatement>
</saml2:Assertion>
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INPUJIOKEHHUE b. CEPBUCBI ECHA HA BA3E IIOAXOIA
REST

b.1 OO0wmmue cBexenust o mporpammuom unrepgeiice ECUA

B pamxax paszsutus ECHUA peanus3oBaH NpHUKIagHOM HporpaMMHbIM uHTepdelic Ha Oase
apxutekTypHoro ctuis «Representational State Transfer» (REST). OH no3Bossier HHTErpUpOBaHHBIM
¢ ECMA HC mnonywars noctyn k xpansumumcs B ECHUA pecypcam, T.e. JaHHBIM (Harpumep,
o nosb3oBarensax uian apyrux MC), a Taxxe BHIIOIHATH PAJl ONIEpaLUid.

BbI30B npuKiIaHOr0 MPOrpaMMHOTO UHTEpdEiica BO3MOXKEH TOIbKO TEMHU UHTEIPUPOBAHHBIMU
¢ ECHA cucremamu, KOTOpble UMEIOT Ha 3TO COOTBETCTBYIOIIME ToJHOMOYHs. KoHTposb nocTyma
k pecypcam ECUA ocymectBiusier cepuc aropuzanuun ECUA, peanusyromuii Moaenb KOHTPOJIS
nocTyna, ocHoBaHHYIO Ha crieniudukanusx OAuth 2.0 (cm. [Ipunoxenue B).

Jlis 0003HaYeHHsI pecypcoB HCHOJb3YIOTCS CleluanbHble HaeHTHpUKaTopel. CaMu pecypchl
OpraHM30BaHbl MEPAPXUUECKU, YPOBHH pa3fielieHbl KOCOW 4epToi — «/». Pecypchl Oosee «HHU3KOTO»
YPOBHS ABIISIIOTCS COCTABHBIMU YaCTSAMU «POJUTEIHCKOTO YPOBHS»:

B ECHA ucnosnp3yercs ABa TUMa PECYpPCOB:

—  0OKyMeHm COIEpPXHUT HHPopMaruio 00 OTACIbHOM OOBEeKTe B 0a3e HJaHHBIX, KOTOPBIH
XapaKTepHU3yeTCsl HEKOTOPBIMU TOJISIMU U 3HaueHussMU. Hanpumep, npu 1octyne K JOKYMEHTY
00 opraHM3aIy CepBUC BO3BpaIllaeT HAMMEeHOBaHKUe opranu3anuu, ee Tun, OI'PH u ap. Kpome
TOTO, B JOKYMEHTE MOTYT COJEP>KAThCSl CCBUJIKM HA CBSI3aHHBIE PECYPCBHI: TaK, B JTIOKYMEHTE
00 opraHu3auy pa3MenarTcs yKa3aTelu Ha pecypchl (JOKYMEHTBI) IO €€ COTPYAHUKAM;

— KoOJ/leKyus TIPEACTaBIseT COOOW CHHCOK HEKOTOPBIX PECypcoB, HampuUMep, JOKYMEHTOB.
[lepeyenr opraHu3zanuii, COTPYIHUKOB OTAEIBHOW OpraHU3aludd — MPUMEPbl KOJUICKIIUM.
Pecypchl, KOTOpPBIN BKIIIOYEHBI B KOJUIEKIIMIO, CHA0XKEHBI COOCTBEHHBIMU UICHTH(PHUKATOPAMU
(uri). OObluHO JuiIs  OOO3HAUEHHUS  KOJUICKIIMM  HUCHOJB3YIOTCS ~ MHOYKECTBEHHBIE
CylIecTBUTeNbHBIE (0rgs, sbjs u ap.).

Jns Be3oBa cepBuca ECHUA, mo3Bosisitoliero moJiyduTh AOCTYH K 3alllMILIEHHOMY pPecypcy,
CUCTeMa-KIIMEeHT JOJDKHA HampaBuTh B https-agpec mporpammuoro wuntepdeiica ECHUA 3ampoc.
Jliig 5Toro (B 3aBHCHUMOCTH OT THHa 3ampoca) ucnoibsiytorcss metoasl GET wmu POST. B kaxmom
3arpoce JOJDKEH ObITh yKa3aH WACHTU(HUKATOP pecypca, K KOTOpoMy 3amparuBaercs AocTyn. Kpome

Toro, B 3ampoc Ha BbI30B REST-API nomxken ObITh q0o0aBneH crnemyromiuii header:

Authorization: Bearer <access token>

<access token> — Mapkep J10CTyma, MpeIBAapUTEILHO MOJYYEHHBIH Yy cepBHCa aBTOPHU3ALUU
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ECUA. Cpok pgeiictBuss Mapkepa pgoctyna pasiuueH ans kaxaod WMC u  HacTtpauBaercs
Anmunuctpatopom B Texnosornueckom nopraine ECMA. OH He JOKEH UCTeUb HA MOMEHT BbI30BA.
Mapkep noctyna JOJKEH OBITh BBIJAH CUCTEME-KJIMEHTY Ha <SCOpe™>, IMO3BOJISIIOIIMN IOJIY4HUThb
3amnpalivBaeMblid 3alUIIEHHBIN pecypc. [IpuMep 3ampoca Ha mosiyueHue CBEICHUN 00 OpraHu3aluu

¢ unertudukaropom 1000000000:

GET /rs/orgs/1000000000 HTTP/1.1\r\n
Authorization: Bearer 75b2c7cbb8da403491c224c9e431cefI\r\n
Host: esia-portall.test.gosuslugi.rul\r\n
Accept: */*\r\n
\r\n
B cnyuyae ycnemHoW MpoBEpKH 3ampoca MPOrpaMMHBIN HMHTepgeiic BO3BpalllaeT JaHHbIE
0 3aIlMIIeHHOM pecypce. [Ipyu HeBO3MOKHOCTH BBIIOJHUTH 3aIIPOC BO3BPAILAETCS KOJI OLINOKY.
[Tpu BBI30BE cepBHCca MOTYT OBITh 33JIaHbI TAPaMETPHI 3ampoca (query), KoTopbie 0(popMITSIOTCS
CTaHJIapTHBIM crnocoOoMm. CreAyromuil 3anmpoc MO3BOJIUT MOJIY4YUTh NepBble 15 opranuzanuit

U3 COOTBETCTBYIOIICH KOJUICKI[HH Orgs:

GET /rs/orgs?pagelndex=0&pageSize=15 HTTP/1.1\r\n
Authorization: Bearer 75b2c7cbb8da403491c224c9e431cef9\r\n
Host: esia-portall.test.gosuslugi.ru\r\n
Accept: */*\r\n
\r\n
[Ipu BBI3OBE cepBHCa MOXET OBITH yKa3zaHa KOHKpPETHas €XeMa MpeaoCTABJIeHHS] TaHHBIX
00 00BEKTE. IIJ'I?I 3TOT0 HCO6XOI[I/IMO OaTh CCBIJIKY Ha COOTBETCTBYIOIIYIO CXEMY B 3aroJIOBKE 3aIpoce

(c momomsto ACCEPT. Hanpumep:

GET /rs/prns/402 HTTP/1.1\r\n
Authorization: Bearer 75b2c7cbd9db403489c224c9e431lcef9\r\n
Host: esia-portall.test.gosuslugi.ru\r\n
Accept: application/Jjson; schema="https://esia-portall.test.gosuslugi.ru/rs/model/prn/Person-1"\r\n

JlaHHBIN 3ampoc MO3BOJISET MOJIYYUTh CBEIECHUS O TOJIb3oBaTene ¢ uaeHTuduxatopom 402,
chopmupoBaHHbIE coriacHo cxeme Person-1. D10 o3Haudaer, uro nmo mepe pazsutusi ECHUA Moxer ObITh
M3MEHEH Iepe/laBaeMblil aTpuOyTHBINM COCTaB JAaHHBIX O MOJIb30BATENe, B PE3YJIbTATE YETO MOSIBIISIETCS
HOBbIEe cxeMbl — Person-2, Person-3 u T.n. B CBA3M ¢ 3TUM Ui MOJy4YEHUs] HEU3MEHHOI'O COCTaBa
aTpuOyTOB PEKOMEHIYETCs B 3apOCe yKa3blBaTh KOHKPETHYIO cxeMmy. Eciu B kauecTBe cXeMbl yKa3aHa
cxema /model/prn/Person 6e3 sBHOro yka3aHHUs BEepCHHU, TO BO3BpallaeTcsa mociennss Bepcus. Ecmu
cXeMa He ykazaHa BooOIlle, TO TaK)Ke BO3BPAIACTCsI MOCIETHSS BEPCHS CXEMBI.

B otBere Ha koppekTHBIN 3ampoc Bbaaercss JSON-I0KyMeHT, KOTOPbIH MpeacTaBiseT coOoit
Habop map KIIOY/3Ha4eHWe WU MaccuB 3HaueHuid. B 3aronoske (headers) oTBeTa conepxatcs
CIEAYIOIME TaHHbIC:

1. Ccpuiku (links) Ha cBs3aHHBIE pecypebl. HanpuMmep, eciau B 3ampoce ykasaH pecype ¢ JaHHBIMU
KOHKpeTHoro mombs3oBatens (prns/402), To cchbUlku OYyAyT CcoAepkKaTb pPEcypchl C €ro

KOHTAKTHBIMH JAaHHBIMU, HJOKYMCHTAaMHU, aApCCaM, TPAaHCHIOPTHBIMU CPECACTBAMU, a4 TaAKIKC

Ha «pOI[PITCJ'ILCKPIfI» pecypc C NIEPCUHECM BCCX MOJIb30BaTEIIEH B CUCTEME.
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2. Tun npenocraBnsembix naHHbIX (Content-Type) ¢ ykazaHHMEM CXEMbl IPEIOCTaBIISEMBIX
naHHBIX. Hanpumep, eciu 3ampaniiBaroTcs JaHHBIE O MoJib30BaTene B cxeme Person-1, To Oyzer
ykazaHo cienyrouiee 3HaueHue: Content-Type: [application/json; q=.2; schema="https://esia-
portall.test.gosuslugi.ru/rs/model/prn/Person-1"]

[Ipumep pasznena headers (pa3pbIBbl CTPOK JaHbI UIsl yA00CTBa UTEHUS):

Link:
[<https://esia-portall.test.gosuslugi.ru/rs/prns/402/docs>; rel=documents;schema="https://esia-
portall.test.gosuslugi.ru/rs/model/docs/Documents-1",
<https://esia-portall.test.gosuslugi.ru/rs/prns/402/addrs>; rel=addresses;schema="https://esia-
portall.test.gosuslugi.ru/rs/model/addrs/Addresses-1",
<https://esia-portall.test.gosuslugi.ru/rs/prns/402/ctts>;rel=contacts;schema="https://esia-
portall.test.gosuslugi.ru/rs/model/ctts/Contacts-1",
<https://esia-portall.test.gosuslugi.ru/rs/prns/>;rel=parent;schema="https://esia-
portall.test.gosuslugi.ru/rs/model/prns/Persons-1"]
Date: [Tue, 26 Nov 2013 10:04:24 GMT]
Transfer-Encoding: [chunked]
Location: [http://esia-portall.test.gosuslugi.ru/rs/prns/402]
server: [grizzly/2.2.16]
Content-Type: [application/json; g=.2; schema="https://esia-
portall.test.gosuslugi.ru/rs/model/prn/Person-1"]

ConeprkarenpHasi 9aCTb OTBETA Ha 3aIpoc coJepKuTes B paszaene body. [Tpumep Bo3BpamaeMbIx

JAHHBIX (Pa3pbIBbI CTPOK JIaHbI IS yA00CTBa UTEHHS) O (PU3NYECKOM JIUIIE:

{

"stateFacts": ["Identifiable"],
"firstName":"Illetp",

"lastName": "IlerpoB",
"birthDate": "19.03.1996" ,
"gender" : "M" 0

"trusted":"true",
"citizenship":"RUS",
"snils":"111-111-111 11",
"updatedOn":"1385460263"
}

Kaxxnoe ommcanme oO0beKTa WM KOJUISKIIMH COJIEPXKHUT mapamerp stateFacts, ykaspiBarommii
Ha HEKOTOpbIe (PaKThl O IPEIOCTaBIsIEMBIX CBeACHUAX. BO3MOXKHBI cienyromue 3HaueHus stateFacts:
— Identifiable — umeeT uaeHTHGUKATOP (HAPUMED, 3TO KOHKPETHBIN KOHTAKT UJIU JIOKYMEHT);
— hasSize — umeer pasmep (Hampumep, IS KOJUJICKIUH YKa3bIBa€T HA YHUCIO 3JIEMEHTOB
KOJIICKIIUH )
— FirstPage — nepBas crpanuna cnucka;
— LastPage — nocnenHss cTpaHuila CIIUCKA;
— Paginated — nmocTpaHUYHBIN CIIUCOK;
— EntityRoot — kopHEBO#1 0OBEKT;
— ReadOnly — 00beKT TOJIBKO AJISl YTCHUS.
[Tapamerp stateFacts mno3Bossier, B 4YacTHOCTH, NPOU3BOJUTH PA3ACICHUE BBIBOJUMBIX
pe3ynbTaToB Mo crpaHuiam. Creayroniuii OTBET MPeACTaBIseT co00H MEPBYIO CTPAHUILY HEKOTOPOTO

nepeyHs ((pparMeHT, pa3pbIBbl CTPOKH JaHbI IS y100CTBA UTCHHUS):
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{

"stateFacts": ["Paginated","FirstPage"],

"elements": [
"https://esia-portall.test.gosuslugi.ru/rs/prns/400",
"https://esia-portall.test.gosuslugi.ru/rs/prns/401"

] r
"pageSize":"2",
"pageIndex":"1"
}
W3 manHOTO OTBETA BUIHO, YTO HA KAXKJOM CTPAHHUIIE OTOOpakaeTcs Mo 2 3JIEMEHTA.

Jnst psiga omepanuil moIep >KMBaeTCs BO3MOXKHOCTh 6écmpausanus (embedding) CBs3aHHBIX
TaHHBIX. [t 9TOro B 3ampoce COOTBETCTBYIONIETO pecypca HEOOXOAWMO YKa3bIBaTh MapaMerp
«embed», a B KauecTBE €ro 3HaYEHUs] — CYLIHOCTb, KOTOPYIO TpeOyeTCsl BKIIOYUTh B OTBET 3alpoca.
Hanpumep, npu 3ampoce creayromero pecypca OyAyT oTOOpakaTbCs CCblIKU Ha KOHTAKTHI

nosb3oBarens 100000:

https://esia-portall.test.gosuslugi.ru/rs/prns/100000/ctts
Onnako ykazaHue mapaMmerpa «embed» TIO3BOJIIET TIOJYyYUTh JaHHBIE O KOHTAaKTax

HEIMOCPEACTBCHHO B OTBCTC Ha CJ'Ie}Iy}OHII/Iﬁ 3aI1poc:

https://esia-portall.test.gosuslugi.ru/rs/prns/100000/ctts?embed= (elements)
B sTrom ciydae 3anpoc jaHHOTO pecypcea OyaeT BO3BpaiiaTh OTBET ((hparMeHT, pa3pbiBbl CTPOKH

JAHBI 17151 yI0OCTBA YTCHHUS):

{

"stateFacts": ["hasSize"],
"elements": [
{
"stateFacts": [
"Identifiable"
] 4
"id": 194,
"type": "MBT",
"vrfStu": "VERIFIED",
"value": "+7(910)1234567"
}
1,
"size": 1

B nanHOM ciydae Ha MecTe CChUIOK Ha CBSI3aHHBIE JIEMEHThI BCTPAUBAIOTCS JJAHHBIE KOHTAKTOB.
[Ipy BcTpaMBaHUU COXpaHSAETCS BO3MOXKHOCThH IOJY4aTh CXEMbl BO3BpAIIaeMbIX PECYPCOB,
HanpuMep:

https://esia-portall.test.gosuslugi.ru/rs/prns/100000/ctts?embed= (elements-1)
B stom ClIydac JaHHBIC 00 sieMeHTax 6y,I[YT BO3BpaliaTbCsa COrjIacHO HCpBOﬁ cXxeme.

Taxxe BO3MOKHO BCTpaMBaHUEC HECKOJIBKHUX PECYPCOB B 3aIlIpOCC, HAIIPHUMCP:

https://esia-portall.test.gosuslugi.ru/rs/orgs/100000/emps?embed= (elements.person)
B stom ClIy4a€ B OTBE€TEC BMECTO CCBUIOK Ha COTPYAHHKOB OpraHu3aliun 6y,I[YT nepeaaBaTbCA

IIEpCOHANbHbIE JaHHbIE COTPYAHUKOB opranmzauuu: ®MO, oTyecTBO, JaTa U MECTO POXKIEHUS, MOJI
u T.21. Habop naHHbIX 3aBUCUT OT HHPOPMALIMH, YKa3aHHOU B poQuiie COTpYAHUKA.

HpI/I BCTPpAMBAHUU HECKOJIBKHUX PECYPCOB TAKIKEC BO3MOKHO YKa3aHHUEC Ha BECPCHUU, HATIPUMEDP:
https://esia-portall.test.gosuslugi.ru/rs/orgs/100000/emps?embed=(elements-1.person-1)

HepequL CCBUIOK, KOTOPBIC MOT'YT OBITh BCTPOCHBI:

— JIaHHbIE 0 (PU3NYECKUX JIHIIAX:
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b.2

KOHTaKTHBIC TaHHBIC (contacts);

anpeca (addresses);

nokyMmeHThI (documents);

TpaHCIOPTHEIE cpeacTBa (vehicles);

OpraHu3aIum, K KOTOPBIM MPUHAISKHAT HPU3NIECKOE JTUIIO (organizations);
JTaHHBIC 00 OpraHm3aIHsIX:

KOHTAKTHBIE TaHHBIE (contacts);

anpeca (addresses);

TpaHCHIOPTHBIE cpencTBa (vehicles);
JIAHHBIE O COTPYIHUKAX OPTaHU3aIH:

JAHHBIE O COTPYIHUKE KaK (U3NYECKOM JIUIIE (person).
JTaHHBIE TI0 CChUTKaM, OTOOpakaeMbIM B COJICp)KaHWU OTBETa B paszzaene «elements»
(BO3MOXXHOCTH BcTpauBaHMs elements ecTh Besne, rie mapamerp stateFacts mmeer 3HaueHue
«hasSize»).
Jlanee npuBeieHbl ONMMCAHUS CIAEAYIOMIMX ornepaiuil mporpammuoro untepderica ECUA:
MPE0CTaBICHNE IEPCOHATBHBIX TAHHBIX TI0JIH30BaTEIICH;
npoBepka (dakta ynanenus Y3 nmoaszoBarens ECUA;
MIpPeI0OCTaBJICHUE CBEICHUI O BXOKICHUU TOJIh30BaTeNs B IPYIIBI M OPTaHU3alNH;
MpeI0CTaBJIeHUE JaHHBIX U3 MPO(UIIs opraHu3aliy;
MPeIOCTaBJICHNE CIICKA YYACTHUKOB IPYIIIbI WM OPraHU3alllu;
MIPeIOCTaBJICHUE CBEACHUI O BXOKIEHUU NOJIb30BaTeNIeH B IPYIIIIbI;
yIpaBJeHHe JaHHBIMU OpraHU3aIUH;

IpeaoCTaBJICHUC CBCI[CHI/Iﬁ (6] CY6’beKTe.

HpeIIOCTaB.]IeHI/Ie IEPCOHAJIBbHBIX JTAHHBIX NnmoJib30BaTeJien

[[J'IH MOJIYYCHHS ICPCOHAJIbHBIX JAHHBIX O IMOJIb30BATCIIAX CUCTEMA-KIIMCHT NOJI’)KHA HAIIPpABUTh

B https-anpec REST-API cucremsl ECUA?% 3anpoc MetonoM GET. B 3anpoce momkeH ObITh ykazaH

pecypc, conepxaimuii HeoOxoaumele naHHbie. Mepapxus uaentudukaropos 3tux pecypco B ECUA

HUMeEeT CIIAYIOUINI BU:

/rs/prns/{oid }/{collection_name }/{collection_entity_id},

/esia-rs/api/public/{ version}/prns/{oid }/{collection_name}/{collection_entity_id},

2 B TectoBoii cpene cepsuc gocTyned o URL https:/esia-portall.test.gosuslugi.ru
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rac:

{version} — Bepcust API Bepudukanum, BO3MOKHbIC 3HAYCHHS:
- vl — nepBas Bepcusi, IO YMOJIYAHUIO,
- V2 — BTOpAas Bepcus;
— prns — nepeyeHsb (KOJUIEKIIH) [0JIb30BaTeneil, 3apeructpupoBantbix B ECUA;
— {oid} — BHyTpeHHUI HAEHTUPUKATOP 00BEKTA, B TOM uncie noJib3oBatess, B ECUA;
— {collection_name} — ccbulka Ha TepedYeHb (KOJUICKIIMIO) THUIIOB MJAHHBIX, YKA3aHHBIX
MOJIH30BaTENIEM C JAHHBIM 01d, BO3MOKHbBIE 3HAUCHUS:
- Ctts — KOHTaKTHEIE JTaHHEIC,
- addrs — agpeca, nmoJiydeHHe aJipeca BPEMEHHON PEerucTpaIiiu BO3MOXKHO TOJBKO C BEpCHEH
API v2;
- docs — TOKyMEHTHI MMOJH30BATEIIS;
- 0rgs — OpraHu3aIyH, COTPYAHUKOM KOTOPBIX SIBJISETCS JAHHBIN IMOJIH30BATEb;
- kids — getu monn3oBaTes;
- vhls — TpaHCTIOpTHBIE CpEACTBA MOIb30BATES.
— {collection_entity_id} — BHyTpeHHHI WIEHTHUQHUKATOP 3JEMEHTa (HAIpUMep, KOHTAaKTa WU
ToKyMeHTa) nosib3oBatens B ECUA.
B 3anpoc pomken OwviTh no0aBiieH header ¢ mMapkepoM JOCTyIa, MO3BOJISIOMIUM IOJYYUTh
JOCTYI K JaHHOMY pecypey (nmbo scope id_doc ¢ mapameTrpamu, OO OJWH WM HECKOJIBKO scope,
00ecneunBalomuX J0CTYI K HEPCOHALHBIM JaHHBIM N0JI30BATENs, C TapaMeTpaMu°").

[Ipumep 3anpoca (BbI30B cepBuca B cpezie pa3paboTKu):

GET /rs/prns/6924 HTTP/1.1\r\n

Authorization: Bearer 75b2c7cbb8da403491c224c9e431cef9\r\n
Host: esia-portall.test.gosuslugi.ru\r\n

Accept: */*\r\n

\r\n

JHanusie, kotopsie ECHA Bo3BpamaeT B OTBET Ha 3aIpoc, MPEACTABICHBI B Ta0uIe 6.

Ta6n1/1ua 6 —HapaMeTpLI OTBCTA Ha 3aIIpOC O IICPCOHAJIBHBIX JAHHBIX I10JIb30BATCIIA

URI
Ne | 3anpammBaemoro | Onucanme pecypca IIpenocraBiasieMble JaHHbIE
pecypca
1. | /prns/{oid} Jlannbie JlanHbIie 0 pU3NYECKOM JIHIIE:
0 MOJIb30BaTese <rldDoc> — uaeHTudukaTop TEKymero J0KyMeHTa
M0JIb30BATEIIS;

39 Hampumep, fullname, contacts, email (cm. ITpunoxenue B.4). Bce 3TH scope Takke MO3BOJISAIOT
MOJIyYUTh JAaHHBIE O PU3HAKE MOATBEP>KICHHOCTH YYETHOH 3alluCH 1oJIb30BaTeNs (aTpuOyT <trusted>).
IIpn 3anpoce y cepBuca aBropuszaunn ECHA mapkepa nocTynma Ha yKa3aHHBIE SCOPE HE HYXKHO
B KayecTBE NapaMeTpa yKa3bIBaTh 0id 3TOT0 MoJib30BaTEs.
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URI
3anpamMBaeMoro

pecypca

Onucanue pecypca

IIpenocraBiiseMble JaHHbIE

¢ HIeHTU(UKATOPOM
prn-id

<firstName> — ums;

<lastName> — damuus;

<middleName> — oT4€eCTBO;

<birthDate> — nara poxxnenus (B popmare

«AAMM.ITTT»);

<birthPlace> — MecTO poKaeHUs 0JIH30BATES;

<gender> — o,

<trusted> — TN y4eTHOU 3amucH (TIOATBEPKICHA

(«truey) / He moaTBepkaeHa («false»));

<citizenship> - rpaxxgaHcTBo (UaAEHTU(DUKATOD

CTpaHbl TPaKJaHCTBA);

<snils> — CHUJIC;

<inn> — MHH;

<updatedOn> — naTa mocieIHero n3MeHeHUs

YUETHOM 3amMCH MoJIb30BaTens (3a1aeTcs Kak

KoJm4ecTBO ceKyHJ, npomenmumx ¢ 00:00:00 UTC

1 suBaps 1970 rona),00HOBISETCS TOIBKO MPU

W3MEHEHUHU TIEPCOHANIBHBIX JaHHBIX. JlaTa ocTaercs

MMOCTOSTHHOM MPH OCYIIIECTBIICHUH OTIEpalni,

MIPOBOJUMBIX C JAHHOW Y4E€THOM 3aIKChIO B

OopraHu3anuy (HampuMmep, BKIOYSHUE/UCKITIOUEeHUE

U3 TPYIII JOCTYIA);

<verifying> — mporecc mpoBEepKU JaHHBIX

(true/false);

<status> — craryc Y3 (Registered —

3apeructpupoBana/Deleted — ynanena);

<selfEmployed> — uadopmanust 0 caMO3aHITOM:

- <confirmed> — 3Ha4yeHHe «true» — MpU3HaK

CaMO3aHsATOro ecTh, «false» — mpuszHaka

CaMO3aHSTOrO HET;

- <confirmDate> — naTa 0OHOBJICHUS CTaTyca

CaMO3aHsTOro;

< fmsValid > — BasmaHocTh foKyMeHTa B DMC

(false — TOKyMEHT HeaKTyaJleH, B TAaKOM Ciydae,

K napamertpam aobasinsercs fmsState; true —

JOKYMEHT aKTyaJieH);

<fmsState> — craryc noxymenra B ®MC, moxer

UMETh 3HAUCHUS:

- «PERSON_NOT_FOUND» — no ykazaHHOMYy
B 3anpoce CHUJIC nonb3oBarens B b/] UC
MBJI He HaiiaeH;

- «PASSPORT_NOT_FOUND» — B ciiyuae, eciau
B MOJIYYEHHOM J0ChE€ €CTh MacCOPT
rpaxkaanuHa P®, u on umeer DOC_STATUS =
302 u B 10Che HET Macnopra rpaxaaHnHa PO
¢ DOC_STATUS = 300;
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URI
3anpamMBaeMoro

pecypca

Onucanue pecypca

IIpenocraBiiseMble JaHHbIE

- «PASSPORT_INVALID» — B cityudae, eciu
B MOJIyYEHHOM JI0ChE€ €CTh MaCIoOPT
rpaxxknanuna P®, u on umeer DOC_STATUS =
301 u ero naHHbIE (cepusi, HOMEP) COBIIAJAIOT
C YKa3aHHBIMH B Y3 MOJIB30BATENS, IIPU STOM
B JIOChE HET Macnopra rpaxiaanusHa PO
¢ DOC_STATUS = 300;

- «AUTO_UPDATE_SUCCESS» — B cityuae
YCTENIHOTO 3aBEPIIEHUST aBTOMAaTUYECKOTO
OOHOBIICHUS

/prns/{oid }/ctts

[Iepeuenn
KOHTAaKTOB
duznyeckoro auna

[lepeueHb KOHTAaKTOB (pU3NYECKOTO JIUIA (B BUJIE
CCBIJIOK Ha pecypc ¢ ykazanuem {ctt_id},
COJICpIKaITUH JTaHHBIC O KAXkJIOM KOHTAKTE)

/prns/{oid }/ctts/{ctt
_id}

Caenenus o0
OTIENbHOH 3aIUCH
B IepeYHE
KOHTaKTOB
bu3nIecKoro JInIa

KonTakTHbIE TaHHBIE:

<type> — THUII 3alIUCH, MOXKET UMETH 3HAYCHHU:

- «MBT» — MmoOunbHbI TenedoH;

- «PHN» — nomammnwuit Tenedos;

- «EML» — snekTpoHHas moura.

<vrfStu> — cBeneHUs 0 «IMOATBEPIKICHHOCTH

KOHTaKTOB, MOXKET UMETh 3HAUCHUS:

- «NOT_VERIFIED» — HE TOATBEPXKIEH;

- «VERIFIED» — noarBepieH.

B nacrosmee Bpems craryc « VERIFIED»
MOXET OBITh TOJILKO Y MOOUIIBHOTO TenedoHa
(«MBT») u agpeca 31€KTPOHHOM MOYTHI
(«<EMLy).

<value> — 3HaueHUEe KOHTAKTA,

<vrfValStu> — HeoOs3aTebHBIN TapaMeTp,

YKa3bIBa€TCs B CIy4yae, €CJIM KOHTAKT HaXOIUTCs

B IIPOLIECCE TOATBEPKACHUSA. MOXKET NIPUHUMATh

CleyIolee 3HAUCHUE:

- «VERIFYING» — B nipo1iecce noaTBEepKICHHUS.
B nacrosmee Bpems craryc « VERIFYING»
MOKET OBITh TOJBKO Y MOOMIBHOTO TenedoHa
(«MBT») u agpeca 31eKTPOHHOM IMOYTHI
(«kEMLy).

<verifyingValue> — 3HaueHHe KOHTAKTAa,

HaxXO0JISAIErocsi B NpoLecce MOATBEPKICHUS

/prns/{oid}/addrs

[Tepeuens aapecos
dbuznyeckoro numa

ITepeuens anpecoB pU3nUECKOro JuIa (B BUIE
CCBIJIOK Ha pecypc ¢ ykazanueM {addr_id},
coJiepKallui TaHHbBIE 0 KaKJOM aJIpece)

/prns/{oid }/addrs/{
addr_id}

Csenenus 00

OTAEILHOM 3aIUCH
B TIEPEYHE a/IPECOB
dbuznyeckoro numa

Anpeca:

<type> — THII 3aIIUCHU, MOYKET UMETh 3HAYCHUS:
- «PLV» —aapec MecTa IpOKUBaHUS;

- «PTA» — anpec BpeMEHHOH perucTpanui;
- «PRG» — afpec NOCTOSTHHOM perucTparyi.
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3anpanmMBaeMoro
pecypca

URI

Onucanue pecypca

IIpenocraBiiseMble JaHHbIE

<zipCode> — uHJEKC;

<countryld> — naeHTHUQUKATOp CTPaHBI;
<addressStr> — azpec B BUie CTPOKHU (HE BKJIIOYast
JIOM, CTpOEHHE, KOPITYyC, HOMEpP KBaPTHUPHI);
<building> — cTpoenue;

<frame> — xopmyc;

<house> — mowm;

<flat> — xBapTupa;

<fiasCode> — ko KJTAJIP;

<region> — peruoH;

<city> — ropo;

<district> — BHyTpUTOPOJICKOH paiioH;

<area> — paloH;

<settlement> — mocenexue;

<additionArea> — f0I. TEpPUTOPHUS;
<additionAreaStreet> — ynuia Ha 0. TEPPUTOPUH;
<street> — ynuna.

/prns/{oid}/docs

[Iepeuenn
JIOKYMEHTOB
(bu3HYeCcKoro JIMIa

[lepeueHb TOKYMEHTOB (pU3MUECKOro Jula (B BUAE
CCBIJIOK Ha pecypc ¢ ykazanuem {doc_id},
COJICpKaITUi JaHHBIC O KAXKIOM JIOKYMEHTE)

/prns/{oid}/docs/{d

oc_id}

Csenenus o0
OTIENbHOM 3aIUCH
B IepeYHE
JIOKYMEHTOB
(bu3HIEeCcKOTO JIUIa

JIOKyMEHTHI:
<type> — TUI 3allUCH, MOXKET UMETh 3HAUCHUS:
- «RF _PASSPORT)» — macnopt rpaxxnanrHa P®;
- «FID_DOC» — 10KyMEHT HHOCTPaHHOTO
rpaXxJaHUHA;
- «RF_DRIVING_ LICENSE» — BoAUTENbCKOE
YAOCTOBEPEHUE.
- «MLTR_ID» — BocHHBIN OHIJIET;
- «FRGN_PASS» — 3arpannuHsbIii nacmnopr;
- «MDCL_PLCY» — nomuc OMC:
<medicalOrg > — HauMEHOBaHUE MEIUIIMHCKOM
opraHuzaiuy (FOpUANIECKOE JIUIIO);
<number> — HOMep WA CEpUsi © HOMEP ToJIKCca
OMC;
<unitedNumber> — Eaunsiit Homep noauca (EHIT).
- «RF_BRTH CERT» — cBUI€TENBCTBO
0 poxkzenun — Poccus;
- «FID_BRTH_CERT» — cBUAETEIBCTBO
0 POXKACHUM — IPYTasi CTPaHa;
- «OLD_BRTH_CERT» — cBHIeTeI-CTBO
o poxaenann — CCCP.
<vrfStu> — cBesleHns 0 «IOATBEPKACHHOCTH»
JIOKYMEHTOB, MOKET UMETh 3HAUECHUSI:
- «NOT_VERIFIED» — HEe NOATBEPK/IEH;
- «VERIFIED» — noareepxkieH.
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URI
3anpamMBaeMoro

pecypca

Onucanue pecypca

IIpenocraBiiseMble JaHHbIE

<actNo> — HoMep aKTOBOM 3amucH (st

cBuzierenbcTBa o poxaeHu PO u CCCP);

<actDate> — nara akToBO# 3anucH (TOJIBKO IS

CBUJICTEIILCTBA O POKJCHUU peOeHka PD);

<series> — cepust TOKyMEHTa;

<number> — HOMep JOKYMEHTA;

<issueDate> — nara BbIJa4M TOKYMEHTA;

<issueld> — ko moapazaenenus;

<issuedBy> — kxeM BbI1aH;

<expiryDate> — cpok 1eHCTBUS JOKYMEHTA;

<lastName> — amuust (17151 3arpaHUIHOTO

nacropTa);

<firstName> — ums (111 3arpaHUYHOTO MACTIOPTA).

<vrfValStu> — HeoOs3aTeabHBINA TapaMeTp,

YKa3bIBaCTCs B Cy4ae, €ClId JOKYMEHT HaXOUTCS

B MPOIIECCE TIOATBEPKACHHS. MOXET TPUHUMATh

clenyromee 3HaueHUe:

- «VERIFYING» — B nponiecce

MOJTBEPIKICHNUS,

- «VERIFICATION_FAILED» — omnoku

MIPOBEPKHU.

- «vrfReqld» — unentudukarop 3asBKu;

<eTag> — ter usmeHseMoro oObEKTa;

< fmsValid > — BaimuaHOCTh HOKYMeHTa B DMC

(false — MOKyMEHT HEaKTyaJIeH, B TAKOM CiIydJae,

K mapameTtpaM nobasisercs fimsState; true —

JIOKYMEHT aKTyaJicH);

<fmsState> — craryc nokymenra B ®MC, moxer

UMETh 3HAUCHUS:

- «PERSON_NOT_FOUND» — no yka3anHOMYy
B 3anpoce CHWJIC nonb3oarens B BJ] UC
MB/I He HaiineH;

- «PASSPORT_NOT_FOUND» — B cinyuae, eciiu
B [IOJIYYEHHOM JIOChE €CTh MaCHOPT
rpaxaanuna PO, u on umeer DOC_STATUS =
302 1 B 10Che HET macnopTa rpaxjaanuHa PO
¢ DOC_STATUS = 300;

- «PASSPORT_INVALID» — B ciyuae, eciau
B [IOJIYYEHHOM JIOChE €CTh MacHopT
rpaxaanuna PO, u on umeer DOC_STATUS =
301 u ero nanHble (cepusi, HOMEp) COBIAAAIOT
C YKa3aHHBIMH B Y3 MOJIB30BATENS, IIPU STOM
B JIOChE HET nacropra rpaxaanusa PO
¢ DOC_STATUS = 300;
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URI
Ne | zampammBaemoro | Onmucanme pecypca IIpenocraBJisieMble TaHHbIE
pecypca
- «AUTO_UPDATE_SUCCESS» — B cityuae
YCIICTITHOTO 3aBEPIICHUST aBTOMATHYECKOTO
O0OHOBJICHUS
8. | /prns/{oid}/orgs [lepeuens [lepeuens opranusanuii, COTpyTHUKOM KOTOPbIX
OpraHu3anui, sBIIsieTCA (PU3MYEeCcKOe JIMIO C TaHHBIM {oid}
COTPYAHUKOM (B BUJIE CCBUIOK Ha pecypc C ykazanuem {oid},
KOTOPBIX SIBIISICTCS COJICPIKAIUH TaHHBIC O KaXKJIOW OpraHu3aIim)
JaHHOE (hr3nYecKoe
JIUTIO
9. | /prns/{oid}/kids [lepeuens 3anuceit | [lepeuens aereit puznueckoro iuua (B BUAE
0 JIeTAX CCBIJIOK Ha pecypc ¢ ykazanuem {kid_id},
(bu3NYeCKOTro JIMIla | CoJIep KAl TAHHBIE O KaXKJIOM PEOCHKE)
10. | /prns/{oid}/kids/{k | CBenenus 00 Hern:
id_id} OT/ICJILHOM 3aImiCH <firstName> — ums pebeHka;
B MEpeYHE JCTEH <lastName> — (amwnms pedeHka;
duznyeckoro auna <middleName> — oT4uecTBO peOeHKa;
<birthDate> — mata poxxaeHus;
<gender> — mou;
<snils> — CHUIJIC;
<inn> — MHH;
<trusted> — npu3HaK MOATBEPKACHHOCTH JAHHBIX
0 pebenke (MOATBEPXKIACHBI («truey) / He
nmoATBEpKIeHHI («falsey));
<updatedOn> — naTa mocieTHEr0 U3MEHEHUS
JTAHHBIX 0 peOCHKe (3a7aeTCs KaK KOJIMIECTBO
cekyn, npomeamux ¢ 00:00:00 UTC 1 auBaps
1970 rona)
11. | /prns/{oid}/kids/{k | Ilepeuenn [lepedeHp TOKYMEHTOB peOCHKa TaHHOTO
id_id}/docs JIOKYMEHTOB ¢dusndeckoro ymia (B BUAE CCHIJIOK Ha pecypce
pebenka c ykazanueM {doc id}, comeprkaniuii JaHHBIC
bu3nyecKoro Iuna | 0 KaKIOM JOKYMEHTE)
12. | /prns/{oid}/kids/{k | CBenenus 00 JloxyMeHTBI peOeHKa OMMCHIBAIOTCS TI0 aHAJIOTUH
id_id}/docs/{doc_i | oTmenbHOM 3alUCH ¢ JOKyMeHTaMH ¢uszndeckoro ymmna. s nerei
d} B IIEpEYHE PElyCMOTPEHBI CIIEAYIOUIUE THUIIBI (<type>)
JOKYMEHTOB JOKYMEHTOB:
pebeHka - «MDCL_PLCY» — momuc OMC;
(bU3UYECKOTO JINIA -  «RF_BRTH_CERT) — cBUIETEILCTBO
o poxxaeHun — Poccus;
- «FID_BRTH_CERT) — cBUIETEILCTBO
0 POKJEHUH — Apyrasi CTpaHa;
- «OLD_BRTH_CERT)» — cBUIeTENLECTBO
o poxaenanu — CCCP?!,

31 JIast mpocMOTpa MOJHBIX JaHHBIX O PeOEHKAa C €ro JOKYMEHTaMH MOXKHO MCIIOJIB30BaTh PEXUM
BcTpauBaHus (embed). B atux mensx HeoOxomumo crenats 3anpoc Metonom GET mo crnemyromemy
anpecy: /prns/{oid}/kids/{kid id}?embed=(documents.elements)
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URI

Ne | 3ampammBaemoro | Onmucanue pecypca IIpenocraBisieMble JaHHbIE
pecypca
13. | /prns/{oid}/vhls [lepeuens [lepeueHp TpaHCIIOPTHBIX CPEACTB, KOTOPHIMU
TPaHCIIOPTHBIX BJIa/I€ET JAHHBIN NOJIb30BaTENb
CPEJICTB
14. | prns/{oid}/vhls?em | Ilepeuenn [lepeueHp TpaHCIIOPTHBIX CPEACTB, KOTOPHIMU
bed=(vehicles.elem | TpaHCcIOPTHBIX BJIQJICET JIaHHBIN MOJIH30BATENb, COIEPIKAIINMA
ents) CPEICTB C JaHHBIMH | UH(OPMALIUIO O KaXK/I0M TPAHCIIOPTHOM CPEJICTBE
0 KaXXJIOM
TPaHCIIOPTHOM
CpeicTBe
15. | /prns/{oid}/vhls/{v | TpancnoptHoe <name> — UM aBTOMOOWIISI (HapuMep, MapKa Win
hl-id} CpEACTBO JPYTro€ MOJb30BaTENbCKOE OMUCAHNUE);
[10JIb30BaTENA <numberPlate> — rocynapcTBeHHbI!

PErucTpalMOHHbIN 3HAK;
<regCertificate> — qaHHBIC CBUJIETEIHCTBA
0 TOCY/IapCTBEHHOW PETHCTPAIINU, BKITFOYAET B CeOs
aTpuOyTHI:
— <series> — cepusi CBUJETENbCTBA;
— <number> — HOMEp CBUJICTEIIbCTBA.

JaHBI 17151 yIOOCTBA YTCHHUS):

{

"stateFacts":

"type":"MBT",
"vrfStu":"VERIFIED",
"value":"+7(777)7777777"

}

JaHBI 17151 yI0OCTBA YTCHHMS):

{

["Identifiable"],

"stateFacts": ["Identifiable"],

"eTag": "672951A704B88A0063A35C3F49409152B087A49A",
"id": 21423,

"type": "PRG",

"region": "BopoHexckas O6yactTp",

"addressStr": "BopoHexckas objlacThb, BopoHex ropom,
"frame": "5",

"fiasCode": "5bf5ddff-6353-4a3d-80c4-6fb27£f00c6ecl",
"city": "Bopouex I'opoxn",

"countryId":

"RUS",

CTPOK JIaHbl JJisl y100CTBA YTCHUSA):

{

"stateFacts":

"type":"RF_PASSPORT",
"vrfStu":"VERIFIED",
"series":"3333",
"number":"333333",
"issueDate":"1383249600",
"issueId":"333333"

}

["Identifiable"],

[Ipu oToOpaskeHNH BCeX KOJIIEKIIMHM MCTIOIB3YETCSI MEXaHU3M paging.

[Ipumep oTBeTa HA 3aMTPOC KOHTAKTHBIX IAHHBIX (pr3nyeckoro juma (pparMeHT, pa3phiBbI CTPOK

[Ipumep oTBeTa Ha 3aMpPOC KOHKPETHOTO ajpeca pusndeckoro juia (hparMeHT, pa3pbIBbl CTPOK

[IKpn Mask-1 Teppuropua",

[Ipumep oTBeTa Ha 3aIPOC KOHKPETHOTO TOKyMEHTa (hu3nuecKoro ymua (pparMeHt, pa3pbiBbI
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IIpumep oTBeTa Ha 3ampoCc KOHKPETHOI'O TPAHCIOPTHOIO CPEJICTBAa (DU3UUECKOTO JIUIA

(dparmeHT, pa3pbIBBI CTPOK JaHBI IS YI0OCTBA YTEHUS):
{

"stateFacts": ["Identifiable"],
"name": "Xonma",
"numberPlate": "A1330H177",
"regCertificate": {

"series": "77YE",

"number": "204623"

[Ipumep oTBeTa Ha 3ampoc BCEX TPAHCIOPTHBIX CPEACTB (PU3MUECKOIO JIMLA, MMOTY4YEHHBIN
C MCIIOJIb30BAaHMEM BO3MOKHOCTEH BCTpamBaHMs > ((parMeHT, pa3phIBbl CTPOK JaHbI I ym0OCTBa

YTCHUS):

{

"stateFacts": ["Paginated"],

"size": 5,

"pageSize": 5,

"pageIndex": 2,

"totalSize": 12,

"eTag": "E6DAE96DADE1ICA29F5C50979BBB7C8BF4422FD62",

"elements": [{
"stateFacts": ["Identifiable"],
"id": 6590,
"name": "TOYOTA",
"numberPlate": "A111AA136",
"regCertificate": {"series": "1234","number": "123456"},

"eTag": "F69EEA8910E298E97C8E6249A130A7195DFE7F1A"},
............. }

Jljig momy4eHust KaTeropHuil caMo3aHsATOro MOJIb30BaTeNsl CUCTEMA-KINEHT JI0JDKHA HallpaBUTh B https-
aapec REST-API cucremsr ECUA 3ampoc meronom GET. B 3ampoce momxeH ObITh yka3zaH pecypc,
cojaepxariuii HeoOxonuMble aaHHble. Mepapxus uaeHTHGUKaTopoB 3THX pecypcoB B ECUA umeet
[ (10% 01117015 8:3701 %
/categories/prns/{oid}, rae:
— categories — KoJIJIeKus kateropuii, umeronuxcs B ECUA;

— prns — nepedeHp (KOJJICKIIHS ) MTOJIb30BaTeeH, 3apeructpupoBanibix B ECHA;

— {oid} — BHyTpeHHMI HACHTUPUKATOP 00BEKTA, B TOM uncie moyib3oBatens, B ECUA.
B 3anpoc nomxen ObiTh 100aBneH header ¢ Mapkepom J0CTyMa, MO3BOJISIFOIIUM MOTYYUTh TOCTYI
K TaHHOMY pecypcy (scope self_employed).

[Tpumep 3anpoca (BbI30B cepBuca B cpefie pa3paboTKu):

GET /categories/prns/1077128402 HTTP/1.1\r\n

Authorization: Bearer

eyJ22ZXI1i0jESINR5cCI6IkpXVCIsINNidCI6ImF)Y2VzeyIsImFsZyI6I1JTMIU2In0. eyJuYmYiOjE2MDAZNDESNZESInNjb3B
1I130ic2VsZ191bXBsb311ZD9vaWQIOMTA3NzEyNzkINSIsImlzcyI6ImhOdHA6XCO9cL2VzaWEuUZ29zdXNsdWdpLnJ1XC8iLCJlcm
46ZXNpYTpzaWQiOiJjYWRhOTESN2Q2MDAZZTVmMZTIOMDIxXxOGMYODAINDc1ZGM4YjIXNTFiZTQOMGQ1YWQzMTQ30ODFiMDUXNGNmMZ
WM2IiwidXJuOmVzaWE6c2JgX21kIjoxMDc3MTI30TULILCJleHAiIOjE2MDAZNDUINZESIm1hdCI6MTYwMDMOMTk3MSwiY2xpZW50
X21kIjoiUEdVIn0.VySaaGxci6XpwL7VODf3yLIBENGP7R6ki9sQ4MqdHoc2ItkI40bI7sClWNaaSQxE vNXUgszYWUPde vOWM
ONSbjSUbITPrXr9tgb6LuZbCpKSFxwnu8WAjgQfWfcssNWn9—

MxpAJHrEfVUu6eMpVfcME gFDc4YtKVLmWQ8viPpLOE2gokn E67EibHevnJY13H7GpKLOUYzZNV40rr408Ai2zaGG8WZ3GM ZRE
FMMbH3aW3mfoCSF QDKqPiZI60hhvNtgo6VKarverbFo4ylhgQD7p3KTSXjukoeQ20YnNHQ]jOVOImItxXrTxXIcnkyq8Fj60FCB
uX6bhtgwBQ9Q

Host: esia-portall.test.gosuslugi.ru\r\n

Accept: */*\r\n

32 3anpouieHHbIHI pecypc: /prns/100000?embed=(vehicles.elements)

unu /prns/100000/vhls?embed=(vehicles.elements)
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\r\n

Hannbie, kotopeie ECHA Bo3BpaiaeT B OTBET Ha 3aMpoc, MPEICTaBICHBI B Ta0IuUIe 7.

Tabnuna 7 — [lapameTpsl OTBETa Ha 3alIpOChl O KATETOPUIX CaMO3aHITOrO

URI
Ne | 3anpammBaemoro | OnmcaHue pecypca IIpenocrapJisieMble JaHHbIE
pecypca
1. | /categories/prns/{oi | JlaHHbIe 0 KaTeropux | JlaHHbIE O KaTErOpUsIX OpraHU3alUU:

d}

OpraHu3aIum
C UIACHTU(HUKATOPOM
{orgOid}

<stateFacts> — mapameTp, yKa3pIBaIOIIHiA Ha (HaKThI
0 TIPENOCTaBISEMBIX CBEIACHUSAX (TMOCTPAaHUYHBIN

CIIUCOK, UMEET pa3Mep U T.IL.);
<size> — KOJI-BO KaTeropuil B KOJIJIEKIUU;

<pageSize> — mapaMmerp mnaruHauuu (pasmep

CTPAHUIIBI - KOJTUYECTBO JIEMEHTOB HA CTPAHHMIIC);

<pagelndex> — mapamerp mnaruHauuu (HOMeEp
CTpaHULIbI);

<elements> — maccuB, cojepxKaniuii nHGopMaIrLo

0 KaTeroOpusx:

<parentName> — HaMMEHOBAHUE POJUTEIbCKON
KaTeropuu;
<parentld> — wuaeHTHPUKATOP POAUTEITHCKOU
KaTeropuu;

<catName> — HaUMEHOBAaHHE KaTErOPHUH;
<catld> — unentudukatop kareropuu;

<catConfirm> — mnpu3HaK TOro, YTO KaTeropus
aBisgercs mnoarBepxkaaemoid (N — kareropusi He
noATBepkaaemMasi, Y — KaTeropus sBISETCS

MOJATBEPKIAEMOM );
<status> — cTaTyc MOATBEPKICHUSI KATETOPHUH.

OK - Kareropus mnpucBoeHa U COJCPKUTCA
B cnipaBouHnke ECHCHU u B ECUA;

<confirmDate> — nata U BpeMs MOITBEPKIACHUS

KaTeropuu B popmare timestamp;

<confirmOrgName> — HauMEHOBAHHE
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URI
Ne | 3ampammBaemoro

pecypca

Onucanue pecypca

Hpe}IOCTaBJIﬂeMLIe JaHHbIC

OpraHu3aluv,  IMOATBEPKAAIOIIEH  KaTeropuro

(YKa3I>IBaCTC$I TOJIBKO JJIA MOATBCPIKIACMBIX

kareropuii (catConfirm=Y));

<confirmOrgOid> — OID opranuzauuun B ECUA,

KOTOpasa IMOATBEPKAACT JAaHHYIO

JJIA

KaTeropuio

(y1<a31>IBaeTC$I TOJIBKO MOATBCPIKIACMBIX

kareropuii (catConfirm=Y));

<confirmOrgValueType> — Tun wuneHTHUpUKaTOpa

OpraHu3aliui, KOoTopas TOJITBEPKIAECT JaHHYIO
KaTerOpHIo (yka3bIBaercs TOJIBKO TUTSt
noATBepkIaeMbix  kateropuii  (catConfirm=Y)).

MosxeTt OpUHUMATH CICAYIOINEC 3HAYCHUA:

- OGRN;

<confirmOrgVal> — 3HaueHue wujeHTHUPUKATOpA
OpraHu3alluyi, KOTOpas TMOJTBEPKIACT JaHHYIO
KaTeropuIo (yka3pIBaercs TOJIBKO ISt
noATBepkIaeMbIX kareropuit (catConfirm=Y)).

[Ipumep oTBeTa ¢ KATErOPUSMHU CaMO3aHATOTO (pa3pbIBbl CTPOKHU JAaHbI 7S YA0OCTBA UTEHUS):

{

"stateFacts": [

"FirstPage",

"Paginated"

1,

"size": 2,

"pageSize": 100,
"pageIndex": 1,

"elements": [

{

"parentName": "PemoHT",
"parentId": "1001",
"catName": "CaHTexHUK",
"catId": "1005",
"catConfirm": "N",

"status": "OK",
"confirmDate": 1599078238000
}!

{

"parentName": "PaszsBjueueHua",
"parentId": "1121",
"catName": "Toproeisa QpyKTOBOM, STOIHON,
"catId": "44",

"catConfirm": "N",

"status": "OK",
"confirmDate": 1599077915000

}
]
}

OBOIHOM MNPOIOYKILMEV, BBPAlEHHON CaMOCTOSATEeJbHO",

118




b.3 IIpoBepka ¢akra yaajgenus Y3 u CBSI3AHHBIX C HEH NMEPCOHAIBbHBIX

JTaHHBIX MoJb3oBaTea u3 ECUA

Bbi3oB naHHON omepauuu npepocraBisier uHTerpupoBaHHbiM ¢ ECHMA UC nanssle
00 ymanennbsix nois3oBarensix B ECUA (naentudukatop mosb3oBatesns). s MoMydeHHs MEepedHs
yIAJEHHBIX I0JIb30BaTeNel cucTeMa-KIMEeHT JOoJbKHa HamnpaBuTh B https-agpec REST-API cuctembl
ECHA 3ampoc merogom GET. B 3ampoce mpomkeH ObITh YKa3aH pecypc, coiepKaiiuii HeoOXouMble
naHHble. B KauecTBe 93TOro pecypca UCHOJb3YETCS CTaHIApTHBIM MJEHTU(UKATOp pecypca
C MepCOHAJILHBIMU JaHHBIMH TOJIb30BaTeNel (/prns), BO3BpAIIAlOIINi [TepeueHb 3aperuCTPUPOBAHHBIX
B cucTeMe MoJib3oBareneit (cM. pasaen b.2). Crnennduka BbI30Ba JaHHOM oTIepaliiii COCTOUT B TOM, YTO
3arpoc JOJDKEH COAEpKaTh CIeNYIOIINE TapaMeTphl:

— <status> — cTaryc noJjp30Baress, 10JuKeH uMeTh 3HaueHne « DELETEDy;

— <updatedSince> — pgarta, HauMHasg C KOTOPOH HEOOXOIUMO OTOOpa3UTh YAAJCHHBIX
noJib3oBaresniel. 3agaeTcs kKak koauuecTBo cekyH 1, mpomeamux ¢ 00:00:00 UTC 1 auBaps 1970
roja.

B 3anpoc pomken OwviTh no0aBieH header ¢ mMapkepoM JOCTyIa, MO3BOJISIOMIUM TOJYYUTh
JOCTYI K TAaHHOMY pecypcey (scope http://esia.gosuslugi.ru/tech_inf ¢ mapamerpamn).

[Tpumep 3ampoca (BBI30B cepBHCa B Cpelie Pa3pabOTKH):

GET /rs/prns?status=DELETED&updatedSince=1384218061 HTTP/1.1\r\n
Authorization: Bearer 75b2c7cbb8dad403491c224c9e431lcef9\r\n
Host: esia-portall.test.gosuslugi.ru\r\n
Accept: */*\r\n
\r\n
B xauecTBe oTBEeTa nepeaacTca N€peUCHb (I)I/ISI/I‘IGCKI/IX JIUL, YIaJCHHBIX C YKaSaHHOﬁ JAaThl. 9T1OT
IEPEUYCHb MIPCACTABIACT co00O# CIHCOK CCBUIOK Ha peECypC C YyKazaHHCM {Old}, conepmamﬂﬁ

I/I,Z[eHTI/I(bI/IKaTOpBI BCCX YAAJICHHBIX (1)I/ISI/I‘ICCKI/IX Ja1g € YKaSaHHOﬁ B 3aIIpOCC IAaThI.

b.4 IlpenocraBijieHne JaAHHBIX U3 MPOQUIS OPraHU3AIUA
Jlnis mostydeHus TaHHbIX 00 OpraHM3alusax CUCTeMa-KIMEHT JI0JKHA HalpaBHUTh B https-ajapec
REST-API cuctemst ECHUA*? 3anpoc meromom GET. B 3ampoce nomkeH ObITH yKasaH pecypc,
cozepkauii Heooxoaumble JaHHble. Mnentugukarop sroro pecypca B ECUA nmeer cnenyromuii BUa:
/orgs/{orgOid}/{collection name}/{collection entity id}, rue:

— 0rgs — KOJUIEKIMs opraHu3anuii, umerommxcs B ECUA;

33 B tectoBoii cpene cepsuc goctynen no URL https://esia-portall.test.gosuslugi.ru/rs/orgs
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— orgOid — BHyrpeHHuid uaentu¢ukatop opranmsauuu B ECHA; mns ompenenenus orgOid

COOTBETCTBYIOIIECH OpraHu3anyy HeoOX0AUMO UCIIONb30BaTh aTpudyT orgOid, mepenaronuiics

B yTBEpkAcHUAX SAML;

— {collection_name} — ccpuika Ha nepeyeHb (KOJUIEKLHIO) THUIIOB JaHHBIX OpraHU3aluu

C yKa3aHHbBIM 0id, BO3MOKHBIC 3HAUCHUSI:
- Ctts — KOHTaKTHEIE JTaHHEIC,

- addrs — axgpeca;

- vhls — TpanciopTHBIE CpeCTBA;

- brhs — ¢punuanel opranuzanuu.

— {collection_entity_id} — BHyTpeHHUN HAEHTU(UKATOP KOHTAaKTa, ajJpeca, TPAHCIOPTHOIO

cpencTBa win Qriana.

B 3anpoc pomken OwviTh no0aBiieH header ¢ mMapkepoM JOCTyIa, MO3BOJISIOMIUM IOJYYUTH

JOCTYII K TaHHOMY pecypcy (scope B 3aBUCUMOCTH OT IMOJTHOMOYUN CUCTEMBI).

[Tpumep 3ampoca (BBI30B CepBHCa B Cpefie Pa3paboOTKH):

GET /rs/orgs/1000000000 HTTP/1.1\r\n
Authorization:
Host: esia-portall.test.gosuslugi.ru\r\n

Bearer 75b2c7cbb8dad03491c224c9e431cef9\r\n

Accept: */*\r\n
\r\n
JHannsie, kotopeie ECHA Bo3BpamaeT B OTBET Ha 3aIpOcC, MPEACTABICHBI B TA0IHIIE 8.
Tab6muia 8 —IlapameTpbl OTBETa Ha 3aIIPOCHI O TAHHBIX OPraHU3aIu
URI
Ne | 3ampammBaemoro | Onmcanue pecypca IIpenocrasJisiemble JaHHbIE
pecypca
1. | /orgs/{orgOid} JlaHHbIC 00 | JlanHbpIe 00 OpraHu3aIuu:
Opra"u3aiuu <shortName> — cokpalieHHOE€ HaWuMCHOBAaHHE
C UACHTU(HUKATOPOM | OpraHU3AIUH;
{orgOid} <fullName> — nmojgHOE€ HAaMMEHOBAHKE OPTaHU3AIINH;

<type> — tun opranuzauuu. s rocy1apcTBEHHbIX
opranuzaiuii — «AGENCY», mna ropuauyeckux
it — «LEGALy;

<ogrn> — OI'PH opranuzanuu;

<inn> — MHH opranuzanuu;

<leg> — KO&I OpraHU3aIMOHHO-TIPABOBOI (OPMBI
1o 001IEePOCCUICKOMY KJIaccupukaTopy
OpraHu3aIMOHHO-TIPABOBHIX (PopM;

<kpp> — KIIII opranuzanuu;

<agencyTerRange> - TeppUTOpHAIbHAS
NPUHAIJIE)KHOCTD OI'B (TomBKO s
rOCyJapCTBEHHBIX OpraHu3anui, KOJ
10 CIIPaBOYHHKY «CyOBeKTHI Poccuiickoit

dbeneparuny (CCP®), mist Poccuiickoit @enepanyu
ucnoissyercs ko 00;

<agencyType> — Tun OI'B (tompko s
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URI
Ne | 3anpammBaemoro

pecypca

Onucanue pecypca

IIpenocraBiiseMble JaHHbIE

roCyJapCTBEHHBIX OpraHu3aimii)’?;

<staffCount> —  KOJMYECTBO  COTPYJHHKOB
OpraHu3aIum;
<branchesCount> — KOJMYECTBO  (PUIIMAJIOB

opranuzaiuu (tonsko A FOJI u OI'B).

2. | Jorgs/{orgOid}/brh
S

[lepeuens dunmanos
OpraHu3auu

[lepeyens ¢unmnanoB opranuszanuu (B BUAE CCHUIOK
Ha pecypc ¢ ykazanuem {branch_id}, conepxamuii
JAHHBIE O KaXJIOM (uuaie)

3. | Jorgs/{orgOid}/brh
s/{branch_id}

Ceenenus o punmane
OpraHu3aIuu

Jlannsle o punmane:

<name> — uMs pumana;

<kpp> — KIIIT ¢punmana;

<leg> — KOl OpraHN3allMOHHO-IIPaBOBOI (POPMBI IO
0011epOCCUIICKOMY KJIacCCU(PUKATOPY
OpraHU3alMOHHO-TIPABOBBIX (HOpM;

<staffCount> — K0IMYECTBO COTPYIHUKOB (hunaa.
Jniss TpocMOTpa KOHTAKTHBIX JAaHHBIX M aJlpecoB
¢ummana ciuemyer BOCIOJB30BATHCS PECypcaMu
/orgs/{orgQOid}/brhs/{branch_id}/ctts i
/orgs/{orgQOid}/brhs/{branch_id}/addrs
cooTBeTcTBeHHO. CTpyKTypa O3THX  PECcypcoB
aHAJIOTUYHA PeCypcaM r'OJI0BHON OpraHu3aluu

4. | Jorgs/{orgOid}/ctts

[lepeuenpb
KOHTaKTOB
OpraHu3anun

[lepeveHb KOHTAKTOB OpraHU3AIMHU (B BUJE CCHIIOK
Ha pecypc ¢ ykazanuem {ctt_id}, comepxarniuii
JTAHHBIE 0 KAKJIOM KOHTAKTE)

5. | Jorgs/{orgQOid}/ctts
/{ctt_id}

Csenenus 00
OTIENbHOM 3aIUCH
B IepeYHE
KOHTaKTOB
OpraHu3aIuu

KoHTakTHEIE JaHHEIE:

<type> — THUII 3aIKCH, MOXET UMETh 3HAUCHUS:
- «OPH» — tenedon;

- «OFX» — (axkc;

- «OEM» — snekTpoHHas moyra.

<vrfStu> — cBeneHUs 0 «ITOATBEPIKACHHOCTH
KOHTAKTOB, MOYKET MMETh 3HAUCHMUSI:

- «NOT_VERIFIED» — HE TOATBEPXKIEH;

- «VERIFIED» — noarBepkieH.

3% B Hacrosiiee BpeMs HCMOJb3YIOTCS CIIEAYIOIIUE KOIbI:
10.FED — ®enepanbHblii Opral UCHOJHUTEIBHON BIIACTH
11.REG — Opran ucnoJIHUTeNbHOM BJIacTH cyObekTa PO
12.LCL — Opras MecTHOro caMOyIpaBJICHUS
13.PVD — [loxBenomcTBeHHas opranu3aius (heaepaibHOr0 OpraHa UCIIOTHUTEIBHOM BIIACTH
20.GOV —T'ocynapcTBEHHOE yUpExIACHNE

21.MCL — MyHuIIMnanbHOE YUpexIeHUE

30.FND — I'ocynapcTBeHHbIM BHEOIOIKETHBIH (HOHIT
31.PFN — IloaBetoMCTBEHHAs OpraHU3alisl roCcy/1apcTBEHHON BHEOIOPKETHOTO (hOHIa
40.MFC — MHoroyHKIIMOHATIBHBIN LIEHTP
41.LEG — 3akoHo1aTeIbHbIHN (IIPeCTaBUTENBbHBIN) OpraH rocyIapCTBEHHOH BIIACTH CyObeKTa

Poccniickoit denepanun
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URI
Ne | zampammBaemoro | Onmucanme pecypca IIpenocraBJisieMble TaHHbIE
pecypca
<value> — 3HaueHUE KOHTAKTa
6. | /orgs/{orgOid}/add | [lepeuens agpecon [Tepeuens aapecoB opranu3aiuu (B BUIE CChUIOK
IS OpraHu3aIun Ha pecypc ¢ ykazanueMm {addr_id}, comepxamumii
JAHHBIE O KXJIOM ajpece)
7. | lotg/{orgOid}/addr | CBenenus 06 KonrtakTHble nanHbIE:
s/{addr_id} OTJICIIFHOM 3aIlHCH <type> — THUII 3aI1CH, MOXKET UMETh 3HAUCHHSI:
B [IEPEYHE a/IPECOB - «OLG» — ropunuyeckuii agpec;
Opra"u3aiuu - «OPS» — dakruueckuii agpec;
<zipCode> — UHJEKC;
<countryld> — uaeHTHQUKATOP CTPaHBI;
<addressStr> — azipec B BUie CTPOKH (HE BKIJIIOUast
JIOM, CTPOEHHUE, KOPITYC, HOMEDP KBAPTHUPHI);
<building> — cTpoeHue;
<frame> — xopmyc;
<house> — mowm;
<flat> — xBapTupa;
<fiasCode> — xox ®PUAC;
<region> — peruoH;
<city> — ropo;
<district> — BHyTpUTOPOJICKOI paiioH;
<area> — paiioH;
<settlement> — mocenexue;
<additionArea> — 1o1. TEpPUTOPHUS;
<additionAreaStreet> — ynuiia Ha JOT. TEPPUTOPHUH;
<street> — ynuna.
8. | /orgs/{orgOid}/vhl | Ilepeuenn [lepedeHb TPaHCIIOPTHBIX CPENICTB, KOTOPHIMH
S TPAHCIIOPTHBIX BJIa/ICET JaHHAas OpraHu3alus
CPEICTB
9. | orgs/{orgOid}/vhls | Ilepeuenn IlepeueHb TPAHCIOPTHBIX CPEJCTB, KOTOPHIMHU
?embed=(vehicles) | TpaHCTIOPTHBIX BJIaJICET JIaHHAsl OPraHu3aIys, CoACp KAl
CPEICTB C JaHHBIMH | UH(GOPMAIIUIO O KaXKI0M TPAHCIIOPTHOM CPEJICTBE
orgs/{orgOid}/vhls | o kaxaom
?embed=(elements- | TpaHCIOPTHOM
1) CpE/ICTBE
10. | /orgs/{orgOid}/vhl | TpancnoptHoe <name> — UMs aBTOMOOWJIS (HampuMep, MapKa UiH
s/{vhl-id} CpEICTBO Jpyroe MoJb30BaTeNbCKOE OMMCAHUE);
Opra"u3aiuu <numberPlate> — rocynapcTBeHHbI
PErUCTPAIMOHHBIN 3HAK;
<regCertificate> — JaHHbIE CBUJIETEIbCTBA
0 TOCYAapCTBEHHOM perucTpalnu, BKIOYaeT B ce0st
aTpUOYyTHI:
— <series> — cepusi CBUJIETEIbCTBA;
— <number> — HOMEp CBUJETENIbCTBA.

HpI/IMep OTBCTA C KPATKUM HAMMCHOBAHUCM OpraHu3aliun (paBpLIBLI CTPOKH OaHbI IJIA y,H06CTBa

YTCHHUS):
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"stateFacts": ["Identifiable"],
"shortName": "Bauk"

[Ipumep oTBeTa ¢ KOHTaKTHBIMHU JaHHBIMM OO0 ajpecax OpraHu3aludyd IpU HCIOJIb30BaHUU

BO3MOKHOCTEH BCTpauBaHMA > (pa3phIBbl CTPOKHU JaHbI VIS yA00CTBA YTEHUS):

{

"stateFacts": ["hasSize"],
"elements": [

{

"stateFacts": ["Identifiable"],
"id": 62,

"type": "OLG",

"region": "Mockea I'opon",
"addressStr": "MockBa I'oponm, AHrapckasa yiamua'",
"countryId": "RUS",

"zipCode": "125635",

"street": "AHTapckas ymmuua",
"house": "10",

"flat": "96"

}

] 4

"size": 1

}
[Ipumep oTBeTa Ha 3ampoc BCeX TPAHCIOPTHBIX CPEACTB OpPraHU3alUM, IOTY4ECHHBIN

C MCIIOJIb30BaHHEM BO3MOKHOCTEH BCTpauBaHMS ® ((parMeHT, pas3phIBbl CTPOK JaHbl I yH00CTBa

YTCHUS):

{

"stateFacts": ["Paginated"],
"size": 5,

"pageSize": 5,

"pageIndex": 2,

"totalSize": 12,

"eTag": "E6DAE96DADE1ICA29F5C50979BBB7C8BF4422FD62",
"elements": [{

"stateFacts": ["Identifiable"],

"id": 6590,

"name": "TOYOTA",

"numberPlate": "A111AA136",

"regCertificate": {"series": "1234", "number": "123456"},

"eTag": "F69EEA8910E298E97C8E6249A130A7195DFETF1A"},

Jlns mosiydeHHsl JAHHBIX O KAaTErOpHUsX OpPraHU3alUHd CHCTEMa-KIMEHT JO0JDKHA HalpaBUTh
B https-anpec REST-API cuctembr ECUA 3anpoc metomom GET. B 3ampoce nomkeH ObITh yKazaH
pecypc, coaepxamuii HeobxonuMmble nanHbie. Wnentudukatop storo pecypca B ECHUA wumeer
CHEAYIOIIUN BUL:
/categories/orgs/{orgOid}
— categories — KoJuleKIus Kkareropuil, umeromuxcs B ECUA;

— 0orgs — KOJUIEKIUs opraHu3anuii, umerommxcs B ECUA;

33 3anpoc pecypcea: /orgs/100000/addrs ?embed=(elements)
36 3anpomennslit pecype: /orgs/1000000000/vhls ?embed=(vehicles) nmm
/orgs/1000000000/vhls?embed=(elements-1)
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— orgOid — Buyrpennuii uaentudukarop opranuzamuu B ECUA;

B 3ampoc pomken ObiTh AoOaBieH header ¢ MapkepoM JOCTyma, MO3BOJISIONIMM TOTYYHTH

JOCTYII K TJaHHOMY pecypcy (scope B 3aBUCUMOCTH OT ITOJTHOMOUYUN CUCTEMBI).

[Ipumep 3ampoca (BBI30B cepBHCa B Cpejie pa3paboOTKH):

GET categories/orgs/1000364913 HTTP/1.1\r\n

Authorization: Bearer
eyJ2ZXIi0jEsInR5¢cCI6IkpXVCIsSINNidCI6IMFjY2VzcyIsImFsZyI6IkdPULQzZNDEWXzIwWMTJfMjU2In0.eyJu¥YmYiOjE1OTk
INTQIMDEsINNjb3B1lIjoib3BlbmlkIGNhdGVnb3JpZXM b21kPTEWMDAZN]Q5MTMiLCIpc3MiOiJodHRWOlwvXC91lc21lhLmdve3
VzbHVnaSSydvVwvIiwidXJuOmVzaWE6c21kIjoiMWQOOWQ5Z2GMzY2F1ZThhMjJjNDRhODd1ODMyNzMzMDR1IOWI1YjEIODJKNT1kN
2E2N2VhZ%GJj0Dg50WM5Mi B ZSTIsInVybjplc21hOnNial 9pZCT 6MTAWMDM2N U4Nywi ZXhwTjoxNTk5SNTU4AMTAXLCIpYXQi0JEL
OTkINTQI1MDEsImNsaWVudF9pZCI6I1JBX1RPTOwifQ.eBzsv8 x6DG5kP-
D1Jx20DUkYJ1C71m6aCOum7Q6ufrnull0JrBs9HF1 10 2GovSnfHH8VZ2U4RkF8wWGR3 nA\r\n

Host: esia-portall.test.gosuslugi.rul\r\n

Accept: */*\r\n

\r\n

Hannsie, kotopsie ECHA Bo3BpamaeT B OTBET Ha 3a1pocC, MPEACTABICHBI B Ta0uIe 9.

Tabauna 9 — [TapameTpbl OTBETa Ha 3aIIPOCHI O TAHHBIX OPraHU3aLUN

URI
Ne | 3ampammBaemoro | Onmcanue pecypca IIpenocraBiasiemble TaHHBIE
pecypca
1. | /categories/orgs/{or | lanubie 0 kKareropux | JlaHHBIE O KATETOPHUIIX OPraHU3aAIUH:

OpraHu3aIun

g0id} C UJIEHTU(UKATOPOM

CIIMCOK, UMEET pa3Mep | T.I1.);

<size> — KOJ-BO KaTeropuid B KOJUICKITUH;

CTpaHHIIbI);

0 KaTeropusiax:

<parentName> — HauMMEHOBaHUE POJUTEIbCKOU
KAaTEeropuu;
<parentld> — wuaeHTHUPUKATOP POIUTEIHCKON
KAaTeropuu;

<catName> — HaMEHOBAaHNE KaTETOPHH;

<catld> — unenTudukaTop KaTeropuH;
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<stateFacts> — mapameTp, yka3pIBaromuii Ha (paKThI

{orgOid) 0 TpPEeAOoCTaBISIEMBIX CBEIEHUSAX (ITOCTPAHUYHBIM

<pageSize> — mapaMmeTp mnaruHanuM (pasmep
CTpPaAHMIIBI - KOJIMYECTBO AJIIEMEHTOB Ha CTPAHUIIE);

<pagelndex> — mapamerp mnaruHauuu (HOMeEp

<elements> — mMaccuB, cojepxamiuii uHGopMaIrto

<catConfirm> — mnpuU3HAaK TOTO, 4YTO KaTErOpHUs

SABIIACTCA HO)ITBCp)K,Z[&GMOfI (N — KaTeropus HC



URI
Ne | 3anpammBaemoro

pecypca

Onucanue pecypca

IIpenocrasiisieMmble JaHHbIE

MmoATBCpXKAaACMad, Y - KaTCropuda  ABJIACTCA

MOATBEPKIaeMOM);
<status> — cTaTyc OATBEPKACHUS KaTETOPHUH.

OK -
B cripaBounnke ECHCHU u B ECUA;

Kareropusi mnpucBoeHa U COIEPXKHUTCA

<confirmDate> — nmata u Bpemsi NOATBEPKICHUS

KaTeropuu B popmarte timestamp;

<confirmOrgName> - HAaWMEHOBAHUE

OpraHu3aliui,  TMOATBEPKJAIOIIEH  KaTerOpHIO

(yka3pIBaeTCs TOJBKO IS  TOJATBEPKIAEMBIX

kareropuii (catConfirm=Y));

<confirmOrgOid> — OID opranuzanuun B ECUA,

KOoTOpas MOATBCPKIAACT JaHHYIO

JJIA

KaTeropuio

(YKaSBIBaeTCSI TOJBKO MOATBCPIKIACMBIX

kareropuit (catConfirm=Y));

<confirmOrgValueType> — Tun wunentudukaropa
OpraHu3allui, KOTOpas TMOITBEPKIACT JaHHYIO

KaTeropuio (yka3bIBaeTcs TOJIBKO s

(catConfirm=Y)).

MoxeT IMPUHHUMATb CIICAYIOIIHNEC 3HAYCHUWA:

IMOATBCPKAAECMBIX KaTeFOpI/Iﬁ

- OGRN;

<confirmOrgVal> — 3HaueHue wujaeHTHUPUKATOpA
OpraHu3aluy, KOTOpas MOATBEPXKAAeT TaHHYIO
KaTeropuio (yka3biBaeTcs TOJIBKO L
noATBepk1aeMbIX KaTeropuii (catConfirm=Y)).

[Ipumep oTBeTa ¢ KaTEropusiMu,

KOTOPBIC

SABJAOTCA  IIOATBEPKAACMBIMM W HC

MOATBEPKIaeMbIMU (Pa3pbIBbI CTPOKH JaHbI ISl yA0OCTBA YTEHUS):

{

"stateFacts": [
"Paginated",
"FirstPage"

] r

"size": 4,

"pageSize": 100,

"pageIndex": 1,

"elements": [

{
"parentName":
"parentId": "1",
"catName": "Kareropus 1",

"TecToBas pommuTeJsbCkas Kareropus 1",
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"catId": "109",
"catConfirm": "N",
"status": "OK",

"confirmDate": 1594760400000

"parentName": "TecToBas poauTeJsibCkas KaTeropus 2",
"parentId": "2",

"catName": "MHBlE OpTraHmM3auum",

"catId": "24",

"catConfirm": "N",

"status": "OK",

"confirmDate": 1593637200000

"parentName": "TecToBas poamMTesbCKas Kareropus 2",
"parentId": "2",

"catName": "Bauku (BaHKOBCKME KpPeIMTHEE opTraHusaumm)",
"catId": "e",

"catConfirm": "Y",

"confirmOrgName": "demepamnbHas HajloToBas ciuyxba",
"confirmOrgOid": 1000298999,

"confirmOrgValueType": "OGRN",

"confirmOrgval": "1047707030513",

"status": "OK",

"confirmDate": 1593464400000

"parentName": "TecroBas pommuTeJsbCkas KarTeropus 2",
"parentId": "2",

"catName":

"catId":

"Kareropua 2",
"67",

"catConfirm": "Y",

"confirmOrgName": "demepamnbHas HajloToBas ciuyxb6a",
"confirmOrgOid": 1000298999,
"confirmOrgValueType": "OGRN",

"confirmOrgVal": "1047707030513",

"status": "OK",

"confirmDate": 1593637200000

b.5 IlpexocraBiieHHe CIUCKA YYACTHUKOB OPraHU3aLUM.

Jliis monmy4yeHust JaHHBIX 00 YYaCTHHKAX OpraHU3allMK CUCTEMa-KIUEHT JIOJKHA HApPaBUTh 110
B https-anpec REST-API cucremsr ECUAY 3anpoc metonom GET. B 3ampoce f0mkeH ObITh yKa3aH
pecype, colepkamuii HeoOXoauMmble naHHbIC. Mpentudukarop storo pecypca B ECHA wumeer
CIIEIYIOIUNA BUJT JUISl TIOJIYYEHHUS CIIHMCKA COTPYAHUKOB OpraHU3alMU HEOOXOIMMO HCIIOJIb30BATh Uri
/orgs/{orgOid }/emps/{prn_oid}, rae:

— emps — TMepeueHb (KOJUIEKLHMs) COTPYIHUKOB Opranumszanuii ¢ maHHeiM {orgOid}; mns
onpenenenusi orgOid COOTBETCTBYIOIIEH OpraHU3alMid HEOOXOIUMO HUCIOJIB30BaTh aTpUOYT
orgOid, nepenatomuiicst B yreepxaeHussx SAML;

- prn_oid — BHyTpeHHuU# uaeHTHduKarop ¢puszndeckoro nuna B ECUA.
B 3ampoc pomken ObiTh AoOaBieH header ¢ mMapkepoM AOCTyma, MO3BOJISIONIMM TMOTYYHTh

JOCTYH K JaHHOMY pecypcy (scope http://esia.gosuslugi.ru/org_emps ¢ mapaMerpamn).

37 Cepauc poctynen o URL https:/esia-portall.test.gosulsugi.ru/rs/orgs
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[Tpumep 3ampoca (BBI30B cepBHUCca B cpefie pa3paboTKu):

GET /rs/orgs/1000000000/emps HTTP/1.1\r\n
Authorization:

Host: esia-portall.test.gosuslugi.ru\r\n
Accept: */*\r\n
\r\n

Bearer 75b2c7cbb8dad03491c224c9e431cef9\r\n

JHanusie, kotopsie ECHA Bo3BpalmaeT B OTBET Ha 3ampoc, mpeacTasieHsl B Tadmauie 10.

Tabmuna 10 —[TapameTpsl oTBeTa Ha 3apoC 00 yIaCTHUKAX OPraHU3alUU

URI
Ne | zampammBaemoro | Onucanue pecypca IIpenocrasJiisieMble JaHHbIE
pecypca
1. | /orgs/{orgOid}/em | Ilepeuenn [lepeueHp COTpPYAHMKOB JaHHOW OpraHu3alluu
ps COTPY/HUKOB (B BUJIE CCBIJIOK Ha pecypc ¢ ykazaHueM {prn_oid},
Opra"usarnuu CoJIeprKallui JaHHbIE O KaXA0M coTpynHuke). [Ipu
HaIM4YuM (QUINAIOB y OpPraHu3alliy, MpH 3ampoce
OyIer BO3BpalllaThCsl TNEPEYeHb COTPYAHUKOB
TOJIBKO TOJIOBHOM OpTraHU3alHH.
2. | /orgs/{orgOid}/em | JlanHble JlaHHbBIE O COTPYIHUKE:
ps/{prn_oid} O COTPYAHNKE <position> — JT0JKHOCTH;
OpraHu3anuu
¢ unenTuukaropom | <chief> — cBeneHus 0 TOM, ABJIACTCS JIM COTPYAHUK
{prn_oid} PYKOBOJIUTENIEM OpPraHU3aluy (B 3TOM CITyyae UMeeT

3HAUYCHHE «truey) uiam HeT («falser);

<orgOid> —  waeHTHPUKATOP  OpraHU3AINH,
COTPYIHUKOM KOTOPOM SIBJISIETCS TIOJIH30BATEINb;
<brhOid> — UaeHTU(UKATOD bunnana
OpraHu3alluyi, COTPYAHUKOM KOTOPOW SIBJISETCS
NOJIb30BaTeb (€CIM  COTPYIHHK MPHCOCIUHECH
K prmany);

<blocked> — mnpu3HaK OJIOKUPOBKU COTPYTHHKA

(umeeT 3HaueHUE «true» win «falsey).

Jly1a mpocMOTpa nepeyuHs COTPYIHUKOB (uiinana opraHu3aluid HeoOX0UMO yKa3aTh B 3apoce

napametrp brhOid u 3HaueHwe wuaeHTHPHUKATOpa COOTBETCTBYROmIero ¢uiuuana. [Ipumep ccbuikH,

10 KOTOPO# OyzieT BO3BpallleH MepeueHb COTPYAHUKOB ¢unana ¢ uaentuduxaropom 1004082214:

https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000001/emps?brh0id=1004082214
HpI/I OTO6pa)K€HI/II/I BCEX KOJIJIEKIIMH (orgs, emps) HCIIOJIB3YCTCA MEXaHU3M pagmg

[Ipumep oTBeTa Ha  3ampoc

CBEJICHUN

(6] IEpCUHC COTPYAHUKOB OpraHnu3anmuu

¢ unertupukaropom 1000000000 (pparmeHT, pa3pbIBbI CTPOK JAHBI I YA00OCTBA UTEHUS):

{

"stateFacts":

"elements": [
"https://esia-portall
"https://esia-portall
"https://esia-portall
"https://esia-portall
"https://esia-portall
"https://esia-portall

["hasSize"],

.test.gosuslugi
.test.gosuslugi
.test.gosuslugi
.test.gosuslugi
.test.gosuslugi
.test.gosuslugi

.ru/rs/orgs/1000000000/emps/222896320",
.ru/rs/orgs/1000000000/emps/240612402",
.ru/rs/orgs/1000000000/emps/243280304",
.ru/rs/orgs/1000000000/emps/243280305",
.ru/rs/orgs/1000000000/emps/243280312",
.ru/rs/orgs/1000000000/emps/1000000008",
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"https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000000/emps/1000000009",
"https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000000/emps/1000000385"
] 4
"SiZe" : "8"
}
HpI/IMep OTBCTAa C KOHTAKTHBIMU JAHHBIMH O COTPYAHHMKAX OpraHu3aluu IMpU UCIOJIB30BAHUU

BO3MOKHOCTH BCTPAUBAaHUA S (Pa3phbiBbl CTPOKH JIaHbl I yI0OCTBA YTEHHs):
{

"stateFacts": ["Paginated", "FirstPage", "LastPage"],
"elements": [
{
"stateFacts": ["Identifiable"],
"prn0id": 1000000125,
"orgOid": 100000,

"chief": false,
"corporateContact": "mail@example.com",
"person": {
"stateFacts": ["Identifiable"],
"firstName": "IleTp",
"lastName": "IlleTpos",
"middleName": "IlerpoBuu",
"gender": "M",

"updatedOn": 1387519441

"stateFacts": ["Identifiable"],
"prn0id": 1000004892,
"orgOid": 100000,

"position": "Pykomommuresn",

"chief": true,

"person": {
"stateFacts": ["Identifiable"],
"firstName": "UBau",
"lastName": "UBanHoB",
"middleName": "VBaHoBUU",
"gender": "M",

"updatedOn": 1387466948

}
i
"pageSize": 100,
"pageIndex": 1

b.6 IlpenocraB/ieHune cBeleHHMH 0 BXOKICHHMH MOJIb30BATE/IA B TPYNIIbI

Jliis oJTydeHusl JaHHBIX O BXOKJICHUHM I10JIb30BATENs B IPYIIIbI OPraHU3aluyd CUCTEMa-KIMEHT
JIOJKHA HanpaBuTh 1o B https-aapec REST-API cuctemsr ECUA 3anpoc metomom GET. B 3ampoce
JOJDKEH OBITh YKa3aH pecypc, CoAeprKalluil HEOOX0 UMbl TaHHBIE.

B 3anpoc pomken ObiTh no0aBieH header ¢ MapkepoM A0CTyma, MO3BOJIIOUIMM IOIYYUTb
JOCTYI K JJAaHHOMY pecypcy — scope http://esia.gosuslugi.ru/org_emps ¢ napamerpamu. [ns nocrymna
K [TOJIHOMY T€pPEUHIO TPYII, BIaJeNbLEM KOTOPBIX SABJISETCS JaHHAs OpraHu3alus, HeoOX0aUM scope

http://esia.gosuslugi.ru/org_erps.

ITpumep 3ampoca (BbI30B cepBHca B cpejie pa3pabOTKH):

GET /rs/orgs/1000000000/grps HTTP/1.1\r\n

38 3anpoc pecypcea: /orgs/100000/emps ?embed=(elements.person)
3% Cepauc poctynen no URL https:/esia-portall.test.gosulsugi.ru/rs/orgs
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Authorization: Bearer 75b2c7cbb8dad03491c224c9e431lcefI\r\n
Host: esia-portall.test.gosuslugi.ru\r\n

Accept: */*\r\n
\r\n

Hannbie, kotopeie ECHA Bo3BpaiaeT B 0TBET Ha 3ampoc, MpeAcTaBieHbl B Tadbmume 11.

Tabmuua 11 —[TapameTpsl oTBETa Ha 3aIPOC O BXOXKACHUU COTPYTHUKOB OpraHU3aINN

B TPYIIIIBI

URI

Ne | 3ampammBaemMoro
pecypca

Onucanue pecypca

IIpeHOC1TU&HﬂeNHﬂe}IaH}ﬂﬂe

S

1. | Jorgs/{orgOid}/grp

[Iepedenn rpymim
OpraHu3aluu

[lepeuens rpynm, BiaJenblieM KOTOPBIX SIBIISETCS
JaHHasi OpraHu3anys (B BUAe nepeyHs cTpok grp_id
— YKa3pIBAIOUIUX HAa MHEMOHHUKY HMEIOIINXCS
B paMKaxX JaHHOW opraHuzamuu rpymm). s
MOJIyYEHUS] TOTO MEpPEeYHsl TPYII 3arpoc JOJKEH
ObITh n00aBieH header ¢ MapkepoMm JocTyma
Ha scope http://esia.gosuslugi.ru/org_ful

s/{grp_id}

2. | Jorgs/{orgOid}/grp

Jannpie o rpynme
OpraHu3auu
C MHEMOHHUKOH {grp-

id)

[annble o rpymre:
<name> — UM;
<description> — onucaHue;

<system> — CBEICHHS O TOM, SABJIACTCSI JU TpyIIia
CHUCTEMHOH (B 9TOM CiTydae UMEET 3HAYCHHE «true)
nin HetT («falsey).

Taxxe mpu 3anpoce TaHHBIX O KOHKPETHOW TpyIIie
Bo3BpamarTcs ccbuiku (links) mHa C, k kKoTOpBIM
OTHOCSITCS IaHHBIE TPYIIIIbI

3. | Jorgs/{orgOid}/em
ps/{prn_oid}/grps

[lepeuenpb TpyIIII,
YJIEHOM KOTOPBIX
ABIIIETCS  JTAHHBIN
COTPYIHHK

[lepevyeHs rpymi, UWIEHOM KOTOPBIX —SIBIISIETCS
COTPYAHHMK C JaHHbIM {prn oid} (B BuIE mepeyHs
cTpok grp_id — yKa3pIBalOIUX Ha MHEMOHHUKY
UMEIOIINXCS B paMKaXx JaHHOW OpraHu3aIliy IPYIII)

[Ipu 3ampoce mepeyHs rpymi, YICHOM KOTOPBIX SBJSETCS JAHHBIA COTPYTHHUK, OTOOpaskaeTcs

NepeyeHb CChIJIOK B CIEAYIOIIeM Gopmare:

/orgs/{orgOid }/emps/{prn_oid }/grps/{grp_id}/{it_sys_id}, rae it_sys_id — mHemonuka HC,

B paMKax KOTOpOH JeHCTBYyeT AaHHas rpynna. [IpuMep ccbuiku Ha rpymmy:

http://esia-portall.test.gosuslugi.ru/rs/orgs/1000000224/emps/1000000105/grps/ORG_ADMIN/ESIA
JlaHHast cchlUIKa O3HAYaeT, YTo MoJik3oBarenb ¢ uaeHtudukaropom 1000000105 kak coTpyaHUK

OpraHru3anyu

1000000224

BKJIFOUCH B TIpyHniny aaMHUHUCTPATOPOB HpO@HHﬂ OpraHusalnnin

(ORG_ADMIN) cuctrembr ECUA (Mmuemonnka ESTA). BrinmonHuB 3anpoc mo JaHHOW CCBIJIKE MOMXHO

MOJIyYUTh KPaTKyIo HH(POPMAIIMIO O IpyIe, KOTopas BKIIOYaeT B ceOsl.

— MHEMOHUKY rpynmnsl (grp_id);

— Ha3BaHUe Ipymnisl (name);

— omnwucanue rpymimsl (description);
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— IPU3HAK TOT0, YTO I'PYIIA ABJISETCS CUCTEMHOH (System);
— MHEMOHHUKA CHUCTEMBbI-BJIaJieliblia rpymibl (itSystem).

Hanpumep:

"stateFacts": [
"Identifiable"
] r
"grp id": "ORG ADMIN",
"name": "ADMMHMCTPaTOPE npodunda opraHmsaumum",
"description": "CoTpyInHMKM OpTaHMBalLMM, MKMeKIMe NPaBO NPMIJIAllaTbh COTPYOHMKOB, a TakXe BKJIOYATH
COTPYOHMKOB B TI'PYNNE mocTyna",
"system": "true",
"itSystem": "ESIA"

Ecnu rpynmna He sBIII€TCS CUCTEMHOM M HE IIPUBSA3aHA HU K KaKOM CHCTEME, TO CChUIKA HA HEe
HMMEET Cleayromuit popmar:

/orgs/{orgOid }/emps/{prn_oid }/grps/{grp_id}

B kpatkux nanHbIX 00 3TOH rpyIie aTpudyT «system» OyAeT uMeTh 3HaueHue «false.

[Ipn 3ampoce mepedHsl Tpynn, 4YIEHOM KOTOPBIX SIBISIETCS JaHHBIA COTPYJHUK, HMEETCs
BO3MOYHOCTb MOJYYUTh TOJIBKO T€ TPYIIIbI, KOTOPbIE OTHOCATCS K OINpPE/IeIeHHON NH(POPMaIlHOHHOM
cucreme. [lnsg storo HeoOXxoauMo [00aBUTH YCIOBHE Ha OTOOp TpyHnn BbIOpAaHHOW CHCTEMBI
(itSystemName), paBHO€ MHEMOHHKE JaHHOW cucTembl. [Ipumep 3ampoca Ha MOJTy4YeHHE TPYIII

cuctembl ECUA (ESIA), B KOTOpbI€ BKIIFOUYEH COTPYIHHK:

GET /rs/orgs/1000000224/emps/1000000105/grps?itSystemName=ESIA HTTP/1.1\r\n
Authorization: Bearer 75b2c7cbb8dad403491c224c9e431lcef9\r\n

Host: esia-portall.test.gosuslugi.ru\r\n

Accept: */*\r\n

\r\n

b.7 YupapieHue J1aHHBIMHM OPraHU3aALMK
[Iporpammubsie uHTepdericel Ha ocHoBe REST obecrieunBaroT BO3MOXKHOCTH YIPABJICHHS
naHHbIMU opranu3zanuu it VIC atoit opranusanuu. O6ecrieueHa BO3MOKHOCTD:
— U3MEHSTH JJaHHBIE TPO(UIIS OpraHu3aliy;
— yOpaBiATh MPUTIANICHUSMH JIOJDKHOCTHBIM JIMLAM, 3apeructpupoBaHHbiM B ECUA,
Ha IPHUCOEINHEHNE K Y3 COOTBETCTBYIOIIEH OpraHU3aIliy;
— YOpaBIATh CIYKEOHBIMH JaHHBIMU IPHUCOEAUHEHHBIX COTPYAHUKOB, a TakKe OJOKUPOBATH
U yJIANIATh JOJDKHOCTHBIX JIMII OpraHU3aIiy;
— YOpaBIATh MOJHOMOYHUSIMHU JOJDKHOCTHBIX JIMI[ TOCPEICTBOM M3MEHEHHS HX UICHCTBA
B IpYyMIax JA0CTYIIa;
— MPEeAOCTaBIATh U OT3BIBATH JIOCTYI K HEMMYOJIUYHBIM TPYIIaM;

- ,Z[O63BJ'I$ITL N U3MCHATH JaHHBIC q)I/IJ'II/IaJ'IOB OpraHnu3anunu.
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Jlnist ocyliecTBICHHUS JTAaHHBIX ONEpaluid CHUCTeMa OpraHu3alliH JOJDKHA HampaBUTh B https-
anpec nporpammuoro uarepderica ECUA 3anpoc merogom POST, PUT nnu DELETE. Jlanuslii 3ampoc
B 00111eM BH/IE BKJIIOYAET B ce0s1 HOBBIE aTpUOYThI opranu3anun. Kpome toro, 3ampoc 10mKeH BKII0YaTh
B ce0sl CIIeAYIONTUE TaHHBIC:

— Mapkep JOCTYyIa, BbIIAaHHBIN cHCTEMe Ha scope (B 3aBHCHMOCTH OT TOJTHOMOYHI CHUCTEMBI)
¢ mapameTpoM org_oid, MpUHUMAIOIIUM 3HAY€HHUE UJICHTU(HUKATOpA OpraHu3aIuu;
— Ter 00beKTa — METKa U3MEHIeMOro 00BbeKTa (3Ta METKa yKa3biBaeTcsi B 3arojioBke «lIf-Matchy»

U B psiZie CIIy4aeB B TEJIE 3ampoca B mapamerpe «eTagy);

JUia monmydeHus: WHGOPMALMKU O METKE M3MEHSIeMOro O00bekTa HEeoOXOAMMO CJeNaTh
crangapTHeIA 3anpoc MetogoM GET Ha monmydeHue M3MEHSEMOTrO pecypca — KOHKPETHBIX JaHHBIX
OpraHu3anuu (eciau MoCIeAYIOUUI 3ampoc JAejaeTcs Ha aJpec KOHTelHepa, To TpeOyercs yKa3bIBaTh
Ter KOHTEHHEepa).

[IpuMep MeTKH U3MEHSIEMOTO 00BEKTA (BBIICTICHO MOTYKUPHBIM MPU(TOM):

"stateFacts": [
"Identifiable"

] ’
"eTag": "4C50511FD3F404974C9AC8AB9C15683378DCO5F8",

"oid": 1000000001,

"shortName": "TecToBas opraHmuzaumusa",
"fullName": " TecToBas opraHmuszauus ",
"type": "LEGAL",

"ogrn": "1047702026701",

"inn": "0000000000",

"leg": "65142"

Bb.7.1 U3meHeHue TaHHBIX NPOPUIISI OPraHNU3ANNH
[TporpammHsbIii mHTEPGEHC T03BOISAET BHITOJHUTD CICAYIONINUE ONIEPAIIHH:
— 3amgaTh (MI3MEHHUTH) OPraHU3aIMOHHO-TIPABOBYIO (hOPMY OpTraHHU3aIlUH;
— 3a4aTb, UBMCHHUTDb U YAAJIUTDH CJ'Iy>K€6HBIe KOHTAaKThbl OpraHUu3aluu (az[pec BHCKTpOHHOfI II0YThI,
HoMmep Tenedona u akca);
— 3a4aTb, UBMCHUTH U YIAJIUTH IMOYTOBBII aJ[peC opraHu3anuu;

— 3a4aTb, UBMCHUTH U YAAJIUTH TPAHCIIOPTHBIC CPCACTBA OPraHU3alUH.

b.7.1.1PepakTupoBaHue OPraHU3alMOHHO-TIPABOBOI ()OPMBI OPraHM3aALMHU
Jlis u3MeHeHHUsl OpraHu3aIllOHHO-TIPABOBOM (OPMBI OpraHU3allid JOJHKEH OBITh BBITIOJHEH

3anpoc MetogoM POST ma https-aapec nporpammuoro unrepdeiica ECUA*. B 3aronoske 3ampoca

0 Ceppuc nocrynen no URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}
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JOJDKEH OBITh yKazaH MapKep JO0CTyna W Ter oObekTa (MeTKa, MOJIydeHHas IMpH 3ampoce pecypca
https://esia-portall.test.gosuslugi.ru/rs/orgs/{oid }). B Temno 3ampoca 10KHBI OBITh BKIIFOUEHBI:
— <eTag> — rer uzmeHseMoOro 0ObeKTa (JaHHBIX OPTaHU3AIH);
— <leg> — HOBBI KOJT OPTraHU3AIMOHHO-TIPABOBOM (DOPMBI 110 0OIIEPOCCUNCKOMY KIIAaCCHPHKATOPY
OpraHu3aIMOHHO-TTPABOBBIX (POPM.

[Ipumep 3anpoca (pa3pbIBbl CTPOKU JaHbI AJIs1 Y0OCTBA UTEHUSA):

POST /rs/orgs/1000000001 HTTP/1.1

Host: esia-portall.test.gosulsugi.ru

Authorization: Bearer
eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCISInZlciI6MX0.HeKYMBlwx4LAE-dEnAw9cDLrky—
g5133Q827J-pOiNC6Zct-KrZerA3AE6MTaHMicgqJdrJls4LBg

Content-Type: application/json

If-Match: "DC48A40EEEE25605ED940193398AF417EE752055"

Cache-Control: no-cache

{"eTag": "DC48A40EEEE25605ED940193398AF417EET52055",
"leg": "65142"}

B xauectBe otBeTa ECHUA BO3BpaIiaeT naHHbe OpraHu3aliii ¢ U3MEHEHHOW OpraHN3aluOHHO -

paBoBOi (HOPMOIA.

b.7.1.2PegakTupoBaHue KOHTAKTOB OPraHU3aLNH
Jlnst moGaBieHUsT KOHTAKTa OPTraHHW3allid JOJDKEH OBITh BBITIONHEH 3ampoc Mmerogom POST
Ha https-agpec mporpammuoro untepdeiica ECUA*. B 3aromoBke 3ampoca J0KeH OBITh yKa3aH
MapKep J0CTyIa U Ter KOHTeHHepa ¢ aapecaMu (MeTKa, TIoJlydeHHas TpH 3ampoce pecypcea https://esia-
portall.test.gosuslugi.ru/rs/orgs/{oid }/ctts). B Temno 3ampoca 10JKHBI OBITH BKITFOYCHBI:
— <type> — Tun 100aBiaseMoro KoHTakTa, mpuHuMaeT 3HaueHue «OEM» a1 aapeca 31eKTpOHHOM
noutsl, «OPH» — Tenedona, «OFX» — ¢akca;
— <value> — 3HaueHUE KOHTAKTA.

[Ipumep 3anpoca (pa3pbIBbl CTPOKH JaHbI Ui y100CTBA YTCHHUS ):

POST /rs/orgs/1000000001/ctts HTTP/1.1

Host: esia-portall.test.gosulsugi.ru

Authorization: Bearer
eyJhbGci0iJSUZzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciI6oMX0.HeKYMBlwx4LAE-dEnAw9cDLrky—
g5133Q0827J-pOiNC6Zct-KrZerA3AE6MTaHMicgqdrJdls4LBg

Content-Type: application/json

If-Match: "DC48A40EEEE25605ED940193398AF417EE752055"

Cache-Control: no-cache

{"type": "OEM"’
"value": "test@test.com"}

[[J'Iﬂ HU3MCHCHHUA KOHTAKTa OpraHuU3allvuu AOOJIKCH OBITH BBIMIOJHEH 3alpoc MCTOA0M POST

Ha https-aapec nporpammuoro untepdeiica ECUA*. B 3aronoBke 3ampoca JOMKEH ObITh yKa3aH

I Ceppuc nocrynen no URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid }/ctts
2 Ceppuc nocrynen no URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid }/ctts/{ctt_id}

132



Mapkep JIOCTynma Hu Ter oObekTa (MeTKa, MOoJiydeHHas TNpH 3ampoce pecypca https://esia-
portall.test.gosuslugi.ru/rs/orgs/{oid }/ctts/{ctt_id }). B Temno 3ampoca g0KHBI OBITH BKIIFOUEHBI:
— <eTag> — rer uameHseMoro oobekTa (KOHTAKTa);
— <type> — THIT ©3MEHAEMOT0 KOHTaKTa, MpuHuMaeT 3HadeHue «OEM» mis aapeca 3JieKTpoHHOU
noutsl, KOPH» — tenedona, «OFX» — daxca;
— <value> — 3HaYeHNE KOHTAKTA.

[Ipumep 3anpoca (pa3pbIBbl CTPOKU JaHbI AJIs1 y0OCTBA UTEHUSA):

POST /rs/orgs/1000000001/ctts/58099 HTTP/1.1

Host: esia-portall.test.gosulsugi.ru

Authorization: Bearer
eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCISInZlciI6MX0.HeKYMBlwx4LAE-dEnAw9cDLrky—
g5133Q0827J-pOiNC6Zct-KrZerA3AE6MTaHMicgqJdrJls4LBg

Content-Type: application/json

If-Match: "Ol1EABOABI1B69D4178158841E8096AE5DD9A233C "

Cache-Control: no-cache

{ "eTag": "O011EABOAB1B69D4178158841E8096AE5DD9A233C",
"type": "OPH"’
"value": "+7(999)9999888" }

N3menenne koHTakTa BO3MOXKHO U 0e3 ykazanus B URL 3ampoca uaeHTuduKaTtopa KOHTaKTa,
B 3TOM CJIy4ae KOHTAKT OyJeT U3MEHEH, HO eMy OyJIeT IPUCBOCH JAPYroi uaeHTuduKaTop.

Jlnst ymaneHusi KOHTaKTa OpraHU3aluu J0JDKeH ObITh BhITIOHEH 3ampoc metogom DELETE
Ha https-agpec mporpammuoro untepdeiica ECUA*. B 3aromoBke 3ampoca JOMKEH OBITH yKa3aH
MapKep JOCTYyIa U Ter YAaIsieMOTo 00beKTa.

[Tpumep 3ampoca (pa3pbIBbI CTPOKH JaHBI JI yI0OCTBA YTCHUS):

DELETE /rs/orgs/1000000001/ctts/58099 HTTP/1.1

Host: esia-portall.test.gosulsugi.ru

Authorization: Bearer
eyJhbGci0iJSUZzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciI6oMX0.HeKYMBlwx4LAE-dEnAw9cDLrky—
g51330827J-p0OiNC6Zct-KrZerA3AE6MTaHMicgglrJdls4LBg

Content-Type: application/json

If-Match: "DC48A40EEEE25605ED940193398AF417EE752055"

Cache-Control: no-cache

b.7.1.3PeqakTupoBaHue MOYTOBOIO aipeca OPraHu3anuu

Jlnist no6aBieHKs MOYTOBOIO aJipeca OpraHu3aluu Heo0XoAUMo caenath 3anpoc metogom POST
Ha https-ajgpec nporpammuoro unteppeiica ECUA**. 3aronosok 3ampoca J0JKEH BKJIIOYATh B cebs
Mapkep J0CTyla M Ter KOHTeHHepa ajapecoB (MeTka, MOJIydeHHas MpH 3ampoce pecypca https://esia-
portall.test.gosuslugi.ru/rs/orgs/{oid }/addrs).

Teno 3ampoca J0KHO BKIIOYATh CIEAYIOIIME JaHHbIE (YKa3bIBAIOTCS BCE JIaHHBIE, KOTOpbIE

JOJIXKHBI OTO6pa)KaTBC5{ B aJIpe€Cc 3TOro TI/IHa)l

43 Ceppuc nocrynen no URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid }/ctts/{ctt_id}
# Cepauc nocrynen no URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/addrs
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— THO ajgpeca (type), mpuHUMaeT 3HaueHue «OPSy»;

— peruoH (region);

— xox ®UAC (fiasCode);

— ctpoka azapeca (addressStr), Hanpumep, «MockBa ropoa, TBepckas yinuia;
— uneatuukarop crpansl (countryld), mis Poccun — «RUS»;
— mnouroBsli nHIEKC (zipCode);

— ynuna (street);

— 1om (house);

— xBaptupa (flat);

— koprmyc (frame);

— crpoenue (building).

[Ipumep 3anpoca (pa3pbIBbl CTPOKU JaHbI AJIsl YIO0OCTBA UTEHUSA):

POST /rs/orgs/1000000001/addrs HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciI6MX0
Content-Type: application/json

If-Match: "DE3372D5A4E2499C38C24E03C1919C9CA97FCF78"

Cache-Control: no-cache

{ "type": "OPS",
"region": "IllckoBckas OBmacTs",
"fiasCode": "5bf5ddff-6353-4a3d-80c4-6fb27£f00c6ecl",
"addressStr": "IllckoBckasa oBjacTb, HeBenbckmyt parioH, HeBesnb ropoxn, HeBesnb 1 nocesiok u (mpm)
cranuusa (n) ",
"city": "HeBenv Topozn",
"area": "HeBemnbCKum PamonH",
"countryId": "RUS",
"zipCode": "182500",
"street": "HeBesnp 1 Ilocesok u(mnpm) craHumsa (m)",
"house": "5",
"flat": "5"

N3menenue ajpeca oCyIeCTBISETCS [0 aHAIOTUHU € 1I00aBJICHUEM, HEJIOMTYCTUMO JIeIaTh 3a1pocC
C YKa3aHHeM KOHKPETHOTO HAeHTU(HUKATOpa aapeca.

Jlisg ynaneHus MOYTOBOTO ajpeca OpraHu3allMd HEoOXOJUMO CAenaTh 3alpoc METOJA0M
DELETE na https-anpec nporpammsuoro untepgeiica ECA*. 3aronosoxk 3ampoca 10/KeH BKIIOYATh
B cebs Mapkep JOCTyla M Ter yAalseMoro aapeca (MeTKa, MOJIydeHHas MpHU 3ampoce pecypca
https://esia-portall.test.gosuslugi.ru/rs/orgs/{oid }/addrs/{addr_id}).

[Tpumep 3anpoca (pa3pbIBbl CTPOKU JaHbBI AJIsl YIOOCTBA UTEHUSA):

DELETE /rs/orgs/1000000001/addrs/13854 HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciI6MXO0
Content-Type: application/json

If-Match: "DE3372D5A4E2499C38C24E03C1919C9CA97FCF78"

Cache-Control: no-cache

45 Cepauc nocrynen no URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/addrs/{addr_id}
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Bb.7.1.4YnpaBJienre TPAaHCIIOPTHBIMH CPEJACTBAMH OPraHU3aLMH
Jyist mo6aBIIeHUS 3aIIMCH O TPAHCIIOPTHOM CPEJICTBE HEOOXO0IMMO CAETaTh 3arpoc Ha https-aapec
nporpammuoro unrepdeiica ECUA metonom POST*. 3aronoBok 3ampoca J0IKeH BKIIOYATh B ceOs
MapKep JO0CTyIa, Ter KOHTEeHHepa TPAaHCIOPTHBIX CPENICTB (METKa, MOJyYeHHas TP 3arpoce pecypca
https://esia-portall.test.gosuslugi.ru/rs/orgs/{ oid }/vhls).
Teno 3ampoca T0MHKHO BKIIOYATH CIIEAYIOUINE JaHHBIC:
— <name> — Ha3BaHUE TPAHCIIOPTHOI'O CPEIACTBA,
— <numberPlate> — rocynapcTBeHHBII HOMEPHOI! 3HAK;

— <regCertificate> — maHHBIE CBUICTEIILCTBA O PETUCTPAIUU:

<series> — cepus;
- <number> — HOMeEP.

[Ipumep 3anpoca:

POST /rs/orgs/1000000001/vhls HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc
Content-Type: application/json

If-Match: "3FEA16CB36AFC793234553C1C7CAAF89CD79A32D"

{

"name": "BA3",
"numberPlate": "A1330H199",
"regCertificate":{
"series": "1234",
"number": "123456"
}
}

JIy1st ©'3MEHEHHMSI 3aITUCH O TPAHCTIOPTHOM CPEJICTBE HEOOXO0MMO CeNaTh 3anmpoc Ha https-aapec
nporpammuoro uaTepdeiica ECUA metonom POST*. 3aronoox 3ampoca J0MKeH BKIIOYATh B ceOs
MapKep JO0CTyIa, Ter 3aluCH TPAHCHOPTHOTO CpeACTBa (MeTKa, MOJy4YEHHas MpU 3ampoce pecypca
https://esia-portall.test.gosuslugi.ru/rs/orgs/{oid }/vhls/{ vhl-id }).

Teno 3ampoca JT0JKHO BKIIFOYATh CIEAYIONIUE JaHHbIE:

— <eTag> — rer 3anucu TPaHCIIOPTHOIO CPEICTBA;

— <pame> — Ha3BaHHUE TPAHCIOPTHOIO CPE/ICTBA;

— <numberPlate> — rocyaapcTBeHHbII1 HOMEPHOH 3HAK;

— <regCertificate> — naHHbBIE CBUAETEIBCTBA O PETUCTPALUU:
- <series> — cepus;
- <number> — HOMED.

ITpumep 3anpoca (pa3pbIBbl CTPOKH JaHbI IS yJ0OCTBA YTEHUA):

POST /rs/orgs/1000000001/vhls/1000037688 HTTP/1.1
Host: esia-portall.test.gosuslugi.ru
Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc

46 Ceppuc nocrynen no URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/vhls
7 Ceppuc nocrynen no URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/vhls/{ vhl_id}
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If-Match: "3FEA16CB36AFC793234553C1C7CAAF89CD79A32D"
{
"eTag": "3FEA16CB36AFC793234553C1C7CAAF89CD79A32D",
"name": "Hoswemt BA3",
"numberPlate": "A1440H199",
"regCertificate": {
"series": "1234",
"number": "123456"
}
}

JUig ynaneHus 3amucH O TPaHCIOPTHOM CpeACTBE HEOOXOAMMO ClesaTh 3anpoc Ha https-aapec
nporpammuoro untepgeiica ECUA meronom DELETE®. 3aronosok 3ampoca J0/KeH BKIIOYaTh B ce0st
MapKep JIOCTyIla, TEr 3alMCH TPAHCIIOPTHOTO CPEIACTBA (METKa, MOJy4YEeHHas IpU 3amnpoce pecypca
https://esia-portall.test.gosuslugi.ru/rs/orgs/{oid }/vhls/{ vhl-id}).

[Ipumep 3anpoca (pa3pbIBbl CTPOKU JaHbI AJIs1 Y0OCTBA UTEHUS):

DELETE /rs/orgs/1000000001/vhls/1000037688 HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc
Content-Type: application/json

If-Match: "F040CD4DD62478E6843177FF33BB6BA1AFSECF8F"

Cache-Control: no-cache

b.7.1.5 JIuuen3uun. Ilonyyenue ot peryaupyrwomux opranuszanuii B ECUA cBenennii o
BbIa4e/0T3bIBe/M3MEHECHUAX B JULCH3HUAX

JInst moy4eHus: CBEACHUM O JIMLEH3UAX, ePEelaHHbIX peryanpyronumu opranamu B ECHA, B
pamkax paspabotanHoro BC «Ilomydenue cBemeHUN O JHMIEH3USIX OT JHMICH3UPYIOIMIMX OPraHOB B
ECHA B nensix obecnieueHus 10CcTyna K HUM B JIMYHOM kabunete smien3uara B ETINY» (VS02773v001-
TABLOO)
https://smev3.gosuslugi.ru/portal/inquirytype one.jsp?id=250804&zone=fed&page=1&dTest=false
paspaboTtan cepsuc REST API ECHUA:

1. TlomydeHue cBeIEHUH O JIUIECH3UAX:
/esia-rs/api/public/{version}/orgs/{org_oid }/doc_type
Meton HTTP — GET

doc_type = licenses

TpeOyembie CKOYIIBI:

1. org_inf?org_oid={p.org_oid};

2. org_ful?org_oid={p.org_oid};

3. org_idm?org_oid={p.org_oid};

4. org_profile?org_oid={p.org_oid};

[lepenaua cBenenuii uepe3 BC ocymiectsisiercs o tumy 3amnpoca: 3anpoc-Otser. ['ne 3anpoc B
ECHA, coxpepxamuii cBeleHUs O JIMLEH3USAX, OTIpaBIeT perynupyromas opranussius. ECUA
OTIPABJISIET OTBET, COJACPIKAIINI CTATYC BBITIOJHEHHS ONIEPALINH, a TAKKE KOJ U OMUCAaHUE OINOKYU MPU
UX HAJIUYUH.

CepBuc REST API ECHUA pazpabotan s monydeHus panee mnepeanubix B ECHUA
PEryJIMPYIOLIEN OPraHU3alKer CBEICHUMN.

Cepuc REST APl ECHA He npenycMOTpeH [l HUCHOJB30BAaHUS  BHELIHUMH
MH(OPMAMOHHBIMU CUCTEMAMH.

IIpumep 3ampoca

8 Ceppuc nocrynen no URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/vhls/{ vhl_id}
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GET https://esia-dev-k8s.test.gosuslugi.ru/esia-rs/api/public/v1/orgs/1077378135/1icenses
Host: esia-dev-k8s.test.gosuslugi.ru

Authorization:

Content-Type: application/json
B xauectBe oTBeTa BO3BPAlIalOTCAd CBEACHHA O BCCX JIMICH3HUAX, ICPCAAHHBIX permmpylomeﬁ

opranuzarueit B ECUA no nosns3oBatento FKOJI nmm UIT:

{

"stateFacts": [
"hasSize"

] r

"size":
"elements": [

{

npuMeHeHua",

BapeuHas,

0l

5,

"stateFacts": [
"Identifiable"

]l

"id": 48,

"issuerOrgName": "degmepanbHas ciyx0a O Ham30py B cbepe TpaHcnopra',

"issuerOrgOgrn": "1234567891234",
"issuerOrgInn": "1234567891",
"orgFullName": "OPTAHU3AIVA -1440020240",
"orgShortName": "OPTAHMBALNA -1440020240",
"ogrn": "2435724954245",

"inn": "8733990723",

"address": "ExarepuHOypr",

"addrFias": "b3317633-9dal0-42c7-be%a-72b9%a3el50ct",
"telNumber": "8 (846) 9517550",

"email": "samperevozchik@gmail.com",
"registrationNumber": "00534-JIC",
"issueDate": 1638738000,

"startDate": 1638738000,

"endDate": 3768411600,

"status": "lpmocraHoBaeHa",

"statusDate": 1621890000,
"statusStartDate": 1622494800,
"statusEndDate": 1638306000,
"changeDate": 1621890000,

"createdOn": 1640177458,

"updatedOn": 1640177458,
"licenseTypeActivities": {

"stateFacts": [
"hasSize"
]I
"size": 1,
"elements": [
{
"stateFacts": [
"ReadOnly"
1,
"id": 51,
"licenseId": 48,
"name": "JIMUEeH3MPOBAHME MNPOU3BONCTBA JIEKAPCTBEHHEIX CPEACTB IOJIA MEIUUMHCKOIO
"licenseTypeActivityPlaces": {
"stateFacts": [
"hasSize"
1,
"size": 3,
"elements": [
{
"stateFacts": [
"ReadOnly"
]I
"id": 98,
"licenseTAId": 51,
"address": "MockoBckasg o06jy., r.o. llénkoBo, r. LEnkKoBO, YJI.
105",
"addrFias": "58b5f765-53da-4772-8b89-4a5359255815"
}I
{
"stateFacts": [
"ReadOnly"

] 4

Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImEFjY2VzcyIsInR5cCI6IkpXVCIsInZlc
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"id": 99,
"licenseTAId": 51,

"address": "MockoBckas 06j., r.o. llénxkoBo, r. MENKOBO, Y.
3apeuHas, crtp. 105B, x.12",
"addrFias": "e3819bla-7f18-4a31-b17b-22fb0c45852d"
}l
{
"stateFacts": [
"ReadOnly"
]I
"id": 100,
"licenseTAId": 51,
"address": "MockoBckas o06j., r.o. llénxkoBo, r. MENKOBO, Y.
3apeuHas, crp. 105B, x.11",
"addrFias": "e3819bla-7f18-4a31-b17b-22fb0c45852d"

}I
"licenseTypeActivityWorks": {

"stateFacts": [
"hasSize"
]I
"size": 2,
"elements": [
{
"stateFacts": [
"ReadOnly"
]I
"id": 74,
"licenseTAId": 51,
"name": "1. [IpOM3BOIACTBEHHHE ONepaluM — JieKapCTBEHHAas

nponykums:\nl.l. Hecrepunbhas npomykums:\nl.l.l. HecrepunbHas NOponyKLUMsa (omepauuyr oB6pabOTKM OIS
crenyommMx JekapcTBeHHEX ¢opm) :\nl.1l.1.1. Kancyse B TBEPHOM OOOJIOUKE: KANCYJIBl, KaIlCYJIb
KMIIEUHOPACTBOPYMEIE, KAaICyJbl KMIEUHOPAaCTBOPUMEIE, C MNPOJIOHTMPOBAHHEIM BHCBOOOXIEHMEM, KaICyJbl C
MOAUOUUMPOBAHHEM BEICBOOOXIOEHMEM, KAICYJBEl C NPOJIOHIMPOBAHHEM BEHCBOOOXZeHMeM.\nl.l.1.2. XeBaTesbHLE
JekapcTBeHHEHEe (QOpPMBI: TabJeTKM XeBaTeJbHHEe.",
"licenseTypeActivityWorkPlaces": {
"stateFacts": [
"hasSize"
]I
"size": 1,
"elements": [
{
"stateFacts": [
"ReadOnly"
]I
"id": 104,
"licenseTAWId": 74,
"address": "MockoBckasa o6y., T.o. lénxkoBo, . lEIKOBO,
yJ3. 3apeunHas, crp. 105",
"addrFias": "58b5f765-53da-4772-8b89-4a5359255815"

"stateFacts": [
"ReadOnly"

]I

"id": 75,

"licenseTAId": 51,

"name": "2. [IpOM3BOIACTBEHHHE OlepalUuM — JIeKapCTBEHHAas
npomykumsa:\n2.1. I[Ipouas JjieKapCTBEHHAs MNPONYKLMUS WM [IPOM3BOLCTBEHHEE omnepauym: \n2.1.1.
llponzeomcTBo:\n2.1.1.1. PacTuresbHasa OPONyKUMA: Kamncyse.\n2.1l.1.2. [poyasd NOPOOYKUMA: LMUTOCTATHKN:
KalCyJEl, KallCyJEl C MNPOJIOHTMPOBAHHEIM BHCBOOOXIEHMEM, TabJjeTky, TabjeTKM, [IOKPHTHE I1JIEHOYHOM OOOJIOUKOM;
\NTOPMOHEL: T'PaHyJbl OJisl NPUTOTOBJIEHMS CYCHNEH3MM OJIs [IPpMeMa BHYTPb, KAICyJEl, [IOPOWOK I[Jis NPUTOTOBJIEHMS
CyCHEeH3uM LJjisd IpueMa BHyTpb, TabjeTku, TablleTky, NOKPHITHE IIJIEHOYHOM OOOJIOUKOM; \NIpenapaTsl, COoIepxalye
CUJIBHOIEMCTBYIE BEWEeCTBa: KaICyJE, TabieTkyu, TableTKu, NOKPHETHE OOoJjoukoi.",

"licenseTypeActivityWorkPlaces": {

"stateFacts": [
"hasSize"
]I
"size": 2,
"elements": [
{
"stateFacts": [
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"ReadOnly"
] ’

MaCCOBEIX KOMMYyHMKauUum",

\"Bpasuc\"",

"id": 105,
"licenseTAWId": 75,
"address": "MockoBckasa o6y., r.o0. llénxkoBo, 1. lEénkoBO,
yJi. 3Bapeunas, crp. 105B, k. 12",
"addrFias": "58b5f765-53da-4772-8b89-4a5359255815"
}I
{
"stateFacts": [
"ReadOnly"
]I
"id": 106,
"licenseTAWId": 75,
"address": "MockoBckasa o6y., T.o. llénkoBo, rT. MENKOBO,
yJ. 3apeuHas, crp. 105B, x. 11",
"addrFias": "58b5f765-53da-4772-8b89-4a5359255815"
}
]
}
}
]
}
}
]
}
"stateFacts": [
"Identifiable"
]I
"id": 78,
"issuerOrgName": "demepasbHasa ciayx0a [0 Hang3opy B chbepe cBa3M, MHOOPMALMOHHEIX TEXHOJIOTUM U
"issuerOrgOgrn": "1087746736296",
"issuerOrgInn": "7705846236",
"orgFullName": "OOWECTBO C OTPAHMUEHHOM OTBETCTBEHHOCTHI \"TesleBM3MOHHAS KOMIIAHMUSI
"orgShortName": "OOO \"TK \"Bpssuc\"",
"ogrn": "2435724954245",
"inn": "1007012279",
"address": "186792, Pecny®mmuka Kapemmusa, r. CopraBana, yji. l'arapuHa, n. 4",
"telNumber": "81430-48378",
"email": "brevis-tv@mail.ru",
"registrationNumber": "155699",

"issueDate": 1498078800,
"startDate": 1488661200,
"endDate": 1804194000,
"status": "gencrBywomas",
"statusDate": 1498078800,
"statusStartDate": 1498078800,
"changeDate": 1641934800,
"createdOn": 1643274132,
"updatedOn": 1643274132,
"licenseTypeActivities": {
"stateFacts": [
"hasSize"

1,

"size":

1,

"elements":

[

{
"stateFacts": [
"ReadOnly"
1,
"id": 81,
"licenseId": 78,

"name": "Vcayru cBA3u OJa uejer kabenbHOTO BemaHua",
"licenseTypeActivityPlaces":

"stateFacts":
"hasSize"

]l

"size": O,

"elements": []

}l

[

"licenseTypeActivityWorks": ({

"stateFacts":

[

{
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"hasSize"
] 4
"size": O,
"elements": []

"stateFacts": [
"Identifiable"
]l
"id": 104,
"issuerOrgName": "demepanbHas ciyxfa NO Hamg30py B chepe cBA3M, MHPOPMALMOHHEIX TEXHOJOIMNI U
MAaCCOBEIX KOMMYyHMKauUum",
"issuerOrgOgrn": "1087746736296",
"issuerOrgInn": "7705846236",
"orgFullName": "IyGOamuHOE aKLMOHEpPHOe obmecTBO \"Bumnes-KommyHumxaumm\"",
"orgShortName": "IIAO \"BemmenKom\"",
"ogrn": "2435724954245",
"inn": "7713076301",
"address": "127083, r. Mockea, yn. 8 Mapra, m. 10, crp. 14",
"telNumber": " (495) 783 07-00",
"email": "VBondar@beeline.ru",
"registrationNumber": "86429222",
"issueDate": 1304625600,
"startDate": 1304625600,
"endDate": 1778014800,
"status": "memrcTrylomasa",
"statusDate": 1304625600,
"statusStartDate": 1304625600,
"changeDate": 1619038800,
"createdOn": 1643384541,
"updatedOn": 1643384541,
"licenseTypeActivities": {
"stateFacts": [
"hasSize"
]I
"size": 1,
"elements": [
{
"stateFacts": [
"ReadOnly"
]I
"id": 98,
"licenseId": 104,
"name": "Ycnyru 11 nmomBmxkHOM pammoresiedoHHOM cBaA3u",
"licenseTypeActivityPlaces": {
"stateFacts": [
"hasSize"
1,
"size": 2,
"elements": [
{
"stateFacts": [
"ReadOnly"
]I
"id": 168,
"licenseTAId": 98,
"address": "Pecnybmmka Caxa (AxyTusa): AOGeMCKMN Yy, AOBM C, AOEIMCKMIA
y, Bemasa Topa nrr, AGwmickuy y, Jecky c, AGwmickui y, Kenr-Koenb c, AOvmickmii y, KybepraHa c, ACBIICKUMI Yy,
CelaraHHax c, AmnmaHckmui y, KyTaHa c, ANJIaMXOBCKMUM y, HudUamax c, AJJIauxXOBCKUM y, OJIEHEIOpCK C,
AnnamxoBCKUM Yy, YKaJOB C, ANJIamMxXOoBCkmMi y, UYokypmax o, AMITMHCKUM y, AMIra C, AMITMHCKUM y, Bomnyryp c,
AMTMHCKMM y, MwmxannoBka c, AMIMHCKMM y, OHHec c, AMrIuHCkui y, Cararam c, AMIMHCKuM y, CyJaraddsl c,
AMTMHCKUM y, O39MUCCH C, ByJyHCKMM y, BHKOBCKUM C, BynyHckuy y, Kiocop c, BynyHckum y, Hamba c, ByJnyHCKUM
y, Hawmel c, BynyHckuy y, Tuxcu n, BymnyHckur y, YcTb-OJjieHEK C, BEepXHEeBUIIOMCKUM Yy, Jajep C,
BepxHeBUIIONUCKUM y, JIunne-ATax C, BEepXHEKOJBIMCKUM Yy, 3BPsAHKA I, BepxXHEKOJBIMCKUM y, HememHoe c,
BepxXHEKOJIBIMCKUI y, YTas c, BepxosHckuii y, AJjEICapiax C, BepxosHckuit y, Bama c, BepxosHckuili y, Bapemac c,
BepxosHCckuil y, Bararam nrrt, BepxosHCkui y, Mauyax c, BepxosgHckuy y, Cruce-MenuTre c, BepxogHckuit y, TokyMma
c, BepxosHckuyi y, YnaxaH-Koenb c, BepxosgHckum y, OHkop c, Bunmoiickur y, KmpoBo c, Buorickuii y, YCyH C,
Topuet y, Kentwmu c, T'opuHelz y, Kioepensax c, XuraHckmii y, Baxanam c, XuraHckuy y, Becrax c, XuraHckmm y,
Xuranck c, KobBsamckum y, Baranms c, Kobsanckui y, Baramam c, Kobanckuy y, JIOKCOITWOH c, KoBsaimckum y, MacTax
c, KobGsamckuit y, Yarma c, JleHckmyr y, Baramau c, JleHckmit y, KpecToBckwmit JlecoyyacTok C, JIeHCKuM Yy, JIEHCK
T, JleHckuyn y, Hios CeBepHas c, JleHckuit y, TojsioH c, JleHckmuit y, sSpocyaBckuii c, MermHo-KaHrajacckui Yy,
Iapkemax ¢, MermHo-KanHramacckmm y, Mams c, MermHo-KanHranacckum y, Tabara c, MMpHMHCKMUM Yy, Auxasn I,
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MupHMHCKMM Yy, CBeTiyemi n, MmpHMHCKUM y, Coabmioxap ¢, Hamckum y, Bynyc c, Hamckmy y, Hamuer ¢, Hamckum y,
Xapuanax ¢, HWXHEKOJNEMCKUM Yy, AHIOPOIKMHO C, HmxHekoJNeMCKUM y, Yepckuy n, HioopOuHCKMM y, HakKbH,
HopbuHcku y, Canpuiblk C¢, HiopOuHCKMNM y, XaTe C, OMMSKOHCKMM Yy, APTHK I, OMMAKOHCKMM Yy, OKTAOPbCKMIL C,
OmMsaxkoHCKUM y, Opro-Bamaran c, OiMakoHCKuM y, Capeuiax ¢, OMMAKOHCKuM y, TepioT c, OMMAKOHCKMUM Yy, ToMTOp
c, OnMsakoHCkuM y, Wuorenm c, OnexMuHCKUM y, Keujmax"

}l

{

"stateFacts": [
"ReadOnly"
JI
"id": 169,
"licenseTAId": 98,
"address": "1lllyGmmka Caxa (AxyTusa): AOeMCKUM y, AGBNL C, AOBMCKUNA

y, Bemasa Topa nrr, ACwmICKUM y, [Jecky c, AOwmickuy y, Kenr-Koenbp c, AOemickmii y, KybepraHa c, ACBIICKUMI Yy,
CrlaraHHax ¢, AnpmaHckmui y, KyTaHa c, AnNJamMxOBCKMUM y, HeUamnax c, AJauxoBCKuyM y, OJIeHETOpCK C,
AnnamMxOoBCKM y, UkajioB C, ANJamMXOBCKUM y, Yokypmax I, AMIMHCKUM Yy, AMra c, AMI'MHCKUM Yy, Bomyryp c,
AMTUMHCKMUM y, Muxanmoeka c, AMIMHCKuUM y, OHHec c, AMIuHCKMM y, CaTaram c, AMI'MHCKUM y, Cyjarauusl C,
AMTMHCKUM y, O9MMCCHE C, BynyHCKkmi y, BHKOBCKMUM C, BynyHckum y, Kiocop c, BynyHckuy y, Hamba c, BysnyHCKu
y, Hamel ¢, BynyHckum y, Tuxcm n, BynyHckum y, YcTb-OjieHEeK C, BepxHeBUINIOMCKUM Yy, [Jajep C,
BepxHeBuIONCKMUM y, JImnne-ATax C, BepXHEKOJBIMCKUM Yy, 3HpPSHKaA I, BepxXHeKOJBMCKMUM y, HememHoe c,
BepxHEKOJBIMCKUM y, YTasa c, BepxosHckuit y, Ajnelcapliax C, BepxosHckuit y, Bamna c, BepxosHckuy y, Bapemac c,
BepxosHckuil y, Bararam nrrt, BepxosHckui y, Madax c, BepxosaHckum y, Croce-Melure c, BepxogaHckui y, TokyMma
c, BepxosHckuy y, YnaxaH-Koenb c, BepxosaHckum y, OHKop c, Bumoiickui y, Kmposo c, Buiolckmit y, YCyH C,
Topuet y, Kentmn c, TopHell y, Kioepensax c, XuraHckui y, BaxaHam c, XmuraHckum y, Becrax c, XuraHckmm y,
Xuraunck c, Kobsamckuy y, Barazms c, Kobanckum y, Baraman c, Kobarnckuym y, JlokcorioH c, KoBsairckui y, MacTax
c, Kobsamckmit y, Yarma c, JleHckmu y, Baramayu c, JleHckmit y, KpecrToBckwmit JlecoydyacTok c, JleHCKuM y, JIEHCK
r, JleHckun y, Hios CeBepHasa c, JleHckuy y, TojyoH c, JleHCKuM y, HApocnaBckKuy c, MermHo-KaHTajlacckKuy y,
IHapkemax ¢, MermHo-KaHramacckmit y, Mana c, MermHo-Kauranacckuyu y, Tabara c, MMpHMHCKMM y, AMxasna I,
MupHMHCKUM y, CBeTuswli n, MupHmMHCKuMM y, Conbpniokap c, Hamckuy y, Bymnyc c, Hamckum y, Hawmuel ¢, Haumckum y,
Xapesayax ¢, HMXHEKOJBIMCKUM Yy, AHIOPIOMWKMHO C, HmxHeKkoJBIMCKMM y, UYepckuy n, HiopOuHCckuM y, HakbH,
HiopObuHCckuy y, Cambliblk C, HiopOuHCKMM y, XaTel c, OMMAKOHCKMM Yy, APTHK I, OMMAKOHCKMUM y, OKTAOPbCKMM C,
OMMAKOHCKUM y, OpTo-BamaraH c, OmMakoHckmit y, Capewiax c, OMMsakoHckuy y, TepioT c, OMMAKOHCKMI y, ToMTop
c, OnmMakoHCkuM y, Wuorem c, OnexMuHCKUM y, Kouimax "

}

}I
"licenseTypeActivityWorks": {
"stateFacts": [
"hasSize"
]I
"size": O,
"elements": []

"stateFacts": [
"Identifiable"
1,
"id": 120,
"issuerOrgName": "demepasbHas ciayxfa [0 Han30py B chbepe cBa3M, MHOOPMALMOHHEIX TEXHOJIOTUM U
MAaCCOBEIX KOMMYHMKauUumn",
"issuerOrgOgrn": "1087746736296",
"issuerOrgInn": "7705846236",
"orgFullName": "AxkumoHepHOe obmecTBO \"ApkTUKTesgexoMmM\"",
"orgShortName": "AO \"ATK\"",
"ogrn": "2435724954245",
"inn": "1435360411",
"address": "677027, Pecnybmmka Caxa (fAxkyTusa), r. fAxkyrck, yin. Oxkrabpbckas, m. 10/1",
"telNumber": " (4112) 351-413, (4112)322-019, 425-820",
"email": "post@tctr.ru",
"registrationNumber": "249799",
"issueDate": 1480971600,
"startDate": 1620334800,
"endDate": 1667509200,
"status": "gmencrBynomas",
"statusDate": 1480971600,
"statusStartDate": 1480971600,
"changeDate": 1622754000,
"createdOn": 1644237033,
"updatedOn": 1644237033,
"licenseTypeActivities": {
"stateFacts": [
"hasSize"
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] r

"size": 1,

"elements": [
{
"stateFacts": [
"ReadOnly"
]l
"id": 144,
"licenseId": 125,
"name": "Ycayru cBA3M OJiA LeJleM 3QMPHOTO BewaHua",
"licenseTypeActivityPlaces": ({
"stateFacts": [
"hasSize"
]l
"size": 1,
"elements": [
{
"stateFacts": [
"ReadOnly"
]I
"id": 230,
"licenseTAId": 144,
"address": "dAxyTus): AOwmickmit y, AGeNI c, AOeBmiCKMM y, Besasa Topa

nrr, A6emickmuy y, Jecky c, A6emickuit y, Kenr-Kwoenb c, AOwmickuy y, KyBepraHsa c, AOemickmit y, CharaHHax C,
AnpaHckuM y, KyTaHa c, AmnamxoBCKuM y, Helganmax c, AmnamMxoBCKuM y, OJIEHETOPCK C, AJJIaUXOBCKUM y, UKaJoB
c, AnnauxoBCKuM y, Yokypmax I, AMIMHCKMNM y, AMra c, AMIMHCKMNM y, Bonyryp c, AMI'MHCKUM y, MmuxanjloBKa C,
AMTUMHCKMM y, OHHec c, AMI'MHCKUM y, Cararam c, AMIMHCKMUM y, CyJaraddel ¢, AMIMHCKMUM Yy, OMUCCH C, ByJyHCKMIA
y, BelkoBCckuiM c, BynyHckui y, Kociop c, BynyHckuym y, Hamba c, BynyHckuy y, Hawmel ¢, BynyHckum y, Tuxcu 1,
BynyHckuit y, YcTb-OJeHeK c, BepxHeBuioMckmuit y, Hajelp C, BepxHeBuoMckmit y, Jlunne-ATax c,
BepxXHEKOJIEIMCKMI y, 3BPSHKA I, BepXHEKOJBIMCKUM Yy, HejneMmMHOe Cc, BepxXHEKOJBIMCKMM y, YTasd C, BepxosHCKui Yy,
Anelcapnax Cc, BepxosgHckuy y, Bajna c, BepxosHckuit y, Bapeulac ¢, BepxogHckuy y, Bararay nrr, BepxXoSHCKUM
y, Mauax c, BepxosHckuit y, Cece-Meuure c, BepxosHckuit y, Tokyma c, BepxogHckuy y, YiaaxaH-Koenb c,
BepxosaHckuy y, OHKkoOp c, Bumoiickui y, Kmporo c, Buorckumit y, YcyH c, I'opuet y, KentwmH c, T'OpHEM Yy,
Kioepenax c, XuraHckmit y, Baxana c, XuraHckuM y, Bectax c, Xwuranckmm y, XmraHck c, KoBsanckuit y, Barans
c, Kobanckum y, Baraman c, Kobsamckui y, JlokcorioH c, Kobanckum y, Macrax c, Kobsamckum y, Yarma c,
JleHckuy y, Barawman c, JleHckuy y, KpecroBckmit JlecoyuacTok c, JleHckuit y, JleHck T, JleHckmuit y, Hioa CeBepHas
c, Jleuckun y, TomoH c, JleHCKuM y, fApocmnaBckuyt c, MermHo-KaHTasacckuit y, Japkewiax c, MermHo-KaHTajiacckKmui
y, Mamsa c, MermHo-KaHramnacckuy y, Tabara c, MUPHMHCKUM Yy, ANxaj 0o, MUPHMHCKUM y, CBeTsBlM II, MUPHMHCKUN
y, Conbmokap ¢, Hamckmit y, Bynyc c, Hamckum y, Hawmuer ¢, HaMckuy y, Xapwdainax C, HMXHEKOJBIMCKMNA Y,
AHIOPIOWKMHO C, HmXHeKOJNEMCKMUM Yy, UYepckmy 0, HiopbmumHckmi y, HakeH, HiopObuHckmyn y, Canbuielk c, HoOpOMHCKUM Yy,
XaTer ¢, OMMSAKOHCKUM Yy, APTHK I, OMMAKOHCKMUM y, OkTabpbckmuit c, OMMAKOHCKMM y, Opro-BanaraH c,
OMMAKOHCKUM y, Capwsliax c, OuMaKoHCkuM y, TepiooT c, OMMAKOHCKUM y, TomTop c, OMMAKOHCKMM y, Ouoren c,
OnexMuHCKUM y, Keumnax c, OJjexkMuHCKMMA y"
}
]
}I
"licenseTypeActivityWorks": {
"stateFacts": [
"hasSize"

1,

"size": 0,

"elements": []

Crpykrypa otBeTa B popmare JSON:
1. stateFacts - mapamerp, yka3blBalOIIUK Ha (hakThl O MPENOCTABIAEMBIX CBeACHUAX. [IpuHUMAaeT
3HauYeHHE:
2. Identifiable — umeer uneHTHPUKATOP (HAIPUMEDP, 3TO KOHKPETHBIN KOHTAKT WM JOKYMEHT);

id - yHUKaIbHBIA HICHTU(DUKATOP JOKYMEHTA, COJEPIKaIero CBEACHUS O JIMIEH3UX;
issuerOrgName - HaMMEHOBaHME JUIEH3UPYIOIIETO OPraHa;
1ssuerOrgOgrn - OI'PH nuuensupyromero oprasa;
issuerOrgInn - THH nunensupyroniero oprasa;
HaumenoBanue UIT/0O00
8. spName - ®amunus, Mms, OTdecTBo (MpU HATMYUM) UHIUBUAYATBHOTO MPEANPUHUMATEIIS;

ok w
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11.
12.
13.

14.

15.

16.

17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.

9. orgFullName - [lo1HO€ HauMeHOBaHKWE OpraHU3aLUH;

10. orgShortName - CokpailieHHO€ HauMEHOBAaHUE OPraHu3aIul
ogrn - OI'PH OJI unu OPTHUIT,;
inn — MTHH KOJI unu MHH UIT
address - azapec MecTa HaXOXXJIEHHUS OpraHM3allUM WM CBEIEHHS O MECTe JHKHUTEIbCTBA
WH/IMBHYAILHOTO TPEAIIPUHAMATEIIS;
addrFias - ®UAC (GUID-xox) - rno0anbHblil yHUKANIbHBINA UICHTU(PUKATOP aJIPECHOTO 00bEKTA -
aZipec MecTa HaXOXKJICHHS OPraHM3allui WU CBEICHUS O MECTE JKUTEIhCTBA WHAWBUIYaJIHLHOTO
PEIIPUHIMATEIS;

telNumber - Homep TenedoHa opraHuMzanMu WM HOMEp TeneOHA HHIUBUAYaIHHOTO
MpeaIIPpUHUMATEIS;
email - OJICKTPOHHAA TIOo4YTa OpraHu3aliii HWJIKW J3JICKTPOHHAsA IIO04YTa HWHAWBUAYAJIBHOI'O
NpeAIIPUHUMATEIIS;

registrationNumber - perucTpaMOHHbIN HOMEp JUICH3UH;
issueDate - Jlata npenocTaBiieHus JIUIICH3UH;
startDate - /lata Hauasna J1eMcTBUS JIUICH3UH;
endDate - J/lara oKOHYaHUS JEHCTBUS JIUIICH3NUH;
status - CraTyc JULIEH3UH;
statusDate - Jlata onpenenenus craryca;
statusStartDate - Jlata BCTyIieHUs cTaTyca B CHILY;
statusEndDate - J[ata okoHuaHus1 IEHCTBUA CTATyCA;
changeDate - /lata BHeceHUs1 U3BMEHEHUH B peecTp JUICH3HI;
createdOn - OTMETKa BpEeMEHH CO3/IaHUSI IOKYMEHTA;
updatedOn - oTMeTKa BpeMeHU OOHOBJICHUS JOKYMEHTA;
licenseTypeActivities - cBeleHHUS O JIMIICH3UPYEMBIX BHAAX JACATEIBHOCTH, Ha KOTOPBIE BBIJaHA
munen3us. KommiekcHoe nose:

29. stateFacts - mapaMmeTp, yka3bpIBarolIuii Ha (paKThl O MpeAoCTaBIsAeMbIX cBeaeHUsX. [[punrmaer

3HAYEHUS:
30. hasSize — numeet pa3mep (Hampumep, A1 KOJUICKIIMH YKa3bIBAET HA YHUCIIO JIEMEHTOB

KOJIJICKIIUH )

31. size — mapameTp, yKa3bIBAIOIINI HA KOJIMYECTBO aTpUOYTOB B MaCCHUBE;
32. elements — mapameTp, coaepkauuii HHOOPMAIUIO O JIMIICH3UPYEMBIX BUAAX ACSITCIBHOCTH,
Ha KOTOpbIC BbIJIaHa JInIeH3us1. KoMriekcHoe moste:
33. stateFacts - mapamerp, yka3bpIBaromuid Ha (DaKThl O TPEIOCTABISEMBIX CBEIACHHSIX.
[IpuHuMaeT 3HaYCHHMS:
34. ReadOnly — 00BEKT TOJBKO JIJ1s1 UTEHUS;

35.id - yHUKanpHBIM HAEHTU(DUKATOP TOKYMEHTa, COJAEP)KAILEro CBEICHHS O
JMILIEH3UPYEMBbIX BUJAX JAEATEIILHOCTH, HA KOTOPbIE BblIaHa JIULIEH3US;
36. licenseld — mapamerp, yka3pIBalOIIMii Ha YHUKAJIbHBIA HUICHTH(PHUKATOP JOKYMEHTA,
COJIepKAallero CBEJICHUS O JIULIEH3UAX;
37. name - HaMeHOBaHME JIMLEH3UPYEMOT'0 BU/IA JACATEIBHOCTH;
38. licenseTypeActivityPlaces - cBeneHust 0 MecTe OCyIIECTBIECHHUS JIMLIEH3UPYEMOTO BHIA
nesitenpHOCTH. KoMIekcHoe noie:
39. stateFacts - mapamerp, yka3bIBalolIMii Ha (GaKThl O IPEAOCTABIIEMBIX CBEICHUSAX.
[IpyHnMaeT 3HaueHU:
40. hasSize — umeeT pa3zmep (HarmpuMmep, A1 KOJUIEKIUHU YKa3blBaeT HA YHUCIO

9JICMCHTOB KOJ'IJ'ICKL[I/II/I);
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41. size —

napameTp, YKa3bIBaroIuii Ha KOJIMYECTBO aTpuOYTOB B MAaCCHBE;

42. elements — mapamerp, coAepKal[uii MHPOPMALMIO O MECTe OCYIIECTBICHUS
JMLEH3UPYEMOTro BUA JeaTebHOCTH. KoMIulekcHoe moie:

43.

45.

46.

47.

48.

stateFacts - mapamerp, ykasbIBaromuii Ha (GakThl O MPEAOCTABIAEMBIX
cBeneHusax. [IpuHuMaet 3HaueHus:
44. ReadOnly — 00BEKT TOJILKO /ISl YTCHHUS;

id - yHUKaNbHBIA UACHTU(UKATOP TOKYMEHTA, COJIEPKAIIEro HHPOPMAIIIO
0 MECTe OCYIECTBICHUS JIMIEH3UPYEMOT0 BU/Ia IEATEIbHOCTH;
licenseTAId - mapamerp, yka3bIBaromWii HA YHUKAIBHBIN HICHTU(DUKATOP
JOKYMEHTa, COJIEpXKAIlero CBEACHUS O JIMICH3UPYEMBIX  BHUAAX
JIeITeTPHOCTH, Ha KOTOPBIE BBIJAHA JINIICH3US;

address - Agnpec MecTa OCYIIECTBIEHHS JHUIEH3UPYEMOro BHJA
JeITeITbHOCTH;

addrFias - ®UAC (GUID-kopx) - rino6anbHblii yHUKAIbHBIN UACHTU(PUKATOD
aJlpeCHOT0 OOBEKTa - apec MECTa OCYIIECTBIICHNUS JUIIEH3UPYEMOTO BHIA
JeITEeITbHOCTH;

49. licenseTypeActivityWorks - Beimonnsemble paOoTbl, OKa3blBaeMble YCIYTH,
COCTABJISIFOIIME JTUIICH3UPYEMBIH BUJ JEATEIHHOCTH, a TAaKKE CBEICHHS O MecTe
OCYIIIECTBIICHHSI  BBITIOJHSAEMBIX  pabOT, OKa3bIBAEMBIX YCIYI, COCTABIISFOIINX
TUICH3UPYEMBIH BU JeITenbHOCTH. KoMITIeKcHOE mote:

50. stateFacts - mapameTp, yka3bIBaOIIUi Ha (PaKThI O MIPEAOCTABISIEMBIX CBEJICHUSX.
[IpuHrMaeT 3Ha4YeHUS:

51.

52. size —

hasSize — umeet pasmep (Hampumep, A KOJUIEKIIMHM YKa3bIBaeT HA YHCIIO
3JIEMEHTOB KOJUICKITUH );

napameTp, YKa3bIBalOIUil Ha KOJIMYECTBO aTpUOYTOB B MacCHBE;

53. elements — mapamerp, coaepkamuidi WHOOPMAIMIO O BBITOJHAEMBIX padoTax,
OKa3bIBAEMBIX YCIyTaX, COCTABJISIFOIINX JHIICH3UPYEMBIH BHUJ JCATEIBHOCTH, a
TaKKe CBEJCHUS O MECTE OCYIIECTBJICHHUS BBIMIOJIHAEMBIX Pa0OT, OKa3bIBAEMBIX
YCIIYT, COCTABIISIOIINX JIMIICH3UPYEMbIH BUJI JAeaTelIbHOCTH. KoMITIIeKCHOE mmoJe:

54.

56.

57.

38.

59.

stateFacts - mapamerp, yka3bIBalOIIMH Ha (GaKTBl O MPEIOCTABIACMBIX
cBeficHusIX. [IpuHUMaeT 3HAYCHHMS:
55. ReadOnly — 00BEKT TOJBKO ISl YUTECHUS;

id - yHMKaJIbHBIN UAEHTU(UKATOP TOKYMEHTa, COJIepKalero nHhopMaIuio
O BBINOJHAEMBbIX paboTaX, OKa3bIBaEMBIX YCIyrax, COCTaBJISIONINX
JUIEH3UPYEMbId BUJA JACATEIBHOCTH, a TakKe CBEJIEHUS O MecCTe
OCYILIECTBIICHUSI ~ BBIMOJHIEMBIX  paboT, OKa3bIBa€MBIX  YCIYT,
COCTaBIISIOLIUX JTUIICH3UPYEMbIH BUJ I€ATEIHHOCTH;
licenseTAId - mapamerp, yka3blBalOIIUN HA YHUKAIbHBIA UICHTHUPHUKATOP
JOKYMEHTa, COJAEp)KAIllero  CBEIEHUS O  JIMIEH3UPYEMBIX  BHJAX
NEeSITeNIbHOCTH, Ha KOTOPbIE BBIJIaHA JIIEH3US;
name - BBINOJHSEMbIe pPabOThI, OKa3bIBa€Mble YCIYTH, COCTABISIOLIUE
JULECH3UPYEMBIN BUJI AE€ATEIBHOCTH;
licenseTypeActivityWorkPlaces - CeneHuss 0 MeCT€ OCYILECTBICHHS
BBITIOJTHAEMBIX pador, OKa3bIBaEMBIX YCIIYT, COCTaBJISAIOLIUX
JULEH3UPYEMBIN BUJI AeATEIbHOCTU. KOMIUIEKCHOE TOJIE:

60. stateFacts - mapameTp, yKa3bIBaroluii Ha (aKkThl O MPEIOCTABISIEMbIX

cBefeHMsIX. [IpuHuMaer 3HadeHMS:
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61. hasSize — umeet pa3mep (Hanpumep, 1751 KOJUIEKIIMU YKa3bIBAET
Ha YHUCJIO JIEMEHTOB KOJUICKIINH);

62. size — mapameTp, yKa3bIBAIOIINI Ha KOJIMYECTBO aTPHOYTOB B MACCHBE;

63. elements — mapameTp, coaepKamii HWHPOPMAIIMIO O MECTe

OCYIIIECTBIICHUSI  BBITIOJNHSAEMBIX PabOT, OKa3bIBAEMBIX  YCIIYT,

COCTAaBIISIONINX JIMIICH3UPYEMbIi BHJ JesATeIbHOCTH. KomIuiekcHoe
noJe:

64. stateFacts - mapamerp, YyKa3plBapOImui Ha (HaKTBl O

MPEIOCTABIIIEMBIX CBeJIcHUAX. [[prHIMaeT 3HaYCHMS:
65. ReadOnly — 00BEKT TOJMBKO IS UTEHUS;

66.1d - yHUKaldbHBIH WAECHTU(DUKATOP JOKYMEHTA, COJEPKAIEero
uH(OpMaII0O 0 MECTe OCYIIECTBICHHUS BBITIOIHIEMBIX PaloT,
OKa3bIBAEMBIX YCJIYT, COCTaBJIAIOIINUX HHH@HSpreMBIﬁ BHUJT
NeSITeTbHOCTH;

67. licenseTAWId - mapametp, ykasplBaromMii Ha YHHMKaJIbHBIN
UICHTH(PHUKATOP JTOKYMEHTa, COJEpKaliero HWHPOPMAIHIO O
BBITIOJTHSIEMBIX paborax, OKa3bIBaAEMBIX yCIyTax,
COCTaBJIAOIINX JII/ILIeHSPIpyeMI)Iﬁ BUO ACATCIIBHOCTH, a TaKXKE
CBCIACHUA O MCECTC OCYHICCTBICHUSA BBINIOJTHACMBIX pa60T,
OKa3bIBAEMBIX YCJIYT, COCTAaBIISIIOIIUX JIMIIEH3UPYEMBIA BHU]I
NeSITeITHbHOCTH;

68. address - Axpec MecTa OCYIIECTBJICHHS BBITIOTHSIEMBIX padoT,
OKa3bIBAEMBIX YCIYT, COCTAaBJIAIOUIMX JIMLIEH3UPYEMBIH BUA

NeSITeTbHOCTH;
69. addrFias - ®UAC (GUID-xox) - 1100 IbHBIA YHUKAJIBHBINA
uaeHTU(UKATOp  aApecHoro o0BeKTa - aapec  MecTa

OCYILIECTBJICHUS BBIMOJHAEMBIX DPAa0OT, OKa3bIBaEMbIX YCIYT,
COCTaBIIAIOLIUX JTUIEH3UPYEMbIH BUJ 1€ATEIHHOCTH;

Hns mannoro REST API peanmn3oBana BO3MOXKHOCTh 3ampoca JAaHHBIX C JOTOJHHUTEIbHBIM
napameTpom B URL 3ampoca:

regNumberOrTaName={peructpaiiuoHHbIii HOMEP JULEH3UN WM HAUMEHOBAaHUE JHUIEH3UPYEMOTO
BH/JIA JICATEIBHOCTH } — OCYILIECTBICHUE MOUCKA CBEICHUH O JIMIIEH3USIX 0 PErUCTPAIMOHHOMY HOMEPY
JTUIEH3UN WK HAaUMEHOBAHUIO JTIUIEH3UPYEMOTO BHIA ACSITETbHOCTH.

ITpumep 3ampoca

GET https://esia-dev-k8s.test.gosuslugi.ru/esia-
rs/api/public/v1/orgs/1077376368/1licenses?regNumberOrTaName=00534-JIC

Host: esia-dev-k8s.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzI1INiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc
Content-Type: application/json

B kauecTBe oTBeTa BO3BpAIIAOTCA CBCACHHUA O JIMOCH3UAX, COACPIKAIIUC peFI/ICTpaI_II/IOHHHﬁ

HOMCD JIMIICH3HU, YKaSaHHHﬁ B 3a1poce:
{

"stateFacts": [
"hasSize"

] 14
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"size'

Ug i,

"elements": [

{

"stateFacts": [
"Identifiable"
] r
"id": 48,
"issuerOrgName":
"issuerOrgOgrn":
"issuerOrgInn":
"orgFullName":
"orgShortName":
"ogrn":
"inn": "8733990723",
"address":
"addrFias":
"telNumber": "8
"email":
"registrationNumber":
"issueDate":
"startDate":
"endDate": 3768411600,
"status":
"statusDate":
"statusStartDate":
"statusEndDate":
"changeDate":
"createdOn":
"updatedOn":

(846)

"stateFacts": [
"hasSize"

] ’

"size": 1,

"elements": [

{

"®OemepanbHasa ciayxba IO Hams3opy B chepe TpaHcnopra",
"1234567891234",

"1234567891",

"OPTAHMUBALNSA -1440020240",
"OPTAHMU3ALNSA -1440020240",

"2435724954245",

"ExaTepuHObypr",
"b3317633-9da0-42c7-be%a-72b%a3el50ct",

9517550",

"samperevozchik@gmail.com",

"00534-jC",

1638738000,

1638738000,

"llpuocTaHoBIeHA",
1621890000,
1622494800,
1638306000,
1621890000,
1640177458,
1640177458,
"licenseTypeActivities":

{

"stateFacts": [
"ReadOnly"

] r

"id": 51,

"licenseId":
"IN eH3YPOBAHYE NPOM3BOACTBA JIEKAPCTBEHHHX CPEICTB IOJS MEOMLUMHCKOTO

"name" :

npuMmeHeHusa",

BapeudHas,

BapeuHas,

48,

"licenseTypeActivityPlaces": {
"stateFacts": [
"hasSize"

1,

"size":

3,

"elements": [

{

. 105",

crp. 105B, x.12",

"stateFacts": [
"ReadOnly"

1,

"id": 98,

"licenseTAId":

"address":

Sy

"MockoBckasg obJs., r.o0. lénkoro, 1. llénkoso,

"addrFias": "58b5f765-53da-4772-8b89-4a5359255815"

"stateFacts": [
"ReadOnly"
] r
"id": 99,
"licenseTAId": 51,
"address": "MockoBckasg 00J., I'.O.

lénxkoso, 1. llEénkoBO,

"addrFias": "e3819bla-7f18-4a31-bl17b-22fb0c45852d"

"stateFacts": [
"ReadOnly"

]I

"id": 100,

"licenseTAId": 51,

N

V1.
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"address": "MockoBckasa o6y., r.0. llénkoBo, r. LENKOBO, YJI.
3apeuHas, crp. 105B, x.11",
"addrFias": "e3819bla-7f18-4a31-b17b-22fb0c45852d"

}l
"licenseTypeActivityWorks": {

"stateFacts": [
"hasSize"
]l
"size": 2,
"elements": [
{
"stateFacts": [
"ReadOnly"
JI
"id": 74,
"licenseTAId": 51,
"name": "1. [IpOM3BOIACTBEHHHE ONepaluM — JieKapCTBEeHHAas

nponykums:\nl.l. Hecrepunbhas npomykums:\nl.l.l. HecrepunbHas NponyKLUusa (onepauuy oBpabOTKM OJIs
crenyommMx JekapcTBeHHEX ¢opm) :\nl.1l.1.1. KancyJssl B TBEPIOM OOOJIOUKE: KAICYJIBl, KaICyJIE
KMIIEUHOPACTBOPMMEE, KAalCyJbl KMIEUHOPACTBOPUMEIE, C IIPOJIOHIMPOBAHHEM BBICBOOOXIEHMEM, KAaICyJBl C
MOAUOUUMPOBAHHEIM BEICBOOOXIEHMEM, KAICYJE C NPOJIOHIMPOBAHHEM BEHCBOOOXZeHMeM.\nl.l.1.2. XeBaTesbHLeE
JIeKapCTBEeHHEe QOPMEI: TabJIETKM XeBaTeJbHEE.",
"licenseTypeActivityWorkPlaces": {
"stateFacts": [
"hasSize"
]I
"size": 1,
"elements": [
{
"stateFacts": [
"ReadOnly"
]I
"id": 104,
"licenseTAWId": 74,
"address": "MockoBckasa o6y., T.o. llénxkoBo, T. lEIKOBO,
yJi. 3BapeunHas, crtp. 105",
"addrFias": "58b5f765-53da-4772-8b89-4a5359255815"

"stateFacts": [
"ReadOnly"

1,

"id": 75,

"licenseTAId": 51,

"name": "2. [IpOM3BOIACTBEHHHE OlepaluM — JieKapCTBEHHAas
nponykums:\n2.1l. IIpoyas JeKapCTBEHHAas NPOOYKLUMS MM [NPOM3BONCTBEHHEHE omnepaumm:\n2.1.1.
llporzBomcTBo:\n2.1.1.1. PacTuresnbHas OPONyKUMSA: Kamcyse.\n2.1.1.2. [lpoyas OPOOYKUMSA: LUTOCTATHUKN:
KarcyJbl, KaICyJEl C IPOJIOHTMPOBAHHLIM BEICBOOOXIEHMEM, TabieTKu, TabJjleTKy, [NOKPLITEHE IJIEHOYHOM OOOJIOYUKONM;
\NTOPMOHEI: TPAaHYJE IJid NPUTOTOBJIEHMS CYCHNEH3UM OJiS NPUEeMa BHYTPb, KAaICyJbl, [NOPOWOK IJS NPMUIOTOBJIEHUS
CYCHEeH3UM IJjid IpYeMa BHYTpPb, TabjeTkyu, TableTKy, NOKPHTHE IJIEHOYHOM OOOJIOUKOM; \NnIpenapaTs, COoIepxalye
CUJIbHOIEMCTBYIME BEWEeCcTBa: KalCyJe, TabileTkyu, TabjleTKy, NOKPHTHE oOO0oJoukoi.",

"licenseTypeActivityWorkPlaces": {

"stateFacts": [
"hasSize"
]I
"size": 2,
"elements": [
{
"stateFacts": [
"ReadOnly"
]I
"id": 105,
"licenseTAWId": 75,
"address": "MockoBckas o06j., r.o. llénkoBo, T. LEIKOBO,
yJi. 3Bapeunas, crtp. 105B, k. 12",
"addrFias": "58b5f765-53da-4772-8b89-4a5359255815"

"stateFacts": [
"ReadOnly"
] 4
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"id": 106,

"licenseTAWId": 75,

"address": "MockoBckasa o6y., r.o. llénxkoBo, 1. lEnkoBO,
yJi. 3apeunas, crp. 105B, k. 11",

"addrFias": "58b5f765-53da-4772-8b89-4a5359255815"

Jia BC, B paMKax KOTOPOTO OCYILECTBISIETCS Nepeadya peryivpyroliiMi OpraHu3alusIMU
CBEICHMI O JINLEH3USX, IPEAYCMOTPEHBI BO3MOXKHbIE KoJ1bl Bo3BpaTa 1 OnMcaHus KOJ0B BO3Bpara:

Ne Kon Bo3Bpara Omucanue koxa KomMmenTapuu
BO3BpaTa
1. | ESIA-039230 Henocrarouno npas COOTBETCTBYET CUTYyallMH, KOTJ1a MHEMOHHUKA
U1 OOHOBIIEHUS NC, oTripaBHBILIEN 3a1IpOC, COIEPKAIIHM
JUIEH3UU OOHOBJICHHBIE CBEJICHUS O paHee MepeiaHHOo
B ECHA nuiieH3nn, He COBIIAJAET C
MHeMoHukou MC, oTripaBuBIIEi 3ampoc,
CoJIeprKalluil CBEICHUS O JIMIEH3UH,
nepenannoii B ECHA BnepBbie, IpU yCIOBUU
COBIAJCHUS TPEX aTpUOYTOB KJIOYA -
uneHTuukaropa aureHsun B ECHUA:
licenseRegNumber + licenseDate + ogrn niu
ogrnip
> | ESIA-030003 HeBepHo yka3zaHbl CoOOTBETCTBYET CUTYallMH, KOTJa YKa3aHHbIE
napaMmeTpsl B 3aIpoce MapaMeTpsl He COOTBETCTBYIOT
TpeOOBaHUsIM PYKOBO/ICTBA NoJib3oBatens BC
3. | ESIA-000001 Buyrpennsis ommoOka CoOOTBETCTBYET CUTYaIlMH, KOTJa IPOU301LIa
BHYTpPEHH:Is omrOka Ha ctopoHe ECUA
B.7.2 Ynpasienue NpUIJIAIIEHUAMU AOJIKHOCTHBIM JHLAM,

3apeructpupoBanibiM B ECHUA, Ha mnpucoennHenne K Y3 COOTBeTCTBYHOUIEH

OpraHu3anuu
[Iporpammustit uatepdeiic ECUA no3BosiseT BBIIONHSTh Cleaylomue QyHKINH:
— IPOCMOTP OTIPABJIEHHBIX, HO HE NPUHATHIX MPUTJIALIEHUN;
— (opmupoBaHuE HOBOTO MPUTJIAIICHHS;

— OT3bIB paHCC OTIIPABJIICHHOI'O ITPHUIJIAIIICHUS.
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JUnst mpocMOTpa OTIPaBJICHHBIX NPHUIVIAIIEHUN HEOOXOAMMO cienaTh 3ampoc Ha https-aapec
nporpammuoro uarepdeiica ECUA meromom GET*. 3aronosok 3ampoca 10JbKeH BKIHOYATh B ceOst

Mapkep fnocryna. [Ipumep 3ampoca:

GET /rs/orgs/1000000001/invts HTTP/1.1
Host: esia-portall.test.gosuslugi.ru
Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc

B kauectBe otBeTa ECHA BO3Bpalaer nepeyeHb NpUIIIAIEHU HA PUCOEIUHEHUE K JAHHON

opranusanuu. [Ipumep orsera:

{

"stateFacts": [
"LastPage",
"Paginated",
"FirstPage"

] 4

"pageSize": 10,

"pageIndex": 1,

"elements": [
"https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000001/invts/671621",
"https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000001/invts/671620",
"https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000001/invts/671600"

Jlnst monydeHus JaHHBIX 00 OTIAENBHOM MPHUIJIANICHHH HEO0OXOJMMO BBITIOJHUTH 3ampoc
MetoaoM GET no agpecy ¢ TaHHBIMU KOHKPETHOTO Mpuriiamenus. Kaxioe npurianieHne OnuchIBaeTCst
CJIEIYIOIMMH TTapaMeTPaMU:

— <invtld> — uaenTH(dUKATOP TPUTTAICHHS;

— <eTag> — rer 3anucu npuriameHus;

— <email> — aapec, Ha KOTOPBIH OBLIO OTIPABJICHO MPUTIIANICHUE;

— <firstName> — uMs MpUTIIaIIaeMoOro COTPY/IHHKA;

— <lastName> — ¢amMuiIns NpuUrianiaeMoro COTpyaHHIKa;

— <middleName> — 0T4eCTBO MpHUTIIAIIaeMOTr0 COTPYAHUKA (HE0O0A3aTEIbHO);

— <snils> — CHWJIC npurnamaemMoro coTpyaHuka (Heo0s3aTeNIbHO);

— <status> — craryc npurianieHus (IpuHUMAaeT 3HaueHue «Ay» (akTuBHO) U «I» (MHULIMMPOBAHO,

HO HE OTIPABIIEHO));

— <createdOn> — narta oTnpaBiIeHUs IPUTIIAICHUS;
— <groups> — rpymnmna, B KOTOPYI OyJeT BKJIIOYEH IO0Jb30BaTeNb (YKa3bIBaeTCs MHEMOHHKA

rpyIibl) (HEOOSI3aTENBHO).

4 Cepauc nocrynen no URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/invts
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[Ipumep onucaHus IpUTIAILICHNS:

"stateFacts": [
"Identifiable"
]I
"eTag": "E4EFE25E314136A0EBODC4EB68DF4B5C185D3E4E",
"invtId": 671600,
"email": "test@mail.ru",
"firstName": "MBau",
"lastName": "lBaHOB",
"middleName": "Brnagummporuu",
"status": "A",
"createdOn": "23.10.2015",
"groups": [
"ORG_ADMIN"
]

UToOBI OTIIPaBUTH MpUTJTIAIICHHE, HEOOXOAUMO CeNaTh 3ampoc Ha https-aapec mporpaMMHOTO
untepdeiica ECUA merogom PUT?. 3aronoBok 3ampoca J0JKeH BKIIIOYaTh B ceOs MapKep J0CTyIa,

a TeJlo 3ampoca JIOJKHO BKIIIOYATh CIIEAYIOIUE JaHHbIE:
— <email> — azpec, Ha KOTOPBIN OTIPABIATH MPUTIIAIICHUE;
— <firstName> — uMs MpUTIIAIIaeMOTO COTPY/IHHKA;
— <lastName> — ¢amMuaus MpUrianaeMoro COTpyIHHUKa,;
— <middleName> — 0T4eCcTBO MpHUTIAIIAeMOT0 COTPYAHUKA (HE0O0sM3aTEeIHHO);
— <snils> — CHWJIC npurnamaemMoro coTpyaHuka (Heo0s3aTebHO).

[Tpumep 3ampoca (pa3pbIBbI CTPOKH JaHBI 17151 y100CTBA YTCHHS):

PUT /rs/orgs/1000000001/invts HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer
eyJhbGci0iJSUZzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciIoMX0eyJleHAIOJEONDYyMTU2ND
Content-Type: application/json

Cache-Control: no-cache

{
"email": "test@yandex.ru",
"snils": "000-333-333 66",
"firstName": "Mwmxawun",
"lastName": "lVBaHoB",
"middleName": "VBaHOoBMUY"

UTo0bl ynanuTh MpUIalleHne, HeoOXOAUMO CcleiaTh 3ampoc Ha https-ajpec MporpaMMHOIO
untepdeiica ECUA meronom DELETE’!. 3aronosok 3ampoca JoiKeH BKIIOYaTh B cebs Mapkep

nocrymna. [Ipumep 3ampoca:

DELETE /rs/orgs/1000000001/invts/671774 HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer
eyJhbGci0iJSUzIINiIsInNidCI6IMFjY2VzcyIsInR5cCI6IkpXVCIsInZlciI6éMX0eyJleHAIOJEONDYyMTU2ND
Content-Type: application/json

Cache-Control: no-cache

59 Cepauc nocrynen no URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid }/invts
3! Cepeuc mocrynen mo URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/invts/{invt_id}
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Bb.7.3 Yupasienue ciy:keOHbIMH JAHHBIMH INPHCOCIUHEHHBIX COTPYAHHUKOB,

a Tak:Ke 0JIOKMPOBKA U yAAJIeHHe JO0JIKHOCTHBIX JIMI OPraHU3aAlUU
I[J'ISI HU3MCHCHUS HOAaHHBIX COTPYAHUKA OpraHu3alivvd, B TOM 4YHCIIC — HM3MCHCHHA IIPU3HAKA
OJIOKUPOBKM — HEOOXOIUMO cienaTh 3ampoc Ha https-aapec mporpammHoro uHTepdeiica ECHUA
metozom POST®2. 3aronoBok 3ampoca JOJKEH BKIIOYAaTh B ceOs Mapkep JOCTyHa, Ter JaHHBIX
COTpPYIHHKA (meTka, MOJTy4eHHast npu 3amnpoce pecypca https://esia-
portall.test.gosuslugi.ru/rs/orgs/{oid }/emps/{emp_id}).
Teno 3ampoca JOMKHO BKIIOYATH CIEAYIONIUE JaHHBIE (BCE MapaMeTphl 00s3aTeNIbHBI):
— <eTag> — Ter JaHHBIX COTPYIHHUKA;
— <position> — T0KHOCTh COTPY/AHHUKA;
— <corporateContact> — aapec JIEeKTPOHHOU MOYTHI COTPYIHUKA;
— <blocked> — npu3nak 6nokupoBku («false» — He 3a0I0KMPOBaH, «true» — He 3a0JIOKUPOBaH).
Ecnu xakoii-nu6o nmapamerp He OyzneT ykaszaH, TO OH Oy/IeT OUHIICH.

[Ipumep 3anpoca (pa3pbIBbl CTPOKU JaHbI AJIsl YIOOCTBA UTEHUS):

POST /rs/orgs/1000000001/emps/1000000128 HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer
eyJhbGci0iJSUZzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciIoMX0eyJleHAIOJEONDYyMTU2ND
Content-Type: application/json

If-Match: "523E509CBEB781E992EFC503CBC878AC67BAD414"

Cache-Control: no-cache

{
"eTag": "523E509CBEB781E992EFC503CBC878AC67BAD414",
"position": "mosxHOCTBH",
"corporateContact": "test@example3.com",
"blocked": false
}

Jisa ypaneHus COTpyIHUKa HEOOXOIMMO clenarh 3ampoc Ha https-aapec mporpamMMHOTrO
untepdeiica ECUA merogom DELETE’®. 3aronoBok 3ampoca JoMKeH BKIIOYATh B ceOs Mapkep

nocrymna. [Ipumep 3anpoca:

DELETE /rs/orgs/1000000001/emps/1000000128 HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzI1INiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc
Content-Type: application/json

b.7.4 YupaBiieHue NOJHOMOYHUSIMU J0JKHOCTHBIX JIMI OCPEICTBOM M3MeEHEHMSI

UX YJIEHCTBA B rPyMNnax JocTyna

YToOBI BKIIFOYUTH COTpYAHHKA B I'pyIlIly, H606XOJII/IMO 3HaTh €ro PII[CHTPI(l)PIKB.TOp, MHCMOHUKY

Ipylnbl U MHEMOHUKY CUCTEMBI, K KOTOpOfI MPUHAMJICIKUT JaHHAA I'pyIIIia.

52 Cepauc nocrynen no URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid }/emps/{emp_id}
53 Cepauc nocrynen no URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid }/emps/{emp_id}
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JlobGaBneHue COTpyIHUKA B TPYIITY OCYIIECTBIseTCs 3ampocoM metogaoM PUT Ha cnemyrommmii

https-agpec nporpammuoro uarepderica ECHA:

https://esia-portall.test.gosulsugi.ru/rs/orgs/1000000001/emps/{emp id}/grps/{grp id}/{it sys_ id}
[Tapamerp <it_sys_id> — muemonuka MC, B pamkax KOTOpPOM cO3JaHa JaHHAs Tpymma.

[Ipumep 3anpoca:

PUT /rs/orgs/1000000001/emps/1000023747/grps/ORG_ADMIN/ESIA HTTP/1.1
Host: esia-portall.test.gosuslugi.ru
Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5¢cCI6IkpXVCIsInZlc

JlaHHBII 3ampoc BKJIIOYAET CcOTpyaHHMKAa ¢ wuueHTHdukaropom 1000023747 B rpymmy
«AJIMUHUCTpPATOPbI MPOQUIIL OpraHu3aluny, npuHayiexameir ECUA.

JI1s CKITIOYeHUsI COTPYIHUKA U3 TPYIIIbI HY’)KHO BbI3BaTh nporpammubiil uurepdeiic ECUA no
yKa3aHHOMY BBIIIIE ajipecy (aapec s 100aBiieHus coTpyaHuka B rpynmy) MerogoM DELETE. ITpumep

3arpoca:

DELETE /rs/orgs/1000000001/emps/1000023747/grps/ORG ADMIN/ESIA HTTP/1.1
Host: esia-portall.test.gosuslugi.ru
Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc

B.7.5 Ynpasiaenue 10CTYynoM K HeMyOJUYHBIM I'PyNIam

[IporpamMubIii  uHTepdelic MO3BOJSET NPEIOCTAaBUTh JPYrod OpraHu3aluu  JOCTYI
K HeMmyOJIMYHOM rpymmne (eciy OpraHu3alvsi, BbI3bIBAIOIIAs CEPBHC, SIBISIETCS BialeiblieM TaHHON
IPYIIbI), @ TAKXKE 0TO3BATH JOCTYII.

[Iycts opranmzamms ¢ uaeHtuduxatopom 1000000001 — Bmamener; MpUBATHOW T'PYIIIBI
RA.USR_CFM («OrmepaTopbl CHUCTEMBI TOATBEPXKIACHHUS JMYHOCTHY). C TOMOIIBI0 MPOTrPaMMHOTO
uHTepdeiica Ta OpraHu3anus MOXKeT:

— TIOCMOTPETH MIEPEUYECHb OPraHU3aLMK, KOTOPHIM IIPEIOCTaBICHA JAHHAS TPYIIIA;
— J1aTb HEKOTOPOU OpraHu3aluy JOCTYN K JaHHOU TPYIIIE;
— OTO3BaTh y OPraHU3aLMU JOCTYH K CPYIIIIE.

Jlns mpocMoTpa CIucKa OpraHu3alMii, KOTOPBIM IPEIOCTaBIEH JOCTYI K YKa3aHHOH Ipyme,
HeoOX0UMO BBINOIHUTL 3ampoc MetogoM GET B ampec mporpammuoro untepdeiica ECHUA,
B 3aronoBke 3ampoca moipkeH ObITh yka3zaH Mapkep Jnoctyma. MiMeeTcsi BO3MOXKHOCTh BBI3BATh ATOT
cepBuc ¢ (hyHKIHEH BcTpauBanus (embed), uToOBI cpa3y ObLI BUACH MEpeUeHb OPraHu3aluii, KOTOPHIM

npenocTasieH goctyi. [Ipumep 3ampoca:

GET /rs/orgs/1000000001/emps/1000023747/grps/RA.USR_CFM/perms?embed=(elements) HTTP/1.1
Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc
Cache-Control: no-cache

5% Cepsuc pocrynen no URL https://esia-
portall.test.gosulsugi.ru/rs/orgs/{org_oid}/grps/{grp_id}/perms
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IIpumep oTBeTa, U3 KOTOPOrO BHUJHO, YTO JOCTYI IIPENOCTABICH YETBIPEM OPraHU3alUsIM

(ykazanbl ux OI'PH u uneHTHGUKATOPHI pa3peiieHui):

"stateFacts": [
"hasSize"
]l
"size": 4,
"elements": [
{
"stateFacts": [
"Identifiable"
]l
"permId": 732,
"ogrn": "1047707030513"

"stateFacts": [
"Identifiable"

] r
"permId": 21,
"ogrn": "1023101651154"

"stateFacts": [
"Identifiable"

] 4
"permId": 104,
"ogrn": "1027700367507"

"stateFacts": [
"Identifiable"

]I
"permId": 107,
"ogrn": "1027802761282"

Jlis noGaBieHus opraHu3aly B 3TOT NEpeyeHb HEOOXOAWMO BBIMOJIHHUTH 3alPOC METOJOM
POST B anpec sToro ke mporpammuoro uarepdeiica ECUA>®. B 3aronoske 3ampoca T0DKEH OBITH
yKa3aH Mapkep goctymna. B tese 3anpoca 10KHBI ObITh YKa3aHbl TaPaMETPhI:
— <ogrn> — OI'PH opranuzanuu;
— <rqCfm> — mpu3Hax, onpeaemnsiounii, 4To BKIIIOUEHUE B TPy TpeOyeT epcoHaIbHOro
COTJIACOBAHUS CO CTOPOHBI Bia/ieNblia rpymmna (IJ1si 3TOT0 OH J0JDKEH UMETh 3HAUCHUE «truey).

[Ipumep 3anpoca (pa3pbIBbl CTPOKU JaHbI AJIsl YAOOCTBA UTEHUS):

POST /rs/orgs/1000000001/grps/RA.USR CFM/perms/ HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzI1INiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc
Content-Type: application/json

Cache-Control: no-cache

{ "ogrn": "1047796940465",
"rgCfm": false }
s oT3biBa JocTynma HeoOXxoauMo BHIMONHHUTH 3ampoc Mmetogom DELETE mo aapecy

KOHKpeTHOro pazpemenus. [Ipumep 3anpoca:

DELETE/rs/orgs/1000000001/grps/RA.USR CFM/perms/1103 HTTP/1.1

35 Cepauc goctynen o URL https://esia-
portall.test.gosulsugi.ru/rs/orgs/{org_oid}/grps/{grp_id}/perms
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Host: esia-portall.test.gosuslugi.ru
Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc
Cache-Control: no-cache

Bb.7.6 Jo6aBiieHre U MI3MEHEHUE JAHHBIX (PUJINAJIOB OPraHU3aALMH

[Iporpammustii naTepgeiic ECUA mo3BosisieT BBITOTHATD CIEAYIONINE OTIePALUN:

— 7100aBUTH (hMIMAN OpraHU3aINH;
— UW3MEHUTH JaHHbIC (PMIIMaTa OpraHnu3alUH.

Jnist noGasiieHus 3anucH o pusmane HeoOX0aMMO ClIeNaTh 3arpoc Ha https-aapec mporpaMMHOTO
untepdeiica ECUA metogom POST?S. 3aronoBok 3ampoca J0KeH BKIII0YaTh B ce0s MapKep JOCTyIa,
Ter KOHTeWHepa (QuimamoB (MeTKa, TOJMy4YeHHas TpU  3ampoce  pecypca  https://esia-
portall.test.gosuslugi.ru/rs/orgs/{oid }/brhs).

Temno 3ampoca TOMHKHO BKIIOYATH CIIEAYIOUINE JaHHBIC:

— <name> — Ha3BaHHE (PrHana;
— <kpp> — KIIII ¢punmmana.

[Ipumep 3anpoca (pa3pbIBbl CTPOKH JaHbl Ui y100CTBA UYTEHHUS):
POST /rs/orgs/1000000001/brhs HTTP/1.1
Host: esia-portall.test.gosuslugi.ru
Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc
Content-Type: application/json
If-Match: "3FEA16CB36AFC793234553C1C7CAAF89CD79A32D"

{ "name": "®ounman KII 111111112",
"kpp": "111111112" }

Jlnst m3meHenus 3anucu o ¢punuane — ero HazBanus uiu KIIIT — HeoOxoaumo caenarh 3ampoc Ha
https-aapec mporpammuoro unTepdeiica ECHMA wmertomom POSTY’. 3aromoBok 3ampoca JOMKEH
BKJIFOYATh B CeOsl Mapkep JOCTyIa, Ter 3amucu Qrumana (MEeTKa, MOJIydeHHasl P 3ampoce pecypca
https://esia-portall.test.gosuslugi.ru/rs/orgs/{oid }/brhs/{brh-id}).

Teno 3anpoca J0KHO BKIIOYATH CJICIYIONIUE JaHHBIC:

— <name> — Ha3BaHHE (prinana;
— <kpp> — KIIII ¢punuana.

[Tpumep 3anpoca (pa3pbIBbl CTPOKU JaHbI AJIsl YIOOCTBA UTEHUSA):

POST /rs/orgs/1000000001/brhs/1004083064 HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzI1INiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc
If-Match: "3FEA16CB36AFC793234553C1C7CAAF89CD79A32D"

{ "name": "Hoewmt obumman",
"kpp": "111111113" }

56 Cepauc nocrynen no URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid }/brhs
37 Cepsuc poctynen no URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/brhs/{brh_id}
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Bb.7.7 o6aBiieHne W O00HOBJICHME [JaHHBLIX (UIHAIA, MPEICTABUTEIbCTBA

HHOCTPAHHBIX IOPUIHYECKHUX JIHIL
s peructpanuu (puiauana, npeacTaBUTE]bCTBA MHOCTPAHHOIO IOPHIMYECKOro JHIA
CUCTEMa-KJIMEHT J10JkHa HarpaBuTh B https-agpec REST API cucrembl ECUA 3anpoc meronom POST.
B 3ampoce nomkeH ObITh YKa3aH pecype, CoJIepKamiuii HeoOXoqumbie JanHbie. Unentudukarop
storo pecypca B ECUA umeer crneayromuii BUI:
/api/public/<version>/prns/<prn_oid>/org/foreign
— prn_oid —uaentudukarop nosub3oparens B ECUA;
— chiefin — UHH pykoBoauTtens.
B 3anpoc pomken OwviTh no0aBiieH header ¢ mapkepoM JOCTyMa, MO3BOJSIOMIUM TOJIYYUTh
JOCTYI K TAaHHOMY Pecypcy.

[Tpumep 3ampoca (BBI30B cepBHCa B Cpefie pa3pabOTKH):

POST https://esia-dev.test.gosuslugi.ru/esia-rs/api/public/vl/prns/1077112791/org/foreign/
Host: esia-dev.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc
Content-Type: application/json

Scope: http://esia.gosuslugi.ru/usr inf?0id=107712799&mode=w

Jannsie, kotopeie ECHA Bo3BpaliaeT B OTBETE Ha 3alpoc — CTaTyc 00 yCIENTHOM pe3ysIbTaTe
3ampoca M HAETU(PUKATOP 3alpoca WM CTaTyC O HEYCHEIIHOM pe3ylbTaTe 3ampoca € KOJIOM U
HauMEHOBaHHE OIIHOKH.

[Ipumep ycremHoro oTBera:
HTTP CODE: 200 OK {“stateFacts:[“Identifiable”], “id”:71580989"}

Bo3MosxHBIE KOJIBI OIITMOOK Mpe/ICTaBIeHbI B Tabmie 12.

Ta6muma 12. CipaBOYHHK BO3MOXHBIX KOJIOB OITHOOK

Onmoka Onucanue oMIUOKHU

HTTP CODE: 400 { "code": "ESIA-039104","'message'': (B Tene 3ampoca BBEJCH HEKOPPEKTHBIN THIT
""ValidationCommonErrorEnum.organization.type.isWrong''} |oranuzanuu

HTTP CODE: 400 { '"code'': ""ESIA-036201"", B 3anpoce BBeneH HekoppekTHbiii MHH
""message'': '""UHH noypken coctosts u3 12 mudp"

Jast mouaydenuss pAaHHbix 0 ceprudukare KOIOII akkpenuroBaHHbIx ¢(uimanos,
NPeACTABUTEIbCTB HHOCTPAHHBIX IOPHIMYECKHX JIMI CUCTEMA-KIMEHT JI0JDKHA HallpaBUTh B https-
aapec REST-API cuctembr ECHUA 3anpoc metonom POST.

B 3ampoce nomkeH ObITh yKa3aH pecypc, coepskaluii HeooxoquMble JaHHble. Mnentudukarop
atoro pecypca B ECHA nmeer cnenyromuil BUz:
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/prn_oid/org/foreign/crtcheck

— prn_oid —unenTudukarop nonp3osarens B ECUA.

B 3ampoc pomkeH ObiTh A0OaBieH header ¢ MapkepoM JOCTyma, MO3BOJISIONIMM TOTYYHTH

JIOCTYII K TaHHOMY pecypcy.

[Ipumep 3ampoca (BBI30B cepBHCa B Cpejie pa3paboTKH):

POST https://esia-dev.test.gosuslugi.ru/esia-

rs/api/public/v1/prns/1077112791/org/foreign/crtcheck?chief=596764561922

Host: esia-dev.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc

Content-Type: application/json

Scope: http://esia.gosuslugi.ru/usr inf?0id=107712799&mode=w

Hannble, kotopsie ECHMA Bo3Bpamjaer B OTBETE€ Ha 3alpoc — CTAaTyc 00 YCHEIIHOM WIIHU

HCYCIICIITHOM pPE3YyJibTaTax 3alpoca. HpI/I HCYCIICITHOM PE3YJIbTATE 3aIlIpOCEC IMOMUMO CaMOT'0 CTaTycCa

JIOJDKHBI OTOOPaXKaThCsl KOJI 1 HAMMEHOBAHHE OIITHOKH.

[Ipumep ycremHoro oTsera:
HTTP CODE: 200 OK

Bo3MosxHBIE KOJIBI OIITMOOK MpeIcTaBIeHbI B Tabmuie 13.

Ta6muma 13. CipaBOYHHK BO3MOXHBIX KOJIOB OIIHOOK

Onmoka

Onucanue oMIHOKHU

HTTP CODE: 204 No Content

Ha Bo16pannsiii ceptuduxat KOII He
3apEerUCTPUPOBAH AKKPEIUTOBAHHBINA (QHIIHAI,
NPEJCTaBUTENILCTBO HHOCTPAHHOTO
IOPHIUYECKOTO JIUIA

HTTP CODE: 400 {"code'': "ESIA-039974",
"message'':

affUnitIsChief"}

"ValidationCommonErrorEnum.reg.org.nza.isBusyAndSt

Ha Bo16pannsiii ceptudurar KOII yxe
3apEeTrUCTPUPOBAH AKKPEIUTOBAHHBIN (QHIIHAI,
NPEJCTaBUTENILCTBO HHOCTPAHHOTO
IOPHIUYECKOTO JIUIa

HTTP CODE: 400 {"code': "ESIA-039821",

""message'': "DnekTpoHHas MOJMUCH HE MPOIILUIA IPOBEP
Ky. [lonpoOyiite emie pa3. Ecnu ommbka coxpaHunach, u
CIOJIB3YIHTE IPYroe CPeCTBO IIEKTPOHHOM MOAIUCH." }

Bri6pannsiii ceprudukat KOII He npoxoaut
MIPOBEPKY MOUTMHHOCTH

Il.]'lﬂ NMOUCKA JAHHBIX O q)mmanax, NpeaACTAaBUTEC/IbCTBAX HHOCTPAHHBIX OPUIAHYECCKUX JIUIL

CHCTEMa-KJIMEHT J0JDKHA HanpaBuTh B https-anpec REST-API cucremsr ECHA 3anpoc metonom GET.

B 3anpoce gomxkeH ObITh YKa3aH pecypc, CoJepKalinii HeoOxoaumble ganHble. aentuduxarop

storo pecypca B ECUA umeer crneayromuii BUm:
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/api/public/<version>/prns/<prn_oid>/org/foreign/exists Tnza=<nza>
— prn_oid —unentuduxarop noin3osarenst B ECUA;
— 1nza— HOMEp 3amucu 00 aKKpeIUTAIHH.
B 3anpoc pomken OwbiTh no0aBiieH header ¢ mMapkepoM JOCTyIa, MO3BOJSIOMIUM MOJIYYUTh
JOCTYI K TAaHHOMY Pecypcy.

[Ipumep 3ampoca (BBI30B cepBHCa B Cpejie pa3paboTKH):

GET https://esia-dev.test.gosuslugi.ru/esia-
rs/api/public/v1/prns/1077112791/org/foreign/exists?nza=10190003395

Host: esia-dev.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc
Content-Type: application/json

Scope: http://esia.gosuslugi.ru/usr inf?0id=107712791&mode=w

Hannsie, kotopsie ECHA Bo3BpamiaeT B OTBETE Ha 3alpOC — CTaTyc 00 yCIENTHOM pe3ysIbTaTe
3ampoca U cBeZieHHs o (uimanax, npaButenbcrBax nHocTpaHHbIX KOJI. [Ipu HeycnemHoM pesysbTaTe
3arpoca MOMUMO CaMOro cTaTyca AOJDKHBI 0TOOpakaThCsl KOJI 1 HAUMEHOBAHUE OIIHOKH.

[Ipumep ycriemHoro oreera:
HTTP CODE: 200 OK

{"oid": 1077115592, "shortName": "IpencTaBUTEJLCTBO COKpalleHHOe2", "fullName": "IlpencTaBMUTEJNLCTBO II
onHOE2", "type": "FOREIGN ORGANIZATION", "ogrn": "10190003395", "inn": "9909550720", "1
eg": "", "kpp": "774791001", "createdOn": "12.05.2020"}

Bo3MosxHBIE KOJIBI OIITMOOK MpeICTaBIeHbI B Tabmuiie 14.

Ta6muma 14. CipaBOYHHK BO3MOXHBIX KOJIOB OIIHOOK

Onmoka Onucanue oMIUOKHU

HTTP CODE: 400 {''code'': "ESIA-038001", 3navenne H3A opranusaiuu He CyIIeCTBYET
""message'': "ValidationCommonErrorEnum.organizatio

n.foreign.notFound" }

JlJ1s1 00HOBJIEHHSI JAHHBIX 0 PUITHAJIAX, TPEICTABUTEIbCTBAX HHOCTPAHHBIX OPHIAHYECKUX
JIMI] CUCTEMa-KIMEHT 10JKHA HanpaButh B https-angpec REST-API cuctembr ECUA 3anpoc Mmerogom
POST.

B 3anpoce gomxkeH ObITh yKa3aH pecypce, coJepKalinii HeoOxoaumble Aannble. Maentuduxarop
storo pecypca B ECUA umeer crnenyromuii BUm:

/api/public/{ version}/orgs/{org_oid}/refresh

— org_oid — uaentudukarop opranuzauuu B ECUA;

— req_id — uaeHTHPUKATOP pEeKBeCTa.
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B 3ampoc pomkeH ObiTh AoOaBieH header ¢ MapkepoM JOCTyma, MO3BOJISIONIMM TOTYYHTH
AOCTYII K JaHHOMY pPECypCy.
[Tpumep 3ampoca (BBI30B cepBHUCa B cpefic pa3paboTKu):
GET https://esia-dev.test.gosuslugi.ru/profile/esia-rs/api/public/v1/orgs/10771/refresh
Host: esia-dev.test.gosuslugi.ru
Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5¢cCI6IkpXVCIsInZlc

Content-Type: application/json
Scope: http://esia.gosuslugi.ru/usr inf?0id=107712791&mode=w

JHannsie, kotopsie ECHA Bo3BpamiaeT B 0OTBETE Ha 3aIpOC — CTaTyc 00 yCIEUTHOM pe3ysIbTaTe
3ampoca M HAETU(PUKATOP 3alpoca WM CTaTyC O HEYCHEIIHOM pe3ylbTaTe 3ampoca ¢ KOJOM U

HaUMEHOBAaHUEM OIINOKH.

[Ipumep otBera:

HTTP CODE: 200 OK {“stateFacts:[“Identifiable”], “id”:71580989”}

IIpu ormeHe 3ampoca Ha OOHOBJIEHME [JaHHBIX 0 (UIHAIAX, INPEICTABUTEIbCTBAX
HHOCTPAHHBIX IOPUAUYECKHUX JIMI CHCTEMa-KJIMEHT JOJDKHa HampaBuTh B https-agpec REST-API
cuctembl ECHUA 3anpoc metogom POST.

B 3anpoce gomkeH ObITh YKa3aH pecypc, CoaepKaiiuii Heo0XouMble TaHHble. MnenTudukarop
atoro pecypca B ECUA nmeer cnenyronuii BU;

/api/public/{ version}/orgs/{org_oid}/refresh/{req_id}/cancel

— org_oid — unentudukarop opranmnzanuu B ECUA;
— req_id — unpenTH(dUKATOP PEKBECTA.
B 3ampoce pomken ObITh go6aBieH header ¢ mapkepoMm OCTyMa, MO3BOJISIONINM IOJTYYUTh
JOCTYII K TAHHOMY pecypcy.

[Tpumep 3ampoca (BBI30B cepBHCa B Cpelie pa3padOTKH):

GET https://esia-dev.test.gosuslugi.ru/profile/esia-rs/api/public/v1/orgs/10771/refresh/22222/cancel

Host: esia-dev.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzI1INiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc
Content-Type: application/json

Scope: http://esia.gosuslugi.ru/usr inf?0id=107712791&mode=w

HaHHLIe, KOTOPBIC ECUA BO3BpalacT B OTBETC HaA 3alIpOC — CTATYyC 00 YCIICITHOM PE3YIIbTATC
3alpoca u I/I,Z[eTI/I(bI/IKaTOp 3arpoca UM CTAaTyC O HCEYCIICHIHOM pPE3YyJbTaTe 3alpoCa € KOAOM H

HaMMEHOBAHUEM OIITHNOKH.

IIpumep orsera:

HTTP CODE: 200 OK {"id":"2985390","status":"3S"}
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b.7.8 IlpucoenuHenne  pyKoBOAMTEJs K  (puiaIMany, IpPeIcTaAaBUTEJIbCTBY

HHOCTPAHHBLIX HPUAUYECCKHUX JINI

J1a  npucoeIMHEHHSl COTPYJIHHKA B KayecTBe PYKOBOAUTeNs1 K  Guimany,
NPeJACTABUTEIbCTBY HHOCTPAHHOIO IOPUANYECKOr0 JIMIA CHUCTEMa-KIMEHT JOJDKHA HAIlPaBHTh
B https-anpec REST-API cucremsr ECUA 3anpoc merogom POST.

B 3ampoce nomkeH ObITh YKa3aH pecypce, CoJepKalinii HeoOXoaumble Janubie. aentudukarop
atoro pecypca B ECUA umeer crneayromuii BUI:

api/public/1/prns/<prn_oid>/org/foreign/setchieffororg

— prn_oid — uaentuduxarop nonb3osarens B ECUA;
— chiefin — UHH pykoBoauTens.

B 3anpoc pomken OwviTh mo0aBieH header ¢ mapkepoM JOCTyIa, MO3BOJISIOMIUM TOJYYUTh

TOCTYI K TAaHHOMY Pecypcy.

[Tpumep 3ampoca (BBI30B CepBHCa B Cpefie Pa3pabOTKH):

POST https://esia-dev.test.gosuslugi.ru/esia-
rs/api/public/v1/prns/1077112791/0org/foreign/setchieffororg?chief=596764561922

Host: esia-dev.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc
Content-Type: application/json

Scope: http://esia.gosuslugi.ru/usr inf?0id=107712791&mode=w

Jannsie, kotopeie ECHA Bo3BpamaeT B 0OTBETE Ha 3aIpOC — CTaTyCc 00 yCIENTHOM pe3ysIbTaTe
3ampoca M HAETU(PUKATOP 3alpoca WM CTaTyC O HEYCHEIIHOM pe3ylbTaTe 3ampoca € KOJIOM U

HauMEHOBaHHEM OIIHNOKHU.

[Ipumep ycnenHoro oTBeTa:

HTTP CODE: 200 OK {“stateFacts:[“Identifiable”], “id”:71580989"}

Bo3MoskHBIE KOJIbI OIITMOOK Mpe/ICTaBIeHbI B TabmuIe 15.

Ta6muma 15. CipaBOYHHK BO3MOXHBIX KOJIOB OIIHOOK

Onmoka Onucanue oMIUOKHU

HTTP CODE: 400{''code'': "ESIA-038006", B 3anpoce He ykazan JLIII opranuszanuun
""message'': "B 3anpoce orcyrcrByet DL opranuzanun"}
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b.8 IlpemocraBiieHre CcHnUCKa HM3MEHEHHBIX MOJb30BaTeIed HJIM

OpraHu3anuil 3a Mepuo BpeMeHHU

Bo13oB  naHHON omepauuu npepocraBiaser uHTerpupoBaHHbiM ¢ ECHMA UC nansble
00 M3MEHEHHBIX TOJb30BaTesIX Wi opranu3ammii B ECUA. J{ns noiaydeHus: nepedHs W3MEHEHHBIX
[I0JIb30BaTENel WM OpraHMu3alMil cUcTeMa-KJIMEHT JOoJDKHAa HampaButTh B https-anpec REST-API
cucrembl ECHUA 3anpoc meronom GET. B 3ampoce nomkeH ObITh yKa3zaH pecype, COAep Kalluil
HeoOXo/MMBbIE NaHHBIE. B KadecTBe 3TOro pecypca HMCHOJIB3YeTCs CTaHIAPTHBIA HICHTU(UKATOP
pecypca C TEpCOHAJbHBIMM JaHHBIMU IOJIb30BaTele (/prns), BO3BpALLAIOUIUIl MepedyeHb
3aperucTpUpPOBAaHHBIX B cHUCTEeME Mojb3oBarenedl (cMm. pasaen b.2) wnm crangapTHBIM pecypc co
CIIMCKOM Opranm3anuii (/orgs), Bo3BpallarolMi KoJiekuuio opraHuzauui (cm. b.4). Cneunduxa
BBI30BA JIAHHOM OIEpaliy COCTOUT B TOM, YTO 3alpocC JOJKEH COAEPKaTh CIeAYIOIUI napaMeTp:

— <updatedSince> — pmara, Ha4yuMHAsA C KOTOPOW HEOOXOJAMMO OTOOpa3UTh W3MEHEHHBIX
noJib3oBaresniel. 3agaeTcs kKak koauuecTBo cekyH 1, mpomeamux ¢ 00:00:00 UTC 1 auBaps 1970
roja.

B 3anpoc pomken OwviTh mo0aBieH header ¢ mMapkepoM JOCTyIa, MO3BOJISIOMIUM TOJYYUTh
JOCTYI K TAaHHOMY pecypcey (scope http://esia.gosuslugi.ru/tech_inf).

[Tpumep 3ampoca crnimcka M3MEHEHHBIX OpraHU3anuii (BBI30B CEpBHUCA B Cpelie pa3pabOTKH):

GET /rs/prns?updatedSince=1384218061 HTTP/1.1\r\n
Authorization: Bearer 75b2c7cbb8dad403491c224c9e431lcef9\r\n
Host: esia-portall.test.gosuslugi.ru\r\n
Accept: */*\r\n
\r\n
B kadectBe oTBeTa nepeaacTcsa NepeUCHb MOJIb30BaTeNeH WIHN OpFaHH3aHHﬁQ 0OHOBIIEHHBIX
(¢ YKaSaHHOﬁ JaThbI. 9T1OT IEPEUYCHDb NTPECACTABIIACT c000i1 CITMCOK CCHUIOK Ha peCypcC C YKazaHUEM {Old},
conepmamnﬁ I/I,[[eHTI/I(bI/IKaTOpH BCceX H3MEHEHHBIX II0JIb30BaTeIeil WIH OpFaHI/ISaHI/Iﬁ C MOMCHTa

YKaSaHHOﬁ B 3aIIpoCC NAaThl.

b.9 Nmunopt Y3 nosas3oBarenst

[Iporpammubiii  uHTepdeiic, ocHOBaHHBIM Ha apxutektypHom ctwie REST, B memsax
obecneuenus umnopta B ECUA yuernsix 3anuceit apyrux UC, npenocraBisieT BOZMOKHOCTh TPOBEPKU
HaJu4Msl y4ETHOM 3allMCU IOJIb30BAaTENsl, a B cily4yae €€ OTCYTCTBHUS, PETMCTPALMU IOJIb30BATENs B
ECHUA. Aaroput™, no KOTOpOMY NPOU3BOAUTCS UMIIOPT YYETHOM 3alMCH, IPUBOJUTCS HA PUCYHKE

Huxke (cM. PucyHok 14).
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Pucynok 14 — O606mennsiii anroputm ummnopra B ECUA

JIist »MIIopTa y4eTHBIX 3aluceld CUCTeMa-KIMeHT Jo0JDKHA HanpaBuTh B https-aapec REST-API
cuctembl ECHA 3anpoc metogom POST: https://esia.gosuslugi.ru/esia-rs/api/public/v2/prns/import (st
npoayktuBHoW  cpeapl). B URL  3ampoca Meroma  HEOOXOOUMO — yKaszaTh — IapamMerp
2confirmWay=REST API, yTo0bI mOATBEpKACHUE PETUCTPAIIMH YISCTHOM 3aIUCH OCYIIECTBIISUIOCH C
IIOMOIIBIO METOJa REST API (meTon POST: https://esia.gosuslugi.ru/esia-
rs/api/public/v2/confirmation/compare onucaH B koHIIe pa3zaena b.9);

Ecin mapamerp ?confirmWay=REST API B URL 3ampoca Metoma He ykaszaTh, TO
MOATBEPKICHUE PETUCTPALUM YYETHOW 3amiCcH HEOOXOJMMO OCYILECTBISATh C MOMOIIBI0 OTBETHOMN
CMC ot nomnp3oBaTelis Ha CIeNMATBHBIA HOMEp cepBuca ['ocycyr..

Buumanue! IloarsBep:kaenue perucrpanmu B ECHA ornpaBkoil  mosb3oBaresiem
orBeTHOM CMC siBJIsieTCsl yCTapeBIIUM CIOCOOOM NMOATBEP:KICHHUSI, KOTOPbINi HEAOCTYNEeH I

MNOAKJJIIOYCHHUSI HOBBIM lIOTpEﬁI/ITeJIﬂM cepBuca uMmopTa. HoBbIM l'lOTpeﬁl/ITe.]'lﬂM cepBuca
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HMIopTa nojb3oBareneid B ECUA He()ﬁX()}II/IMO HCII0Jb30BaATh NMOATBEPKACHUEC pPErucTpanuu

yepe3 API, no6aBiss B 3anpoc napamerp 2confirmWay=REST API.

Ha Pucynok 15 npencraBiena cxema nociieoBaTesibHOCTH BbI30BOB MeTo/10B REST API.
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Monsioearents WC ECHA

1.0 MHMUMankaauua Nons308aTensm
perucTpaumi ¥3 8 ECHMA

1.1 OTNpaE#a 2aMpoc MMnopTa ¥3 ¢

napameTpom Zconfirm\Way=REST_AFI 1.2 Oopaloa

i MOMYYSHHOMD
sanpoca

1.3 OTnpaska CMC coofiLeHA ¢ KOJ0M NOLTEEMHOSHUA PETUCTRaLMN Y3

3 T

alt PeaynsTata nposepky ¥ona 1a CMC) [Kon se sepHsif] '

e + 1.3 OTnpaska 2anpoca Ha NoaTEepHaEHNIE

1.4 ¥¥azgHue Koga NoaTEep#aeHR L xona /confirmationicompare :

» o

1.6 MNposepxa
MONyYeHHOro Koga
1.7 OTpMUATENEHEIA PE3YNETAT NPOEEPHM KoOa
(status=\WAIT), KONWYECTED OCTABLLMXCA
NONGITOK YMEHBLIKOCE
(availableAtternpisCount)
1.7 Orodpaxedmne CTaTyCca NPOESDKY KOZE 1 - isiiosccsasssmmssssssnmmmEEsaEE——.
KONMUBCTED OCTABLLISECA NONL{TOK
{ ___________________________________________ L L1

1.8 MNosTopHOE yrazaHue Koda NoaTRep o eHUA

1.8 OTNpaska 3anpoca Ha NoOTESpHaSHNE
koga /confirmation/compare

h 4

1.9 MNpoeepxa
nonyyeHHoro koga

-

2.0 OTPUUETENSHEIN DE3YIETAT NDOBSpHN

¥oaa
(status=FAILED), ucuepnaqs! NonsiTem

2.1 OToGpameHue CTATyCa NPOEEPKY KO8, 8 e J=1-Ta)1 - WLl - R L
TaK#e oToOpaKeHe BOIMONHICTH .

nepeotnpaeky CMC ¢ kogom H
s e e S S S S N e e ] | |

2.2 ViHWLManuaauma nons3acearenc

nepeoTnpasky CMC ¢ kogom 2 3 OTnpaska 2anpoca

[confirmation/resendirequestid ]

h

2 4Mposepxa
TONY4EHHOMD ¥OAA

DHOSHWA DETUCTpAUMK ¥ 3 ;

2.5 Otnpagska CMC cooDWeHWRA C KOZOM MOLTE!

A

[Koa BepHLIn]
2.5 Ykazanune Koga NogTEepEaeHnR

e d s s SR S S e T

2.6 OTrnpaska 3anNpOCca Ha NeOTEEDHAeHKE
xoga (confirmation/compare

¥

e L |

Y

2.7 MNposepia
NONYYEHHOFD KOGa

)

s , ul
Y0 Crob NG a6 29 I‘Iono,f.vrreant:b;;:syanaT NpOBEPK
NONCHUTENSHOM pe3ynsTaTe (status=0K)

Pucynoxk 15 — JIlnarpamma nocnenosareiabHocTu oTipaBku Meto1oB REST API
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B 3a1poce Ha UMIIOPT y‘lCTHOI‘/'I 3alrCHu JOJI’KHBI OBITH nepeaanbl CICAYIOINEC JaHHBIC TOJIb30BATCIIA:

HaumenoBanue | Omnucanme | O0sA3aTEJLHOCTD
Ne IIpumeyanus
napamMerpa napamMerpa napamMerpa
1. firstName Nwms Y TekcToBas cTpoka, coaepKaias
He 6os1ee 256 CMBOJIOB.
2. lastName damunus Y TekcToBas CTpoka, coaeprKarias
He 6os1ee 256 CMBOJIOB.
3. middleName OtuecTBO Y TekcToBas cTpoka, coaepkarias
He 6osee 256 CUMBOJIOB.
Heoo0s3arensHo, B citydae ecnu
OTYECTBO OTCYTCTBYET B MAaCHOPTE.
4. birthDate Hata Y ®opmar: JAMM.ITTT
pOXKJIeHUs
5. birthPlace Mecto Y TekcToBas cTpoka, coaep:karias
pOXKJIeHUs He 6osee 700 cCMBOJIOB.
6. citizenship ['paxnancTBo N/Y Hcnonb3yetcst TpexOyKBEHHBIN KO
o CTpaHbl, Haripumep, s Poccun oH
KJ1accupukat JIOJKEH NpuHUMaTh 3HaueHne RUS.
opy OKCM [To ymom4aHuIO MpUHUMAETCA
3HaueHue «RUS».
OO0s3aTerneH B cirydae, eciu
YKa3aHHBIN TOKyMEHT OTJIMYEH OT
nacnopra PO.
7. gender [Ton Y [lepeueHb TOMYCTUMBIX 3HAYEHUA:
o  «M» — MyXCKOH;
o «F» — KeHCKui.
8. snils CHUJIC Y Dopmat: «XXX-XXX-XXX XX»
0. KOHTAKT Y
9.1. | type Tun Y [lepeueHb 1OMYCTUMBIX 3HAYEHUIA:
KOHTaKTa o «MBT» — MoOUIbHBIN
tenedoH (00s3aTeIbHBIN
napamerp);
e «EML» — snekTpoHHas moura
(HEOOs3aTEIBHBIN MTApaMET)).
9.2. | value 3HaueHue Y dopmar:
o (+X(XXX)XXXXXXX» (mms
type = «MBT»);
® TeKcToBas cTpoka B (opmare
azpeca DIEKTPOHHOW IOYTHI
(mas type = «kEMLy).
10. JOKYMEHT Y
10.1. | type Tun Y IlepeuyeHb NOMYCTUMBIX 3HAYECHUN:
JIOKYMEHTa e «RF_PASSPORT» — nacniopt

rpaxaanuHa PO;
«FID_DOC» -
UHOCTPAHHOTO

JIOKYMEHT
TpaXJaHNHa,
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HaumeHnoBanue

Onucanue

0093aTeIBLHOCTH

Ne IIpumeyanus
napamerpa napamMerpa napamMerpa
YAOCTOBEPSAOLIMI JINYHOCTD Ha
teppuropuu PO;

o «FRGN_PASS» -
3arpaHUYHbIA acropr
rpaxxganuHa PO.

10.2. | series cepus Y/N Jns nacniopra rpaxaasuHa PO
B (popmare XXXX.
Jns 3arpanu4HOro nacropra
rpaxxganuHa PO B popmare XX.
HeoOs3arenbHbIi 11 TOKyMEHTA
MHOCTPAHHOTO IPaXAAHNUHA.
10.3. | number HOMeEp Y Jlns nacnopra rpaxaanuHa PO
B (popmare XXXXXX.
Jns 3arpanu4HOroO nacrnopra
rpaxxgannHa PO B popmare
XXXXXXX.
10.4. | latinLastName damunus Y/N Tonbko A71s1 3arpaHUIHOTO MacTopTa
(1atuHuLEi) rpaxxganuHa PO.
10.5. | latinFirstName | Ums Y/N Tonbko A71s1 3arpaHUIHOTO MaCTIOpTa
(atuHuLEl) rpaxxganuHa PO.
10.6. | issueld Howmep Y/N Tonpko A macnopTa rpa’kJaHUHA
MoJIpa3/iesicH P®.
nsl, HeoOs3arenbHpIi 119 TOKyMEHTA
BbIIaBILIETO MHOCTPAHHOTO I'paXkJIaHrWHA U
nacrhopT 3arpaHUYHOTO MAacIopTa IpakIaHuHA
PO.
10.7. | issuedBy HaumenoBan Y/N Tonbko 17151 MacmopTa rpak1aHuHa
ue P®.
noipa3esieH Heo0s3arenbHo 17151 JOKyMeHTa
usl, WHOCTPAHHOTO IPaXKAaHUHA
BBIIaBILIETO U 3arpaHUYHOrO MacnopTa
nacmnopt rpaxaaHuHa PO.
10.8. | issueDate Jlara BeImauM Y ®opwmart: JIMM.ITIT
nacropra
10.9. | expireDate [ara Y/N TonpKo JJ1s1 3arpaHUYHOTO MAcIopTa
OKOHYaHUSA rpaxnaanuHa PO.
CpoKa ®opmar: JAMM.ITITT
IEUCTBUA
JOKYMEHTa
11. azpec N
11.1. | type Tun agpeca Y IlepedyeHb NONMYCTUMBIX 3HAYECHUN:
e «PLV» — anpec npoxxuBaHus;
e «PRG» — agpec peructpanuu.
11.2. | addressStr AnpecHas Y TEKCTOBasI CTPOKa, COJAEprKaLLIAs
CTpOKa AIIEMEHTHI ajpeca (MepeUrCIsOTCs

yepes pa3fenuTenb «,», He 6onee 2000
CHUMBOJIOB)
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HanvenoBanmne | Omnucanue | O0s13aTeJbHOCTH
Ne IIpumeyanus
napamerpa napamMerpa napamMerpa
11.3. | countryld TpexOykBeHH N B ¢opmate XXX.
bIN KOJI
CTpaHbI
11.4. | zipCode HNupexc N TekcToBas cTpoka, coaeprKaras
He OoJiee 256 CUMBOJIOB.
11.5. | region O6nactpb N TekcToBas CTpoka, coAeprKarias
He OoJiee 256 CUMBOJIOB.
11.6. | area Paiton N TekcToBas CTpoka, coaeprKarias
He OoJiee 256 CUMBOJIOB.
11.7. | city T'opon N TekcToBas cTpoka, coaepranas
He OoJiee 256 CUMBOJIOB.
11.8. | district Oxpyr N TekcToBas cTpoka, coaepkarias
He OoJiee 256 CUMBOJIOB.
11.9. | settlement Hacenennplit N TekcToBas cTpoka, coaep:karias
IYHKT He 6osiee 256 CIMBOJIOB.
11.10] street Vauna N TekcToBas cTpoka, cojaeprKaias
He Oosiee 256 CUMBOJIOB.
11.11] additionArea YTouHnenue N TekcToBas CTpoka, coaepKaras
10 PErHOHY He 6osiee 256 CMBOJIOB.
MTPOYKUBAHUS
11.12] additionAreaStr | YTouHeHue N TekcToBas CTpoka, cojaeprKaias
eet 0 YJTHIIE He 0ostee 256 CUMBOJIOB.
11.13] house Hom N TekcToBas cTpoka, coaep Kaias
He 60s1ee 256 CIMBOJIOB.
11.14] building Crpoenue N TekcToBas CTpoka, coaeprKarias
He 6os1ee 256 CIMBOJIOB.
11.15] frame Kopmyc N TekcToBas CTpoka, coaeprKarias
He OoJiee 256 CUMBOJIOB.
11.16/ flat KBaptupa N TekcToBas cTpoka, cojaepkaias
He Oosiee 256 CUMBOJIOB.
11.17] fiasCode Kog ®UAC N dopMmar: «XXXXXXXX-XXXX-
XXXX-XXXX-XXXXXXXXXXXX»

B 3ampoc pomken OwbiTh noOasineH header (Authorization: Bearer) ¢ paHee momydyeHHBIM

MapKepoM

JOCTYyTIa,

BBIJAHHBIA

Ha

CIIENUAILHBIN

scope

(http://esia.gosuslugi.ru/ext_imp),

HOSBOJ’IHIOH_II/II‘/'I OCYHICCTBJIATDH aBTOMAaTHYECKUH HUMIIOPT yquHOﬁ 3al1iMCu I10JIb30BAaTCIIA. I[aHHLII‘/'I

MAapKEp BbIAACTCA TOJIBKO JOBCPCHHBIM CHUCTCMaM, HMCHOIIHUM IIPaBO UMIIOPTA MOJIb30BaTeIell TaKUM

o6pa30M; BblJa4a MapKepa OCYHECTBJIACTCA B paMKaX MOACIW KOHTPOJIA HOOCTYyIla Ha OCHOBC

MMOJTHOMOYHUM CHUCTEMBI-KIIMEHTA (B IMPUIIOKCHUHN B3), T.C. IPAaBO Ha 3aIIpOC TAKOI'0 MapKepa JOCTYyIla

yCTaHaBIMBAETCs onepaTopoM skciuryaranuu ECHA.

B 3aronoske (Header) 3anpoca mMerona uMmnopra, momuMo mnapamerpa Authorization (Mapkep

noctyna, Bearer<mpoOem><tesio Mapkepa>), HEOOXOIMMO MepeiaBaTh JIBa MapaMmeTpa:
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e Request-Data - Teno mapamerpos 3ampoca (JSON), 3akoaupoBanHoe B base64;
e Request-Data-Sign - moanucs 3anpoca - noanucanHoe ceprupuxarom MC-norpedures
(cuctembl, HampapJsAOIEH 3anpoc Ha uMmopt) teno (JSON) mapamerpoB 3ampoca.
Request-Data-Sign — noanuce 3amnpoca B hopmare PKCS#7 detached signature B kogupoBke
UTE-8 ot ot JSON ¢ mapamerpamu 3ampoca. Request-Data-Sign qomken ObITh 3aK0IUPOBaH B opmare
base64 url safe. Micnonb3yemblii /Ui MPOBEPKU MOJIUCH CEPTUPUKAT JOJKEH OBITH MPEABAPUTEIHHO
3apeructpupoBad B ECMA u mnpuBsizan k ydeTtHoM 3amucu cuctembl-kiuenta B ECHUA. ECHUA
ucnoisb3yer cepruduxarsl B popmate X.509 m B3auMOJAEHCTBYET C alropurMaMu (OpMUPOBAHUS
anekrpoHHoi noanucu 'OCT P 34.10-2012 u xpunrorpagpuyeckoro xsmupoBanus [OCT P 34.11-
2012.

[Tpumep 3ampoca (BBI30B cepBHCa B Cpefie pa3paboTKH):

POST https://esia.gosuslugi.ru/esia-rs/api/public/v2/prns/import HTTP/1.1

Accept-Encoding: gzip,deflate

Content-Type: application/json

Authorization: Bearer
eyJ2ZXI10jEsInR5cCI6IkpXVCIsInNidCI6ImFjY2VzcyIsImFsZyI6I1JTMIU2In0.eyJuYmYiOjEIOTYwM])I3NDM
sInNjb3B1lIjoiaHROcDpcLlwvZXNpYS5nb3N1lc2x1z2kucnVeL2V4dF9pbXAiLCIpc3MiOiJodHRWOlwvXC91c21lhlm
dvc3VzbHVnaS5ydVwvIiwidXJuOmVzaWE6c21kIjoiY2NjYTEXZWUWOGY 1IMDM4ANZE2NzY20DMyNDdNzU30ODAWNTEFmO
DRhNGExXMWQxMDY5YTEWNmMIzNjUyZjgxNjUxXNSIsInVybjplc21hOnNial9pZCI6MTA3NZEXNDAINCwiZXhwIjoxNTk2
MDIONTQzLCJpYXQiOjE1OTYwM]I3NDMs ImNsaWVudF9pZCI6I1RFUIRfULLITINO.ZG4e0Hs hHwubfYLc94phlbPaof
3opfeljw8GczXfI-

CKD683KFVPE mqGoOWjgtarM4CdlzRU FitgXQ14DsmZW94aVH]jfyS6ti4ERtEwby3ifQfY 8gefnzIpZ2Etl1AbGNaj
73WpdJ1lhKQcigBKi 60e0inrUYwcEylEdnRKIHDyrrydfh-
MN3ZQSEx8aMYMm3IATPrktJPZ8LryD2wlkWg3PuxFAXFLEaLoOr—

F8FRULhPINyUrTCRp6vNm1LO TVe2128gRdcxZJKAdHggXmRXVceT7cMGUOY4b2VnTID3G w7FuVIjURQZy46HQ3X5t
H9TIiGfogi2dhD5y3AQ

Request-Data-

Sign: MIAGCSQGSIb3DQEHAGCAMIACAQExDzANBglghkgBZOMEAGEFADCABgkghkiGOw0OBBWEAAKCAMIIDJITCCAGOC
BFhKg5UwDQYJKoZIhvcNAQELBQAWVZELMAKGALUEBhMCU1UxDzANBgNVBAgMBk1vc2NvdzENMASGALUECgwEVGVzdDE
NMASGALUECWWEVGVzdDEZMBCcGAIUEAWWQVGVZdCBSZXNOIFN5c3R1bTAeFwOxNJEyMDkxMDEyMzdaFw0xNzEyMDkxMD
EyMzdaMFcxCzAJBgNVBAYTAL1JVMQO8wDQYDVQQIDAZNb3N]jb3cxDTALBGNVBAOMBEFR1c3Q0xDTALBgNVBASMBFR1c30xG
TAXBgNVBAMMEFR1c30QgUmVzdCBTeXN0ZW0wggEiMAOGCSqGS Ib3DOEBAQUAAA IBDWAWGGEKAOIBAQCBYESM2 R1Brtl
tyJ15AwWCW_ tChh2euZC3FEqQWDY6TFA1Vyy9y04gM 5P1WruplhA9dCCbft5JFsz4n nE71MMRalI34tqgTyyo24xzX Vr
hgTIi05mt1Y5dbldfEiPVNT3aUC]jF1lbFzDXoUbc8nfQizkPa CHGOOMBhuVuQWOVzw3FufAlExXDjNPUoRRvVaYoBWOK
3SnyS7 88xJn- yQQVwuOTQkSugpOsylfBM-

Wgl0U5x4bJ2NSeL71AzZjCL mh1daQTOxEwB1VLUMlc5srMyw QHQ1McsNrgrnx3zhFFNLS5Sk LrSxqxOsC4sgBwlo
udVayUUvGbge nxu7P3AgMBAAEWDQYJKoZIhvcNAQELBQADgGgEBABxXKOCIN]QMyvtJvZNRYM21GwQOklaBZugRErJImp
LAR7auYLbZnwEdt1I8KEJBQW6pTb99rnQs-T-

gZiChhOPY1bCxXGeVCXk5dIJWSiGE SdrjWvSOH831iUA2Lv8Pi3N1VW2GcNOLlFyS1zE9HVGYJTIr5I X-dw64-
2NYETLIYPQ7HWwAEwyO09ucLIOLM]GKYBe5FrwiulAyD20-1nIpYtXdLSpflKangPlPdlxmxEBXMQUMOKg7dTE~
q2gYfZLNUKsAezrattHGHTPRngwWQHmwly rXXodlgcNxeilT dvcOo JfkNmgGCcO9RXSx1BWSWGynLeBBjYMy9VN8
XYQPQAADGCAfUwggHxAgEBMF8wVzZELMAKGA1UEBhMCUl1UxDzANBgNVBAgMBk1vc2NvdzENMASGALUECgwEVGVzdDENM
AsGAlUECWWEVGVZzdDEZMBCGALUEAWWQVGVZdCBSZXNOIFN5c3R1IbQIEWEQD1 TANBglghkgBZOMEAGEFAKBPMBGGCSQG
SIb3DQEJAzZELBgkghkiGIO9wOBBWEWHAYJKoZIThvcNAQKFMQO8XDTE3MDYyMDEINTAINVowLwYJKoZIhveNAQKEMSIEIOpP
wKJInoLommyNRoOKDD1WVsWuBdYfowQ4byOiN-
gSPe2MAOGCSgGSIb3DQEBAQUABIIBADINWxdZeqGBg8 4WqRs9H4SLde SukclAG6hNjlcbTgxzthzzmln JQEZOTYa
P9bQATEROVKZXXFXC_JjPBMQauzPJcleOR5DDB_7X4MAGGPMObhpTQz3Sg7acJuddWuYxL92BDk4qyzuwgddQIplvai
ckBvC78XeJVolwd4 jx5CVEn3pUIPdKxib6dalevB6CsxD98JcsvWZ3u-

H3LQOO0 ApUOUHeF84r3AZ5mtILY]j2w608rMAmsTDe7CAUXvDUAPI0S5CcTPk57rDNaW96d5J3SUtmZdx2nGBS41kJYWIND
iqyfHJ7X4nZVOS0glbT JnaXtxrZTWp9BJo6NKJaagQAAAAAAAA

Request-

Data: ewOKICAiZmlyc3ROYW11lIjoiw5DCmMOQwrLDkMKwwS5DCvcOQwr7DkMKyIiwNCiAgImxhc3ROYW11Ijoiw5DC
mMOQwr LDKMKww5DCvSIsDQogICJIJtaWRkbGVOYW11Ijoiw5DCmMOQwr LDKMKww5DCvcOQwr 7DkMKyw5DCuMORwociLAQ
KICAiYmlydGhEYXR1IjoiMDEUMDEUMTk50SIsDQogICJiaXJ0aFBsYWN1Ijoiw5DCnMOQwr7DkcKBw5DCusOQwrLDkM
KwIiwNCiAgImdlbmR1ciI6Ik0iLAOKICAic25pbHMiOi IWMDAtMDAWLTAWMCAWNYIsDQogICJIjb250YWNOCcyI6IHSNC
1AgICAiZWx1bWVudHMiOiBbDQogICAgGICB7DQogICAgICAgICI0eXB1IjoglklCVCIsDQogICAgGICAgICI2YWx1ZSI6
ICIrNyg50TkpOTk50Tk50SINCiAgICAgIHOsDQogICAgICB7DQogICAgICAGICI0eXB1IjogIlkVNTCIsDQogICAgGICA
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gICJ2YWx1ZSI6ICJ0ZXNOQHR1c3QudHMiDQogICAgGICBIDQOgICAGXQOKICBILAOKICALIZG9jdWllbnRzIjogewOKIC
AgICJ1bGVtZW50cyI6IFsNCiAgICAgIHSNCiAgICAgICAGINR5cGUiIO1JSRISQQVNTUEISVCIsDQogICAgICAGICIzZZ
XJpZXMiOiIyMjIyIiwNCiAgICAgICAGImM51bWJIlciI6Ijg40Tk50SIsDQogICAGICAGICIpe3N1ZULlkIjoiMTEXMDAX
IiwNCiAgICAgQICAgImlzc3V1ZEJ5Ijoiw5DCoMOQwgPDkMKSw5DC1CDDkMKzLsOQwpzDkMK -
w5HCgcOQwrrDKMKyw5HC1yIsDQogICAgICAGICIpc3N1ZURhAGU101 IXOC4wMy4yMDE2Ig0KICAGICAGEQOKICAGIFO
NCiAgfSwNCiAgImFkZHJI1c3NlcyI6ewOKICAGICI1bGVtZWS50cyI6IFSNCiAgICAGIHSNCiAGICAGICI0eXB1IjogIl
BMViIsDQogICAgGICAiYWRkcmVzclNOciI6IsOQwprDkMK1w5DCvMOQwrXDkcKAWSDCvsOQwrLDkcKBw5DCusOQwrDDk
cKPIMOQwp7DkMKxw5DCu80QwrDDkcKBwS5HCgsORwows IMOQwgLDKkMKww5HCiMORWOLDKkMKww5DCs80Qwr 7DkMK7w5HC
FMORwWOHDKMK 6w5DCuMOQwrkgw5DCoMOQwrDDkMK5w5DCvsOQwr 0s IMOQwqj DkMK1w5HCgMOQwrXDkMKzw5DCtcORwog
gw5DCn80Qwr7DkcKBw5DCtcOQwrvDkMK-w5DCuiDDkMKzw5DCvsORwWODDKMK—
w5DCtMORWOHDKMK6w5DCvsOQwr PDkMK -

ICAgICDDkcKCw5DCuMOQwr DKMKwIiwNCiAgICAgQICJjb3VudHJI5SWQiO0iAiUIVTIiwNCiAgICAgGICJI6aXBDb2R1Ijo
gIjM5NDAWMCIsDQogICAgICAicmVnaWouIljogIsOQwprDkMK1w5DCvMOQwrXDkcKAwWSDCvsOQwrLDkcKBw5DCusOQwr
DDkcKPIMOQwp7DkMKxw5DCu80QwrDDkcKBw5SHCgsORWOWiLAOKICAGICAGIMFYZWE1iOiAiw5DCosOQwrDDkcKIwSHCY
sOQwrDDkMKzw5DCvsOQwrvDkcKMwS5HCgcOQwr rDkMK4w5DCuSDDkMKgw5DCsMOQwrnDkMK -
w5DCVvSIsDQogICAGICAiIY210eSI6ICLDKkMKow5DCtcORWODDKMK1Iw5DCs80QwrXDkcKIIMOQwp DKMK-—
w5HCgcOQwrXDkMK7w5DCvsOQwrogw5DCs80Qwr 7DkcKAWSDCvsOQwrTDkcKBw5DCusOQwr 7DkMKzw5DCviDDkcKCw5D
CuMOQwr DkMKwIiwNCiAgICAgICJkaXNOcmljdCI6ICLDKkMKOw5DCtcORWOIiLAOKICAGICAGINNIdHRSZW11bnQi01
Aiw5DCo80RwWoHDkcKCw5HCJC3DkMKQw5DCvcOQwr £ DkMKww5HCgSDDKMK fw5DCvsORwWOHDKkMK1w5DCu80Qwr 7DKkMK6 I
1iwNCiAgICAgQICJIzdHJI1ZXQi0iAiw5DCocOQwr7DkMKyw5DCtcORwWOLDkcKBw5DCusOQwrDDkcKPIMOQwgPDkMK7w5DC
UMORwWObDkKkMKwIiwNCiAgICAgICIhZGRpdGlvbkFyZWEiOiAiw5DCoMOQwrXDkMKzw5DCuMOQwr 7DkMK 9 IMOQwgHDkMK
ww5DCtMOQwr 7DkMKyw5DCvsOQwrUgw5DCvcOQwrXDkMK6w5DCvsOQwrwtw5DCtSDDkcKCw5DCvsOQwr LDkMKww5HCgM
OQwrjDkcKJIJw5DCtcORwWOHDkcKCw5DCssOQwr4iLAOKICAGICAGIMFkZG10aW9uQXJ1YVNOcmV1dCI6ICLDkMKiw5DCt
cORwWOHDkcKCIiwNCiAgICAgICJob3VzZSI6ICI4ANiI8xIiwNCiAgICAGICIidWlsZGluZyI6ICJIJ1IIiwNCiAgICAgICIm
cmEFtZSI6ICIyMDTDkcKDIiwNCiAgICAgICImbGFOIjogIsOQwr DKMK-
w5DCvC40MTkiLAOKICAGICAGIMZPYXNDb2R1IjogIjc3LTAtMDAWLTAWMC OwMDAEMDAWLTQyMzY tMDAWMC OwMDA1DQO
NCiAgICAQICAgfQOKICAgICAGfQOKICAgIFONCiAgfQOKEQ

Cache-Control: no-cache

Content-Length: 1476

Host: esia-portall.test.gosulsugi.ru

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (java 1.5)

{
"firstName":"lBaHoB",
"lastName" :"UBau",
"middleName" : "VBaHoBuu",
"birthDate":"01.01.1999",
"birthPlace":"MockBa",
"gender" . "M" 0
"snils":"000-000-000 07",
"contacts": {
"elements": [
{
"type" . "MBT",

"value": "+7(999)9999999"
by
{
"type": "EML",
"value": "test@test.ts"
}
]
by
"documents": {
"elements": [

{
"type":"RF_PASSPORT",
"series":"2222",
"number" :"889999",
"issueId":"111001",
"issuedBy":"PYBI r.MockBH",
"issueDate":"18.03.2016"

]
by
"addresses": {
"elements": [
{
"type": "PLV",
"addressStr":" KemepoBckasa oBjacTb, TamTarojbCKuMM panoH, lleperem nocCeyioK I'OPOICKOI'O
Tuna, YCTb—-AH3ac nocejok, CoBerckas yauua'",
"countryId": "RUS",
"zipCode": "652975",
"region": "KemepoBckasa OBjacTp",
"area": "TawmTarojbCckui Panon",

170



"city": "lleperew Ilocesyiok ropoxackoro Tuna",

"settlement": "Ycrtb-AH3ac Illocesok",
"house": "Iom 19",
"fiasCode": "Sbf5ddff-6353-4a3d-80c4-6fb27£00c6cl”

}

[lo nonyuyennbiM ganHbIM B ECHA BeInosiHseTCS NOMCK y4eTHOM 3anucu. B 3aBucumoctu ot

Toro, HaiijieHa B ECHIA yueTHast 3an1uCh, yIOBJIETBOPSIOLIAs MOJIYYEHHBIM JaHHBIM U HET, OTIepaLis

HUMIIOPTA MOKCT 3aBCPUINTHCA OJJHUM U3 CIICAYIOIIUX PC3YJIbTATOB!:

nojp30Barens yxke 3apeructpupoBaH B ECUA (moxarBepkjeHHasi ydeTHas 3aIlucCh
Haaena no CHWJIC, nanHblie nacnopra U TejaeoHa COBMAIAIOT);

HEKOTOpble aTpuOyThl HE coBHaaaroT (yderHas 3anuch HaijgeHa no CHWJIC, Ho He Bce
aTpuOyThI COBMAIAOT);

nonb3oBarens ECUA ycnemHo noaTBepkJeH (HaiiieHa cTaHAapTHas WU TOTOBas K
noaTrBepxkaeHuto yuyetHass 3anuch no CHUJIC, nannble mnacmopra u TenedoHa
COBITAJIAIOT, HAWJICHHAS yYETHAs 3aMUCh YCIICIIHO TTOATBEPK/ICHA);

nosnb3oBarens ECUA ycnemHo mnepenoArBepkieH (HaiineHa Y3, MoATBep:KAeHHas
yepe3 [louty Poccun, nannsie macnopra u TenedoHa COBMANAIOT, HAMJICHHAS ydeTHas
3aIUCh YCIEUTHO MEPEnoATBEPXKICHA);

co3/laHa 3asBKa Ha TIOATBEPXKICHUE VIPOIIEHHON ydYeTHOW 3amucu (HaiijeHa
YIPOLIEHHAs y4eTHas 3alKCh 110 OJHOMY MM HECKOJIBKUM KOHTAKTaM, CO3JaHa 3asBKa
Ha 3aITyCK IPOBEPOK JaHHBIX B BEJOMCTBAX U MOJITBEPXKICHHE, IT0Jy4eH HOMED 3asiBKU
Ha MOATBEPXKICHUE);

CO3/laHa 3asBKa Ha perucTpanuio (He HalJeHa ydeTHas 3aluCh I10JIb30BaTels, B TOM
qucie YNpOILIEHHas, CO3/laHa 3asiBKa Ha PErucTpalyio, MOJIydeH HOMEp 3asBKM Ha

PEruCTpAIIHIO).

B oTtBete nepeaaroTCA CICAYOIHNEC ITapaMCTPhI:

HaumenoBanue
Ne Onucanue napamerpa IIpumeyanus
napamerpa
1. requestld Kopn 3asBku Ha peructpauuto | BosBpamaercs B ciiyyae co3gaHus
3asBKHM Ha PErUCTPALUIO.
2. code Kox 3aBepiienus onepauuu MozeT ObITh BO3palllEH B BUJIE

3HAUCHUM:

— O wunu 1 — BeINOSIHEH UMTIOPT Y 3;

— 2 — co3JaHa 3asBKa Ha UMIOPT
(peructparuio) YUETHOU
3aITHCH;
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HaumeHoBaHue
Ne Onucanue napamerpa IIpumeuyanus
napaMerpa

— 3 — co3gaHa 3asiBKa Ha
MIOATBEP)KJICHUE  YIIPOLIEHHOMN
YYETHOM 3aIUCH;

— 4 — oTmpaBieH 3ampoc IS
MOTY4YCHUS MacIopTHOTO
nocee’;

— 5 — BBINOJHSETCS  3aIpoc
MacIoOPTHOTO J0Che (OTIpaBieH
panee);

— KOJ OIIMOKH, BAPUAHTHI
npuBeAeHbI B Tabuie 16.

3. description TexcToBoe omucanue Koja Ornucanue st KOJOB YCIENTHOTO
3aBEpILIECHUS Olepaluu umnopra yuétHol 3anucu B ECUA

(code =0 —3 mim 4,5) u my1g code =
ESTA-03200.

4. message TexcToBOE OonMCcCaHne Koa Ornucanne 1751 KOJOB OMTHOOK TP
OLINOKYU BBIMOJTHEHUS uMIopte yu€tHoi 3amucu B ECHA
omeparumn (3a uckimouennem koaa ESTA-

03200)
BapuaHThl 000K MPUBEICHBI
B Ta0mie 16
5. availableAttemptsCo | OcraBiieecsi KOJTH4eCTBO JlanHbie aTpuOyTHl BO3BpAIIAIOTCS
unt MOTBITOK BBOJIA KO/IA B OTBETE NP YKa3aHUHU B 3a1poce
MOATBEP)KICHUS napaMmerpa:
6. maxInputAttemptsCo | MakcuMaabHOE KOJTUIECTBO 2confirmWay=REST_API.
unt BBOJIa MOATBEPKACHUS
7. periodsForNextGene | MHTepBasl BpeMEHH MEXKTY
ration nepeotipaskoit CMC

8. resendCount KoynuecTBO MOMBITOK 1O
nepeotnpaske CMC ¢ kogom
MOITBEPKICHUS

9. timeToLive CpoK XKU3HH KOJia
MO/ITBEP)KICHUS

10. maxResendCount MakcumalibHOE KOJIMYECTBO
MOTIBITOK HA MEPEOTIPABKY
CMC

[[anee IPUBOIATCA BaPpHUAHTBI OTBCTOB CCPBHCA IIPU 3aBCPIICHUU OIICpAlUK UMIIOPTA.

[Ipumep oTBeTa Ha 3ampoc (MoJib30BaTeNb yxke 3apeructpupoBan B ECUA, yueTHas 3anuch yxe

MOJITBEPXK/I€HA paHee):

TTP/1.1 200 OK

38 JlaHHBIC KOIBI 3aBEPIICHHS OIIEPALINH BKIIFOUYAIOTCA HAacTpoiikoi Ha ctopore ECUA mis koHKpeTHBIX VIC 10 pemennto
Munkomcsizu Poccun, cormacoBanaomy ¢ LIb P®. Ecnu Hactpotika ans MC He BKITIOYEHa, TO MPH 3aMpoce MacliOPTHOTO
nocke OymyT Bo3BpamaThes kKomasl ommook ESIA-039604 u ESTA-039606.
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Server: nginx/1.4.6 (Ubuntu)

Date: Thu, 21 Apr 2016 13:43:37 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
X-Powered-By: Servlet/3.0 JSP/2.2

{"code":"0", "description":"Person already has trusted account in ESIA"}

[Ipumep oTBeTa Ha 3ampoc (y4eTHas 3aluch M0JIb30BaTens ycnemHo noarsepxkiaena B ECUA):

HTTP/1.1 200 OK

Server: nginx/1.4.6 (Ubuntu)

Date: Thu, 21 Apr 2016 13:43:37 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
X-Powered-By: Servlet/3.0 JSP/2.2

{"code":"1", "description":"Person successfully confirmed as trusted in ESIA"}

[Ipumep oTBera Ha 3ampoc (ydeTHas 3aluCh IOJIb30BATENsl YCIEUIHO NEPEroATBEpXkICHA B

ECUA):

HTTP/1.1 200 OK

Server: nginx/1.4.6 (Ubuntu)

Date: Thu, 21 Apr 2016 13:43:37 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
X-Powered-By: Servlet/3.0 JSP/2.2

{"code":"1", "description":"Person successfully reconfirmed as trusted in ESIA"}

[Tpumep oTBeTa Ha 3ampoc (3ampoc Ha PETHCTPALMIO YCICITHO OTIPABIICH, CO3/IaHa 3asBKa Ha

PEruCTpaIyio):

HTTP/1.1 200 OK

Server: nginx/1.4.6 (Ubuntu)

Date: Thu, 21 Apr 2016 13:43:37 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
X-Powered-By: Servlet/3.0 JSP/2.2

{"requestId":"AAAAF3A1379F965664CB56FCE55BD8CCA2F38368985607E75E23", "code":"2",
"description":"Request to register person as trusted in ESIA has been accepted
successfully."}

[Ipumep oTBeTa Ha 3ampoc (HaiifieHa yIpoIleHHAas YydeTHas 3aluch, CO3/aHa 3asBKa Ha

MTOTBEPIKICHUE):

HTTP/1.1 200 OK

Server: nginx/1.4.6 (Ubuntu)

Date: Thu, 21 Apr 2016 13:43:37 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
X-Powered-By: Servlet/3.0 JSP/2.2

{"requestId":"AAAAF3A1379F965664CB56FCE55BD8CCA2F38368985607E75E23", "code":"3",
"description":"Request to conform simplified person as trusted in ESIA has been accepted
successfully."}

[Tpumep oTBeTa Ha 3arpoc (3amyleH MPOLEecc 3anpoca NaclnopTHOTO 10Che):

HTTP/1.1 200 OK

Server: nginx/1.4.6 (Ubuntu)

Date: Fri, 15 Oct 2021 12:40:43 GMT-10d 2h
Content-Type: application/json
Transfer-Encoding: chunked
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Connection: keep-alive
X-Powered-By: Servlet/3.0 JSP/2.2

{"requestId": "AAAAAES51269F965664CBAOCOF83A682D648E59D9CDYAEC4C6708",

"code: m4m
. 4

"description": "IlacnopTHEHE HOaHHEE OTIPABJIEHEl HAa NPOBEPKY. [IOBTOPUTE IMOIETKY I103Xe
5TO 3aHMMaeT dYac, B PEeIKMUX Clydasax OO Tpex nHen) ."}

[Tpumep oTBeTa Ha 3arpoc (paHee ObUT 3aMyILEH MPOIIECC 3apoca NacOPTHOIO J0Che):

HTTP/1.1 200 OK

Server: nginx/1.4.6 (Ubuntu)

Date: Fri, 15 Oct 2021 12:42:21 GMT-10d 2h
Content-Type: application/json
Transfer-Encoding: chunked

Connection: keep-alive

X-Powered-By: Servlet/3.0 JSP/2.2

{"requestId": "AAAAAES51269F965664CBAOCOF83A682D648E59D9CDI9AEC4C6708",

(OBBIUHO

"code": "5",
"description": "llacnopTHEIE HaHHEE Ha NPOBEepKe. [[OBTOPMTE IIOMNBITKY [03%e (OOHUYHO 3TO BaHMMaeT
4yac, B PeIKMX Clydasax OO Tpex nHeu) ."}

[Ipumep otBera Ha 3ampoc mapamerp ?confirmWay=REST API (3ampoc Ha peructpainuo

YCIEITHO OTHPABJICH, CO3/IaHa 3asBKa HA PETUCTPALIUIO):

HTTP/1.1 200 OK

Server: nginx/1.4.6 (Ubuntu)

Date: Tue, 23 Mar 2021 15:07:12 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
X-Powered-By: Servlet/3.0 JSP/2.2

{

"requestId": "AAAAODB8359F965664CBDCF936F7B76622193A7C09C4AT71AC226",
"COde" . "2"’

"description": "Request to register person as trusted in ESIA has been accepted
successfully.",
"availableAttemptsCount": 5,
"maxInputAttemptsCount": 5,
"periodsForNextGeneration": [

60000,

60000,

60000

]I

"resendCount": 0,

"maxResendCount": 3,

"timeToLive": 86400000

}

[Ipumep oTBeTa Ha 3ampoc (omKMOKa UMIIOPTa, HEKOTOPbIE aTpUOYTHI 3allpoca HE COBMANIAIOT C

yuetHoM 3amuchio B ECHUA — TpeOyercst KOppeKTUPOBKA MapaMeTPOB 3ampoca WM YIETHOW 3alKCH B

ECHA):

HTTP/1.1 400 Bad Request

Server: nginx/1.4.6 (Ubuntu)

Date: Thu, 21 Apr 2016 13:43:37 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
X-Powered-By: Servlet/3.0 JSP/2.2

{"code":"ESIA-03200", "description":"Import account error. Person have to check entered

data or fill in the data in his account in ESIA."}

B Ta6n1/1ue HHWXKE MPCACTABJICHBI KOJAbBI OTBCTOB OT CCPBUCA UMIIOPTA.

Tabnuua 16 — Koxel u onucanue onmOoOK OT cepBUCca UMIIOPTa
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Onucanue Koaa

Ne | Kopa Bo3Bpara KommenTapun
BO3BparTa
4. | ESIA-000001 BuyTpennss ommbka JlaHHBII KO BO3BpaTa COOTBETCTBYET
CUTYyaIluH, KOTJ1a OOHapyKeHa HEU3BECTHAS
ommuoKa
5| ESIA-005029 Scope is not allowed VY cucreMsl, OCYIIECTBIISIIOIIEH 3ampoc
K CEpBHUCY UMIIOPTA, OTCYTBYET pa3pelieHre
Ha JIOCTYIN K CKOYyIy ext_imp (Hampumep,
YKa3aHHBIM B 3aIIpOCE MapKep JOCTYIa HE
JTAéT IPaBo JIOCTYIA K CKOYITYy ext_imp)
6. ESIA-030002 3anoaHATe HoJjIe Onno u3 noner «Pamunusay, «Mmsy,
«OT4ecTBOY MPHIILIO C MYCTHIM 3HAYECHUEM
7 | ESIA-030003 Hesepno ykazanbl
rapamMeTphl 3ampoca
g | ESIA-030007 Henmonyctumsie [Tons 3ampoca comeprKat HeOMYCTUMBIE
CHMBOJIBI B ITOJIAX CUMBOJIBL «<», «>» U «&»
3ampoca
9 | ESIA-030504 Cepruduxar
3JIEKTPOHHOM MOANMKUCH
MMEET HEKOPPEKTHYIO
cTpykTypy. OOpaTutech
B YZOCTOBEPSIOIINI
LEHTP
10. | ESIA-03200 Bo3moxHO, 4TO Heo6xoammo cCKOppeKTHpOBATh TaHHBIE
M0JIb30BaTehb M0JIb30BAaTENs B MapaMeTpax 3amnpoca (cepuio,
3apErucTPUPOBaH, HOMED, J1aTy BBIJIaYM) WM IMapaMeTpsl Y3
HE00X0IMMO B ECUA
MIPOBEPUTH BBEJICHHbBIE
JaHHbIE TTACTIOpPTa
(ceputo, HOMeEp, ATy
BBIJIAYN ) WK
3anoiaHuTh ux B ECUA
11. | ESIA-032006 YKka3zaH HEKOPPEKTHBIHN
TUI KOHTAaKTa
12. | ESIA-032101 YKa3zaH HEKOPPEKTHBIN
aJipec IEKTPOHHOM
MOYTHI
13. | ESIA-032102 B crpykrype agpeca

JIEKTPOHHON HOYTHI

(B IMEHHM U JIOMEHE)
JIOJKHBI OTCYTCTBOBATh
TOYKH B HavaJle U
koHue. Hammpumep,
mymail.mymail@exam
ple.com - BepHO;
mymail. @.example.co
m — HEBEPHO
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Kon Bo3Bpara

Onucanue Koaa
BO3BparTa

KommenTapun

14.

ESIA-032103

YKa3aH HEKOPPEKTHBIN
dbopmar umeHu IS
azpeca IEKTPOHHOU
no4tsl. JlocTynHbIe
CHMBOJIBL: JIATHHCKUE
OyKkBbI a-Z U A-Z,
mudpsl 0-9 u 3HAKU
nyHKTYauun (#$%*+-
=2 (Y-

15.

ESIA-032104

VYKka3aH HEKOPPEKTHBIN
dbopmat goMeHa Jist
azpeca IEKTPOHHOU
noyTsl. JlocTynHble
CHUMBOJIBL: JIATUHCKUE
OyKBBI a-Z U A-Z,
uudpsr 0-9 u 3HaKK
nyHKTyaun (#$%*+-
=2 ()]~

16.

ESIA-032105

Henomyctumo
HCIIOJIB30BATh JBA U
OoJiee paza moAps
CJIEYIOIE CUMBOJIBI:

nn nn
s T .

17.

ESIA-032110

He yka3zan aapec
3JIEKTPOHHOM MOYTHI
IIpH BBI30BE METOJIA
HMMIIOPTa ¥ YKa3aHUU
MyCTOTO 3HAYECHUS

B arpuOyre EML

JlaHHBII KO BO3BpaTa COOTBETCTBYET
CUTYaIluH, KOTJa B 3aIpoce MepeaaH MmycToi
napametp EML

18.

ESIA-032200

He yka3an Homep
MOOMJIBHOTO TeleoHa

19.

ESIA-032201

Homep mobunsHOTO
Tesie(hOHa CONEPKUT
HEJIOTYCTUMBIC
CHMBOJIBI

20.

ESIA-032202

Homep MmobunsHOTO
TenedoHa ykazaH
B HEBEpHOM (hopmare

21.

ESIA-032203

YKa3zaH HEKOPPEKTHBIN
HOMEp MOOMIBHOTO
TeseoHa

22.

ESIA-032205

Yka3zaHHbI HOMEP
TesneoHa yxe
UCIIOJIb3YETCA VIS
perucrpauuu Y3

JlaHHBIH KO OIIMOKK BO3BpAILlaeTCs MpU
MIOBTOPHOM HUMIIOPTE, KOTJa Ha yKa3aHHBIN

B 3aIIpoce HoMep TesedoHa yxKe ecTh 3asiBKa
Ha PErUCTPALMIO HOBOH Y3, OT MOJIb30BATENS
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Kon Bo3Bpara

Onucanue Koaa
BO3BparTa

KommenTapun

noJtyyeHo noarsepxkaenue no CMC
Y 3aIylIeHbl IPOBEPKH NaHHbIX B BI 1P

23.

ESIA-033000

He ykazan tun
JOKYMEHTa

24.

ESIA-033001

Brenure cepuro
JTOKYMEHTa

25.

ESIA-033002

Beenure HOMeEDp
JTOKYMEHTa

26.

ESIA-033003

He yka3ana nara
BbIJa4M JOKYMCHTA

27.

ESIA-033004

He yka3zano BegqomcTBO,
BbBIJABIICC TOKYMCHT

28.

ESIA-033005

VYkaxure aty BblIauu
JIOKYMEHTa

29.

ESIA-033006

HexkoppekrtHas nara
BBIJIAYM JIOKYMEHTa

30.

ESIA-033007

Vkaxure naty
OKOHYaHUs CpPOKa
JENCTBHUS IOKYMEHTA

Ecnu 3arpannacnopt ykas3aH B KauecTBe
JOKYMEHTA, YOCTOBEPSIOIIETO JIMYHOCTh

31.

ESIA-033008

HexkoppekrtHas nara
OKOHYaHHMS CpPOKa
JIEUCTBUA IOKYMEHTa

Ecnu 3arpannacnopt ykas3aH B KauecTBe
JOKYMEHTA, YAOCTOBEPSIOIIETO JTMYHOCTD

32.

ESIA-033009

JlaTta okOHYaHUA CpoKa
JIEUCTBUA IOKYMEHTa
TOJKHA OBITH MEHBIIIE
YyeM JaTa BhIAAUYn

Ecnu 3arpannacnopt ykasaH B Ka4ecTBe
JOKYMEHTA, YAOCTOBEPSIIOIIETO JINYHOCTh

33.

ESIA-033010

Document type is
wrong

YKa3zaH HEBEPHBIN TUIT JOKYMEHTA,
YI0CTOBEPSIONIECTO JIMYHOCTh

34.

ESIA-033011

JnvHa Ha3BaHMS
BEJIOMCTBA, BBIJIABIIETO
JTOKYMEHT, J0JDKHA
OBITH MCHBIIIC
{kxommyecTBO }
CHUMBOJIOB

35.

ESIA-033100

Cepus nacnopra
JOJI’KHA COCTOATH U3
{konuecTBO } UPp

36.

ESIA-033101

Cepus macropra MOKeT
COJIePKaTh TOJIBKO

G poI

37.

ESIA-033102

Homep nacniopra
IOJKEH COCTOATH U3
{konmmuecTBO } 1D

38.

ESIA-033103

Homep nacniopra
MOJKET COJIEPIKATh
TOJIBKO IIU(PBI
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Kon Bo3Bpara

Onucanue Koaa
BO3BparTa

KommenTapun

39.

ESIA-033104

Bsenure ko
MO Ipa3ICTICHUS
B MaCIOpTe

40.

ESIA-033105

Koa nonpasnenenus
B [IACHIOPTE JI0JDKEH
COCTOSITh U3

{kommuecTBO } P

41.

ESIA-033106

Koa nonpasnenenus
B MaCTOpPTE MOXKET
COJIEP’KaTh TOJIBKO

uQpsl

42.

ESIA-033109

RF Passport issuer
element wrong length

Hesepnas nnvna nosst «Beinany s
nacnopra PO

43.

ESIA-033110

RF Passport issuer
element wrong
character

B none «Brigan» nacniopra P® ykazan
HEJIOTTYCTUMBIN CHUMBOJT

44,

ESIA-033201

Cepust TOKyMEHTa
MOXET COJIepKaTh
TOJBKO ITUGPHI, TUPE,
OYKBBI PYCCKOTO

H JIATUHCKOT'O
andasuTa

45.

ESIA-033202

Howmep nokymenta
MOXKET COJIEPKATh
TOJBKO ITUGPHI, TUPE,
OYKBBI pyCCKOTO U
JATUHCKOTO andaBuTa

46.

ESIA-033300

Cepust TOKyMEHTa
JIOJI’KHA COCTOATH U3
{KoJIuecTBO }
CHUMBOJIOB

47.

ESIA-033301

Cepusi TOKyMEHTa
MOJKET COJIEP>KaTh

TOJIKO IUGPBI U OYKBBI

pycckoro andaBuTa

48.

ESIA-033302

Howmep nmoxymenra
JIOJDKEH COCTOSITh U3
{konuecTBO} UPp

49.

ESIA-033303

Howmep noxymenTa
MOJKET COJIepKaTh
TOJIBKO LIU(PHI

50.

ESIA-034000

ZipCode element is
empty

He yxazan unnekc nins agpeca PO. Ilone

«MBgexc» IMPUCYTCTBYCT, HO HC 3aIlIOJIHCHO

51.

ESIA-034001

ZipCode format is
wrong

HeBepHnrlii opmat nunaekca

52.

ESIA-034002

Address type is wrong

HesepHblii THI afpeca
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Kon Bo3Bpara

Onucanue Koaa
BO3BparTa

KommenTapun

53.

ESIA-034004

AddressStr element is
empty

He ykazano 3nauenue nois addressStr

54.

ESIA-034005

Address elements
House, Building, Frame
are null

B agpece He yka3aHbl 3HaUeHUSA
JIOM/KOPITyC/CTpOCHUE

55.

ESIA-034006

Address element
countryld is wrong

YKa3aH HEBEPHBIN KO/ CTPAHbI

56.

ESIA-035100

He ykazana ¢pamumnus

57.

ESIA-035101

He ykazano nms

38.

ESIA-035102

[Tone moxer
COJIEP’KaTh TOJIBKO
OYKBBI PyCCKOT'O WJIA
JaTUHCKOTO
andaBuTOB, HUDPHI,
nedwuc, mpobe,
anoctpod, TOUKy,
3amATyH0. 3ansaras
JOTIYCTUMA TOJBKO

B CE€pe/IMHE CJIOBA.

B none negomyctumo
OJIHOBPEMEHHO
HCIOJIb30BaTh PYCCKUE
Y JJTATUHCKHE OYKBBI

59.

ESIA-035103

He ykazan non

60.

ESIA-035104

Vkaxure nary
POXKIACHHS

61.

ESIA-035105

Hekoppekrnas nata
pOKJIeHUs

62.

ESIA-035106

Vxkaxure I'paXXKIaHCTBO

63.

ESIA-035107

Vkaxure
UICHTU(HUKAITMOHHBIN
JOKYMEHT

64.

ESIA-035108

YKa3aHHbIA JOKYMEHT
HE SABJISICTCS
UICHTU(UKAITTOHHBIM
JOKYMEHTOM

65.

ESIA-035109

YkazaHHbIe
UICHTU(UKAITTOHHBIH
JOKYMEHT

Y TPaXJAaHCTBO

HE COOTBETCTBYIOT IPYT

APYTY

66.

ESIA-035110

‘YKazaHbIil 11OJ
{HaumeHoBaHue }
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Kon Bo3Bpara

Onucanue Koaa
BO3BparTa

KommenTapun

HE COOTBETCTBYET
CJIOBApIO

67.

ESIA-035111

YkazaHHoe
IPaXKIAHCTBO
{HanmeHoBaHwme }
HE COOTBETCTBYET
CJIOBAPIO

68.

ESIA-035112

Ykaxure MecTo
pOXaEHUS

69.

ESIA-035113

VYKaxxute BUI HA
JKUTEIILCTBO MJIN
pa3pelnieHmue Ha
BPEMEHHOE
MPOKUBAHUE

70.

ESIA-035115

VYkazaHHas cTpaHa
pOXIeHus
{HaumenoBanwue }
HE COOTBETCTBYET
CJIOBApIO

71.

ESIA-035116

B VY3 nonb3oBarens
He nposepeH B bI' 1P
JOKYMEHT,
YAOCTOBEPSAIONIUIA
JUYHOCTD

72.

ESIA-035117

KomanuecTBo cUMBOJIOB
HE JIOJDKHO TPEBBIIIATH
700 cUMBOJIOB

Jns nons «Kem BbIIan» (macmopr)

73.

ESIA-035118

[Tone moxer
COJIeP’KaTh TOJIBKO
OYKBBI PYCCKOTO WJIH
JATUHCKOTO
andaBUTOB, TUPPHI,
neduc, mpobder,
anoctpod, TOuKy,
3arATyo. 3ansaras
JOIYCTUMA TOJIBKO

B CEpeJIMHE CIIOBA.

B none nenomyctumo
OJIHOBPEMEHHO
UCIIOJIb30BaTh PYCCKHE
Y JIATUHCKHE OYKBBI

Jus mons «Ums»

74.

ESIA-035119

KoanyecTBOo cMMBOJIOB
HE JO0JDKHO MPEBbIIATh
700 cUMBOJIOB

Hns nonsa «MecropoxaeHue»
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Onucanue Koaa

Ne | Kopa Bo3Bpara KommenTapun
BO3BpaTa

75. | ESIA-035120 KonnuectBo cumBosioB | s nonst «MecTopoKIAEHUE», €CIU 3HAUEHUE
B CJIOBE HE JI0JIKHO yKka3zaHo 0oJiee OJJTHOTO CJIOBa, TO OTIEJIbHOE
npesbiaTh 30 CJIOBO HE JIOJDKHO IpeBblaTh 30 CHMBOJIOB
CHUMBOJIOB

76. | ESIA-036100 Beenure CHUJIC He yxazan CHUJIC

77. | ESIA-036101 HexoppextHsriii hopmat
CHUWJIC

7g. | ESIA-036102 Benennsiit CHUJIC VYkazaunubiii CHUJIC nexkoppekTeH (HeBepHas
HE CYIIECTBYET KOHTPOJIbHASI CyMMa)

79 | ESIA-039601 Haiinennas JlaHHBII KO  BO3BpaTa  COOTBETCTBYET
YIPOLIEHHAs 3alUCh CUTYyalluH, KOTJa HaiiieHa ynpouieHHas Y3 1o
y’K€ MOATBEPKAAETCS KOHTakTy, HO B HEW yxXe HUAYT MPOBEPKH

naHabelXx B bI' TP

0. | ESIA-039602 B naitnennoii Y3
OTCYTCTBYET
MOJITBEPK ICHHBIN
HOMep TenedoHa

g1. | ESIA-039603 VYkazaHHBIN B 3ampoce
HOMeEp TenedoHa He
CBITIAJIaeT C
MOATBEPKICHHBIM
B HalijcHHOU Y3

g2 | ESIA-039812 Homep MmobunsHOTO JlaHHbIi  KOJ  BO3BpaTta  COOTBETCTBYET
TenedoHa yxe CUTYaIIWH, KorJa HOMED tenedoHa
HCMOJIB3YETCS B IPYroi | MoATBEpkKIAeH B apyro Y3 meHee 30 cyTok
V3. Bsl cmoxkeTe Ha3aJ ¥ €ro UCIOJb30BaHHUE MPU PETUCTPALIUH
3aperucTpupoBaTh Y3 HOBOW Y4ETHOM 3alIMCH HEBO3MOXKHO
Ha 3TOT HOMED
TenedoHa HE paHee
JUI.MM.ITTT.

Boccranosute noctyn
K Y3 Wi YKaKUTE
JIpyro HOMep
MOOMJIBHOTO Tele(hoHa

g3 | ESIA-039815 YKa3zaHHbI HOMEP JaHHbIl  KOI  BO3BpaTa  COOTBETCTBYET
TenedoHa yxe CUTyalluu, KOTJa CYyIIECTBYeT 3asBKa Ha
UCIIOJIB3YETCS JUIS pErUCTpalli0 HOBOM YyYETHOW 3amucu Ha
pPETrUCTpallMM YUETHOW | YKa3aHHBIH TpU  TMOBTOPHOM  HMIIOPTE
3aIIMCU U OKUIAETCS tenedoH, Ho enle oxxunaercs CMC/REST-API
IIOITBEPIKIEHUE HOJTBEPXKIEHHE OT MOJb30Bareis (MpoLuIo
perucTpauuu MeHee 3 THei)

g4. | ESIA-910307 Registration Hcrekiio BpeMs 0KMIaHHUS OTBETHOIO SMS-

Endorsement by SMS is
falied

COO6H.ICHI/I$I C COTJIaCHMEM Ha pCerucTpanuro
HJIN UCUCPIIAHO KOJINYCCTBO IOIBITOK
OTIPABKHU OTBETHOTI'O SmS-COO6H_IeHI/I}I (BperI
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Onucanue Koaa

Ne | Kopa Bo3Bpara KommenTapun
BO3BpaTa
OKUJaHUS — 3 CYyTOK, KOJIMYECTBO MOMBITOK —
3 mT.)
IIpumeuanue: otHocurcs K ciydato ¢ CMC
g5. | ESIA-039805 V3 yxe akTuBHA JlaHHbIN KOJI BO3BpaIllaeTCs B cllydae, KOTrAa
Ha MOMEHT 3ampoca CcTaryca I0 HMIOPTY
10JIb30BATENb 3aperucCTpUpOBaIl
Y TIOATBEPAUI APYryio Y3
36. | ESIA-039810 Howmep mobumbpHOTO JlanHblii  KOJ ~ BO3Bpara  COOTBETCTBYET
TenedoHa yxe CUTYalluH, KOTJa yKa3aHHBI HoMep TenedoHa
WCIIOJIb3YETCSI B IPYroM | Mcnosb3yeTcs B Apyroi Y3
V3. Ecnu BbI yxe
PETUCTPUPOBAIIUCE,
MoTnpoOyilTe BOUTH
B cBoto ¥Y3. Ecnu BbI He
PETUCTPUPOBAIIUCE,
YKaXUTE APYrod HOMep
MOOMIIBLHOTO TenedoHa
WIH yJalIuTe HOMEp
tenedoHa u3 GopmsI
pEeTUCTpAITHH.
g7 | ESIA-032010 VY nosk3oBarens yxe JlaHHBI KO OIITMOKK BO3BPAIACTCS MTPU
3a/1aH 3TOT THUII MOBTOPHOM MOTMBITKE MOITBEPXKICHUS YK
KOHTaKTa MOATBEP)KIEHHOTO KOHTAKTa MOJIb30BATENS
gg. | ESIA-039803 Email yxe VYKazaHHBIH agpec JIEKTPOHHOW TMOYTHI YKE
WCIIOJIb3YETCSI B IPYTOM | UCTIOJB3YeTCS M YCIEIIHO MOJATBEPKIEH
V3. BoccranoBute B ipyroit Y3
JIOCTyM K Y3 unun
YKaXHUTE Apyrou email
g9. | ESIA-039604 [TaciopTHbIE 1aHHBIE 3anymieHa mnpoBepka  macmopra  Ha
Ha MPOBEPKE. Tocycayrax
[ToBTOpUTE MOMBITKY [IpoBepka 3aiimer MeHee dYaca, B PEIKUX
no3:xe (0ObIYHO 3TO ciydyasx g0 3 naHeill. IloBTopuTe NOMBITKY
3aHHMMAET Yac, B PEIKUX | MO3XKe.
CIIydasix JI0 TpeX JTHEil).
90. | ESIA-039605 Oo6noBute nacnoptHsie | [lacmopTHbIe JaHHbIE B O0aHke
JaHHbIE B OaHKE U HEAKTYyaJbHbI
IPOJOTHKUTE VYuyerHas 3amuch Ha [ocycrmyrax comepx uT
PETUCTPALIUIO. OoJee HOBbIE MacnopTHbIe JaHHbIe. OOHOBUTE
NacropTHhIe JaHHbIE B oduce OaHka W
MOBTOPUTE MOMNBITKY HA CIACAYIONIHIl IeHb.
91. | ESIA-039606 [TacnopTHble JaHHBIE 3asiBKa yxxe oOpadaTbiBaeTcst

OTIIPABJICHBI HA
npoBepky. [ToBTopuTe
TIOTIBITKY TTO3Ke
(0OBIYHO ATO 3aHUMAET

Nner nposepka nacnopra Ha ['ocycinyrax. Ona
3aHuMaer 10 3 nHei. IloBropure mOmBITKY
HO3Ke.
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Ne | Kopa Bo3Bpara Onucanue xona KommenTapun
BO3BpaTa
4ac, B peAKUX CIIydasx
JI0 TpeX AHEH).
92, | ESIA-039607 Ob6napyxena Y3 st IMacnopTHble JaHHBIE U3 0aHKA He HaliJleHbI
KOTOPOU HE yJ1aJoCh B MB/]
CONOCTaBUTh Obparutech B Ommkaimmii oprc OaHKa: MBI
yka3anHble B V1IC IPOBEPUM M TPH HEOOXOJUMOCTH OOHOBUM
JTAHHBIE nanusle nacnopra (OUO, cepus, HOMep) B
BaIeM mpoguie.
93. | ESIA-039608 [To nanupiM MBJ] ITacnopTHbIE JaHHBIE HEAKTYAJIbHbI
nacnopt u3 UC Ecnu BBl MeHsuIM macnopT — oOpaTuTech B
YUCIIUTCS KaK HE Ommxaiimmii odpuc OaHka: Mbl OOHOBHUM
aKTyaJIbHbII cBefeHust B mpocduie. Ecnu Bamm gaHHBIE
BEPHBl — BOCHOJb3YWTECh OHJIAIH-CEPBUCOM
MB/I*, umu oOparutrech B Onmxaiiiee
ortnenearne MBJI, 49ToOBI CcOOOmMHTH O
npoOieme.
94. | ESIA-039816 3asBKa C TAKUM JaHHbBIl KO  BO3BpaTa  COOTBETCTBYET
HOMEpPOM He HaliJileHa. | CUTYyalluH, Korza yKa3aHHBIH
[IpoBeprTe, mpaBwIbHO | MHACHTHUKATOP 3assBKU He HaiieH B ECHA.
71 BBEIEH HOMEp, WU
MIOBTOPUTE ONIEPALIIO
3aHOBO.
95. ESTA-910001 [TencuonnbIit hoHA
Poccuiickoit
denepanuu He
MOATBEP NI
CYIIECTBOBaHHE
CHMJIC ¢ ykazaHHBIMU
PEKBU3HUTAMU.
96. | ESIA-910100 B aBTOMaTHueckom
peXuMe He yIanoch
IPOM3BECTH IIPOBEPKY
BAIIIEr0 Nacropra.

Cucrema, UCHOJNB3YS MMEIOIIUNCA HACHTU(UKATOP 3asiBKH HAa PErHCTPAIMIO IOJIb30BATEs,
MOJXKET Y3HaTh CTaTyC 3asBKH, a TaK)Ke MPUUMHY OIMUOKHU (IIpH ee Hanuuuu). JlJis mosrydyeHus: TaHHbIX
0 XOJI¢ BBITIOJIHEHUSI MPOBEPOK CHCTEMa JI0JDKHA BHINOMHUTH 3ampoc merogoM GET B https-ampec
REST-API cucremsr ECUA. 3anpoc Takske J0OIKEH cofepKaTh MapKep JOCTYIA CHCTEMbI Ha CKOYII

ext_imp. [Ipumep 3anpoca:

59 B cpene pa3paboTku CepBHUC JOCTYTICH o URL https://esia-
portall.test.gosuslugi.ru/rs/reqs/{requestld}, rae requestld — yHukanbHbI UASHTUGHUKATOP 3asBKH Ha
MIPOBEPKY JIAaHHBIX MOJIb30BATEIIS.
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GET https://esia-portall.test.gosuslugi.ru/rs/reqgs/
AAAAS5F79379F965664CB739F5BDC6FD8E24797A576A4F056322D
Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciIeM

B kauectBe orBeTa ECHA BO3Bpamiaer json ¢ napaMmerpaMmu, ykazaHHbIMU B Ta0muue 17.

Tabmuua 17 — ITapameTpsl OTBETa Ha 3aIpPOC O CTaTyce MPOBEPKH JAHHBIX TOJIb30BaTEIs

ITapamerp

Oo0s3aTelIb-

HOCTDb

Onucanue

status

Craryc 3asiBKU Ha PETUCTPALIUIO

1oJib30Bareis. Mo)keT IpUHUMAaTh 3HAYECHMUSL:

— VALIDATING — uzer npoBepka JaHHBIX
V3 B BI'UP;

— VALIDATION_FAILED - omu6ka mpu
npoBepke AaHHbIX Y3 B BI'UP,
JeTATN3aIUs OITUOKU COACPKUTCS
B mapametpe errorStatusinfo;

— SUCCEEDED - oniepanus ycremHo
BBITIOJTHEHA.

personOid

Unentuduxarop 3apeructpupoBaHHoi Y3
(BO3BpaIllaeTcs B CIIy4ae YCIEIHO
BBIITOJIHEHHOW ONepanyuy ummnopra ¥3

B ECIA)

flowDetails

Bo3sBpamraer nanseie o 3aj1aue, ee CTaTyc U —
MIPU HATHYUU — 00 OIHOKe.
Bxrogaet B cebst criemyroniue aTpuOyThI:
— uMs (name), MPUHUMATOIIEE CIICIYIOITNE
3HAYCHHUS:
e 0 MOMEHTa 3aBepLIECHUS MPOBEPKU
CHUIJIC:

- raRegistrationEndorsement —
MOJATBEPIK/ICHUE MOJIb30BaTENIEM
peructpauuu no CMC;

- sendSMS — oTtnipaBka mapoJs Jist
MEPBOTO BX0J1a;

- validateSnils — nposepka ®UO,
CHMJIC u natel poxaenus B [IOP
Poccuu;

® [I0CJI€ YIEUIHOTO 3aBePIICHUs
nposepku CHUJIC u co3zganus
YOpOILIEHHOHN Y 3:

- validateRfPassport — mpoBepka
MACIOPTHBIX JaHHBIX B MB/J]
Poccun.

— craTtyc (status), MpUHUMAIOIINNA
CJEeAYIOLINE 3HAUCHUS:
- S — yCIEUIHO BBINOJIHEHA;
- P —B pa0ore;
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Ne ITapamertp Oos13aTenn- Onucanue

HOCTb

- W — 0XHJaeT peakuuy Nojab30BaTes
WM TPEBIAYIIETO CBA3aHHOTO
3aJaHHUS;

- I — nHMmmanusuposana;

- C—omnepauus OTMEHEHA;

- F— omu0Oka BBIIOTHEHUSI.

— omubOKa (error, He00A3aTEIBHO),
BKJTFOYaromias B ce0st ko omuOku (code)
Y TEKCTOBOE OTMCaHue (message).

IIpu 3anpoce nacopTHOTO A0ChE UMsI
(name), NpUHUMAET 3HAUYEHUE
loadRfPassport. Ctatycsl 06paboTku (status)
NPUHUMAIOT 3HAYCHHUS, ONTMCAHHBIC BBIIIE.

4. | errorStatusInfo N JeranbHas nundopmanus o0 ommodke

(npu Hannuum). Popmar:

— code — KoJ OIIMOKH;

— message — TeKCTOBOE OTNIMCAHNE OILINOKH.
B ciydae ommOku npu npoBepke
nacrnopTHsIX JaHHbIX B MB/] Poccun
napametp code npuHHMaeT 3HadeHue ESIA-
910100.

B ciygae omm6ku nipu nposepke CHUJIC

B [IDP napamerp code nmpuHUMaeT 3HaUYCHUE
ESIA-910001.

[Ipumep oTBeTa Ha 3ampoC O CTATyCEe BBHITIOJHEHMs 3asBKU (YCHEIIHAs PErucTpanu Y3 MpU

nmrnopte B ECUA):

{"stateFacts":["Identifiable"], "status":"SUCCEEDED", "person0id":1000352622}
HpHMep OTBC€TA Ha 3aIlIpOoC O CTATyCC BBIIIOJIHCHUA 3asiBKH (peFI/ICTpaHI/IH yquHOﬁ 3aIIMCH IIpU

nmrniopte B ECUA He BoinosHeHa — omrbOka npu nposepke DO, CHUJIC u natel poxaenus B [IDP):

{
"stateFacts":["Identifiable"],
"status": "VALIDATION FAILED",
"flowDetails":
[
{
"name":"raRegistrationEndorsement",
"status":"S"

b

{
"name": "validateSnils",
"status": "E"
0 4
"error":{"code": "ESIA-910001",
"message": "IlleHcuoHHBENT GoHI Poccurckoy demepalury HE NOOTBEPINII
CyleCTBOBAaHME CHWJIC ¢ ykas3aHHBIMM pekBusuTamm"}
}I
{
"name": "sendSMS",
"status": "C"
}
]I
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"errorStatusInfo":
{
"code": "ESIA-910001",
"message": "lleHCMOHHB QOHI Poccuiickoym dermepaluy He NOATBEPIUJI cyllecTBOBaHuMe CHUIIC c
YKa3aHHEIMU pekBusuTamm"
}
}

[Ipumep oTBeTa Ha 3ampoc O CTaTyce BBIMOJHEHUS 3asBKU (perucrpanus Y3 MpU UMIIOPTE

B ECHA BbInOJIHEHA € 0IIMOKOM — o1nOKa IpH MPOBEpPKe NMacnopTHhIX faHHBIX B MBJI Poccun):

{
"stateFacts":["Identifiable"],
"status": "VALIDATION FAILED",
"flowDetails":
[

{

"name": "validateRfPassport",
"status": "F",
"error":{"code": "ESIA-910100",
"message": "B&nbsp;aBTOMaTMUECKOM peXuMe He&nbsp;ynajloCb IPOMU3BECTU NPOBEPKY
Bamwero nacnopra.'"}
}
]l
"errorStatusInfo":
{
"code": "ESIA-910100",
"message": "B&nbsp;aBTOMaTMYECKOM peXMMe He&nbsp;ynajloCh MNPOMB3BECTM NPOBEPKY BalleT'o
nacnopra."
}
}

B cnydae ormpaBku 3ampoca Ha MUMIOPT y4€THOM 3amucu ¢ ykazanueM B URL 3ampoca
napamerpa ?confirmWay=REST API mnomydennsiii monp3oBatenemM CMC-koa TOATBEPKICHUS
JOJDKEH OBITh OTMpaBiieH cucteMoi-morpeduteneM B ECHA myTém BBITIOJIHEHHS 3ampoca METOJIOM

POST: https://esia.gosuslugi.ru/esia-rs/api/public/v2/confirmation/compare  (yisi  TPOIYKTHBHOMN

cpensbl).
B 3anpoce na noarsepxkenue kona (13 CMC) 10KHBI OBITH Nepe/laHbl CIASAYIOIINE JaHHbIE:
HanmeHnoBanme
Ne Onucanue napamerpa Mpumeyanus
napamMerpa
requestld Kox 3asBku Ha perucTparuio Bo3sBpaiaercs B ciydae
CO3J1aHMsI 3asIBKU Ha
perucTparuio
2. | Code Kon nonrBepsxnenus, oTnpasieHHbli | HampaBnsercs moap30BaTeNio B
M0JIL30BATENI0 HA HOMEP ClIydae CO3JaHHs 3asBKH Ha
MOOUITBEHOTO TenedoHa. perucTparuo
[Tpumep 3ampoca (BbI30B cepBuUca B cpefie pa3paboTKu):
{
"requestId": "AAAA8DC2359F965664CB21FEFBDD922BA0BD8DAAEE6727EBI980A",

"code": "2783"
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1o nony4yennsim ganHbiM B ECHA BhINosHsIieTCS IpOBEpKa KoJa MOATBEPkKACHUA. B oTBeTe Ha

3anpoc Merona ECHUA Bo3Bpalaer cienyrounue napaMmerpbl:

HaumeHoBaHue
Ne Onucanue napamerpa
napaMerpa
1. | requestld Kon 3asBku Ha perucTpanuio
2. | createdTime Bpewms co3znanus 3anpoca
3. | mobile Howmep mobumnbHOTO TEenedoHa
4. | status CraTyc BBIIIOJIHEHUS OTlepaliu
5. | confirmationWay [Ipu3Hak noaTBepk ACHUS
6. available AttemptsCount OcrasIteecst KOJIMYECTBO IIONBITOK BBOIA KOJA
MOJTBEPIKICHHUS.
7. maxInputAttemptsCount MakcuManbHOE KOJIMYECTBO BBOJIA TOATBEPKIACHUS.
8. | periodsForNextGeneration WuTepBan Bpemenu Mexay nepeotnpaskoit CMC
9. | resendCount KonunuectBo nomneitok no nepeornpaske CMC ¢ kogom
MOATBEP)KICHUS
10. | timeToLive CpoOK KU3HU KOJIa TTOATBEPKICHUS
11. | maxResendCount MakcumanbHOE KOJIMYECTBO MOMBITOK Ha epeoTnpaBky CMC
[Ipumep oTBeTa B ciydae, €Ciiu KOJl HOATBEPKICHHS YKa3aH MPaBUIbHO:
{
"requestId":"AAAAOEF8369F965664CB48D753590B7269A3CF453DD0554E4DBA",
"createdTime":1557766520905,
"mobile":"79000000000",
"status":"OK",
"confirmationWay":"REST API",
"availableAttemptsCount":5,
"maxInputAttemptsCount":5,
"periodsForNextGeneration": [
60000,
60000,
60000
1,
"resendCount":1,
"maxResendCount":5,
"timeToLive":86400000
}
B tabnuie Huxke nepedrciaeHbl BO3MOKHBIE CTAaTyCHI (T10J1e: status) BEIOTHEHUS ONEpaluu:
Ne HaunmenoBanue napamerpa Onucanue napamerpa
70.] OK Kon noarBepxieHus yka3aH BEpHO
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2. | WAIT Konx noarsep:xieHus yKa3aH HE BEpHO

3. | NOT_FOUND Nudopmanwst 0 JaHHOM KOJIe TIOITBEPKICHUS HE
HalJeHa
4. | TOO_FAST_RESEND HeBo3mosxHO BeITIOTHUTH niepeoTnpaBky CMC ¢ kogom

noarBepxkeHueM. C MOMEHTA OTIPABKH TIOCIIETHETO
CMC npouwno cnumikoM maso Bpemenu (ITapamerp:
periodsForNextGeneration)

5. | RESEND_LIMIT_IS_REACHED | IloBropnas nepeotipaBka CMC neBo3mosxna (ITapamerp:
resendCount). [Tpu 0kOHUYaHUU TOMBITOK IEPEOTIPABKU
CMC, TpeOyeTcs BBIIOJHATH NOBTOPHBIN UMIOPT Y3

6. | EXPIRED HUcrek cpok xu3num koaa noareepxaeHus (Ilapamerp:
timeToLive)
7. | FAILED Hcuepnanpl NONBITKY BBOJIA KOJA TIOATBEPKACHUS

Jnst mepeotnpaBku mojbs3oBarento CMC-kona TOATBEPKIEHUS HEOOXOAMMO BBITIOJIHUTH

3anpoc merogom POST:

https://esia.gosuslugi.ru/esia-rs/api/public/v2/confirmation/resend/requestld (1t  TpoayKTUBHOM

cpenbl). B 3anmpoce HE0OX0MMO yKa3bIBaTh KOJI 3asiBKH Ha perucTpanuio (mapamerp: requestld).

b.9.1MoaepH3UpPOBAHHBIM CEPBUC HMIIOPTA YYETHBIX 3amnucei

noJib3oBare/ist u3 BHemHux UC

OOGHOBJICHHBIN AJITOPUTM, TI0O KOTOPOMY MPOU3BOJAUTCS UMIIOPT Y3, 0TOOpaKeH Ha pUCYHKe 14,

NpeJIcTaBlIeHHbIN B pazzaene b.9 Nmnopt V3 nonp3oBaress.

JlaHHBIM AJITOPUTM BKJItOUaeTcsi HacTpoiikoi Ha ctopoHe ECUA s konkpeTHbix MC
no pemenno Muniudper Poccun, cornacoBannomy ¢ L{b PO. UC, m1s KOTOPBIX JaHHBIM MEXaHU3M
BKJIIOUEH, 00513aHbI MPEAYNPEkKAATh MOIH30BATEINS O BOZMOKHOM COpOCe MapoJs v 3aMeHe TenedoHa.
PexomengyeMblii TEKCT:

“Ecsim MBI HaugéM YUYETHYH0 3alucChk HA I[0OCyCcyyrax M HOMEP
TejjepoHa B HEM HEe COBHNanNET C BEOPAHHBM, MBI OOHOBMM HOMEP
U OpmiiEéM Ha Hero CMC ¢ HOBEIM HapoJjeM njas Bxoma.”

OOHOBIIEHHBI MEXaHHU3M MPOBEPKH MACIOPTHBIX IaHHBIX B UMIIOPTE MPEJICTABIEH TaKXKe
Ha pUCYyHKe 14.

B Ta6n1/1ue HHWXKE MTPEACTABJICHBI HOBLIC KOJIbI OTBETOB OT CCPBUCA UMIIOPTA.

Tabmuua 18 — Kopl u onucanue ommboK OT cepBrca UMIIOpTa
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Onucanue Koaa

Ne | Kopa Bo3Bpara KommenTapun
BO3BpaTa
1. | ESIA-039604 [TacnopTHele naHHBIE HA | 3amyleHa NpoBepKa nacnopra
nposepke. Ilosropure | Ha INocycayrax
MOTBITKY noxke | [IpoBepka 3aiimeT MeHee Yaca, B PEIKUX
(0OBIUHO 3TO 3aHMMAET | ciaydasx 1o 3 paHei. IloBropure MOMBITKY
qac, B PEAKHX CIydasx | MO3Ke.
JI0 TPEX JTHEH).
> | ESIA-039605 Oo6noBure nacnoptHsle | [lacmopTHbIe JaHHbIE B O0aHke
JTaHHBIC B 0aHKe | HeaAKTyaJbHbI
Y TIPOJIOJIKUTE V3 na Tocycnyrax comepxut 0ojiee HOBBIE
pETUCTPALIUIO. nacrnopTHeie AaHHble. OOHOBUTE MACTIOPTHHIE
JaHHbIE B 0(rice OaHKa U TOBTOPUTE MOMBITKY
Ha CJIETYIOINN JIEHb.
3. | ESIA-039606 [TacmopTHele  naHHBIE | 3asiBKa y:ke 00padaTbIBaeTCH
OTIIPaBIICHBI Wnet npoBepka nacnopra Ha ['ocycnyrax. Ona
Ha MPOBEPKY. 3aHUMaeT 10 3 gHel. [loBTopuTe MOMBITKY
[IoBTOpHTE  NOMBITKY | O3XKE.
no3xe (0ObIUHO  3TO
3aHMMAET Yac, B PEIKUX
clIydasix JIo Tpex JTHei).
4. ESIA-039607 Obnapyxena VY3, mns | [lacmopTHbIe JaHHbIE U3 0aHKA He HaliIeHbI
kotopoii He yaainock | B MBJI Poccuu
COTIOCTaBUTh OO6parurech B Ommkaiimmii opuc O0aHKa: MbI
ykazanHele B MC | mpoBepuM M mpu HEOOXOAMMOCTH OOHOBUM
JTAHHBIE nanueie macropra (®UO, cepus, HoMep)
B BalieMm npodure.
5 | ESIA-039608 [Io pgamneiM  MBJI | IlacmopTHBIE TaHHbIE HEAKTYAJIbHbI

Poccun nmacnopt uz UC
YUCIIUTCA  Kak  He
AKTyaJIbHBIN

Ecmu BBl MeHsuln macmopr — oOpaTHTeCh
B Omkaiimmii opuc OaHka: MBI OOHOBUM
cBelieHus: B npoduie. Ecnu Bamm naHHBIS
BEPHBI — BOCIIOJIb3YHTECh OHJIAH-CEPBUCOM
MBJ/1* wmum oOpatutech B Onmkaiiiiee
otaeneane MBJI Poccun, 4toOBI cOOOIINUTH
0 mpooJIeMe.

*PexoMeHIyeTCs CChUIKA Ha MHCTPYKIHUIO!

J1s1 TOro, 4T00bI BOCIOJIBL30BaThCs OHIaMH-cepBucoM MB/I Poccun, Heodxoaumo:

1) mepetitu o cchuike http://cepBuckl.ryBM.MBI.pd/info-service.htm?sid=2000;

2) 3aI0JIHATH CEPUI0 X HOMEp MAcIopTa, a TaKkKe KO C KapTHHKU M HaXKaTh KHOMKY «OTnpaBUTh

3aIpocy»,

3) yoenuTbest, uTo Bamn nacnopt yuciauTcs B 0a3e HeJeHCTBUTEIBHBIM;

4) HaxkaTh KHONKY «Co00NINTE 00 OmIMOKeY;

5) B mone «Onucanne omuOKm» COOOIIUTE O IpodIeMe.

Ilpumep:

Ilpu nposepke nacnopmuwvix oanHwix cepsucom MBJ] nonyuena owudka. [lacnopm (ykazameo -

cepuro nacnopma, Homep nacnopma, 0amy 8vl0ayu U K00 noopazoenenus) Ha ums (yKkazams —
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@amunus Uma Omuecmeso), dama podxcoeHus (yKazams 0any poricoeHUst) NPUHAaH
Hedeticmsumenvivim (npuuuna). Ipouty nposecmu Koppexmuposky 6 base.
6) 3aMOIHUTH afpec MEKTPOHHOM MouThl, DUO U HaKaTh KHOMKY «OTIPaBUTHY;

7) OTBET MPUZIET HAa YKa3aHHYIO 3JICKTPOHHYIO MOYTY B TeucHHe 30 THEH.

b.10 YnpaBienune wu3zoOpaxeHueM (aBarapoM) B npoduiie

moJab30BaTe/JIisA

[Iporpammubie unTepdericel Ha ocHoBe REST oOecrneunBaroT BO3MOXKHOCTH YIPABJICHHS
n300pakeHreM (aBaTapoM) moJib3oBaTessi. ObecreueHa BO3MOKHOCTb:
— ToJiydaTh u3obpaxenue (aBarap) noan3osarens mno OID;
— TI0JIy4aTh UCXOJHOE M300pakeHue (aBarap) moJib3oBatess o OID.
JIJIss OCyIIECTBIICHUS JAHHBIX OIEpalfid CHCTEMa OPTaHHM3aIMH JIOJDKHA HAlpaBHUTh B https-

aapec nporpammuoro untepderica ECUA 3ampoc metonom GET.

b.10.1 IMonyuyeHue c:xxkaToro uzodopaxkenusi (aparapa) nojb3onatesi mo OID

JIst IoJTydeHusT C)KaToro KPYIJIOro M300pakKeHusl (aBaTapa) JOJDKEH OBITh BBIMOJTHEH 3aIpocC
merogom GET Ha https-angpec mporpammuoro uatepdeiica ECUA. 3aronoBok mamHOro 3ampoca
JOJI’KEH BKJIIOYATh B ce0s MapKep JI0CTYIa, BBIAAHHBIN cucTeMe [Tl paboThl ¢ aBaTapOM MOJIb30BaTeNs
(usr_avt?oid={p.prn_oid}). Beimaua mapkepa OCyIIECTBISETCS B paMKaxX MOJICIH KOHTPOJISA JAOCTyma
Ha OCHOBE MoJHOMOYMH cucteMbl-kireHTa (ITpunoxenue B.3), T.e. mpaBo Ha 3ampoc Takoro Mapkepa
JOCTYIa yCTaHaBJIMBaETCs onepatopoM dkcruryatanuu ECHUA. Tlpu aBTopusaiiuu He00X01MMO yKa3aTh
B 3arojioBke — Authorization ¢ MoJTy4eHHBIM TOKEHOM.

B kauectBe orBeta ECHMA BoO3Bpaiaer MaJeHbKOE Kpyrioe H300pakeHue, UCIOIb3YIOIIeecs
Ha cTpaHule aBTopusauuu u B npoduiie ECUA, uin ommOKy npu OTCYTCTBUU U300paxeHHUS.

[Ipumep 3anpoca:

GET http://esia-portall.test.gosuslugi.ru/esia-rs/api/public/v1/pso/1000299282/avt/circle
Authorization: Bearer
eyJ2ZXI10jEsInR5cCI6IkpXVCIsInNidCI6ImFjY2VzeyIsImFsZyI6I1JTMjU2In0.eyJuYmYiOjEIMjgyMDglMzE
sInNjb3B1lIjoib3BlbmlkIHVzcl9hdnQ b21kPTEWMDAYOTkyODIiLCJpc3MiOiJodHRWOlwvXC91lc21lhLmdve3VzbH
VnaS5ydvwvIiwidXJuOmVzaWE6c21kIjoiMDI4ZJkONWISMJEWN2ZiMjcOSMTE4YTM10GM2M2Z1iNDRhMzdjOGZ1i0TAYM
JA10GQxZj1hMjdiNjIzMDg525Q03YSIsInVybjplc21hOnNial9pZCI6MTAWMDISOTI4MiwiZXhwljoxNTI4M]EYMTMx
LCIpYXQiOjEIMjgyMDglMzEsImNsaWVudF9pZCI6I1RFUIREULILITINO . Lgv8Zm9J8sGEHIMGppY zWXGn KaQcWeERx
k53C-BkXAVxsMboEXwVcnmvaShRuSuo  wcVwf3rY DQ 90Hgd3vZ30-iEFciDJxVVAMz2sVOHQXvUzOHET-
VAMIwfsWUMurKeV7uCPYgrlrjagsRivzIgMc0eo0jlZMrM2ohUJTWVKZZqz T~

IxCBjyVoUwcPafBmkAmyOvt1RVj1LjgBZg5BNeXvUCv819cc4S0e9ql-e6AEjZIHTNYEVolng la8iem-—
UVVPRmjszyffrl1JSzSkDvds3809wYbfzk8ckA2b-95acNDtsN8esDdGbBg6c—xMpfmyNpALSlcluPkmkg

HpHMep YCIICITHOTO OTBCTA:

{
"url": "/0/0/0/0/0/113/33/424e0939-3055-4945-b510-0650ea2c97aa.png"

}
HonyquHoe I/I306pa)KeHI/Ie pacnojraracTcsa 1o CCbIIKE:

https://esia-portall .test.gosuslugi.ru/useravatar/{ cceliika Ha HM300pakeHue }, HapuMep:

0 Cepsuc nocrynes no URL https://esia-portall.test.gosuslugi.ru/esia-
rs/api/public/v1/pso/{prn_oid}/avt/circle
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https://esia-portall .test.gosuslugi.ru/useravatar/0/0/0/0/0/113/33/424e0939-3055-4945-b510-
0650ea2c97aa.png
[Tpumep oTBeTa B cilydae, €Ciid aBaTtap HE HAHCH:

{
"code": "ESIA-040404",
"message": "ValidationCommonErrorEnum.avatar.notfound"

b.10.2 Ionyuyenue ncxoaHoro u3oopakenusi (aparapa) noJjb3onartes no OID

JUia mony4eHus MCXOJHOIO KBAJpaTHOTo M300pakeHus (aBarapa) JIOJDKEH ObITh BBIIOJHEH
sanpoc Metogom GET ma https-agpec mporpammuoro untepdeiica ECUA®!. 3aronosox panHOrO
3ampoca JI0JDKEH BKJIIOYaTh B ce0s MapKep JOCTyNa, BBIJAHHBIA CHUCTEME JUIsl pabOThl C aBaTapoM
nosnp3oBarenst (usr_avt?oid={p.prn_oid}). Bsimaua mapkepa OCyIIECTBISE€TCS B paMKax MOJIETH
KOHTPOJISI IOCTYIIa Ha OCHOBE MoJIHOMOounid cuctembl-kiueHTa ([Ipunoxenue B.3), T.e. mpaBo Ha 3ampoc
TaKoTO MapKepa JOoCTyma ycTaHaBiuBaeTcs omeparopom skcmutyataruui ECHUA. Ilpu aBropuzammu
HE0OX0IMMO yKa3aTh B 3aroyioBke — Authorization ¢ mOJIy4eHHBIM TOKEHOM.

B kauectBe otBeTa ECHUA BO3Bpaliaer kBajipaTHOE UCXOHOE N300paKEHHE MOTB30BATENS UITH
OLIMOKY MPH OTCYTCTBUU N300paKEeHHUS.

[Ipumep 3ampoca:

cer http://esia-portall.test.gosuslugi.ru/esia-rs/api/public/v1/pso/1000299282/avt/square
Authorization: Bearer
eyJ2ZXI10jEsInR5¢cCI6IkpXVCIsINNidCI6ImFjY2VzeyIsImFsZyI6I1JTMjU2In0.eyJuYmYiOjEIMjgyMDglMzE
sInNjb3B1Ijoib3BlbmlkIHVzcl9hdnQ b21kPTEWMDAYOTkyODIiLCJIpc3MiOiJodHRWOlwvXC91lc21lhLmdve3VzbH
VnaS5ydvwvIiwidXJuOmVzaWE6c21kIjoiMDI4ZjkONWISMjEWN2ZiMjc5MTE4YTM10GM2M2Z1iNDRhMzdjOGZ1i0TAYM
JA10GQOxZ3j1hMjdiNjIzMDg523jQ3YSIsInVybjplc21hOnNial9pZCI6MTAWMDISOTI4MiwiZXhwIjoxNTI4M]jEyMTMx
LCIpYXQiOJjEIM]jgyMDglMzEs ImNsaWVudF9pZCI6I1RFULIREULITINO . Lqv8Zm9J8sGEHIMGpPY zWXGn KaQcWeERx
k53C-BkXAVxsMboEXwVcnmva5hRuSuo wcVwf3rY DQ 90Hgd3vZ3o-iEFciDJxVVAMz2sVIHQXvUzOHET-
VAMIwEsWUMurKeV7uCPYgrlrjagsRivzIgMc0eo0j1ZMrM20hUJTWVKZZgz T~
IxCBjyVoUwcPafBmkAmyOvt1RV]j1LjgBZg5BNeXvUCv819cc4S0e9qgl-e6AEjZIHTNyEVolng la8iem—
UVVPRmjszyffr1JSzSkDvds3809wYbfzk8ckA2b-95acNDtsN8esDdGbBg6c-xMpfmyNpALSlcluPkmkg

[Ipumep ycrienmHoro oTeera:
{

"url": "/0/0/0/0/0/113/33/424e0939-3055-4945-b510-0650ea2c97aa.png"
}

[TonyuenHnoe n300paskeHUE PACIOIaraeTcs 1o CChUIKE:
https://esia-portall .test.gosuslugi.ru/useravatar/{ ccplika Ha H300pa)KEHHUE }, HATIPUMED:
https://esia-portall .test.gosuslugi.ru/useravatar/0/0/0/0/0/113/33/424e€0939-3055-4945-b510-
0650ea2c97aa.png

[Ipumep oTBeTa B ciydae, €Ciid UCXOIHBIN aBaTap He HaleH:

{
"code": "ESIA-040404",
"message": "ValidationCommonErrorEnum.avatar.notfound"

Bb.11 CepBuc ynpasaenus BaemnaumMu UC O opranuszanmia

6! Cepsuc nocryneH no URL https://esia-portall.test.gosuslugi.ru/esia-
rs/api/public/v1/pso/{prn_oid}/avt/square
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b.11.1 CepBuc REST API ynpasaenus HO

Mertoap! st padotsl ¢ 1O opranuzanuu:

1. Cospanue 11O.
2. H3menenwne nanawix 1{O.
3. VYaaneuue 11O.

Co3znpanne 1HHO
Anpec Meroja:
URL: esia-rs/api/public/vl/orgs/{org oid}/rcs

Bxoauble napaMeTpbl:
Ha Bxop cepBuC nomkeH noiay4yarh 00bekT, onuckiBatonuii 11O, KoTopsiii HEOOX0MMO T00aBUTH
K OpraHu3allvu.

ITapamerps! u3 URL:
org_oid — unenTuduKkaTop opraHu3anuu, B Kotropoit rodasmnsercsa L{O.

ITapameTtpsI Tes1a 3ampoca:
address — cTpyKkTypupOBaHHBIH ajapec Mecta pacnoioxenus 1O B cocTage:

type — tun agpeca — aiist 1O Bceraa paBen «RAy;

addressStr — agpec, cTpOKOBOE TPEICTaBICHIE — aipec 0e3 yKa3zaHHs HoMepa JIoMa, KopIryca,
CTPOCHUS M KBapTHUPHI,

countryld — 3-X cuMBOJIBHBIN KOJI CTpaHbl 10 cripaBouyHUKY OKCM;
zipCode — OYTOBBIN UHICKC;

fiasCode — ®UAC kox (ypoBeHsb 7...9) aapeca mecta pacnosioxenus 1{O;
region — Ha3BaHue cyorekra PO cornacHo cnpaBounuky CCP®;

area — paiioH;

city — ropo;

district — BHyTpUTOPOJICKOH paiioH;

settlement — HaceNEHHBIN TYHKT;

street — Ha3BaHUEC YIIULIbI,

additionArea — 10MOJHUTENIbHAS TEPPUTOPHUS;

additionAreaStreet — Ha3BaHWE YJIMIIbI HA IOMOJHUTEIBHOU TEPPUTOPUH;
house — HOMep oMa;

building — cTpoeHue;

frame — kopmyc;

lat — mmpora (reokoopanHaTa);

Ing — nonrora (reokoopaANHATA).
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contact — koHtaktHas napopmanus L{O — Homep(a) Tenedona(oB) u/mnm aapec(a) SMEKTPOHHOM

MMOYTHI;

name — HauMeHoBanue 1{O;
features — Bo3moskHocTH 1[0, mepeuncnenue «rery, «regy, «del»y, «cfmy, «rbix;

pdos — pa3penieHust Ha 0TOOpaKCHHUE OTICPAIUii, IIEPSUNCIICHHE «IC», «reg», «dely, «cfmy, «rbiy;

information — nomoHUTENBEHAS HHOOPMAIIHS;
opnModes — pexxum padotsl 11O, nepeuncnenne: «KWEEKENDS», «kEARLY», «LATE»;

L

WEEKENDS — paGoTaet 1o BIXOAHBIM;

EARLY — otkpsiTo ¢ 8:00 yrpa;

LATE — 3akpsiBaercs nozxe 19:00 Beuepa;

WEEKENDS, EARLY — pa6otaet 1o BeIxogHbsIM (OTKpBITO ¢ 8:00 yTpa);
WEEKENDS, LATE — paGoTtaeT 1mo BbIXOJHBIM, 3aKpbiBaeTcs no3xe 19:00 Beuepa;
EARLY, LATE — pa6oraet c 8:00 yrpa u 3akpbiBaetcs nosxe 19:00 Beuepa;
WEEKENDS, EARLY, LATE - pa6otaer mo BbIXOJHBIM (pabotaer c¢ 8:00

u 3akpeiBaeTcs mo3xe 19:00 Beuepa).

operationTime — Bpems padotsr 1{O.

HTTP meron: POST

Teno 3anpoca: application/json;charset=UTF-8.

IIpumep 3anpoca:

POST esia-rs/api/public/v1/0rgs/1000000001/rcs HTTP/1.1
Host: esia-portall.test.gosuslugi.ru
Authorization: Bearer

yTpa

eyJhbGci0iJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciIoMX0eyJleHAIOJEONDYyMTU2ND

Content-Type: application/json
Cache-Control: no-cache

{

"name" : "KnmeHTCckuy ueHtp B OIC 143960",
"operationTime" : "mu. 11.00-20.00, BT. - nTr. 09.00-20.00, c6. 09.00-18.00, BC. - BEX.",
"information" : "Heo6xomuMm nacnopT u HoMmep CHMIC",
"features" : [ "rcr", "reg", "del" ],
"address" : {

"type" : "RA",

"addressStr" : "KemepomBckasa O6sacTb, TawTarojbCkuy ParioH, lleperem I[Iocejlok I'OPOICKOIO

Tuna'",

"countryId" : "RUS",

"zipCode" : "123104",

"region" : "Kemeporckasa O6jactp",

"area" : "PermoH CamoBOE HEKOM-& ToBapuuecTso",

"city" : "lleperewm I[locesiok Toponckoro Tumna",

"district" : "Her",

"settlement" : "VYcTn-AH3ac llocemsok",

"street" : "Comerckas Ymauua'",

"additionAreaStreet" : "exkT",

"house" : "86/1",

"building" : "é&",

"frame" : "204y",

"flat" : "mom.419",

"fiasCode" : "2604e353-b9dd-4542-a8bf-020c8£982797",

Hlaeiy 55, 757911,
"lng": 37.600681
}7

"contact" : {
"type" : "RAC",
"value" : "8-800-550-07-70"
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)l
"opnModes" : [ "LATE", "WEEKENDS", "EARLY" ],
"raTypeId" : 8

}

3navenus tuna [{O (raTypeld)

Kon Ha3zBanue

1 MOI]

2 TepputopuasibHOE yrpaBIeHUE COLUAIbHON 3alIUThl HACEIECHUS
3 LlenTp 3aHATOCTH HACETIEHUS

4 Teppuropuanbaoe otnenenue 3AIC

5 VY aocroBepsromui HEHTP

6 l'ocynapcTBeHHOE Ka3eHHOE YUpexaeHHe

7 AJMUHUCTpAIUs MyHUIIMTIAIBHOTO 00pa30BaHUs

8 bankoBckas opranuzanus

9 Otnenenue ITouter Poccun

10 TepputopuansHoe otaenenne Pocrenekom

11 TepputopuansHoe ynpaniienue [IOP

12 TepputopuansHoe ynpasienue MBJ]

13 TepputopuansHoe otaeneHrne PoHaa COMAIBLHOTO CTPAXOBAHUS
14 POUB
15 OOlB

IIpumep ycnemHoro orsera:
{

"oid": "1000000234", // umeHTndukaTop cos3maHHOTO L0
"message": "Success|Fail"

}

IIpumep oTBeTa ¢ OIIMOKOM:

{
"code": "ESIA-038000",
"message": "opraHmuzaumsa He HauzeHa"

}

Hepeqeﬂb BO3MO’KHBIX BO3BpalllaeMbIX OIIHO0K:
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Kon Onucanne

ESTA-038903 OtcyrcrByert Ha3zBanue [[O

ESTA-038904 He ykazano Bpems padotsl 11O (operationTime)

ESTA-038905 He yxazan tun 1{O (raTypeld)

ESIA-038906 Y 11O oTCyTCTBYIOT KOHTAKThI

ESTA-034008 He ykazan anpec

ESTA-034004 AJlpecHasi CTpoKa mycTast

ESTA-034003 OtcyrcTByet unaekc B aapece [{O

ESTA-038000 Opranu3zanus He HaiijieHa

ESIA-038902 OtcyrctByer ¢uua fts [{O (B 3anpoce He yka3aHbl pa3peléHHbIE
O onepanun)

ESIA-005043 Opranuzanus He umeeT ¢uuu ra (OpraHuzalus HE HMEeT
paspenieHuss Ha OIepalud CO3JaHWs, W3MEHEHHsS, YHaJeHHS
LIEHTPOB 00CTYKHBaHUSI)

ESTA-005040 Y  opraHuzanMd = HET  TPYIIbI «TECH_CONSOLE»
(y opraHu3anuu HeT IPYMIIbI J0CTyNa (COTPYAHUKOB) Ui paObOTHI
¢ Texnonmornueckum mnoptaiom ECUA (ucnons3oBanusi Rest
API))

TpebOyempblii scope:
org_ra?org_oid={p.org_oid } &mode=w

HN3meHeHue JaHHBIX HEHTPA 00CITY:KUBAHUS

Anpec MeToja:
URL: esia-rs/api/public/vl1/orgs/{org oid}/rcs/{ra oid}

Bxoanble mapamerpbl:
Ha Bx0J cepBuC NOMKEH MOJIy4aTh OOBEKT, OMUCHIBAIOIIUN IEHTP 00CTYKMBaHUs, TaHHBIE KOTOPOTO
HEO0OXO0IMMO U3MEHHTb.

Mapamerpst u3 URL:
org_oid — naeHTu(UKaTOp OpraHu3aluu;
ra_oid — uaentudukarop 11O.

ITapameTpsl Tes1a 3anpoca:
address — cTpyKTypHpOBaHHBIH ajpec Mecta pacnonoxkenus L{O B cocrase:

type — tun aapeca — juig L{O Bcerna paseH «RA»;

addressStr — agpec, cTpOKOBOE MpeACTaBlIeHUe — ajipec 6e3 ykazaHHUs HoMepa JIoMa, KopIiyca,
CTPOEHHUS U KBapTHPHI;

countryld — 3-X cMMBOJIBHBII KO cTpaHsl 110 cripaBouHUKY OKCM;
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zipCode — o4ToBBINf UHIEKC;

fiasCode — xog ®UAC (yposens 7...9) anpeca mecra pacnooxenus 11O;
region — Ha3BaHue cyobekra PO cornmacuo cripapounuky CCPO;

area — paiioH;

city — ropo;

district — BHyTpUTOPOJICKOHN paiioH;

settlement — HaceIEHHBIN MYHKT;

street — Ha3BaHUEC YIIULIbI,

additionArea — 1OMIOJIHUTENbHAS] TEPPUTOPUS;

additionAreaStreet — Ha3BaHUE YLl HA JOMOJHUTEIBHON TEPPUTOPUN;
house — HomMep oMa;

building — ctpoenue;

frame — xopmyc;

lat — mmpoTa (reokoopauHaTA);

Ing — nonrora (reokoopanHATA).

contact — kontakTHas nadopmarus L{O - Homep(a) Tenedona(oB) n/unum aapec(a) AMEKTPOHHOI
MOYTHI;

name — HauMmeHoBanue 1{O;

features — yciyru 11O, nepeuncnenue «rer», «reg», «del», «cfmy, «rbiy;

pdos — pa3penieHuss Ha 0TOOpaKEHHE OTIEPAIIHHA, IEPEUUCIICHUE «ICT», «regy, «dely, «cfmy, «rbiy;
information — qomoaHUTENBHAS HH(OPMAITUS;

opnModes — pexxum padotsr 1O, nepeuncienne «k WEEKENDS», «kEARLY», «LATE»;
operationTime — Bpems padotsr 11O.

HTTP metoa: PUT

IIpumep 3anpoca:
PUT esia-rs/api/public/v1/orgs/1000000001/rcs/1000000234 HTTP/1.1
Host: esia-portall.test.gosuslugi.ru
Authorization: Bearer
eyJhbGci0iJSUZIINiIsInNidCI6ImFjY2VzecyIsInR5cCI6IkpXVCIsInzlciI6MX0eyJleHALIOJEONDYyMTU2ND
Content-Type: application/json
Cache-Control: no-cache

{

"name" : "KumeHTCckuM ueHtp B OIC 143960",
"operationTime" : "nu. 11.00-20.00, BT. - nr. 09.00-20.00, c6. 09.00-18.00, BC. - BEHX.",
"information" : "Heo6xomuMm mnacrnopT u Homep CHUJIC",
"features" : [ "rcr", "reg", "del" ],
"address" : {
"type" : "RA",
"addressStr" : "KemepomBckasa O6sacTb, TamTarojbCkuy ParioH, lleperem [IoCceJIOK TOPOACKOTO
Tuna'",
"countryId" : "RUS",
"zipCode" : "123104",
"region" : "Kemeporckasa OBjactp",
"area" : "PermoH CamoBOE HEKOM-€& ToBapuuecTso",
"city" : "lleperem Ilocesiok Topomckoro Twuna",
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"district" : "uer",

"settlement" : "YcrTp-AH3ac Illocesok",

"street" : "Comerckasa Ymauua',

"additionAreaStreet" : "extr",

"house" : "86/1",

"building" : "é",

"frame" : "204y",

"flat" : "nmom.419",

"fiasCode" : "2604e353-b9dd-4542-a8bf-020c8£982797",

"lat": 55.757911,
"lng": 37.600681
}’

"contact" : {
"type" : "RAC",
"value" : "8-800-550-07-70"
}l
"opnModes" : [ "LATE", "WEEKENDS", "EARLY" ],

"raTypeId" : 8
}

IIpuMmep ycnemHoro oreera:
{

"oid": "1000000234", // wumeHTuduxaTop mMa3MeHEHHOTO 1O
"message": "Success|Fail" //Fail B ciyyae KaKOM-TO HENPEOBUIEHHOM OUMOKMU

}

IIpumep oTBeTa ¢ OIIMOKOI:

{
"code": "ESIA-038000",
"message": "opraHmuzaumsa He HauzeHa'"

}

IlepeyeHb BO3MOKHBIX BO3BPAallaeMbIX OIIMOOK:

Kon Onucanune

ESIA-038903 OrtcyrcrByer Ha3zBanue 11O

ESITA-038904 He ykazano Bpems pabotsl 1O (operationTime)
ESIA-038905 He ykazan tun 1{O (raTypeld)

ESIA-038906 Y IO 0TCyTCTBYIOT KOHTAKThI

ESITA-034008 He yka3zan aapec

ESIA-034004 AJlpecHasi CTpOKa mycras

ESIA-034003 OtcyrcrByer unjaekc B aapece [{O

ESIA-038000

Opranu3zanus He HaliieHa

ESIA-038900

LenTp ob6cnyXKuBaHus HE HalJIeH

ESIA-039813

Ientp o6cmyxuBaHus 3a0JI0KUPOBaH

ESIA-038902

OtcyrcrByet duua fts I1O (B 3ampoce He ykazaHbl pa3peri€HHbIE
11O oneparun)

197



Kon

Onucanue

ESIA-005034

HexoppextHblii  uneHtudukarop  HeHTpa  OOCTYKHUBAHHS
(manpumep, LO He npUHAUIEKUT YKa3aHHOH B 3ampoce
OpraHu3aIin)

ESIA-005043

Opranuzanus He uMeeT (Quuu ra (opraHuszalus HE HUMEET
paspellieHHs Ha OIepalMM CO3JaHUSA, W3MEHEHHs, YAaJIeHHs
LIEHTPOB 00CITYKHBaHUS)

ESIA-005040

Y  opraHuzanMM = HET  TPYIIIBI «TECH_CONSOLE»
(y opranu3anuu HeT IPyMIbl JoCcTyna (COTPYAHUKOB) Ui paObOThI
¢ Texnonornueckum mnoprasiom ECHUA (ucnonwszoBanusi Rest

API))

TpeOyemblii scope:

org_ra?org_oid={p.org_oid } &mode=w

Yaanenue IO

Anpec Meroaa:
URL: esia-rs/api/public/vl/orgs/{org oid}/rcs/{ra oid}

Bxoanble mapamerpsbl:
Ha BxoJ cepBuC NOMKEH MoJydyaTh OOBEKT, OMUCHIBAIOIINUN HEHTP 00CTYKHUBaHUS, KOTOPHII
HE0OX0IMMO YIaIUTh U3 OPraHU3alHH.

IMapamerpsl u3 URL:
org_oid — uaeHTHUKATOp OPraHU3alliu, U3 KOTOPO HYkHO yaanuTh [1O;
ra_oid — upentudukarop 11O.

HTTP meron: DELETE

IIpumep 3anpoca:
DELETE esia-rs/api/public/v1/orgs/1000000001/rcs/1000000234 HTTP/1.1
Host: esia-portall.test.gosuslugi.ru
Authorization: Bearer
eyJhbGci0iJSUZzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciIoMX0eyJleHAIOJEONDYyMTU2ND
Content-Type: application/json
Cache-Control: no-cache

IIpumep ycneurHoro orBera:

{
"oid": "1000000234", // umeHTudmkaTop ymaséHHoro 10
"message": "Success|Fail" // Fail B ciyyYae KakKOM-TO HENPEIBUIEHHON OWMOKM

}

CTpykTypa oTBeTa ¢ OIMOKOM:
{

"code": "ESIA-038000",
"message": "opraHmuzaumsa He HaupeHa"

}
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Hepeqeﬂb BO3MO’KHBIX BO3BPaIllla€MbIX OIIHOOK:

Kon Onucanne

ESTA-038000 Opranu3zanus He HaiiJieHa

ESIA-038900 11O He HaigeH

ESTA-039813 HO 3a6nokupoBan

ESIA-005034 Hexoppextubiii  mwaentudpukarop O  (mampumep, O

HE MPUHAJICKUT YKA3aHHOU B 3aITPOCE OPraHu3aIim)

ESIA-005043 Opranuzanus He wumeer (uuu ra (opraHu3anus HE HMMEET
paspelieHuss Ha ONepalui  CO3JaHWs, HW3MEHEHUS, YIaJICHUS
LIEHTPOB 00CTYKMBaHUSI)

ESIA-005040 V¥ opranuzauuu Het rpynnsl « TECH_CONSOLE» (y opranuzanuu
HeT  Ipymnmbl  jgocTyna  (COTPYIHUKOB) il paboThl
¢ Texnonornyeckum nopragom ECHUA (ucnonb3oBanus Rest API))

Tpedyempblii scope:
org_ra?org_oid={p.org_oid } &mode=w

b.11.2 CepBuc REST API 0e3yciioBHOro [J100aBJieHUSI COTPYJIHHUKOB

B OpPraHU3aIuIo0
Bo3MoxHO TTpucOeIMHEHHE K OPraHU3alluy TOJIBKO MOATBEPKACHHBIX Y3 COTPYIHHUKOB.

OcymecTBisieTcst TOUCK npucoeauusemoro corpyaauka no CHUJIC (13 mepeuns B Tese 3ampoca)
C TIoCIIeTyroIIei mpoBepkoii Ha coBnagenne ®HO (u3 Tena 3ampoca u HaiiieHHOH Y 3).

Anpec MeTojaa:
URL: esia-rs/api/public/vl/orgs/{org oid}/invts/force

Bxoanbie mapamerpsbl
Ha Bxoj cepBHC H0JKEH MOTyYaTh KOJIJIEKIIUIO 00BbEKTOB, OMUCHIBAIOIINX Y3 MOJIb30BaTENeH, KOTOPBIX
He0o0x0IuMO 100aBUTh B OpraHHU3aIliio 0e3 OTHpaBKH MpUTIAlIeHUs Ha e-mail.

Mapamerpst u3 URL:
org_oid — uneHTu(uKaTop OpraHu3aIuu, B KOTOPYIO HYyKHO J00aBIsATh Y3 NOJIB30BaTENECH;

ITapameTpsl Tesa 3ampoca:
firstName — nms;

lastName — damwms;
middleName — ot4ecTBO;
snils — CHUJIC.

ITo ymouaHHI0, MAKCHMAJIbHOE KOJIMYECTBO NOJIb30BaTe el B ogHOM 3ampoce 100.
HTTP merox: POST

IIpumep 3anpoca:
POST esia-rs/api/public/v1/orgs/1000000001/invts/force HTTP/1.1
Host: esia-portall.test.gosuslugi.ru
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Authorization:

Bearer

eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciI6oMX0eyJleHAIOJEONDYyMTU2ND

Content-Type:

application/json

Cache-Control: no-cache
[

{
"snils": "000-000-000 O1",
"firstName": "Muxamn",
"lastName": "lVBahHor",
"middleName": "lVBaHoBMU"

}l

{
"snils": "000-000-000 O1",
"firstName": "IeTp",
"lastName": "IleTpos",
"middleName": "IlerpoBuu"

}l

{

"snils": "000-000-0 O1",
"firstName": "Bamum",
"lastName": "Bamgumon",
"middleName": "BamuMmoBuu"

}l

{
"snils": "000-000-000 99",

"firstName": "Hukoman",
"lastName": "Hukojaer",
"middleName": "HuxosaeBuu"

JlaHHbBIE B OTBETE C PE3yJIbTaTOM OyAyT OTCOPTUPOBAHBI B TOM K€ MOPSAIKE, KaK U IIPU 3aIpoce.

IIpumep oTBera:
{

"message":
"results":

{
{
{
//
{

"Success|Partial success|Fail",

"snils":"000-000-000 01", "message": "Success"},
"snils":"000-000-000 02", "message":
"snils":"000-000-0 01", "message": "ESIA-036101"},

"Success"},

oreeT OyHmer OTCOPTMPOBAH B TOM Xe IOopAIKe, KaK I’ IIpM 3allpoce

"snils":"000-000-000 99", "message":

"Success"}

IlepeyeHb BO3MOKHBIX BO3BpPaNIaeMbIX OIIMOOK:

Kox

Onucanue

ESIA-038000

Opranu3zanys He HaliieHa

ESIA-036101

Hexoppekrtapiii hopmatr CHIJIC

ESIA-036102

Hesepnas konTponsHas cymma CHUIC

ESIA-020002

Ilonp30Barens He HaWIEH

ESIA-039951

ITonp30Barenn YKC HpI/ICOCI[I/IHéH K OpraHmn3annu

ESIA-039961

Ilonp3oBarens,

org oid koTopoii yka3aH B 3ampoce

Y3 koToporo HaiiiegHa IO YKa3aHHOMY
B 3anpoce CHUJIC, He sBisieTcs COTpYAHUKOM OpraHU3allVH,
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TpeOyemblii scope:

org_invts_force?org_oid={p.org_oid } &mode=w

b.11.3 CepBuc REST API nosyyenus cnucka HHO opranusanmnu

Mertopl 1t paboTsl ¢ L{O opranuzanmu:

1. Ilomyuyenue cnucka LO.
2. Tlouck O opranusamumu.

IHonyuyenue cnucka IO
[TpocmoTp nepeuns 11O opranuzanuu ¢ napamerpamu.

Anpec Meroaa:

URL: esia-

rs/api/public/vl/orgs/{org oid}/rcs?embed=(elements.address,elements.contact) &wpdo
=true

BxoaHble mapamerpsbl:
Cnucok I0KEH BBIBOJIUTHCS TOCTPAHUYHO.

Iapamerps! u3 URL:
org_oid — neHTu(uUKaTop OpraHu3aluu;

pagelndex — HOMep TeKyIIEi CTpaHUIIBI CITUCKA;

wpdo — mapameTp, J00aBISIOMKA B OTBET 3HaUeHHE pdos — pa3pelieHus Ha OTOOpPaKEHHE OTepaIui.

HTTP meton: GET

IIpumep 3anpoca:
GET esia-
rs/api/public/v1/0rgs/1000000001/rcs?embed=(elements.address,elements.contact) &pageSize=3&w
pdo HTTP/1.1

Content-Type: application/json

Authorization: Bearer eyJ2ZXIi0jEsInR5cCI6IkpXVCIsInNidCI6ImFjY2VzcyIsImFsZyI6I1JTMIU2In0
Content-Type: application/json

Cache-Control: no-cache

IIpumep oTBeTa:
{

"stateFacts": [
"FirstPage",
"Paginated"

1,

"pageSize": 3,

"pageIndex": 1,

"totalSize": 5,

"elements": [

{
"stateFacts": [
"Identifiable"
] 14
"oid": 1000327280,

"name": "MockBa ropoxm, TBepckou OBymnbeap 20",
"active": true,

"blocked": false,

"operationTime": "10:00 - 20:00",
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"vrfStu": "false",

"value": "894565655",

"eTag": "616657BADBCBB1E3750AA1B12DE3B2D35D80F2DE"
}l
"pdos": [

Mot

"eTag": "596525D1667B9AD2EDCA1A5714E359EA266EDOB2"

"stateFacts": [
"Identifiable"
]l
"oid": 1000327282,
"name": "JleoHTbeBCKui llepeysiok 2/26",
"active": true,
"blocked": false,
"operationTime": "8:00 - 20:00",
"information": "{}",
"features": [
"cfm"
]I
"address": {
"stateFacts": [
"Identifiable"
]I
"id": 18444,
"type": "RA",
"addressStr": "MockBa ropox, JIEOHTbLEBCKMUM NepeyJok",
"fiasCode": "0c5b2444-70a0-4932-980c-b4dc0d3£f02b5",
"countryId": "RUS",
"house": "2/26",
"zipCode": "125009",
"building": "2",
"street": "JleoHTbeBCckuy Illepeyiok",
"lat": 55.757911,
"lng": 37.600681,
"region": "Mockea I'opon",
"fiasCode2": "6d703385-d883-488f-9c39-fcad4cc82abb8",
"eTag": "1955CFFD980B039E0842E0163E977F248662963C"
}I
"contact": {
"stateFacts": [
"Identifiable"
]I
"id": 14244860,

"type": "RAC",
"vrfStu": "false",
"value": "8965461556",

"eTag": "E4DODFDA96194E9DEOF34C3428F4B9070A51F2F5"
by
"pdos": [

"cfmﬂ

1,
"eTag": "7B701FD975C5466BDA0F92E3C2BEF0C5D5FDB178"

Ilepeyennb BO3MOKHBIX BO3BPAIIAEMbBIX OIINOOK:

Kon

Onucanue

ESIA-038000

Opranuzanus He HaiijieHa

Tpedyemblii scope:

org_ra?org_oid={p.org_oid}
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Houck HO opranusanum

Anpec pecra:
URL: esia-rs/api/public/vl/orgs/{org oid}/rcs/find

Bxoanbie napamerpsl
Crnrcox JOKEH BbIBOIUTHCS OCTPAHUYHO.

ITapamerps! u3 URL:
org_oid — uAeHTH(PHUKATOP OpraHU3AIUH;

pagelndex — HOMeEp TeKyIeH CTPaHUIIBI CTIHCKA (TI0 YMOTYaHUIO IPUHUMAETCS Kak = 1);

pageSize — xonndectBo ieMeHToB (L{O) cnyicka Ha cTpanuiie (0 yMOTYaHUIO TPUHUMAETCS KaK =
100);

embed — HeoOs3aTENBHBIN MApaMETpP, HO IS TOTO, YTOOBI MOJTYIUTH B OTBETE JaHHBIC O HAWHJCHHOM
IO, Heobxoammo, uToOb1 0H ObLT = (elements.address,elements.contact);

wpdo — mapametp, 100aBIAIOUINI B OTBET 3HaUeHUE pdos - pa3pelieHrs Ha 0ToOpakeHre oreparuil.

ITapameTtpsI Tes1a 3anpoca:
features — yciyru 11O, nepeuncnenue «rer», «reg», «dely, «cfmy, «rbiy;
opnModes — pexxum padotsl 11O, nepeuncienne «KWEEKENDS», «kEARLY», «LATE»;

WEEKENDS — paGoTaeT 1o BBIXO/IHBIM;

EARLY - otkpsito ¢ 8:00 yTpa;

LATE — 3akpeiBaetcs nosxe 19:00 Beuepa;

WEEKENDS, EARLY — pa6otaet 1mo BeIxoaHbsIM (OTKpBITO ¢ 8:00 yTpa);

WEEKENDS, LATE — paGoTtaeT 1mo BbIXOIHBIM, 3aKpbiBacTcs no3xe 19:00 Beuepa;

EARLY, LATE — pa6otaert ¢ 8:00 yrpa u 3akpbiBaetcs mo3xe 19:00 Beuepa;

WEEKENDS, EARLY, LATE - pa6ortaer mo BbIXOJHBIM (pabotaer c¢ 8:00 yrpa

u 3aKkpeiBaeTcs no3xe 19:00 Beuepa).

AL R R S

name — Ha3Banue [{O, BO3MOKHO yKa3aHWE HETOJHOTO Ha3BaHUs (ITOUCK O COBITAJICHUIO YaCcTH
MMECHH).

Houck no ycaosur «U»
HTTP meron: POST

ITIpumep 3ampoca:
POST esia-
rs/api/public/v1/0rgs/1000000001/rcs/find?embed= (elements.address,elements.contact) &wpdo=tr
ue HTTP/1.1
Host: esia-portall.test.gosuslugi.ru
Authorization: Bearer
eyJhbGci0iJSUZzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInzlciI6MX0eyJleHALIOJEONDYyMTU2ND
Content-Type: application/json
Cache-Control: no-cache

{

"features": ["del"],
"opnModes": ["LATE", "WEEKENDS"],
"name": "TBepckou OynbBap 20"
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IIpumep orBera:

IlepeyeHb BO3MOKHBIX BO3BPAIIAEMBIX OIIHOOK:




Kon Onucanue

ESTA-038000 Opranu3zanus He HaiijieHa

TpeOyeMmblii scope:
org_ra?org_oid={p.org_oid})

b.11.4 Cepsuc REST API npuxkpensienusi corpyaHukos k IO

Bo3moxno mpucoenunenne k 11O Tonbko moATBEPKAEHHBIX Y3 COTPYIHUKOB OpraHU3AIIHH.
[Touck Y3 ocymectBasercs no CHUJIC Tosbko B mOATBEPKIAEHHBIX Y 3.

Anpec Meroaa:
URL: esia-rs/api/public/vl/orgs/{org oid}/rcs/{rc_oid}/invts/force

Bxoanble mapamMerpsbl:
Ha BX0J cepBHC I0JKEH M0JTy4aTh KOJUIEKIHIO 00BbEKTOB, ONMUCHIBAIOLINX Y 3 MOJIb30BaTENEN, KOTOPBIX
HeoOxouMo npukpenuts K [O.

ITo ymo14aHH10, MAKCMMAJIbLHOE KOJIHYECTBO M0JIb30BaTe/eil B oqHoM 3anpoce 100.

org_oid — wunentudukarop opranumzanuu, K [lO KOTOpo#l TpHKpEIUIsIETCS TMOJIh30BATENb;
rc_oid — unentudukarop 1O, k KOTOpOMy HYKHO PUKPENUTH Y3 MOJIb30BATES.

ITapameTpnl Teja 3ampoca:
firstName — nmsi;

lastName — damwms;
middleName — oT4ecTBO;
snils — CHUJIC.

HTTP meron: POST

IIpumep 3anpoca:
POST esia-rs/api/public/v1/orgs/1000000001/rcs/1000000234/invts/force HTTP/1.1
Host: esia-portall.test.gosuslugi.ru
Authorization: Bearer
eyJhbGci0iJSUZIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZzlciI6MX0eyJleHAIOJEONDYyMTU2ND
Content-Type: application/json
Cache-Control: no-cache

[

"snils": "000-000-000 O1",
"firstName": "Muxawnna",
"lastName": "lMBahnor",
"middleName": "lVBanoBuMu"
by
{
"snils": "000-000-000 O1",
"firstName": "IeTp",
"lastName": "IleTpos",
"middleName": "IeTpoBuu"
}7
{
"snils": "000-000-0 O1",
"firstName": "Bamum",
"lastName": "Bazmmumor",
"middleName": "BanmmMmoBuu'"
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"snils": "000-000-000 99",

"firstName": "Huxogjan",
"lastName": "Hwukosaenr",
"middleName": "HuxosmaeBuu"

OtBeT ¢ pe3ynpTaToM OyJIeT OTCOPTUPOBAH B TOM XK€ MOPSIKE, KaK U IPU 3aIpoce.

IIpumep oTBera:
{

"oid ": "1000000234", // upmeHTuomkaTop L0 B KOTOPEN HOOABIANMCH [OJb30BATEJN

"message": "Success|Partial success|Fail",
"results": [

{ "snils":"000-000-000 01", "message": "Success"},

{ "snils":"000-000-000 02", "message": "Success"},

{ "snils":"000-000-0 01", "message": "ESIA-036101"},

// ... oTBeT OyIeT OTCOPTMPOBAH B TOM Xe& [OPSAKEe, Kak M OpM 3ampoce

{ "snils":"000-000-000 99", "message": "Success"}

IlepeyeHb BO3MOKHBIX BO3BPAIIAEMBbIX OIIHOOK:

Kox Onucanune

ESTA-038000 OpraHuzanus He HalJIeHa

ESIA-038900 1O He HaiineH

ESTA-038901 O He nprHaUIe)KUT OpraHu3auuu

ESTA-036101 Hexoppekrtasiii hopmat CHNJIC

ESIA-020002 Tlonp3oBarens He HAWAEH

ESIA-039961 [Tonw3oBarens, Y3 koTOpOro HaiineHa no ykazanHomy B 3anpoce CHUJIC,
HE SIBJISIETCS] COTPYIHUKOM OpraHu3aliu, org oid KOTOpo# ykas3aH B 3aIIpoce

Tpedyempblii scope:
org_invts_force?org_oid={p.org_oid }&mode=w

b.12 CepsBuc MOJIyYeHU MapKepa A0CTYyIA

10 UIEHTU(PUKANNOHHOMY KJIIOYY

s nosryuenust BHemHei C nnu npunoskenuem mapkepa joctyna k API yenyr EIIIY B o6mMen
Ha BBLAAHHBIA WAEHTH(QHUKAIMOHHBIN Kitou (api-key) ucnonbsizyercs meron REST API ECUA GET
/orgs/ext-app/{ UUID }/tkn.

IIpumeuanus:
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— WICHTU(UKAMOHHBIA KIIOY — YHUKaJIbHBIA uaeHtupukatop ¢Gopmara UUID,
cOpMHUpPOBaHHBIH COOTBETCTBYIOIIUM cepBucoM ECHA B mpuBsi3ke Ha COTpYAHHUKA
opranuszanuu u UC Bennopa, 3apeructpupoBantoii B ECUA;

— Mapkep JocTyma — Mapkep pgoctyna, ¢opmupyembrii OAuth2.0 ECHUA (onmcanue
CTPYKTYphl — corjiacHO mnojapaszzaeny «B.5 Cenenusi o cTpykrype M NpoBEpKe Mapkepa
JIOCTYyTIa» HACTOSLIEr0 JIOKYMEHTa) M BbIAABAa€MbI Ha CKOYIBI (scope), HeoOXOIUMble
u gocratounbsie s gocryna kK APl yemyr EIIY (mepederb TpeOyeMbIX CKOYIIOB
yKa3biBaeTcsi cinyx06oi skcrmyrauuu ECHMA B cooTBeTcTByMOIIEH KOH(PUIYpallmOHHON
Hactpoiike ECA).

Onucanue Merona:

— w™erox HTTP 3anpoca: GET;

— URL 3ampoca metona: https://<6a3zoBeiii agpec cpeast ECHUA>/api/public/vl/orgs/ext-
app/{ UUID }/tkn;

— BXOJHbIE TapaMeTPbl METOA!

— UUID — uaentudukanMoHHbIN K104 (yKa3bIBaeTcs Kak in-url);

— signature — moamuck 3ampoca B Gopmare PKCS#7 detached signature B xomaupoBKe
UTF-8 — nonnucannbiii mapamerp UUID cepTudxarom opranusammu, Ha COTPYTHUKA
KOTOPO#M ObLI BBIZIaH (ChOPMUPOBAH) MACHTH(PUKAIIMOHHBIN KITIOY;

— BbIXOJHBIE MapaMeTpsl MeToaa — JSON ¢ mapamerpom «accessTkn» — mapkep gocryna
Kk API ycnyr EINITY.

[Ipumep 3anpoca meroa:

GET /esia-rs/api/public/vl/orgs/ext-app/73535141-e8ae-4abb-ae03-

e5d7cd3fbefl/tkn?signature=MIIKeQYJKoZIhvcNAQcCoIIKajCCCmYCAQExD])AMBggqhQMHAQECAgUAMDMGCSG
SIb3DQEHAaAMBCQ3MzUzZNTEOMS11O0GF1ILTRhYmItYWUwMy11NWQ3Y20zZmJI1ZjGgggftMITIH6TCCB5agAwIBAgGIQYD6
SAA2r30Z0yLA4syCgLjAKBggghQMHAQEDAJCCAT8xGDAWBgUghONKARINMTAYNzcwMDE50Dc2NzEaMBgGCCgFAWOBAW
EBEgwwMDc3MDcwNDkzODgxCzAJBgNVBAYTAL1JVMSkwJIwYDVQQIDCA30CDQodCwOL3QutGCLACE£0LXRgtC10YDQsdGDO
YDQszEmMMCQGA1IUEBWWAOKHQSNCO0LrRgi30n9C10YLOtdGAOLHRgIGAOLMxWDBWBGNVBAKMT zESMTAWMiwg0LMuINCh
0LDQvdAC60YIt0J%2FQtdGCOLXRgGNCx0YPRgNCzLCDRgIC7LiDQINC%2BOYHRgtC%$2BOLXQstGROLrQvtCz0L4g0LQuM
TUxJJAkBgNVBAOMHACE0JIDONiAI0KDQVEGBOYLOtdC70LXQutC%2BO0LwiMSUwIwYDVQQODDBZzQotC10YHRgtC$2BOLLR
19C5INC]0KYgOKDQotCaMB4XDTESMTEyMjA4NDIyOFoXDTIWMTEyMJA4ANTIyOFowggGHMTQwMgY JKoZIhveNAQKBFivV
0ZXNOQHR1c3QudGVzdDxtYW1lsdG86dGVzdEBOZXNOLNR1c30%2BMROWGAY IKOUDA4EDAQESDDAWNZCcyODEzZMTU4NZEW
MBQGBSQFA2QDEgs3NjYyNDU2NjAzMzEYMBYGBSqFA2QBEG0XMTE 3Nz k5MDAOMzMzMSEwHWY DVQOMDBJ QoNGDOLrQvtC
yOL7QtNC40YLQtdC70YwxIDAeBgNVBAOMEF9Ce0JDONiA80KDQVtGBOL3QsNC90L4%$2BMRUWEWYDVQQJDAZQONNCS2B0Y
HOutCyOLAXFTATBgNVBACMDNCcOL7RgdC60LLOsDECMBOGALUECAWTNzcgOLMuINCcOL7RgdC60LLOsDELMAkKGALUEB
hMCU1UxKjA0oBgNVBCoMIdACiOLDRgtGMOY%$2FQvdCwINCQOL3QtNGAOLXQtdCy0L3QsDEVMBMGALUEBAWMOKDQvtCz0L
7QstCwMSAwWHgYDVQQODDBfQOntCQ0J4gPNCg0L7RgACI0LDQvACS2BPBmMB8GCCqFAWCBAQEBMBMGRYqFAWICJAAGCC
FAWCBAQICAOMABEA7R9s0yPHWRXySkOvOQFZ6NMrPsgIPBzhAIP1u]jZupVYpI3UaCGOa6uiy7Sci6DIgiiKI2sHmAT
SEFSOvgstqo4IEGTCCBBUwDGYDVROPAQHS 2 FBAQDAGTWMBOGA1UdDGQWBBQ1iFrhcRjgqGP7obev$2FofLFuK85JnzAdB
gNVHSUEFjAUBggrBgEFBQcDAGY IKwYBBQUHAWQwWUWY IKwYBBQUHAQEERZBFMEMGCCsGAQUFBzAChjdodHRwOi8vY2Vy
dGVucm9sbC50ZXN0Lmdve3VzbHVnaS5yds 97 ZHAvAGVzdF 97 YVIydGsuY2VyMBOGA1UdIAQWMBQWCAYGKoUDZHEBMAG
GBigFA2RxAjArBgNVHRAEJDAigA8yMDESMTEyYMjA4NDIyN1gBDz IwMjAXMT IyMDgOMjI3WjCCARAGBSqFA2RWBI IBBT
CCAQEMGtCaO0YDQuUNCS2F0YLQvtCf0YDQviBDU1AgNC4wDB3QmtGAOLFQvIGCOL7Qn9GA0L4g0KPQpiB2Lj IuMAxh0KH
QtdGAOYLQUNGEOLjQutCw0OYLR1iyDRgdC%2B0OL7RgtCy0LXRgtGBOYLOstC40Y8g0KTQodCRINCGOL7RgdGBOLjQuCDQ
0dCkLzEyNC0zMzgwINC%2B0YIgMTEUMDUuUM]AxOAxhOKHQtdGAOYLQUNGEOLjQutCw0OYLRiyDRgAC$2B0L7RgtCy0LX
RgtGBOYLQstC40Y8g0KTQodCRINCgOL7RgAGRBOLjQuCDQodCkLzEYyOC0yOTgzINCS2B0YIgMTguMTEUM)AXNjAL1BgUq
hQNkbwQcDBrOmtGAOLjQvIGCOL70n9GA0L4gQ1NQIDQUMDB1BgNVHR8EX jBcMFqgWKBWh1RodHRWO18vY2VydGVucm9
sbC50ZXN0Lmdvec3VzbHVnaS5ydS9) ZHAVNDGxMGFMMGY 1 ZGRjOTkyNDc225d1iZjBkZGEQYjdkMGRKOTR ] ZTFmNy5j cm
wwggGABgNVHSMEgQF3MI IBc4AUSBCvD1 3cmSR2978N2kt 9Dd1M4 fehggFHpI IBQzZCCAT8xGDAWBgUGhQNKARINMTAYN
zCcwWMDES50Dc2NzEaMBgGCCqFAWOBAWEBEgwwMDc3MDcwNDkzODgxCzAJBgNVBAYTALJVMS kwJwYDVQQIDCA30CDQodCw
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0L3QutGCLACf0LXRgtC1l0YDQsdGDOYDQOszEmMMCQGAIUEBWWAOKHQsNCI0LrRgi3Qn9C10YLOtdGAOLHRgIGAOLMxWDB
WBgNVBAKMT zESMTAWMiwgOLMuINChOLDQvdAC60YIt0J%2FQtdGCOLXRgNCx0YPRGNCzLCDRgIC7LiDQINCS2BOYHRgt
C%2BOLXQstGBOLrQvtCz0L4g0LQUMTUxJjAKkBgNVBAOMHAC£0JIDONniA1 OKDQvtGBOYLOtdC70LXQutC%2BOLwiMSUwWI
wYDVQQODDBzQotCl10YHRgtC%2BOLLR19C5INC]O0KYgOKDQotCaghByCwFWUAAQS%2BgRpGhL66%2FTMAOGCCgFAWCBAQ
MCAOEAVTneiCOPfzpcScCjesYigPF%2FBHrdR2KxZVF8rsbKuEfAzUyASRZHS2F%$2BHN0Caz618ggut77IFu26wif0OR
ffraxazGCAikwggIlAgEBMIIBVTCCAT8xGDAWBgUqhQNKARINMTAYNzcwMDES50DC2NzEaMBgGCCqFAWOBAWEBEGWWMD
¢3MDcwNDkzODgxCzAJBgNVBAYTALJVMSkwIwYDVQQIDCA30CDQodCwOL3QutGCLACE0LXRgtC10YDOsdGDOYDQszEmM
CQGAIUEBWwdOKHQsNC90LrRgi3Qn9C10YLOtdGAOLHRgIGAOLMXWDBWBgNVBAKMT zESMTAWMiwgO0LMuINChOLDQvdC6
0YIt0J%2FQtdGCOLXRgNCx0YPRgNCzLCDRgICT7LiDQINC%$2BOYHRgtCS2BOLX0OstGBOLrQvtCz0L4g0LQuUMTUxJJAkB
gNVBAOMHACf0JDOniAiOKDQvtGBOYLOtdC70LXQutC%2BO0LwiMSUwIwYDVQQODDBzQotCLlO0YHRgtC%2BOLLR19C5INC]
0KYgOKDQotCaAhBgPpIADavehk7IsDizIKAUMAWGCCqFAWCBAQICBQCgaTAYBgkghkiGI9w0OBCQMxCwYJKoZIhvcNAQC
BMBWGCSgGSIb3DQEJBTEPFwOYMDA3MTQOxMzE5MjRaMC8GCSgGSIb3DOEJBDEiIiBCCHYyDksc05aocKt 9TEPMAKEINVAAC
uRgCqJvS1IMVUUIhTAMBggghQMHAQEBAQUABEBYNLGLx04Y20t 7pxFrGBNEyrO9XFiUyTLesheld8BHUEzm8VTTW7kus
FMRGmZjz%2B%2FVe86VakAlsY3BSiMe3sHS

[Ipumep oTBeTa Ha 3an1poc MeToa:

HTTP/1.1 200 OK
{

"accessTkn":
"eyJ2ZXIiOJjEsInR5cCI6IkpXVCISINNidCI6IMFjY2VzcyIsImFsZyI6I1JTMjU2In0.eyJdzY29wZSI6Imh0dHAG6XC
9cL2VzaWEuz29zdXNsdWdpLnJ1lXCO9vemdfZnVsP29yZ19vaWQOMTA3NZzEWMTI2NSBodHRwWO1wvXC91c21hLmdve3Vzb
HVnaS5ydvVwvb3JInX21uzj9vemdfb21kPTEWNzcxMDEYNjUiLCIpc3MiOiJodHRWOlwvXC91lc21lhLmdve3VzbHVnasSSy
dVwvIiwidXJuOmVzaWE6c21kIjoiNDQIN2FmNjktZmRhNSOOY2MyLT11YzMtENTE3NzhkYJEyMTA3IiwidXJuOmVzaWE
6c2JgX21kIjoxMDc3MTE4Mzk2LCI1eHAIOJEIOTQ3NDCc2NDEsIm1hdCI6MTUSNDCczNjgOMSwiY2xpZW50X21kIjoiMT
IzNDU2NyJ9.kFQk89VpX0A3gA6BZu7qqUJIf5KnLtmeKavvt8sn2v73peuIVnYpWL2kmAIKpZAEOvtrveDSagEBVgXoE
xdtAkKNCAUiGA41HJICJIHBbn-3fFDS3FNHB~-
9PaC3XclFx87Z04GPX5yt2CnBS IsTcdvZxOOPuBz4IJYrsMi9R9cFad8SeffO0h90BPL-
kauTpe8gkHvmCVpLkNf5s1EeK4rxCMUNBhXSASRbWbC4yudO9rkhWcPQc-3WwMHrvkVZFR79Y1Uebsf~
fMf3QHn pk2jcxZFaaMx-EEMPxOoJHy0sOOKzvIElpcWbwkgPCAg4fb501Mg6PUKhE3GThTXbZsJBFng"

}

[lepeueHb BO3MOXKHBIX BO3BpAla€MbIX OIIHOOK:

Kox

Onucanune

ESIA-005002

HexoppekTHast moamuck 3ampoca

(mapameTp signature HekoppekTHOTO (hopmata v noanucanueiii UUID ne
cooTBeTcTBYeT YKazaHHOMY B URL metoaa mapamerpy UUID)

ESIA-037218

He naiinen ykazansblid B 3anpoce uaeHTudukannonusril kirod (UUID)

ESIA-037219

He naiinen coTpyaHUK opraHu3aiii, Ha KOTOPOTO BbIIaH (chopmMupoBaH)
neHTudukmonHei Kirouy (UUID)

ESIA-038000

He naiinena opranuszanusi, NpuBs3aHHas K WACHTU(UKIUOHHOMY KIIOUY
(UUID)

ESIA-037214

VYkazanHbIl B 3anpoce uaeHTugukanonueii kitod (UUID) 3a6nokupoBan

ESIA-037213

VY ykazannoro B 3arpoce uneHtudukanontoro kimoua (UUID) ucrék cpok
IEUCTBUA

ESIA-037215

CotpyaHuk OpraHu3aIyi, BBIIABIIMNI (chopMupoBaBIInii)
uneHTuukmonHei krou (UUID), 3abaokupoBaH

ESIA-037216

CoTpyAHUK oOpraHu3aluy, Ha KOTOpPOro BblgaH (cPopMHUpPOBaH)
neatudukimonnsiil kiouy (UUID), 3abnokupoBan

ESIA-037217

VY coTpyaHMKa opraHu3anuu, (GOpMUPYIONIIEro UICHTU()UKAIMOHHBINA KITH0Y,
OTCYTCTBYET WJIH HE JEHCTBYET JOBEPEHHOCTh Ha MpaBo (OPMUPOBAHUS
uaeHTHGHUKaMOoHHbIX Kiatouel Ha VIC Benaopa

ESIA-005027

B xondurypanmonnoii Hactpoitke ECUA nns API yenyr EIII'Y ykazansl
HEU3BECTHBIE CKOYIIBI
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Kon

Onucanue

ESIA-020000

HekoppeKTHO yka3zaHbl IapaMeTPBl 3aIIpoca METOJa
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INPUJIOKEHHUE B. CEPBUCBI ECHA, OCHOBAHHBIE
HA MPOTOKOJIE OAUTH2.0 1 OPENID CONNECT 1.0

B.1

Oo0mue cBeaeHus

OAuth 2.0 onpezensieT mpOTOKOJI B3aUMOACHCTBUS CISAYIOIIUX CTOPOH:

BIIQsIENIel] pecypca (resource Owner) — CYIIHOCTb, KOTOPas MOXKET IMPEIOCTAaBUTh JOCTYII
K 3alHIIaeMOMY pecypcy (HarmpuMep, KOHSYHBIH TOJIb30BaTEINb);

cucteMa-KIMeHT (client) — mpuaoXKeHHue, KOTOpOe 3ampaliuBacT JOCTYN K 3allUIIacMoMy
pecypcy OT HMEHH BIIafIeTIbIla pecypca;

cepBuc aBropu3anuu (authorization server) — cepBHUC, KOTOPBIM BBITYCKAeT I KIMEHTA
MapKepsl JOCTYIA ¢ pa3pelIeHus BIajesbla pecypca;

MOCTaBIIMK pecypca (resource server) — CEpBHC, Ha KOTOPOM pa3MelIeHbl 3alluIIaeMbIe
pecypchl, W KOTOPBIH MOXKET MPUHUMATh 3alPOChl Ha JOCTYN K 3allHIIacMbIM pecypcam
" OTBCYATh Ha 3TH 3aIlIPOCHI.

Mogens KOHTpOJIA JAOcCTyna, peanuzyemas cepBucoM astopuzaunn ECHA, ocHoBana

Ha WCIIOJIB30BAaHUH MapKkepa docmyna (security access token). DToT mapkep HeceT HHGOPMAIIHIO

O IOAMHOKECTBEC ITOJTHOMO YN CHCTEMBI-KJIMCHTA, O camMou CUCTEME-KIIMCHTE, 4 TAKXKE pAa CJ'Iy>Ke6HBIX

napameTpoB. C TOYKM 3pEHUS] CHUCTEMBI-KIIMEHTa MapKep JIOCTyna MpelcTaBiseT coboil Habop

cuMBOJIOB. CucTeMe-KIMEeHTY JUIsl TOJIydeHHUs JOCTyla K 3allUIIeHHBIM pecypcaM (T.e. Jenarhb

YCHENIHbIE BBI30BBI MPOTPAaMMHOTO HWHTepdeiica), Kak MpaBmIo, HEe TpeOyeTcs pacmmdpoBBIBATh

MApKep A0CTyIld, AOCTATOYHO JIMIIb IIOJYy4YaTb II0 OIIPCACJICHHBIM IIpaBUJIaM MW KOPPCKTHO

ucnoJb30Bath. B 10 ke Bpems B ECUA nipenycMOTpeHbl U «I0IMHUCaHHbI€» MapKepbl JOCTYIa, KOTOpbIe

MOXHO MPpoBepuTh 6€3 obpamieHus k ECUA.

B ECHA ucnons3yroTcs 1Ba crioco6a moaydeHus Mapkepa A0CTymna:

Cucrema-KIMEHT TMOJydaeT MapKep JO0CTyla B pe3ylbTaTe JAeJIerMpOBAaHHOTO TMPUHSITHS
pElIeHNs CEpBHUCOM aBTOPH3allMK HA OCHOBAHUU COTJacHs Biajemblia pecypca. B atom ciydae
CEpBHC aBTOPHU3ALIMU BBIJAET MapKep JOCTYIMa, €CIU SBHBIM 00pa3oM MOJy4aeT pa3pelicHue
CO CTOpOHBI BIajenblia pecypca. Hampumep, cucrema-kiueHT oOpaTuiach K CEpBHUCY
aBTOPU3ALIMM 32 MapKEepPOM, MO3BOJISIIOIIUM TIOJTYYUTh KOHTAaKTHBIE JaHHBIE MOJIb30BATENS.
B stoM cnywae cepBHC aBTOpH3allMM 3alpalllMBAe€T y IOJIb30BATENs, COMNIACEH JH OH

npeaoCTaBUTh MNAHHBIC CUCTCMC-KIIMCHTY, W IIPU IMMO3UTHUBHOM PCHICHUW BBLIACT MAPKEP

JOCTYTIA.
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2. Cucrema-KIMEHT MOJy4aeT MapKep JOCTyla B pe3yjibTaTe pELICHUs CEpBUCA aBTOPU3ALUHU
Ha OCHOBAHUHU HAJIMYHUS Y CUCTEMBI-KIMEHTa COOTBETCTBYIOIIMX MOJHOMOYUN. B aTOM ciydae
CHUCTEMa-KJIMEHT HE JIOJDKHA TOJIydyaTh SIBHOTO pa3pelleHHs OT BiaJeiblla pecypca — 3TO
paspeiieHre ObUIO JaHO 3apaHee, Ha CTaJUU PETUCTPAlMU CHCTEMBI-KIHUCHTa B CEPBHCE
aBTopHu3anuu. Takas MOJeNIb KOHTPOJIS JOCTYIA peaau3yeTcs, Hampumep, Ipu B3auMOACHUCTBUN
NC, ecnu otHA cUCTEMa JKeMaeT MOJIyYUTh UACHTH()DUKAIIMOHHBIC CBEICHUS O JAPYrOi CHCTEME,
JUTSL 9€T0 € He0OXO0IMMO MOTYYUTh COOTBETCTBYIOIIHUNA MapKep JOCTYIIA.

AyTeHTuUKAaIMs MOJB30BaTelNls, peaauszyemas ¢ momoiibio Moaenu OAuth 2.0 u pacuupeHus
OpenlD Connect, ocHOBaHa Ha UCHOJb30BaHUHM Mapkepa uaeHTudukauuu (ID token). DtoT Mapkep
HeceT uHGpoOpMaIUioo 00 WICHTU(OUKAIIMOHHBIX JAHHBIX IOJIH30BATENSA, a TaKXKe P CIyKEOHBIX

apaMeTpoB.

B.2 Mogenb KOHTpPOJISI HAa OCHOBE [1eJICTHPOBAHHOIO NPHHATHA

pelieHus

B.2.1 O0mme npuHUUNBI
JlaHHasT MOJENTh KOHTPOJIS JIOCTyNa HCIOJB3YeTCs B CIydasx, KOTJa CHUCTeMa-KIUEHT
IIPH JOCTYIIE K Pecypcy IOJDKHA TOJYYHTh pa3pelieHHe Ha 3TO JEHCTBHE CO CTOPOHBI BIIaJelbIia
pecypca.
B o0muiem Buzie cxema B3aUMOJICHCTBUS BBITJISIUT CIICTYIONTIM 00pa3oM:
— CHCTeMa-KJIMEHT 3ampaiidBaeT Yy BIajenblla pecypca pa3pelieHne Ha  JIOCTYI
K COOTBETCTBYIOIIUM pecypcaM. OOBIMHO 3TOT 3ampoCc OCYIIECTBIIACTCS HE HANpsSMYIO
K BIIQJICNIBILY pECypca, a ONIOCPEI0BAHHO Yepe3 CEPBHUC aBTOPU3AIIUH (KOTOPBIN, B CBOIO OUYEpE/ib,
3alpalIuBaeT pa3pelieHue y Blaesblla pecypca), HOCKOJIBbKY caM BIIajieliel] pecypca He MOXKET
BBIJIaTh HA MapKep JIOCTYIa, HA aBTOPU3AIIMOHHBIA KO,
— CcHCTeMa-KIMEHT TMojdydaeT paspemieHue Ha goctyn (authorization grant) B Buze
ABTOPH3AIIMOHHOTO KO/JIa;
— CHCTeMa-KJIMCHT 3alpalluBacT MapKep JO0CTyIa, NPEAbsSIBUB aBTOPH3ALMOHHBIA KOJI CEPBHCY
aBTOPH3AIIHH;
— CepBHC aBTOPU3ALMU AyTEHTH(PHUIIMPYET CUCTEMY-KIUEHTA, MPOBEPSET aBTOPU3ALUOHHBIN KOJT
Y BbIJIa€T MapKep JAOCTyMa U Mapkep OOHOBJICHHUS,
— CHCTEeMa-KIMEHT 3alpaliiBacT y TOCTaBIIMKA 3alIMIIEHHBIM pecypc, MPeabaBisLs MapKep

JOCTyIa;
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— TIIOCTaBLIMK pecypca IPOBEPSET MapKep JOCTyNa, €CIU OH BAJIMJEH, TO pa3peliaeT JOCTYIl

K 3allUIIEHHOMY PECYpPCY;

— CHCTEMa-KJIMEHT BHOBb 3alpallMBacT C IIOMOIIbIO BBIAAHHOIO paHee MapKepa JOCTYII

K 3allUIIEHHOMY PECYpPCY;

— TIIOCTaBLIMK pecypca IpoOBepsieT MapKep, OOHApy>KHMBAET, YTO CPOK €ro JEHCTBUS HCTEK,

BO3BpamiaeT coodmenne 06 omuokKe;

— CHCTeMa-KIHMEeHT oOpamaercs K CEepBUCY aBTOPU3AIMHM 32 TOJYYeHHEM HOBOTO MapKepa

JOCTYTA, IPEIBSBIISISI MApKep OOHOBJICHUS;

— CEpBHUC aBTOPHU3ALMH MPOBEPSET BATUIHOCTh Mapkepa OOHOBJICHHSI M BO3BPAIa€T JBA HOBBIX

MapKepa: J0CTyna U 0OHOBIICHHS.

CxeMma B3auMOJICHCTBUS MPECTaBICHA Ha pUCYHKE 16.

[locne Toro, xkak cucTeMa-KIMEHT MOJIydyWsia MapKep JOCTyNa, OHa MOXET HEOJHOKPATHO
oOpaiarbcs 3a TMOJYYEHHEM COOTBETCTBYIOLIETO 3alllMIIEHHOTO pecypca, MOKa HE MCTEYEeT CPOK
neiictBust 3Toro mapkepa. Korzna ato mpousoiiner, cuctemMe-KIHEHTY NOTpeOyeTCsl MOJTYUYUTh HOBBIM
MapKep JI0CTyma.

KitroueBasi 0cOO€HHOCTB 3TOW MOJAENTU B TOM, YTO CaM BJaJejel] pecypca HUKOI1a He OoJydaeT
MapKep JOCTyla, €ro IHoJiydyaeT cama CHCTeMa-KIMEHT B pe3yabTaTe NpsSIMON CBS3H C CEPBUCOM

aBTopu3anuu (server-side flow).
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sd [locTyn ¢ NoMoLLbI0 aBTOPU3ALIMOHHOTO koaa (o6iwasn cxelva)/

Cuctema-knueHT Cepsuc Bnageney MocTaBumk
aBTOpU3aLNK pecypca pecypca

I
|
3anpoc Ha aBTopu3sauuio() !

3anpoc 3anpoc Ha

T
|
|
|
|
|
aBTOpM3aLmnio() |

_gnoaTeepxaeHue sanpoca()
-«

g ABTOPU3AUMOHHbIN KOA()

[

3anpoc Ha nonyvyeHue
mapkepa AocTyna,
aBTOPM3aLUMOHHBIA koza()

mapkep AocTyna,
4 Mapkep o6HoBnexus()
Rl

L]
| |

3anpoc Ha JOCTYyN K pecypcy, Mapkep goctynal)
T T
| |

|
3aLYLLEHHBIV pecypc() |
]
|

1 1 |
3anpoc Ha AOCTYN K pecypcy, Mapkep goctyna() L
| |
| |

| . B .
L Joumbka: HegecTBATENbHLIA Mapkep()
D
] I I
3anpoc Ha nony4eHue 1
Mapkepa gocTyna, |
|

Mapkep o6HoBNEHWS

Mapkep gocTyna,
mMapkep o6HoBREHUS()

<
N

v

Pucynok 16 — O6mias cxema B3auMOJICHCTBUS MPH TIOJYYSHUH MapKepa TOCTYIa ¢ TTOMOIIBIO
aBTOPU3ALIMOHHOTO KOJIa
JlJis onTUMU3alKY MIOBTOPHOTO TIOJTYYEHUS MapKepa JOCTyIa UCTIOJIb3YeTCs MEXaHU3M MapKepa
oonoenenus (refresh token): B 3TOM ciaydae mepBOHA4YaJIbHO B OOMEH Ha aBTOPHU3AIMOHHBIN KO
CUCTEME-KIIMEHTY BBIJIA€TCSl HE TOJBKO MapKep JOCTyma, HO W Mapkep oOHoieHus. Korma mapkep
JIOCTYTIa IEPECTAET IeHCTBOBATh, CUCTEMAa-KIMEHT 00pallaeTcs K CEpBUCY aBTOPU3ALIMH 3 ITOJTy4eHUEM
HOBOT'O MapKepa JOCTYyIa, MPeabsBIsis MOCIEIHUA MOJydeHHBIH paHee Mapkep oOHoBIeHus. CepBHC
aBTOPU3ALIMU TPOBEPSIET BAIUTHOCTh MapKepa OOHOBIEHHS (YTO OH SIBISIETCA aKTyalbHBIM, HE ObLI
OTO3BaH U YTO CPOK €ro JACWCTBUS HE UCTEK) U BbIIAET HOBBIN MapKep AOCTYIa U MapKep OOHOBJICHUS.
OcobenHocTH Mapkepa 0OHOBJICHHUS:
— uMeeT 0OoJiee ATUTENbHBIN CPOK EHCTBUS, 4eM y Mapkepa goctyma. Cpok JeiicTBus Mapkepa
oOHOBieHus paznuueH a8 kaxao WMC u  HactpamBaercs AnmuHuctpatopom MC
B Texnonorunueckom nopraiie ECHUA;
— TpPeIbsSBISIETCS HCKIIOYUTENBHO TpU HEOOXOJMMOCTH TONYYHTh HOBBIA Mapkep AOCTyIa

(TakuM 00pa3oM, MUHUMH3UPYETCS] PUCK TIepeXBaTa);
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BBIJIAETCS CEPBUCOM aBTOPU3ALIMU OJTHOBPEMEHHO C MapKEPOM JOCTYIIA;
MOJKeT OBITh OTO3BaH BIIa/IENbLIEM pecypca.

Takum oOpa3om, HanHuKe MapKepa OOHOBJICHHUS MTO3BOJIIET CUCTEME-KIMECHTY MOJTy9aTh HOBBIM

MapKep J0CTyIa Jaxke TOTa, KOr/Aa M0JIb30BaTeNb (BIaAesel] pecypca) HEJOCTYIIEH, TP YCIOBUH, YTO

BJIaJICTICI pecypca sIBHBIM 00pa3oM He 3arpeTHl JOCTYII.

B.2.2 [TonyyeHue aBTOPU3ALHOHHOI0 KOJAA (PEKOMEH/I0BaH K BHIBOY U3

IKCILUTYATAIMH)

JlaHHBIN pazzien ONMUCHIBACT MOPSAAOK MOJYyYEHHs] aBTOPHU3ALMOHHIO KOJIa C MCIOJIb30BaHUEM

endpoint ".../ac". [laHHBIIl METO1 HE PEKOMEHI0OBAH K MCTOJb30BaHui0. B pa3nene B.2.3 onuckiBaeTcs

MpoLIeCC TOIYYEeHHsI aBTOPU3ALMOHHIO KOJia ¢ UCIoJib30BaHueM endpoint ".../v2/ac".

Y10o0BI IMOJIYYUTDH aBTOPHSaHHOHHBIﬁ KO, CUCTEMA-KIIMCHT OO0JDKHA IIOJYYHUTH Pa3pClICHHC

Ha JOCTYIl K 3alllMIEHHOMY pecypcy €O CTOpPOHBI €ro Biajenblia. B cioydae, korja BlajenbleM

sBisieTcs: noib3oBarenb ECUA, cucrema-KIMEHT I0JKHA HAMpPaBUTH IMOJB30BATENSI HA CTPAHMILY

npefocTapienus mpas jgoctyna B ECHAS?  (momb3oBatens JomkeH ObITh IIPeIBAPUTENIBHO

ayrentuunuposan B ECHUA wmu cucrema ECHA mnompocuT ero mnpolTH uACHTU(DUKAIMIO

Y ayTeHTH(HUKAIIHIO).

OTa cCchlIKa A0JDKHA COJIEPKaTh Cleayone 00g3aTeIbHbIe TapaMeTphl:

<client_id> — maeHTHdUKaTOp CUCTEMbI-KIMeHTa (MHeMOHUKa cucteMbl B ECHUA ykazanHas
MPOIMUCHBIMU OyKBaMH);

<client_secret> — moanucsk 3amnpoca B popmare PKCS#7 detached signature B kogupoBke UTF-
8 ot 3HaueHui yerwipex mapamerpoB HTTP—3ampoca: scope, timestamp, clientld, state (6e3
paznmenuteneit). <client secret> moipkeH ObITh 3akoaupoBaH B ¢dopmare base64 url safe.
Hcnonb3yemplii Uis TPOBEPKU MOIMHCH CepTU(UKAT JODKEH ObITh MpeABapUTEIHHO
3apeructpupoBad B ECUA u npussasan k Y3 cucremsl-knrenta B ECUA. ECHA ucnonbs3yer
cepruukarel B ¢opmare X.509 u B3auMOACHCTBYeT ¢ airoputMamu (OpMHUPOBAHUS
anektporHoi moanucu 'OCT P 34.10-2012 u kpunrtorpaduueckoro xamuposanuss ['OCT P
34.11-2012.

<redirect_uri> — CChIJIKa, IO KOTOPOH JOKEH OBITh HAIIPaBJICH MOJIh30BATENb MOCIE TOTO, KaK

JaCT pa3peleHne Ha JJOCTYII K pecypcey;

62 Anpec B TecToBolt cpesie: https://esia-portall.test.gosuslugi.ru/aas/oauth2/ac
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— <scope> — 00nacTh AOCTyIa, T.€. 3alpalldBacMble MpaBa; HAIPUMEp, €CIH CUCTeMa-KIHEHT
3alpamBaeT JOCTYI K CBEICHHSIM O COTPYAHUKAX OpPraHU3alMH, TO SCOpE NOJDKHA MMETh
3HaueHue http://esia.gosuslugi.ru/org_emps (¢ HEOOXOIUMBIMH IapaMeTpaMu); €Cld
sanpamuaetcs scope id_doc®® (annbIe 0 monb30BaTeNe), TO HE HY’KHO B Ka4ecTBe MapaMeTpa
yKa3bIBaTh 0id 3TOTO MOJIb30BATES;

— <response_type> — 3TO THUIl OTBETa, KOTOPbIil oxxuaercst or ECUA, umeer 3nauenue code, eciau
CUCTCMA-KIIMCHT JOJKHA ITOJIYYHUTDh aBTOpH3aHHOHHBIﬁ KO,

— <state> — Ha0oOp CIy4ailHBIX CHMBOJIOB, UMEIOIINI BUJT 128-0MTHOTO HACHTHU(HUKATOPA 3ampoca
(HeoOXx0AMMO /7S 3alMTHI OT IepexBara), renepupyercs o cranaapry UUID;

— <timestamp> - BpeMs 3arpoca aBTOPU3aLMOHHOTO KoJa B popmare yyyy.MM.dd HH:mm:ss Z
(manpumep, 2013.01.25 14:36:11 +0400), HeoOxonumoe it pUKcallMM Havaja BPEMEHHOTO
MIPOMEXYTKa, B TE€YEHHE KOTOpPOro OyAeT BaJMJEH 3alpoc C JaHHBIM HAECHTU(UKATOPOM
(<state>);

— <access_type> — npuHuMaeT 3HaueHue «offline», ecnu Tpebyercs UMeTh TOCTYH K pecypcam
Y TOT/Ia, KOTJa BIIAJENel] HEe MOXET OBITh BbI3BaH (B ATOM CIydae BBIITYCKAETCS MapKep
0OHOBJICHHS ); 3HAYCHHE «online» — TOCTyM TpedyeTcs TOIBKO MPH HATMYUH BJIaICIIbIIA.

Ecoiu B xome aBTrOpm3ammm He BO3HUKIO omuOok, To ECHA ocymiecTBiaser peaupext
MOJIb30BaTENsl 1O CChUIKE, yKazaHHOW B redirect uri, a Tak)ke BO3BpallaeT JBa 0O0s3aTEIbHBIX
napaMmerpa:

— <code> — 3HaU€HHE aBTOPU3ALMOHHOTO KOJIa;

— <state> — 3Ha4YeHHE MapaMeTpa Sfate, KOTOPbIA ObLI MOJy4eH B 3alpoce Ha aBTOPU3AIIMIO;
CUCTEMa-KIIMEHT JOJDKHA TMPOBECTH CpaBHEHHE OTIPABICHHOTO W TOJYYEHHOrO MapaMmerpa
state.

B cnyyae ommbku cepBrC aBTOpU3ALMU BEPHET B TapaMeTpe error KoJ OmUOKU (Hampumep,
«access_denied») u mepeHanpaBuT MOJIb30BATENS IO aApecy, yKazaHHOMY B redirect_uri. IlepedeHp
BO3MOXHBIX OIIHMOOK IpuBeeH B Tabnuie 19.

Tabmuna 19 — Criucok omubOK MpH MOTY4EHUH MAPKEPOB JOCTYIIA

Ne Ko mapamerpa Onucanne napamerpa

ESIA-007003: B 3anpoce oTCyTCTBYET 00s13aTeNIbHBIN MapaMeTp,
L. | invalid_request 3arpoc BKJIIOYAEeT B ceOs HEBEpHOE 3HAUYECHUE MapameTpa WM

BKJIFOYACT MapaMETp HECKOJILKO pa3

63 JIub6o OJJMH HWJIM HCECKOJIbKO Scope, O6CCHC‘H/IBaIOH_[I/IX AOCTYII K TMICPCOHAJIBHBIM TdaHHBIM

10JIb30BATE.
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Konx napamerpa

Onucanue napamerpa

ESIA-007004: Bnanenen pecypca WM CEpBHC aBTOpPU3ALMU

2. access_denied
OTKJIOHWJI 3a1pocC
. . ESTA-007005: CucreMa-KJIMEHT HE MMEET IpaBa 3ampaiiuBaTh
3. | unauthorized_client
MOJIy4YE€HUE MapKepa J0CTyIa TaKUM METOJIOM
4 |- . ESTA-007006: 3anpomennas 06gacTh JA0CTymNa (SCope) yKazaHa
- | invalid_scope
HEBEPHO, HEM3BECTHO WM C(HOPMUPOBAHA HEKOPPEKTHO
ESIA-007007: BosHukia HeoxuAaHHas omuOka B padore
5. | server_error CepBHCAa aBTOPM3AIMM, KOTOpas IpHUBeJa K HEBO3MOXKHOCTHU
BBITIOJTHUTH 3aITPOC
ESTA-007008: CepBuc aBTOpHM3allid B HACTOSIIEE BpeMs
6. | temporarily_unavailable HE MOKET BBIMOJHUTh 3alpoc U3-3a OOJBIION HArpy3KH WIIU
TEXHUYECKUX pabOT Ha CepBEpE
ESIA-007009: CepBuc aBTOpU3allMd HE  MNOJJACPKUBAET
7. | unsupported_response_type
MOJIy4eHHE MapKepa A0CTYINa STUM METOJ0M
. ) . ESIA-008010: He ymamock mnpou3BecTH ayTEeHTU(DHUKAIHIO
8. | invalid_client
CUCTEMBbI-KITUEHTA
ESTA-007011: ABTOpH3allMOHHBIN KOJI MJIM MapKep OOHOBIICHUS
. . HEeJeWCTBUTENIEH, MPOCPOYEH, OTO3BaH HJIM HE COOTBETCTBYET
9. invalid_grant
ajZipecy pecypca, yKa3aHHOMY B 3alpoce Ha aBTOPU3AIUIO, WU
ObLT BBIJIAH IPYTON CUCTEME-KIUEHTY
ESIA-007012: Tun aBTOpU3alIMOHHOTO KOJIa HE MOIJIEPKUBACTCS
10. unsupported_grant_type
CEpBHCOM aBTOPU3ALIUU
. . ESIA-007013: 3ampoc He COAEPKHUT YKa3aHUs Ha 00JacTh
11. invalid_scope
noctymna (scope)
12. invalid_request ESIA-007014: 3ampoc He coiepKUT 00s13aTeIbHOr0 napaMerpa [ ]
13. invalid_request ESIA-007015: HeBepHoe Bpemsi 3ampoca
14. | no_grants ESIA-007019: OtcyrcTBYyeT pa3pelieHue Ha JO0CTyIl
. . ESIA-007023: Yka3auHslii B 3anpoce <redirect uri> oTCyTCTBYET
15. invalid_request -
cpenu paspenieHHbIX it MUC
16. ESIA-007046: 3amnpoc otp HEBO3MOXKEH, a B SCOpPE YKa3aHO

access_denied

00s13aTeIbHOE MMPOXOIKACHUC TI0JIB30BATCIIEM I[BY)(q)aKTOpHOﬁ
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Ne Konx napamerpa

Onucanue napamerpa

aBTOpHU3aLUU

B.2.3 [lonyuyeHue aBTOPU3AIMOHHOIO Koja (v2/ac)

I[aHHLIfI pasacii ONMUCBIBACT IMPOLECC IMOJYYCHHA aBTOPHU3AMOHHIO KOJAa C HMCIIOJB30BAHUCM

HOBOTO TEXHHYECKOTo penienus endpoints ".../v2/ac".

Yr1o0bI IMOJIYYUTDb aBTopI/ISaHI/IOHHBIf/'I KOO, CUCTCMA-KIIMCHT MOOJDKHA IIOJIYYUTH Pa3pCuICHUC

Ha JOCTYIl K 3alllMIEHHOMY pecypcy €O CTOpPOHBI €ro Biajenblia. B cioydae, korja BiajenbLeM

SABJIACTCA IIOJIB30BATCIIb ECI/IA, CUCTCMA-KIIMCHT OO0JIKHA HAIIPABUTH IIOJIB30BATCIIA HA CTPAHUIY

npefocTapieHus mpas jgoctyna B ECHA®  (momb3oBatens JomkeH ObITh IIPEIBAPUTENIBHO

ayreHtupunuposan B ECHUA wmm cucrema ECHWA mnompocuT ero mnpolTtH uAEHTU(DUKAIMIO

1 ayTeHTU(PHUKAIHIO).

JTa CCHIIKA JIOJDKHA COACPKATH CIICAYIOINE 00s3aTeNIbHEIE mapaMETphI:

— <client_secret> - noanucey 3Ha4eHUN NATU NapameTpoB B koaupoke UTF-8:

client_id;

scope;

timestamp;

state;

redirect_uri.

[Topsinox dopmupoBanus <client_secret>:

1. KOHKaTEeHUpPOBATh BhILIECYKa3aHHBIEC TapaMeTphl (Mopsaok BakeH!). [Ipumep cTpoku:

TESTAPPLICATIONopenid2021.11.10 12:28:46 +0300bbf0aef5-5237-41bc-8cba-
291e29a3ade8https://test.application.ru/auth/api/vl/esia/return

2. moamucarh MOJIy4EHHYIO CTPOKY C MCIIOJIb30BAaHMEM allropuTMa noanucanus data hash ¢

ucnoas3oBanneM MexaHu3mMoB KpuntolIPO CSP u ceprudukara mHbOpMaIMOHHON

CI/ICTGMLI65 5

3. 3akoaupoBath nonydeHHoe 3HaueHue B URL Safe Base64.

Hcnonb3yemplif 1Uis TPOBEPKM MOAMHCH CepTU(UKAT AODKEH ObITh MPEABAPUTEIHHO

3apeructpupoBad B ECUA u npussasan k Y3 cucremsl-kinnenta B ECUA. ECHUA ucnonbs3yer

ceptuduxarsl B ¢opmare X.509 u B3auMOAEHCTBYeT C alropuTMamu (GOPMHUPOBAHUS

anexktponHoi noanucu 'OCT P 34.10-2012 u  kpunrtorpaduueckoro xsmupoBanust [OCT P

34.11-2012;

% Anpec B TecToBOM cpene: https://esia-portall.test.gosuslugi.ru/aas/oauth2/v2/ac
6> HekoTOpbI€ arOpUTMBI TPEOYIOT pa3BEePHYTh 3epKAIbHO, TIOOAWTOBO, MOJYYEHHYIO TOANUCH
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— <client_id> — nnentupukaTop cucreMsl-kiueHTa (MHeMoHUKa cucteMbl B ECMA ykazanHas
MPONUCHBIMU OYKBaMH);

— <scope> - o0macTh JOCTyMa, T.e. 3alpallrBaeMble MpaBa; HANpUMEp, €CIU CUCTEMa-KIHEHT
3alpammBaeT JOCTYI K CBEIEHHSIM O COTPYAHUKAX OpPraHU3alMH, TO SCOpE MOJDKHA MMETh
3HaueHue http://esia.gosuslugi.ru/org_emps (¢ HEOOXOMUMBIMH IapamMeTpaMu); €CIU
3anpamuBaetcs scope id_doc66 (maHHbIE O MOJIB30BATENE), TO HE HY)KHO B KAYECTBE MapaMeTpa
yKa3bIBaTh 0id 3TOTO MOJIb30BATENS;

— <timestamp> - BpeMs 3arpoca aBTOPU3aLMOHHOTO KoJa B popmare yyyy.MM.dd HH:mm:ss Z
(manpumep, 2013.01.25 14:36:11 +0400), Heobxoaumoe Juisl PpUKcalMM Hadajla BPEMEHHOTO
MPOMEXYTKA, B TEUCHHE KOTOPOTO OyIeT BAIMICH 3ampoC C JaHHBIM HICHTH()UKATOPOM
(<state>);

— <state> - HaOOp CITyd9altHBIX CHMBOJIOB, UMeIOINK BU 128-0uTHOTO MIeHTH(HUKATOpa 3ampoca
(HeoOxoaMMO IS 3alIUTHI OT NepexBaTa), reHepupyertcs no cranaapty UUID;

— <redirect_uri> - cChUIKA, MO KOTOPOM JOHKEH OBITh HANPABJICH TMOJI30BATENh MOCIIE TOTO, KaK
JacT pa3pelieHne Ha JO0CTym K pecypcy. 3HadeHwe <redirect_uri> ODKHO OBITH
MpenBapuTeNibHO ykazaHo B mapamerpax BHemHed MC B ECHUA - nHa cropone ECUA
BBITIOJTHSETCST Bepu(UKaIUs COOTBETCTBUSA redirect uri B 3ampoce U B HACTPOHKAaX CUCTEMBI;

— <client_certificate_hash> - mapamerp, coxaepxammuii x3m ceptudukara (fingerprint
ceprudukara) cucteMbl-KiueHTa B hex-popmare. Mcnonb3yeMbrit il MPOBEPKU TOMANUCH
ceptuduKaT JOJDKEH OBITh IpenBaputenbHo 3apeructpupoBad B ECUA u mpussizan k Y3
cuctembl-kmueHta B ECHUA. ECHA wucnonssyer ceprudukarel B ¢opmare X.509 wu
B3aUMOJICHCTBYET ¢ asiroputMamu opmupoBanus d1ekrponHoi noamucu ['OCT P 34.10-2012
u Kpunrorpaduaeckoro X3IIMPOBAHUS Iocrt P 34.11-2012.
Jlis BbIYHMCIIEHUS 3HAYEHMs] HCIIOJIb3YETCS CIEeNMaIN3WpPOBAaHHAs YTWINTA, JOCTYIHAas IO

aapecy: http://esia.gosuslugi.ru/public/calc_cert hash unix.zip.

— <response_type> — 3T0 TUIl OTBETa, KOTOpbIi oxxugaercst oT ECHA, umeer 3nauenue code, ecinu
cUCTeMa-KJIMEHT JIOJDKHA MOIyYUTh aBTOPU3ALMOHHBINA KOJI;

— <access_type> — npuHuMaet 3HaueHue «offline», ecin TpeGyercs UMETh AOCTYN K pecypcam
U TOT/la, KOT/la BJajieNiell He MOXeT ObITh BBbI3BAaH (B 3TOM Ciydae BBIITYCKAeTCs Mapkep

O6HOBJ'ICHI/I$I); 3HaueHue «onliney — JAOCTYIL Tpe6yeTC${ TOJIBKO ITPU HAJIMYUH BJIAAC/IbLA.

66 JIub6o OJJMH HWJIM HCECKOJIbKO Scope, O6CCHC‘H/IBaIOH_[I/IX AOCTYII K TMICPCOHAJIBHBIM TdaHHBIM
I10JIB30BAaTCIIA.
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B pamkax pa3paOoTku MexaHHW3Ma IPOBEPKH COOTBETCTBHUS 3alpoca KOJAa aBTOPH3AIUU U
nocienytomero oomena koaa (PKCE), mnst /v2/ac mo6aBneHsl [Ba ONMIIMOHAILHBIX TapaMeTpa:

— <code_challenge_method> - MoxeT conepx’aTh OAHO U3 ABYX 3HaueHui 'S256' / 'GOST3411";

— <code_challenge> - pesynbrar padots! pynakiuu. [Topsaok popmupoBanus <code_challenge>:

1. chopmupoBath cirydaiiHylo, YHUKAJIBHYIO CTPOKY JJIMHHON 43 CHMBOJIA, COJIEPIKAIIYIO
TOJIBKO CJIEYIOIIUE CUMBOJIBL: [A-Z]/[a-z]/[0-9]/"-"/"."/" _"/"~" (kaxkIbIil HOBBIH 3aIIPOC
J0JKEH OPMHUPOBATH HOBOE 3HAYCHHUE);

2. npuMeHuTh npeodpazoBanue code_challenge_method;

3. xonaupoBath 3HaueHue B base64 url withoutPadding.

Ecniu B xozme aBTOpu3aumu He BO3HUKIO omubok, To ECHUA ocymecTBiser peaupekt
MOJIb30BaTENsl MO CChUIKE, yKazaHHOW B redirect uri, a Tak)ke BO3BpallaeT JiBa 0O0s3aTEIbHBIX
napamerpa:

— <code> — 3HaUCHHE aBTOPH3AIMOHHOTO KO/,

— <state> — 3HaAUCHHE TapameTpa state, KOTOPBIM ObUI TMOJYYeH B 3alpoce Ha aBTOPH3AIIHIO;
CHCTEeMa-KIIMEHT JIOJDKHA TPOBECTH CPAaBHEHUE OTIPABICHHOTO W TOJYYEHHOTO MapameTpa
state.

B ciayyae ommOku cepBUC aBTOpPU3AllMM BEPHET B MapameTpe error Koja OmuOKu (Hampumep,
«access_denied») u mepeHanmpaBUT MOJIB30BATENS MO aapecy, ykazaHHoMy B redirect_uri. [lepedenn

BO3MOJKHBIX OITMOOK MpUBeIeH B Tabmuie 19.

B.2.4 Ilonyuenue MapKepa 10CTyna B 00MeH Ha aBTOPU3ALMOHHBIN KO/

(PeKOMEH/I0BAaH K BBIBOY M3 IKCILIYaTAI[UH)

JlaHHBII pa3esn oMuCchIBaeT MOPSIOK MOJydeHUs MapKepa J0CTyIla C UCIOJIb30BaHreM endpoint
".../te". JlaHHBIA METOJI HE PEKOMEHI0OBAaH K MCIOJIb30BaHuI0. B pazmene B.2.5 onuckiBaeTcs mpoiiecce
MOJIyueHUsI Mapkepa J0CTyla B OOMEH Ha aBTOPHM3AIMOHHBIM KOJ C HCHOJb30BaHueM endpoint
"...V3/te".

Korpa aBTOpM3alMOHHBIA KOJA TOJYYEH, CUCTEMa-KIMEHT MOXKET cQOpMHpOBaTh 3ampoc
MerogoMm POST Ha https-anpec ECUA s nosiyuenusi mapkepa ,Z[OCTyl'Ia67. OZIMH aBTOPU3ALMOHHBIN
KOJI MO’KHO OOMEHSITh Ha OJIMH MapKep JocTymna. B Teno 3anpoca A0KHBI ObITh BKIIOYEHBI CIIEAYIOIIIE

CBCACHUA:

7 Anpec B TecToBoit cpenie: https://esia-portall.test.gosuslugi.ru/aas/oauth2/te
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<client_id> — unentuukaTop cucreMsl-kiueHTa (MHeMoHUKa cucteMbl B ECUA ykazanHas
MPONUCHBIMU OYKBaMH);

<code> — 3HaueHHE aBTOPH3ALMOHHOTO KOJa, KOTOPHIA Obl1 panee moiydeH ot ECUA
Y KOTOPBI HE00X0IMMO 0OMEHSTh Ha MapKep AOCTYIIA;

<grant_type> — HpuUHMMaeT 3HadeHHe «authorization_code», eciu aBTOPU3ALUOHHBIN KOJ
0OMEHHMBaETCsl Ha MapKep JOCTYIa;

<client_secret> — moanucsk 3anpoca B popmare PKCS#7 detached signature B komupoBke UTF-
8 or 3Hauenui mectu mapamerpoB HTTP-3ampoca: scope, timestamp, clientld, state (Ge3
pasnenureneit), redirect_uri, code. <client secret> noypkeH ObITH 3aK0AMpPOBaH B (popmare
base64 url safe. Mcnonb3yeMblil a8 NpoBEepKH MOANHUCH CepTU(UKAT JOJDKEH OBITh
npeaBapuTesbHO 3apeructpupoBad B ECUA u npussizan k Y3 cuctembl-kinenta B8 ECUA.
ECUA wucnonssyer ceprudukarsl B popmare X.509 m B3auMOACHCTBYET C alropuTMamu
dbopmupoBanus snekrpoHHor moamucu ['OCT P 34.10-2012 m  xpuntorpadudeckoro
xaupoBanus 'OCT P 34.11-2012.

<state> — HAOOP CIIydalHBIX CUMBOJIOB, UMMM BU 128-0uTHOTO MAeHTHU(UKATOPa 3arpoca
(HEeoOXoMMO ISl 3alIUTHI OT TiepexBarta), reHepupyercs no craggapty UUID; stor Habop
CUMBOJIOB JIOJDKEH OTJIUYaTbCd OT TOr0, KOTOPBIM HCIOJIB30BANCS TMPH MOJyYCHHUH
aBTOPU3ALIMOHHOTO KOJIa;

<redirect_uri> — cChUIKa, IO KOTOPOH JOJDKEH OBITh HAIPaBJICH IMOJIb30BATENb MOCIE TOTO, KaK
JacT paspelleHue Ha JOCTyn (TO K€ camMoe 3HaueHHue, KOTopoe ObUIO YKa3aHO B 3ampoce
Ha MOJIy4eHHe aBTOPU3ALUOHHOTO KOJA);

<scope> — 00J1acTh JI0CTYyIa, T.€. 3alpalluBaeMbIe paBa (To ke caMoe 3HaYeHHEe, KOTOPoe ObLIO
yKa3aHo B 3allpoce Ha MOJIy4eHHEe aBTOPU3AIIMOHHOTO KOJa);

<timestamp> — BpeMms 3ampoca Mapkepa B (popmare yyyy.MM.dd HH:mm:ss Z (manpumep,
2013.01.25 14:36:11 +0400), Heo6xoaumoe amns pukcanuu Havyajia BPEMEHHOTO MPOMEXKYTKA,
B T€YEHHE KOTOPOro Oy/IeT BaIMJIEH 3alpocC C JaHHBIM UIACHTHPHUKATOpOoM (<state>);
<token_type> — Tum 3ampammuBaeMoro mapkepa, B Hacrosimee Bpemss ECUA monnep:xuBaer

TOJBKO 3HaueHue «Bearery.

Ecnu 3anpoc yenemno npouten nposepky, To ECUA Bo3spamaet otBet B popmare JSON:
<access_token> — Mapkep Jocrtyna Ajis JaHHOTO pecypcea;

<expires_in> — BpeMmsl, B TeUEHHE KOTOPOTO UCTEKAeT CPOK JCHCTBUS MapKepa (B CEKyH1ax);

221



— <state> — Ha0Op CIy4aHBIX CUMBOJIOB, UMEIOIIUH BT 128-0uTHOTO MaeHTH(UKATOPA 3aIpoca,
re"Hepupyetcs no ctanaapty UUID (coBmaaaer ¢ uaeHTU(DUKATOPOM 3aIpoca);

— <token_type> — Tun mpeaocTaBlIEeHHOTO Mapkepa, B Hacrosuee Bpems ECUA noanepxuBaer
TOJIbKO 3HaueHue «Bearer»;

— <refresh_token> — mapkep 0OHOBIIEHHUS [yl JAaHHOI'O pecypca.

[Ipumep otBera:
{

“access_ token” :
“eyJhbGciO0iJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCISInZlciI6MX0.eyJleHAIOjEzZNTkINDAXODcsInNjb3B1Ij
0i1aHROcDpcLlwvZXNpYS5nb3N1c2x1Z2kucnVcL2VtcF9pbmY b3JInX29pZD0xMDAWMDAWMzU3TiwiaXNzIjoiaHROcDpcLlwvZXNpY
S5nb3N1c2x1z2kucnUiLCJuY¥mYiOjEzNTk1MzY10DcsInVybjplc21lhOnNpZCI6IJE2ZDAmOTNKLTZ]ZTgtNDE30S04ZmFmLTdmZDQ2
ZDMyMDhhNiIsInVybjplc21hOnNial9pZCI6MTAWMDAWMDMANSWiY2xpZW50X21kIjoiRVNIQSIsImlhdCI6MTMIOTUZNJU4N30”,
“expires in” : 3600,

“state” : “9be638a9-0e05-42el-b4f8-a3e30457fbdd”,

“token type” : “Bearer”,

“refresh token” : “54039d1f-9917-43cd-961a-2729c891ef8c”

}
[Ipu HEBO3MOXKHOCTH BbIIa4M MapKepa JI0CTyla Bo3Bpaiaercs koja ommnoku (Tabmuna 19).

B.2.5 Iloayuyenue Mapkepa 10cTyna B 00MeH Ha aBTOPU3AIlMOHHBbIN Ko (v3/te)
JlanHBIN pa3zen OMHMCHIBACT TPOIECC TMOJydeHUs Mapkepa Joctynma B OOMEH Ha
ABTOPHU3AIMOHHBIN KOJI C UCTIOJIB30BAHNEM HOBOTO TEXHHUYECKOTO pemieHus endpoint ".../v3/te".
Korpa aBTOpM3alMOHHBIA KOJA TOJY4YEH, CUCTEMa-KIMEHT MOXKET Cc(QOpMHpOBaTh 3ampoc
metoziom POST Ha https-anpec ECUA s mosydenus Mapkepa noctyna®®. Onus aBTopu3arimoHHbIiH
KOJI MO’KHO OOMEHSITh Ha OJIMH MapKep JIocTymna. B Teno 3anpoca 10KHBI ObITh BKIIOUYEHBI CeIyIoIIne
CBEICHHUS:
— <client_secret> - moanmuch 3HaYCHHUH 1IecTH napameTpoB B koaupoBke UTF-8:
— client_id;
— scope;
— timestamp;
— state;
— redirect_uri;
— code.
[Topsinox dopmupoBanus <client_secret>:

1. KOHKaTEeHUpPOBATH BhINIEyKa3aHHBIC apaMeTpsl (Mopsaok BakeH!). [Ipumep cTpoxu:

TESTAPPLICATIONopenid2021.11.10 12:28:46 +0300bbflOaef5-5237-41bc-8cba-
291e29a3ade8https://test.application.ru/auth/api/vl/esia/returneyJ22XIi0jEsSInR5cCI6IkpXV
CIsInNidCI6ImF1dGhvcml6YXRpb25fY29kZSIsImFsZyI6I1JTMjU2In0.<..>.jGdT4nTEsSUPBsnDOx3xx9Eunk
1SV8jmX6N4£fCCnsbfABYAGB7aamTbcxBzFjIrEgh Ywopt250ICW8LZ55NWhbCiMWX4naySxypyMd3cwzdz FP4V
jUO37US1SH9aGjxnYYENBOluCbPX70PO30BKOQbxdXony-t1bWOi4mbGbMYTLsOxicoWzn2ylxDVpYrdoP—-
RsrylZ0z104£8I9DV7i7 V08IuIlti90fXf5-

8 Anpec B TecToBOM cpene: https://esia-portall.test.gosuslugi.ru/aas/oauth2/v3/te
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UlWPNdHNy2S11fyUthe6inSwbPuGaw r920C4BROVQkq7MpNX4hm—
PsUMRO6J4gM4h13s igPgh5TkC NBNBOySexgLhYEa 1ifQCXPh-GkVbw
2. mojnucarh IOJIyYEHHYIO CTPOKY C UCIIOJIb30BAHMEM aJlropuTMa noanucanus data hash c
ucnoab3oBanueM MexanuzMoB KpuntolIPO CSP u ceprudukara nnpopmManrmoHHOMN
cucteMbr®;
3. 3akoaupoBath nosydeHHoe 3nadeHue B URL Safe Base64.
Hcnonp3yeMplid  JUISI TPOBEPKHA TOANKCH CEPTHUPHUKAT JOJDKEH OBITh MpPEABAPUTEIHHO
3apeructpupoBad B ECUA u npusszan k Y3 cucrembl-kienTa B ECUA. ECHUA ucnonbszyer
ceprudukarel B Qopmare X.509 u B3auMOAEHCTBYET C alnropuTMamu (HopMHUpOBaHUS
anexkrpoHHoi noanucu I'OCT P 34.10-2012 u kpunrorpaduueckoro xsmuposanust 'OCT P
34.11-2012;

— <client_id> — unentudukarop cucrembl-kaueHTa (MHeMoHuKa cucreMbl B ECUA yka3anHast
MPONUCHBIMU OyKBaMH);

— <scope> — 005acTh A0CTYMa, T.€. 3alpalIuBaeMble mpapa (To ke caMoe 3HaYeHUE, KOTOpoe ObLIO
yKa3aHO B 3allpoce Ha MOJTy4YeHHEe aBTOPU3ALIMOHHOTO KOJ1a);

— <timestamp> — Bpems 3ampoca mapkepa B ¢opmare yyyy.MM.dd HH:mm:ss Z (manpumep,
2013.01.25 14:36:11 +0400), Heo6xoaumoe Asi PUKCAIIMK Hayalla BpEMEHHOTO POMEXKYTKa,
B TEUEHHE KOTOPOTO Oy/IeT BAJIMJIEH 3aMpoC C TaHHBIM UACHTH(UKATOpOM (<state>);

— <state> — Ha0Op CIy4ailHBIX CHMBOJIOB, UMEIOIIN BUT 128-0MTHOTO HACHTH(HUKATOPA 3ampoca
(HEoOX0MMO IS 3alIUTHI OT TepexBara), renepupyercs no crangapty UUID; stot mabop
CUMBOJIOB JIOJDKEH OTJIMYaThCid OT TOTO, KOTOPHI HCHOJB30BajCs NpU TMOJIYYEHUU
aBTOPU3ALIMOHHOTO KO/,

— <redirect_uri> — cchlJIKa, [0 KOTOPOU TOJDKEH ObITh HAMpaBJieH MOJb30BaTENb MOCIE TOrO, KaK
JacT pa3pelieHue Ha JO0CTyn (TO K€ camMoe 3HayeHHe, KOTOopoe ObLIO yKa3aHO B 3ampoce
Ha MOJIydeHHE AaBTOPHU3ALIMOHHOTO  Koja). 3HaueHue <redirect_uri> JOJDKHO  OBIThH
npeaBapuTeNbHO ykazaHo B mnapamerpax BHewHed MC B ECHUA - na cropone ECHUA
BBITIONTHSETCS BepuduKals coorBeTcTBUsI redirect uri B 3ampoce U B HACTPOMKaX CUCTEMBI;

— <client_certificate_hash> - mapamerp, conepxkammuii xom ceptudukara (fingerprint
ceptudukara) cuctembl-kineHTa B hex-¢opmare. Vcnonb3yemblid Uisi TPOBEPKU MOANUCH
ceptuduUKaT AOHKEH ObITh MpeaBapuTenbHO 3apeructpupoBan B ECUA u mpuBsizan x Y3
cucrembl-kauenta B ECHA. ECHMA wucnone3yer ceptudukatel B ¢dopmare X.509 u

B3aMMO/IEHCTBYET ¢ anroputMamu popmupoBanus ekrponHoi noanucu 'OCT P 34.10-2012

% HekoTOpbI€ arTOPUTMBI TPEOYIOT pa3BepPHYTh 3epKaJIbHO, T00ANTOBO, OTYUYEHHYIO OIIHUChH
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n kpuntorpapuueckoro xsmmposanus ['OCT P 34.11-2012. [ns BbIYMCICHUS 3HAYCHUS
UCTIOJBb3YyeTCs CHeIMATH3UPOBAHHAs YTHIINTA;

— <code> — 3HaueHHE aBTOPH3AIMOHHOTO KOJa, KOTOPHIA Obu1 panee moiydeH ot ECUA
Y KOTOPBI HE00X0IMMO OOMEHSITh Ha MapKep JOCTyNa;

— <grant_type> — mpuHHUMaeT 3HaueHue «authorization_code», eciii aBTOPU3AIMOHHBIN KO
0OMEHHMBaETCsl Ha MapKep JOCTYIa;

— <token_type> — THI 3ampamuBaeMoro Mapkepa, B Hactosimee Bpems ECUA momnepxuBaer

TOJNBLKO 3HaueHue «Bearer».

B pamkax pa3paOoTku MexaHW3Ma IMPOBEPKH COOTBETCTBUS 3alpoca KOJa aBTOPHU3AIMH U

nocienytomero oomena koaa (PKCE), ans /v3/te noGaBieH oniuoHaIbHBIN TTapamMeTp:
— <code_verifier> - cTpoka mmHHOW 43 CHMBOJA, COAEpkaiias B ce0E TOJHKO CIEIYIOIINE

cumBoutbl ([A-Z]/[a-z]/[0-9]/"-"/"."["_"I"~");
B ECHA nomxen ObITh iepenan napametrp <code verifier>. [{ist metoma "S256" u "GOST3411"
B ECHA mpousBoauTCs pacuer, Ipu KOTOpOM Oepercsi MOJydeHHOE 3HAU€HHE WU JJIS HEro
BBIUUCIISETCS XA (YHKIMSA, a 3aTeM KOJUpyeTcs ¢ momoinbio base64 url withoutPadding.
[lonmyuenHslil pe3ynpTaT cpaBHUBaeTcs co 3HaueHueM <code_challenge>, momydeHHOro B
pamkax 3ampoca v2/ac. Ecnu onu He coBmamaror, ECHMA Bo3Bpamaer COOTBETCTBYIOLIYIO
OIIHOKY.
Ecnu 3anpoc ycnenrHo npomren npoepky, To ECUA Bo3Bpamiaer oteet B hopmarte JSON:

— <access_token> — Mapkep J1ocTyma Jyisi JaHHOTO pecypca;

— <expires_in> — BpeMmsi, B TeYEHHE KOTOPOTO UCTEKAET CPOK JIEHCTBHUS Mapkepa (B CeKyHIax);

— <state> — Ha0Op CIy4ailHBIX CUMBOJIOB, UMEIOIIMKA BUJT 128-0UTHOTO MaeHTU(UKATOpa 3ampoca,
re"Hepupyertcs no cranaapty UUID (coBnamaer ¢ uaeHTU(UKATOPOM 3aIipoca);

— <token_type> — Tun nmpenocTaBlIEHHOTO Mapkepa, B Hacrosiiee Bpemss ECUA nopnepxxuaet
TOJIbKO 3HaueHue «Bearery;

— <refresh_token> — mapkep oOHOBIIEHHUS U JaHHOTO pecypca.
[Ipu HEBO3MOXKHOCTH BBIIaYHM MapKepa J0CTyma Bo3Bpaiaercs ko omuoku (Tabmuna 20).

Tabmuna 20 — Crincok omubOK MpH MOTY4eHUHU MapKepoB aoctyma (/v3/te)

Ne Ko mapamerpa Onucanne napamerpa

ESIA-007003: B 3anpoce oTCyTCTBYET 00s13aTeNbHBIN MapaMeTp,
1. | invalid_request 3arpoc BKJIIOYAEeT B ceOs HEBEpHOE 3HAUYECHUE MapameTpa WM

BKJIFOYACT MapaMETp HECKOJIBKO pa3
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Konx napamerpa

Onucanue napamerpa

ESIA-007004: Bnanenen pecypca WM CEpBHC aBTOpPU3ALMU

2. access_denied
OTKJIOHWJI 3a1pocC
. . ESTA-007005: Cucrema-KJIMEHT HE MMEET IpaBa 3ampaiivuBaTh
3. | unauthorized_client
MOJIy4YE€HUE MapKepa J0CTyIa TaKUM METOJIOM
4 |- . ESIA-007006: 3anpomierHast 00yiacTh JIoCcTyma (scope) ykazaHa
- | invalid_scope
HEBEPHO, HEM3BECTHO WM CPOPMHUPOBAHA HEKOPPEKTHO
ESIA-007007: BosHukia HeoXuJaHHas omuOka B pabote
5. | server_error CepBHCa aBTOPHU3AIMM, KOTOpas TpHBeIa K HEBO3MOXHOCTH
BBITIOJTHUTH 3aITPOC
ESTA-007008: CepBuc aBTOpHM3allid B HACTOSIIEE BpeMs
6. | temporarily_unavailable HE MOKET BBIMOJHUTh 3alpoc U3-3a OOJBIION HArpy3KH WIIU
TEXHUYECKUX pabOT Ha CepBEpE
ESIA-007009: CepBuc aBTOpU3allMd HE  MNOJJACPKUBAET
7. | unsupported_response_type
MOJIy4eHHE MapKepa A0CTYINa STUM METOJ0M
. ) . ESIA-008010: He ymamock mnpou3BecTH ayTEeHTU(DHUKAIHIO
8. | invalid_client
CUCTEMBbI-KITUEHTA
ESTA-007011: ABTOpH3allMOHHBIN KO WJIM MapKep OOHOBJICHHS
. . HEJCWCTBUTENICH, MPOCPOYEH, OTO3BaH WIJIM HE COOTBETCTBYET
9. invalid_grant
ajZipecy pecypca, yKa3aHHOMY B 3alpoce Ha aBTOPU3AIHUIO, WIIH
ObLT BBIJIAH IPYTON CUCTEME-KIUEHTY
ESIA-007012: Tun aBTOpU3alIMOHHOTO KOJIa HE MOIJIEPKUBACTCS
10. unsupported_grant_type
CEpBHCOM aBTOPU3ALIUU
. . ESIA-007013: 3ampoc He COAEPKHUT YKa3aHUs Ha 00JacTh
11. invalid_scope
noctymna (scope)
12. invalid_request ESIA-007014: 3ampoc He coiepKUT 00s13aTeIbHOr0 napaMerpa [ ]
13. invalid_request ESIA-007015: HeBepHoe Bpemsi 3ampoca
14. | no_grants ESIA-007019: OtcyrcTBYyeT paspelieHue Ha JO0CTyII
. . ESIA-007023: Yka3anHslii B 3anpoce <redirect uri> oTCyTCTBYET
15. invalid_request -
cpenu paspenieHHbIX it MUC
16. | pkce_parameters_incorrect | ESIA-007038: Oum6ka mosydeHus mapamMeTpoB U3 3ampoca
17.

pkce_challenge_missing

ESIA-007039: B wu3HauaibHOM 3ampoce Ha /v2/ac, mapamerp
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Ne Konx napamerpa

Onucanue napamerpa

<code_challenge> nHe ObL1 yKa3aH;

138. pkce_verification_error

ESIA-007040: Ommubka cpaBHEHUS UCXOAHOIO U KOHTPOJIBHOTO

3HAYEHU.

19. access_denied

ESIA-007046: 3ampoc otp HEBO3MOXKEH, a B SCOpE YKa3aHO

00s13aTeNIbHOE IIPOXOKJCHHE II0JIb30BATENEM JABYX()AKTOPHOM

aBTOPH3ALIUU

B.2.6 IlosnyueHne HOBOr0O MapKepa A10CTylia B 00MeH Ha MapKep O0OHOBJICHUSA

HpI/I HCIIOJIb30BAHHUKU MapKepa OOCTylMa CUCTEMaM-KIMCHTaAaM PCEKOMCHIAYCTCA CHadalla

MPOBEPSTH, HE UCTEK JIM CPOK ero jaeicteus. Ecim mapkep mpocpodeH, TO i YCHENTHOTO JOCTYyIa

K 3aIlMIIEHHOMY pecypcy NOoTpeOyeTcsi MNpeABapUTeIbHO IMOJYYUTh HOBBIM Mapkep JOCTyma

C UCIOJIb30BaHNEM MapKepa 0OHOBJIEHHUS. J{J1s1 3TOro cucTeMe-KIMEeHTY cilelyeT chOpMUPOBATh 3a1poc

merogoM POST B ampec ECHA, umerommil CTPYKTYpy, AHAJIOTHYHYIO MEPBUYHOMY 3ampocy

Ha norydeHune Mapkepa. OCoOEHHOCTH 3HaYCHUI TapaMeTpoB 3aIpoca:

— <refresh_token> — 3HaueHHe UMEIOIIETOCS Y CUCTEMBI-KJIMEHTa MapKepa 0OHOBIIEHHUS, KOTOPBIN

cnenyeT oOMEHSTh Ha HOBBIM MapKep JocTyna (yKaspIBaeTcsl BMecTo <code>);

— <grant_type> — NODKHO MMETh 3HaueHue «refresh_token», mMockoigbKy mapkep OOHOBIEHUS

oOMeHHMBaeTCs Ha MapKep IOCTyIa;

OtBer Ha 3TOT 3anpoc gaetcs B popmare JISON u umMeeT Ty ke CTPYKTYpY, KaK U IPH IEPBUIHOM

MIPeIOCTaBICHUN MapKepa J0CcTymna. B 3ToM oTBeTe coep KUTCS HOBBIA MapKep OOHOBIIEHUS, KOTOPBII

CUCTEMA-KIIMCHT JOJDKHA XPpaHUTh BMECTO YK€ HMCIIOJIB30BAHHOI'O MapKepa OOHOBJICHUS.

[TepedyeHnr BO3MOXKHBIX OIIMOOK MpuBeeH B Tadmuie 21.

Tabmuma 21 — Cnucok ommOoK Py MOTyYeHUH MapKepa A0CTyla B 0OMEH Ha MapKep

0OHOBJIEHUS

Ne Ko mapamerpa

Onucanne napamerpa

1. expired_token

ESIA-007027: Cpok neiicTBus Mapkepa 0OHOBJICHHUS UCTEK

2. access_denied

ESIA-007028:

M OTO3BaH

Mapkep OOHOBIEHHSI  CKOMIIPOMETHPOBAH
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B.3 Mogegb KOHTPOJISAA JOCTYIIa HA OCHOBE INOJHOMOYHUI CHCTEMBbI-

KJIMEHTA

B.3.1 O01mme npuHUHUNIBI

Orta Mozenb KOHTPOJSI MPEIrojaraeT, 4To CHCTEMa-KIMEHT CAaMOCTOSITENIbHO oOpalmaeTcs
K CEpBHCY aBTOpH3alMU M ToyydaeT Mapkep noctyma (client-side flow) Ha ocHOBaHMM UMEIOIIMXCS
(u 3aUKCHPOBAaHHBIX B CEPBUCE ABTOPH3AIMK) TMOJHOMOYHH CHCTEMBI-KIMEHTA. JlaHHas Mozenb
KOHTPOJISL JIOCTyNa NpEAINoaraeT, 4To CHUCTeMa-KIMEeHT IMPH AOCTYIEe K 3allUIIEHHOMY pECypCy
HETIOCPEJICTBEHHO TIOJydaeT paspemeHne (B (opme Mapkepa [ocTyma) CO CTOPOHBI CepBHCA

aBTopu3anuu. B o6mem Buje cxema B3auMOJCHCTBUS BBITIIAIUT CISAYIONIUM 00pa3oMm:

CHCTEeMa-KIIMEHT oO0pammaeTcss K CEepBUCY aBTOpPH3AIlMHM 32 BbIJAa4ell Mapkepa JOCTyIa,

MTO3BOJISTIOIIETO MOJIYYUTH JOCTYII K 3alUIIIEHHOMY PeCypCy;

— CEpBHC aBTOPHU3AINH ayTeHTH(DUIIMPYET CUCTEMY-KIIMEHTa U BBIJACT MapKep JOCTyIa;

— CHCTeMa-KJIHMEHT 3alpalliBaeT y IOCTABIIWKA 3alIUINEHHBIA pecypc, MPEIbsBISS MapKep
JIOCTYTIa;

— TIOCTaBIIWK pecypca MPOBEPSET MapKep JOCTYyIa, €CIM OH BAUACH, TO pa3pemiaeT JOCTYII

K 3alllUIIEHHOMY pecypcy.

JlaHHas MOJIETb KOHTPOJISL JOCTYIA NPOMJUTIOCTPUPOBAHA HA pucyHke 17.
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sd Cxema B3aumogeucTeus /

Cuctema-knueHT Cepsuc MocTaBumk
aBTOpM3aLMMN pecypca

3anpoc Ha nonyyeHue
mapkepa goctyna()

mMapkep goctyna()

|

3anpoc Ha nonyyeHue pecypca, mapkep goctyna()
|
|

|
3aLLYLLEHHBIN pecypc()
T

_!;4

Pucynoxk 17 — Cxema B3auMOACUCTBHS IPU peATM3aAUKN MOJEIIH KOHTPOJIS IOCTyIa Ha OCHOBE
MOJIHOMOYHNI CHCTEMBI-KIIMEHTA
[TockonpKy mnoaydeHue MapKepa J0CTylna IpPH HCIOJIb30BAHWM JAHHOW MOJIEIN KOHTPOJIA
HE IpeanoiaraeT oOpalleHHus K BIaJAebIly pecypca, TO MapKep OOHOBJIEHHS HE MPUMEHSETCS.
Cucrema-KIHEHT IOCJIe UCTEUEHHUsl CpOKa NeHCTBUS MapKepa JOCTya MOXKET 0OpaTUTbCS K CEPBUCY

aBTOPU3ALIMU U TIOJYYUTh HOBBIM MapKkep J0CTyma.

B.3.2 ITosnyueHue Mapkepa g0cTyna
Jliig monmy4yeHust Mapkepa JoCTyra CUCTeMa-KIMEHT IOJDKHA HAallpaBUTh 110 https-aapecy cepBuca
apropusanuu (ECHA) 3anpoc merogom POST. 3ampoc 1omKeH coaepKaTh CISAYIONNe CBEICHUS:

— <client_id> — unentudukarop cucreMbl-KiaueHTa (MHeMoHuka cuctembl B ECUA, ykazanHas
MPOIUCHBIMU OyKBaMH);

— <response_type> — HCHOJb3yeMasi MOJIENIb KOHTPOJISI IOCTYIa, IPUHUMAET 3HaueHue «tokeny,
€CJIU MTPOUCXOUT Oe3yCIIOBHOE HAJIEIIEHUsI CUCTEMBbI-KITMEHTA MMOJTHOMOYHUSIMU;

— <grant_type> — mnpuHHMMaeT 3HaueHue «client_credentialsy, ecium wucHosib3yeTcs MoOJAEb
KOHTPOJIS IOCTYIa Ha OCHOBE IMOJIHOMOYHWI CUCTEMBI-KIMEeHTa. B TaHHON MO1en HEeBO3MOKHO
yKa3bIBaTh MOJb30BATEIbCKUE SCOPE, HEOOXOIMMO YKa3bIBAaTh TOJIBKO SCOPE OpraHU3aIlHid.

— <scope> — obnacTb AOCTyMa, T.e. 3alpalluBaeMble IpaBa, HAIIPUMEp, €CIIU CUCTEeMa-KIUEeHT
3anpammBaeT AocTyn K aaHHeiM MHH opranmsanum, To scope NOMKHO HMMETh 3HAUYEHUE

http://esia.gosuslugi.ru/org_inn ¢ mapameTpamu.
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<state> — HaOOp CIy4alHBIX CHMBOJIOB, UMEIOIIMK BU 128-0MTHOTO HACHTH(UKATOPA 3arpoca
(HEeoOXoaMMO IS 3alIUThI OT IMepexBara), reHepupyercs no crangapty UUID; stor Habop
CHMBOJIOB JIOJDKEH OTJIMYaThCS OT TOTO, KOTOPBIA HCHOJB30BAJICS TMPH MOJYyYCHUU
aBTOPU3ALIMOHHOTO KOJIa;

<timestamp> — BpeMs 3ampoca Mapkepa B ¢gopmare yyyy.MM.dd HH:mm:ss Z (mampumep,
2013.01.25 14:36:11 +0400), nHeoOxoanmoe st (pUKcaruy Havyajga BPEMEHHOTO IPOMEKYTKA,
B T€UYEHHE KOTOPOTo Oy/eT BaJUICH 3aIpoC ¢ JaHHBIM HIeHTH(pHUKaTopoM (<state>);
<token_type> — Tum 3ampammBaemMoro mapkepa, B Hacrosmiee Bpems ECUA nmoanep:xuBaet
TOJILKO 3HaueHne «Bearer»;

<client_secret> — moamnucsk 3amnpoca B popmare PKCS#7 detached signature B kogupoBke UTF-
8 or 3HaueHuil uetblpex mnapamerpoB HTTP—3ampoca: scope, timestamp, clientld, state
(6e3 paznenureneit). <client secret> mo/mkeH OBITH 3aKoaupoBaH B ¢Gopmare base64 url safe.
Wcnonp3yemprid 1ist (GOPMUPOBAHUS TIOANUCH CEPTHPHUKAT JOJDKEH OBITh 3aperHCTPHPOBAH
B ECUA u npusszan k Y3 cucremsbl-knuenta B ECUA. ECUA ucnonb3yer cepTudukatsl B
¢dopmare X.509 u B3aumojeicTByeT ¢ anroputMaMu (GOPMHUPOBAaHUS IEKTPOHHOM MOANKCH
I'OCT P 34.10-2012 u xpuntorpadpuyeckoro x3muposanust [OCT P 34.11-2012.

Ecnu 3anpoc ycnemrso npomren npoepky, To ECHUA Bo3Bpamaer otset B hopmate JSON:
<access_token> — mapkep JocTymna Ajsi JAHHOTO pecypcea;

<expires_in> — BpeMs, B T€UYEHUE KOTOPOTO UCTEKAET CPOK JACHCTBUS MapKepa (B CEKyHIaX);
<state> — HaOOp cIydailHBIX CHMBOJIOB, UMEIONTHH Bu 128-0uTHOTO MaeHTHHKaTOpa 3ampoca,
renepupyetcs no cragaapty UUID (coBmanaer ¢ uaeHTH(GUKATOPOM 3aIpoca);

<token_type> — TuIl IPEJOCTABIEHHOIO Mapkepa, B Hacrosiee Bpemss ECUA noanepxuBaet
TOJIbKO 3HaueHue «Bearery.

[Ipu HEBO3MOXKHOCTH BbIIaYHM MapKepa JI0CTyMa Bo3Bpaiaercs ko omuoku (Tabmuna 19).
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B.4 Oco0ennocTu yka3zanus 00J1acTH 10cTYyna (scope)

ITpu 3ampoce Ha MOJTy4EeHUS MapKepa AOCTYyIa CHCTeMa-KINEeHT JOJDKHA 0053aTeIbHO YKa3bIBaTh

COOTBCTCTB}’IOH_II/Iﬁ scope, T.C. 00J1acTh J0CTyIa (TI/IH JAaHHBIX, K KOTOPbIM CUCTEMA-KIIMCHT HAMCPCHA

MOJYYUTh AOCTYII).

B ECHA ucnons3yroTcst CaeAyomue TUTIbL Scope:

1. JlanHble o moJib30BatTesie. B cucteMe NpeaycCMOTPEHBI CIEAYIONIUE SCOpe, MO3BOJISIOLINE

MIOJIyYUTh JaHHbIE O NoJib3oBarene (Tabnuua 22).

Tabmuna 22 — Ipenocrasnsembie ECA HaOOpb! JaHHBIX O MOJIb30BATEINE

Ne Ha3zBanmue scope Ha3Banue Habopa JaHHBIX CocraB Ha0opa JaHHBIX
1. fullname [IpocmoTp hamunnu, uMeHU U bamunus;
OTUYECTBA
UM,
OTYECTBO.
2. birthdate [IpocMOTp maThl poKIEHUS JlaTa poXKACHUS, yKa3aHHAs
B Y3
3. gender [IpocmoTp moa 0J1, YKa3aHHBIA B Y3
4. snils [Tpocmorp CHUJIC CHUIJIC, yka3annbiii B Y3
5. inn [Tpocmorp MHH NHH, YKa3aHHBINA
B YUETHOU 3alIUCHU
6. id_doc [TpocMOTp AaHHBIX O TOKYMEHTE, cepus 1 HOMep JOKYMEHTa,
OCTOBEPSIOIIEM JINYHOCTh
A pArotl YIOCTOBEPAIOILIETO
JUYHOCTH;
JaTa BbIAuH;
KEM BbIJIaH;
KO/ TIOJJpa3/ieiICHHUS;
IPaXXIaHCTBO.
7. birthplace [IpocmoTp MecTa poxaeHust MECTO POXKICHUS.
8. medical_doc [IpocMmoTp naHHBIX nosMca Homep noauca OMC;
0053aTeNIbHOTO MEIULIMHCKOTO .
CPOK ACHCTBUSI.
ctpaxoBanus (OMC)
9. military_doc IIpocMOTp aHHBIX BOEHHOTO cepusi U HOMEp BOECHHOIO
ounera
ounera;
JaTa BBIIAYH;
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Ha3Banmue scope

Ha3panue Ha0opa J1aHHBIX

Cocrtas Ha0opa JaHHBIX

oprasx, BBIJIABIIINI

JIOKYMEHT.

10.

foreign_passport_doc

[IpocMOTp naHHBIX 3arpaHUYHOTO
nacropra

baMunusa, uMs, OTYECTBO
OykBamu JIATUHCKOT' O
andasura;

cepust i HOMED
3arpaHUYHOTO MACIopTa;
JlaTa BbIIAYM;

CPOK JICUCTBHS;

oprasx, BBIJIABITHH
JIOKYMEHT;

rPpaXKIaHCTBO.

11.

drivers_licence_doc

[IpocMoTp maHHBIX
BOJIUTEJIBCKOTO YIOCTOBEPEHUS

cepust 4 HOMED
BOJUTEIIHCKOTO
YI0CTOBEPEHUS;

JlaTa BbIIAYM;

CPOK JICHCTBUA.

12.

birth_cert_doc

[TpocMOTp AaHHBIX
CBUJIETENHCTBA O POKICHUU

cepus u HOMeEp
CBUJICTENIbCTBA;

JaTa BbIIAYU;

MECTO  TOCYAapCTBEHHOM

perucTparum.

13.

residence_doc

HpOCMOTp JaHHBIX B4 Ha
KUTCIBCTBO

Cepusd U HOMCp BHIA Ha
KHUTCIIBCTBO,

JaTa BBLIAYH.

14.

temporary_residence_
doc

[IpocMoTp MaHHBIX pa3pelieHus
Ha BPEMEHHOE IIPOKUBAHNE

cepust u HOMED
pa3penieHus Ha BpEMEHHOE
MIPOXKUBAHUE;

JaTa BBLIAYH.
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Ha3Banmue scope

Ha3panue Ha0opa J1aHHBIX

Cocrtas Ha0opa JaHHBIX

15. | vehicles [IpocmoTp naHHBIX — TOCYIapCTBEHHBIN
AQHCTIOPTHBIX CPEJICTB .
RS p peat PETUCTPAIIMOHHBIN 3HAK;
— cepus u HOMED
CBUJIETENHCTBA
0 perucTpanum.
16. | email [TpocmoTp agpeca 2EeKTPOHHOM — ajapec ANEKTPOHHOU
TIOYTBI .
MOYTHI, YKa3aHHBIA B Y3
17. | mobile [IpocmoTp HOMEpa MOOMIIBHOTO — HOMep MOOUIIBHOTO
TeneoHa
b tenedoHa
18. | addresses [TpocmoTp nanHBIX 00 ampecax — azapec MTOCTOSTHHOM
pETHCTpaINH;
— agpec BPEMEHHOMN
perHCTpaIiH
— ajpec MecTa IpOoKUBaHUS
19. | usr_org [IpocmoTp cniucka opranuzanui —  CIHUCOK opra"uzanuin
M0JIb30BATENS
M0JIb30BAaTEJII.
20. | usr_avt [IpocmoTp nz00pakeHust — Tlomydyenus: wmzoOpakeHHs
(aBarapa) moJb30BaTEIA
(aBarapa);
— Co3zmanne u OOHOBIECHUE
n300pakeHus (aBaTapa);
— Tlomyuyenue HCXOTHOTO
n300pakeHus (aBaTapa)
21. | self_employed [IpocMmoTp naHHBIX — Ilpu3Hak caM03aHATOIrO
0 CaMO03aHATHIX
— Kareropus (Bup
JIEATETLHOCTH)
Tabmuna 23 — IpenocraBnsembie ECMA HabOpbl JAHHBIX O JAETIX MNOJIb30BATEIS
1. kid_fullname [IpocmoTp hamminm, uMeHH —  (ammus;
U OTYECTBa
— UM,
— OTYECTBO.
2. kid_birthdate [IpocMmoTp naTel poxaeHus — J1arta poxaeHus pebeHka
3. kid_gender [IpocmoTp nona pedeHka — [Ilon peGenka
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4. kid_snils [TpocmoTp Homepa CHUJIC — CHMUIIC pebenka

pebeHka
5. kid_inn IIpocmotp MHH pebenka — HWHH pebenka
6. kid_birth_cert_doc [IpocMoTp maHHBIX — Cepus CBUICTEIIbCTBA;

CBHUACTCIILCTBA O POXKICHUU
— HOMCP CBUACTCIILCTBA;

— Jara BBIJIAYU
CBUJICTEIILCTBA,;
— KeM BBIJIAaHO
CBUJICTEIIECTBO.
7. kid_medical_doc [IpocMoTp maHHBIX TOJIHCA — Homep nojuca OMC;
gf;:izzgzizrﬁohﬁéguﬂmmm — peiictBurenen 1o OMC.

Ipumeuanue:
Bce ykazaHHBIC B TaOJUIIE SCOpPE TAKXKE MTO3BOJISFOT MTOJIYYUTh JIAHHBIC O TIPU3HAKE TTOITBEPIKICHHOCTH
V3 nonk3oBatens (aTpudyT <trusted> mepcoHaIbHBIX JAHHBIX (PU3UYECKOTO JIUIIA).

OTH scope yka3wpiBatoTcs B popmare /scope ’paraml =valuel &param2=value2, rne <paraml> —
Ha3BaHMue, a valuel — 3HaueHne napaMerpa. MoKeT UCTIOJIb30BaThCs MapaMeTp:
— <o0id> — BHyTpeHHMH wuaeHTU(UKaTop mnoab3oBaTens B ECHA (oOs3arenbHbIii
rnmapamerp);
[Ipumep scope:
scope="“id_doc?0id=1111111"
[Tpu 3ampoce y ceppuca aBropuszanuu ECUA mapkepa nocryna Ha scope id_doc umm mo6oro
JPYroro Scope Ha MOJy4eHHE MaHHBIX O TMOJIb30BaTelie HE HY)KHO B KauyecTBE MapameTpa
yKa3bIBaTh 0id 3TOT0 MOJB30BATEINS.
[IpuHsATh pemieHue O NPENOCTaBICHUM JaHHBIX O I[oJib3oBarene (T.e. O BbLIAYe
COOTBETCTBYIOILIET0 MapKepa) MOKET UCKIIOUUTEIBHO CaM MOJIb30BaTelb.
Scope «id_doc» u «foreign_passport_doc» m03BOJISIOT NOJYYUTh I'PAXKIAHCTBO MOJIb30BATEIIS.
s nomydenuss uHpopmanuu o0 OpraHu3alusax, B KOTOPbIE BKIIOYEH MOJIb30BATEb (CKOYI
usr_org), cuctTeMa JI0JikHa BeINoJIHUTH 3anpoc metoaoM GET B https-agpec REST-API cuctemsl
ECHA: https://esia.gosuslugi.ru/rs/prns/{prn_oid}/roles. 3anpoc Taxke IODKEH COAEPKATh

MapKep J0CTyla CUCTEMBI, BBIJIAHHBIM Ha CKOYII uSr_org:

GET https://esia.gosuslugi.ru/rs/prns/{prn_oid}/roles

Authorization: Bearer eyJhbGciOiJSUzI1INiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciIoM
Wudopmanust Bo3BpalaeTcs B pa3BepHyTOM BHJE, T.e. K JjaHHOMY REST-API yxxe npumenen
MEXaHM3M BcTpanBaHus (embedding) CBA3aHHBIX JaHHBIX:

— <oid> — uneHTudUKaTOp OpraHu3aIuM;
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— <fullName> — nojaHO€ HaUMEHOBAaHNE OPraHU3ALINY;

— <shortName> — kpaTkoe HaUMEHOBAaHNE OPraHU3ALINN;

— <ogrn> — OI'PH opranusanuu;

— <type> — tun opranuzanuu («BUSINESS» — UIl, «LEGAL» — IOJI, «<AGENCY» —
OI'B);

— <branchName> — HanMeHOBaHHE PrTHaNa;

— <branchOid> — yHuKanbHbIH HACHTUDUKATOD QHIHAaTIa;

— <chief> — cBeneHuss 0 TOM, SBISETCS JU COTPYAHHUK PYKOBOJUTENIEM OpraHU3alNU
(B 3TOM cilyyae UMeeT 3HaueHue «true») uin Het («false»);

— <admin> — mpoBepka HaJW4Ms COTPYAHHKA B TpYIIE JOCTyNa «AIMUHUCTPATOPHI
npoduis opranuzanun», MHeMoHuka rpynnel: ORG_ADMIN («true» — coTpyaHHK
UMeeT oCTym uiu «false» — COTpyTHUK HE UMEET I0CTyIa);

— <email> — ciy)xeOHasi AJIeKTPOHHAS 0YTA COTPYIHUKA;

— <phone> — cnyxeOHbII HOMEp TenedoHa COTPYIHUKA,

— <active> — mpu3HaK OJOKUPOBKHU COTPYAHHKA («true» — COTPYIHUK HE 3a0JIOKHpPOBaH
numu «false» — coTpyTHUK 3a0JI0KHPOBaH).

[Tpumep otBera:
{

"stateFacts": [

"hasSize"

1,

"size": 5,

"elements": [

{"oid": 1077129933, "prnOid": 1000366587, "fullName": "MHOuBMOyaJbHHM [lpennpuHmMaTesb Oku AcyHa
0", "shortName": "MI WOxku A. 10.",..},

{
"oid": 1000364913,
"prnOid": 1000366587,

"fullName": "lLentp T'ocycnyr Paiiona PameHku",
"shortName": "IleHTp ToOCyciyI paroHa PameHku",
"ogrn": "1023601587965",

"type": "AGENCY",

"chief": true,

"admin": true,

"active": true,

"hasRightOfSubstitution": true,

"hasApprovalTabAccess": true,

"isLiquidated": false

by

{"oid": 1077121212, "prnOid": 1000366587, "fullName": "Opranmzaumsa -1758361669", "shortName":

"OPTAHMBAINSA -1758361669",..},
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{"oid": 1000322321,
\"Pocrenexom\"", ..},

{"oid": 1000000001,

"prnOid":

"prnOid":

1000366587, "fullName":

1000366587, "fullName":

"OPTAHMBAIIMA -783988581",..}

1
}

"lao \"Pocresexom\"",

"OpraHms3aumusa

"shortName": "IIAO

-783988581", "shortName":

2. Jlanubpie 00 opraHm3amuu. B cucTteMe TpeayCMOTPEHBI CIEIYIONIME SCOpe, TO3BOJISIONINE
MOJIy4uTh AaHHbIE 00 opranu3auuu (Tabnuma 24).
Tabmuna 24 — Ipenocrasnsembie ECUIA Habops! JaHHBIX 00 OpraHu3anuu

Ne Ha3zBanmue scope Ha3Banue Habopa 1aHHBIX CocraB Ha0opa JaHHBIX

1. org_shortname Coxkpamennoe HauMeHoBanue | CokpaleHHOe HauMEHOBaHWE
OpraHu3aIun OopraHu3aIum

2. org_fullname [TonHoe HanMeHOBaHUE ITonHOE HanMeHOBaHUE
OpraHu3aIun OopraHu3aIun

3. org_type Tun opranuzanuu Tun opranuzanuu

4. org_ogrn OI'PH opranmzanuu OI'PH opranmzanuu

5. org_inn NHH opranmuzaiuun NHH opranmuzanuun

6. org_leg OIl® opranuzaruu OI1® opranuzanuu

7. org_kpp KIIIT opranuzaruu KIIIT opranuzamnuu

8. org_agencyterrange TepputopuanbHas TepputopuanbHas
npuHaanexuocts OI'B npuHamiexuocts OI'B

9. org_agencytype Tun OI'B Tun OI'B

10. | org_oktmo OKTMO opranuzanuu OKTMO opranuzanuu

11. | org_ctts KoHTakTsl opranuzamuu: KonTakTsl opranuzaiuu: HoMep
HOMep TesiehoHa, HoMEp tenedona, HoMmep ¢akca, aapec
daxca, azpec MEKTPOHHOI AIEKTPOHHON MOYTHI
MOYTHI

12. | org_addrs Agnpeca opraHuzanuu Anpeca opranu3anuu (IMOYTOBBIN

(mouTOBBIN azpec,
IOPUIMYECKUI aJjpec): UHIEKC,
UIEHTU(PHUKATODP CTPaHBI, aJIpec
B BUJI€ CTPOKH (HE BKIIIOYast

JIOM, CTPOEHHE, KOPITyC, HOMEp

ajipec, IOPUIUIECKHI aapec):
UHJIEKC, UJIEHTU(UKATOP CTPaHBbI,
ajipec B BUJIE CTPOKU (HE BKIIOYast
JIOM, CTPOEHHE, KOPITyC, HOMEP

KBapTHUPBbI), CTPOECHUE, KOPITYC,
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Ha3Banmue scope

Ha3zpanue Ha0opa 1aHHBIX

Cocras Ha0opa JaHHBIX

KBapTUPBbI), CTPOEHUE, KOPITYC,
oM, kBaptupa, kog PUAC,
pEeruoH, ropo,
BHYTPHUT'OPOJICKOH palioH,
paiioH, MOCEJICHUE, AOII.
TEPPUTOPHS, YIHUIA HA JOTI.

TEPPUTOPUH, YIIHIIA

oM, kBaptupa, kog ®UAC,
PEruoH, ropoj, BHyTPUTOPOACKOU
paiioH, paiioH, MOCEIEHUE, JIOIL.
TEPPUTOPHS, YIUIA HA JOII.

TEPPUTOPUH, YIIHLIA

13. | org_vhls TpaHcnopTHbIe cpencTBa TpaHcropTHBIE cpecTBa
OpraHu3aIiy: Ha3BaHUE, OpraHu3aluy: Ha3BaHUE,
roCyJapCTBEHHBIN roCyJapCTBEHHBIN
PEruCTPALIMOHHBIN 3HAK, CEPUsl | PETMCTPALMOHHBIN 3HAK, CEpUs
Y HOMEp CBUETEIIHCTBA 1 HOMEp CBHUJICTEIIHCTBA
0 perucTparun 0 perucTparun

14. | org_grps I'pynnel, BnagensneM KoTopsix | ['pynmel, BiagenbneM KOTOPBIX
ABJISIETCS] OPraHU3ALMS ABJISIETCS] OpPraHU3ALMS

15. | org_emps JlaHHBIE O COTPYTHUKAX JlaHHBIE O COTPYTHUKAX
OpraHu3auu OpraHu3anuu

16. | org_brhs Jannbie o prmanax Hannbie o prymanax
opranuzaruu (Ha3zBanue, KIII1, | opranuzanuu (na3Banue, KIII1,
OIl®, koHTaKTHI, aapeca) OIl®, KoHTaKTHI, aapeca)

17. | org_brhs_ctts KoHnrakTs! punmanon KoHnrakTs! punnanon
OpraHu3auu OpraHu3anuu

18. | org_brhs_addrs Anpeca ¢punmraion Anpeca ¢punralioB OpraHu3auu
OpraHu3aiuu

19. | org_rcs Lentprl peructpanuu LleHTpBl peructpanuu
OpraHu3aiuu OpraHu3anuu

20. | org_stms CucreMbl, BIaJelblieM CucrteMbl, BIIaJIeTbIIEM KOTOPBIX
KOTOPBIX SIBJSIETCS SABJISIETCS] OpraHU3ALIMS
OopraHu3aus

21. | org_invts [Ipurnamenus, HanpaBneHusle | [Ipurnamenus, HanpaBJIeHHbIE

Opra"uzanuen

Opra’usanuen
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Ha3Banmue scope Ha3Banune Habopa JaHHBIX CocraB Ha0opa JaHHBIX

22.

categories JlaHHBIE IPUCBOEHHBIX JlaHHBIE TPUCBOEHHBIX
OpraHu3aluy BUJIOB OpraHu3aluy BUJIOB

JACATCIIBHOCTH JACATCIIBHOCTH

OtH scope yka3piBarTcs B hopmare /scope ’paraml=valuel &param2=value2, rine <paraml> —
Ha3BaHMUe, a valuel — 3HaueHue napamerpa. JloKeH nCnoib30BaThCs IapaMeTp:

— <org_oid> — BHyTpeHHUI uaeHTuukarop opranuzanuu B ECHA.
[Tpumep scope:

scope="http://esia.gosuslugi.ru/org_emps?org_oid=1000000357"
Hanname mapkepa ¢ TaKuM scope TI03BOJISIET OTYYUTh HHPOPMALIUIO O COTPYAHUKAX.
Januble i uACHTUPUKAIUM W ayTeHTH(UKAIMU ToJib3oBarens (openid). DToT Sscope
WCTIONB3YeTCS B IEJSAX MPOBEICHUS ayTeHTH(UKAIWU TOJIH30BATENS M TOJNyYCHHs MapKepa
unentuukaun  (cm.  Ilpunoxenme B.6 u  B.7). On He mnapamerpusyercs,
T.K. 10 ayTeHTU(PUKALUU Y CUCTEMBI-KIMEHTa OTCYTCTBYET MH(popMalus 06 uaeHTuduKaTope
M0JIb30BaTesl.
Taxxe st ycuJaeHHOW OHOMETpUYECKON ayTeHTU(UKAMKU JOMOJHUTENBHO MCIIONb3YeTCs
scope «bio» coBMeCTHO co scope «openid». [ToapoOHO 0 mporiecce yaaleHHO OMOMETPpUYECKON
ayreHTH(uKanuu ykasano B [Ipunoxenun B.8.
KommnekcHbie jaHHbIe 0 TIOJb30BaTene (ext_auth_result), NOCTyIHbBIE B pe3y/IbTaTe YCUICHHOU
onomerpuueckoid ayreHtudukanuu (cm. Ilpunoxenue B.8). Ilo manHomy scope noctyreH
CJIEIYIOMUNA HAOOP TMYHBIX TAHHBIX MOJIb30BaTEIIS:

- OUO;

— IO

— TpaXkJaHCTBO;

— J1aTa pOXICHHUS,

—  MECTO POXKICHHUS;

— PEKBU3UTHI IOKyMEHTA, yOCTOBEPSIOLIETO JINYHOCTD;

— aJpec perucTpaluy;

— aJpec MPOKHUBaHUS;

— UHH;

- CHWIC;

— MoOuIBHBIN TenedoH;

237




B.S

— aJpec BIEKTPOHHON MOYTHI.
Texuonornueckas uapopmanus (http://esia.gosuslugi.ru/tech_inf), B TOM 4ucie — 0 TMepevHe
yJIAJIIEHHBIX MOJIb30BaTeNel. [l mosrydeHus JaHHbIX 00 YIaJeHHBIX MOJIb30BATENAX ATOT SCOpPE
nojbkeH umerb BuJ: http://esia.gosuslugiru/tech_inf?stu=DELETED. [lonyuenue wmapkepa
JOCTyIIa Ha 3TOT SCOpe NOJDKHO MPOUCXOJIUTH IMOCPEACTBOM MOJICIN KOHTPOJIS JOCTYIa
Ha OCHOBE IIOJTHOMOYMI crucTeMbl-KkineHTa (cM. [lpunoxenue B.3).
Hoctyn k cepsucy EIII'Y ans UC T'OCBAP (gosbar/gosbar_org). Jlns momydeHus: AaHHBIX
0 TIOJIb30BATENIe, CTOPOHHMI pecypc (Ha KOTOPOM pa3MelIeHa MOWCKOBO-HaBUTAI[HOHHAS
cuctema «["'ocbap») mpu Bb13oBe Gosbar.init JOJKEH MOTydaTh MOJb30BaTEILCKUM access token,
co scope gosbar (mns nonb3oBatenet ECUA — ¢usnyeckux nun) mwnm gosbar org?org oid
(s monw3oBareneit ECUA — 1opuIndecKux Juir).
[Tepeuens scope s npenoctasienus goctyna k API EIITY:

http://sf.gosuslugi.ru/europrotocol — opopmnenue uzpeuienust o JTII B popme 31aeKkTpoHHOTO

JOKYMEHTa. DTOT SCOpE MO3BOJISIET CO3/1aBATh, PENAKTUPOBATH, IPOCMATPUBATh, MOJAIMUCHIBATh
u peructpuponats u3semienue o JITII B popme 37eKTpOHHOTO TOKYMEHTa;

https://Ik.gosuslugi.ru/api-order — mnogaya 3asiBIEHUN C KCIOIB30BAHHUEM IPOTPAMMHOTIO

nHTepderica moprana rocyciyr;

https://lk.gosuslugi.ru/api-geps — Tmody4eHHe mHceM (TOCMOYTa) C HCIOJb30BaHHEM

IPOrpaMMHOTO HHTep(deca moprana rocyciyr.

CBe/leHHs 0 CTPYKTYpe U NIPOBepPKe MapKepa J0cTyna

Ucnons3zyembiit ECA mapkep COCTOUT U3 TPEX YacTeu:

3arosnoBok (header), B koTopoM coaepkuTcs 0011as nHGpopMaIus 0 THIE MapKepa, B TOM YUCIIC
00 MCHOJIb30BaHHBIX B X0J€ €ro (OpMUPOBAHUS KPUNITOTPAPUUECKUX OIeparHsX.

Habop yrBepxkaenuii (payload / claim set) ¢ conepkaTeabHbIMU CBECHUSIMH O MapKepe.
[Moamucek (signature), KOTopasi yIoCTOBepsieT, 4To Mapkep «Bbigan» ECHUA u He ObuT n3MeHeH
IIpH mepeaaye.

Yactu MapKepa pasaciICHbI TO‘IKOIZ, TaK 4TO OH UMCCT BUA!

HEADER.PAYLOAD.SIGNATURE
Mapkep nepenaercs B BUJe CTpokH B popmare Base64url™.

Kaxas yacTh Mapkepa coaepkuT Habop yTBepxkaeHui (claims) Tpex THIOB:

3arosnoBok (header) cogep>xut onucanue CBOUCTB UCHOJIB3yEMOT0 MapKepa:

70 [ToapoOuee cwm. B: http://tools.ietf.org/html/draft-ietf-jose-json-web-signature-02#appendix-B
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1. Anroputm mmdpoBanus («alg», cranmaptHoe o003HaueHHE), B Hactosimee Bpems ECUA
B3aUMOJICHCTBYET C  anroputMoM asnekrpoHHod momnucu ['OCT P 34.10-2012
(cooTsercTBYyrOMmMiA 3HaYeHMI0 «GOST3410_2012_512»)."!

2. TI'moGanbHbI THIT MapKepa («typ», cTangapTHOe 0003HaueHue), kotopsiii B ECUA Bceria nmeet
3HaueHue «JWT» (JSON Web Token);

3. ECHUA-cnenmdmueckuii TuI Mmapkepa u ero Bepcus («sbt» 1 «ver» COOTBETCTBEHHO, IPUBATHOE
o0o3HaueHne), 9To0 HeoOXoauMo i Mcnoyib30BaHus B ECHMA HECKOJNBKHX THUIIOB MapKepa,
JUIS MapKepa JIOCTyIa — «accessy.

Hanpuwmep, 3aronoBok mapkepa nocryna B ECUA GyneT uMeTh ciaeayrommii BU:

{"alg":"GOST3410 2012 512","typ":"JWT","ver":0,"sbt":"access"}
Coob6menue (payload) BxirouaeT B cedst coiepkaTelIbHbIEe YTBEPKIEHUS 0 CyObekTe. B ciydae,

€CJIM CUCTEMa TPOBOJUT ayTeHTU(HKAIUIO TOJIb30BATENs C HMCIHOJIb30BaHHMEM MexaHumzma SAML,
CHUCTEME HET HeoOXOoauMOCTH paszbupaTthcsi B ¢dopmare payload mapkepa mocryma. OmHako eciu
CHUCTeMa MPOBOIUT ayTeHTU(UKALNIO TOojb3oBaTens ¢ ucnoibzoBanueM REST, el HeoOxomumo
U3BJIEYb HEOOXO0IMMYIO HH(OpMaLHIO U3 coobiieHust Mapkepa (payload) u nposeputs noanucs ECHUA.

Coo01eHne BKITIOYAET B ce0s COJIep)KaTeNIbHbIC YTBEPKIECHUS O MapKepe A0CTyNa H CyObeKTe:

1. [laHHBIE O MapKepe A0CTyma:

BpeMsl peKpaleHust neicTBus («exp») — B cekyHnax ¢ 1 saBaps 1970 r. 00:00:00 GMT;

— Bpems Havanma nedctBus («nbf») — B cexyHmax ¢ 1 smaBaps 1970 r. 00:00:00 GMT,
T.€. MapKep Helb3si 00pabaThIBaTh A0 HACTYIUICHUS YKa3aHHOTO BPEMEHH;

— BpewMs BeIIauM («iaty) — B cekyHnax ¢ 1 saBaps 1970 r. 00:00:00 GMT;

— opraHMzanus, BBINyCTHBIIAs Mapkep («iss»), ans mapkepoB ECHA Bcerma umeer
OTIpeJIeIecHHOE 3Ha4YeHHe, KOTOPOE COBIAIAECT C IOJIEM «CYOBEKT» HCIOIb3YeMOTro
ceprudukara ECUA (http://cyOnekr);

— azpecar mapkepa («client_id») — yTBepkJIeHHE, OrpaHUYMBAIONIEE CUCTEMBbI/TIPUIIOKEHUS
(«aynuTopus»), KOTOpble MOTYT UCIOJIb30BaTh 3TOT Mapkep. s 0603HaueHus agpecarta
B ECA wucnonb3yerca MHemoHuka paHHot WC, 3apeructpupoBanHoir B ECHA.
CoOTBETCTBEHHO, HCTIOJIB30BaTh MAPKEP MOTYT TOJIBKO CUCTEMBI C STO MHEMOHUKOM;

— wuaeHtudukarop mapkepa («urn:esia:sid») — HaOOp cllydallHBIX CHMBOJIOB, UMEIOIIUN BU]T

128-6utHoro naeHtTuduKaTopa, creiepupoBanHoro no cranaapty UUID.

2. JlaHHbIe O CyOBEKTE:

"I Tlompobnee cm. PII  Texmomormdyeckoro moprama ECHUA, mn3.1.1 u m3.1.2:

https://digital.gov.ru/ru/documents/6190/
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— uneHtudukatop cyobekTa («urn:esia:sbj_id»), B kKauecTBe 3HaUE€HUS yKa3bIBaeTcs 0id, 3TOT
UACHTU(DHUKATOP YHUKAJICH JUIs KaXI0TO cyObekTa, 3apeructpupoBannoro B ECHA;

— obmacte nocrtyma («scope»), B KauecTBE 3HAYEHUS — Ha3BaHHWE OOJIACTH, K KOTOPOM
MpeAoCTaBISIeTCs AOCTYI (Harpumep, «id_docy).

3. JlaHHBIC O HAJIMYUH JEIETUPOBAHUS TIOJTHOMOYHHA («urn: esia:authority»):

— JlaTa UCTEUEHUs CPOKa JCHCTBUS TOBEPEHHOCTH («expired»);
— unertudukarop poBepeHHoctH B ECUA («id»).

[Tpumep coobmenus (payload) mapkepa nocryna 8 ECUA:

{

"nbf": 1537889904,

"urn:esia:authority": {

"expired": "16.09.2018",

"id": "1020"

}I

"scope": "http://esia.gosuslugi.ru/usr_sec?mode=w&0id=1000299526
http://esia.gosuslugi.ru/usr inf?mode=w&oid=1000299526 openid
http://esia.gosuslugi.ru/org inf?org 0id=1000000001",

"iss": "http://esia.gosuslugi.ru/",

"urn:esia:sid": "dfa8dfede2cbad40fcfc974a9bcd445b570c2¢c90c22612047a940c56afa2c463",

"urn:esia:sbj id": 1000299526,

"exp": 1537893504,

"iat": 1537889904,

"client id": "PROFILE"

}

[Toanuce (signature) Mapkepa OCYIIECTBISCTCS MO TOMY aJTOPUTMY, KOTOPBIM YKa3bIBaCTCS
B mapametrpe «alg» wmapkepa. Iloamuch BblUMCHsSieTCS OT J[ABYX MNpeAbIAYHIMX YacTell Mapkepa
(HEADER.PAYLOAD).

Cucreme-knueHTy, ucnoJyp3yomyo Mexanusmbl REST u OAuth 2.0 ans ayreHtudukanun
M0JIb30BaTeNeH, peKOMEHAYETCs OCYLIECTBIISITh MPOBEPKY MapKepa J0CTYIa, UCHIOJb3Ysl JaHHbIE O €r0
noanucy. B o6imem Bujie 9Ta mpoleypa BKIOYaeT B ceds cieIylolue mark ' 2
1. OcymectBienne base64url-gexoaupoBaHus MEpBBIX IBYX yacTeld mapkepa. B header ykazan

anropuTM mudpoBanus (mapamerp alg).

2. Tperbs yacTh MapKepa JA0CTYIA MPeACTaBIsieT co0oi nmoanuck B koauposke UTF-8 ot 3Hauenuit
nepBbIx 1BYX udacteil mapkepa nocryna (HEADER.PAYLOAD). Heo6xoauMo OCyIecTBUTh
MIPOBEPKY JAAHHOMN SIEKTPOHHOU MOAMUCU C HUCIIOIB30BAHUEM CepTH(HKATa KIH0Ya MPOBEPKU
anexkTpoHHoi noanucu ECHUA.

3. TlpoBepka BpeMeHHU BbIIayH, Hayalla U MpeKpalleHus MapKepa.

4. TlpoBepka opraHu3alyy, BHITYCTUBILIEH MapKep, a TaKXkKe ajpecara MapKepa.

72

[ToapoOuee CM.: http://tools.ietf.org/pdf/draft-jones-json-web-token-10.pdf,
http://tools.ietf.org/pdf/draft-ietf-jose-json-web-signature-02.pdf, http://tools.ietf.ore/pdf/draft-ietf-
jose-json-web-encryption-02.pdf
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B.6 HUcnoab3oBanue OpenlD Connect 1.0 gas ayrenTuduxanuu

moJb30BaTe/isfA

B.6.1 O01mme npuHUHUIBI
B o6mem Buae cxema ayrentudukamnus ¢ ucrnoias3zoBanrem OpenlD Connect 1.0 BeITISIAAT
CJIeIYIOLIUM 00pa3oM:
— CHCTeMa-KJIMEHT TOTOBHUT 3alpoC Ha ayTEeHTU(UKALUIO IIOJB30BaTeNli C HEOOXOIMMBIMH
napaMeTpamu;
— CHCTEMa-KJIMEHT OTIpaBJSeT 3alpoc Ha ayTeHTU(]UKalMIO B aJpec CepBUCa aBTOpPU3ALUU
ECHA;
— CepBHC aBTOPU3ALMU AYTEHTU(ULHUPYET MOJIb30BaTENs;
— CepBHC aBTOPHU3ALMHU IOJIy4aeT COIJIacue I0JIb30BaTelisi Ha IpOBEIEHUE ayTeHTU(UKAIUU
B JIJAaHHOM CHCTEME;
— CepBHC aBTOPHU3AI[MU NEPEHAIPaBIISIET MOJIb30BaTeNsl 00paTHO B CUCTEMY-KIMEHT U MepeaaeT
ABTOPHU3aLIMOHHBIN KOJI;
— CcHCTeMa-KIUEeHT (OPMHUPYET 3aMpOoC C UCIOJIB30BaHUEM aBTOPHU3AIIMOHHOTO KO/1a Ha TIOJY4YEeHUS
MapKepa UACHTU(UKAITIY;
— CHCTEeMa-KIIMEHT MOJIy4aeT OTBET, COAEpKalluil HEOOXOAUMBIN MapKep HACHTU(UKALINN;
— CHCTE€Ma-KJIMEHT IMPOBOAMUT BAIMJAIMIO MapKepa HACHTU(UKALUU U HU3BIEKAaeT U3 MapKepa
UJCHTU(PUKATOP MOIH30BATEIS.
Jlanee Oosiee JeTanbHO pPAcCMOTpPEHBl (OpPMUpYEMbIE CHUCTEMOM-KIIMEHTOM  3alpoChl

U nojiydaembie el otBeThl 0T ECHA.

B.6.2 ITosnyuyeHne aBTOPU3aLMOHHOI0 KOAA

B.6.2.1CTtanaapTHBIA peXuM 3apoca aBTOPU3ALUOHHOI0 K0a (PeKOMEHI0BaH K BbIBOY U3

IKCILIYyATALMH)

HaHHLIfI pa3acit OIMMUCBhIBACT MOPANOK HOJYUCHHSA ABTOPU3AIITMOHHIO KOJ4 C HCIIOJIB30BAHUCM

n

endpoint ".../ac". JlaHHBIH METOJ HE PEKOMEHIOBaH K HCIOJBb30BaHUI. B pazmene B.6.2.2

OMMUCBIBACTCS MMPOUECC MOTYUCHHUA aBTOPHU3AMUOHHTO KOJId C UCIIOJIB30BAHUCM CIldeil’l ".../v2/ac".
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UYroObl MOJYYNUTh ABTOPU3ALMOHHBIA KOJ, CUCTEMa-KIHEHT JOJDKHA TOJIYYUTh pa3pelieHue
Ha [pOBEICHHE ayTeHTH(UKALMU MOIb30BaTeNs °. J[lIs 3TOT0 CHCTEMa-KIMEHT JOJKHA HANpPaBHTH
MOJIb30BATENS HA CTPAHUILY IIpeiocTaBlieHus npas goctyna B ECUA.

JTa cChlIKa AOJDKHA COJIEPKaTh CIIEAYIONIe 0043aTeIbHbIE TapaMeTphl:

— <client_id> — unentupukatop cucreMsl-kinenTa (MEHeMonnka cuctembl B ECHA, ykazanHas
MPONUCHBIMU OyKBaMH);

— <client_secret> — moamucek 3ampoca B popmate PKCS#7 detached signature B xomuposke UTF-
8 oT 3Havuenuit cienyromux napamerpoB HTTP—3ampoca: scope, timestamp, client_id, state (6e3
paznenuteneit). <client secret> moipkeH ObITH 3aKoaupoBaH B ¢opmare base64 url safe.
Wcnonb3yemplii uis TpOBEPKUM MOAMHCH cepTU(UKAT JODKEH ObITh IpeABapUTEIbHO
3apeructpupoBad B ECUA u npuBszan k Y3 cucrembl-kiedTa B ECUA. ECHUA ucnonbszyer
ceptudukarel B Qopmare X.509 u B3auMoAEHCTBYET C alnroputMamu (GpopMHpOBaHUS
anekrpoHHoi noanucu 'OCT P 34.10-2012 u kpunrtorpaduueckoro xsmmuposanus 'OCT P
34.11-2012;

— <redirect_uri> — cCblJIKa, [0 KOTOPOH OJKEH ObITh HalpaBJIeH MOJb30BaTENb MOCE TOT0, KaKk
JlacT pa3pelleHne Ha MpoBeIeHNE ayTeHTH(PUKAUN;

— <scope> — obyacTh JOCTYyIa, T.€. 3alpalldBaeMble MpaBa; Ui MPOBEACHUS ayTeHTU(UKAIUU
MOJIb30BATENs scope NOJHKEH UMETh 3HaueHue openid. Ecnu cucteme notpedyeTcs moydeHue
JOTIONTHUTEIBHBIX ~ JAaHHBIX O TOJIb30BaTene  (Hampumep, JeTaibHas  uH(opManus
0 TOJIH30BATENE), TO MOTYT OBITh YKa3aHbI IONOJHUTEIBHBIE Scope uepes mpooer;

— <response_type> — 3TO THUI OTBeTa, KOoTophlil oxkunaercst oT ECUA, umeer 3nauyenue code,
MOCKOJIbKY CHCTEMa-KIUEHT JI0JKHA MOJYYUTh aBTOPU3ALMOHHBIN KOJI;

— <state> — HabOp CIy4allHBIX CHMBOJIOB, UMEIOIIUI BUT 128-0MTHOTO MACHTH(HUKATOPA 3ampoca
(HE0OX0IMMO TS 3aIUTHI OT MepexBaTa), reHepupyercs o crangapty UUID;

— <timestamp> — BpeMs 3ampoca aBTOPU3AMOHHOT0 Koaa B opmare yyyy.MM.dd HH:mm:ss Z
(mampumep, 2013.01.25 14:36:11 +0400), HeoOxoaumoe I (UKCAMK Hadajga BPEMEHHOTO
MPOMEXKYTKa, B TEYCHHE KOTOPOro OyAeT BalMICH 3ampoc C JaHHBIM HAECHTU(UKATOPOM

(<state>).

Ecnu B xone ayTeHTHM(UKAIMM HE BO3HUKIO omuO0K, To ECHUA ocymiecTBiseT peaupexkT
MOJIb30BATENsl MO CCBIJIKE, YyKa3aHHOM B redirect uri, a Takke BO3BpallaeT JBa 00s3aTelIbHBIX

napamerpa:

3 Anpec B TecToBol cpesie: https://esia-portall.test.gosuslugi.ru/aas/oauth2/ac
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— <code> — 3HaueHue aBTOPU3ALUOHHOTO KO/Ia;
— <state> — 3HaUCHHUE MapameTpa state, KOTOPBINA ObUT TIOJYYECH B 3allpOCe HA ayTCHTU(UKAIIHIO;
CUCTEMA-KIIMEHT JOJDKHA IIPOBECTH CPAaBHEHUE OTIIPABIECHHOIO M IIOJYYEHHOI'O MapamMmerpa

State.

B.6.2.2CTanaapTHBI peXuM 3anpoca aBTOPU3aIMOHHOT0 Koaa (v2/ac)
JlaHHBIN pazziesn OMUCHIBAET IMPOLIECC MOJYYEHHUsI aBTOPU3ALMOHHIO KOJAa C MCIOJIb30BaHUEM

HOBOT'0 TEXHMUYECKOTo peuieHus endpoint ".../v2/ac".

UToOBl MOJY4YUTHh AaBTOPHU3ALMOHHBIN KOJ, CUCTEMa-KIMEHT JOJDKHA MOJY4YUTh pa3pellieHue
Ha NpOBe/eHHE ayTeHTH(UKALMU MOIb30BaTeNs *. J[/s 3TOro CHCTEMa-KIMEHT JOJKHA HAMpaBHTh
MOJIH30BATENsl HA CTPAHMILY IIpeiocTaBieHus npas gqoctyna B ECUA.
JTa cchlIKa JOJDKHA COJIEPKaTh CIEAYyIoNIne 003aTeIbHbIE TapaMeTphl:
— <client_id> — uaentudukarop cucrembl-kiareHTa (MHeMoHHKa cucteMbl B ECUA, yka3annas
MPOIMUCHBIMU OyKBaMH);
— <client_secret> - noanucey 3Ha4eHUN MATH MapameTpoB B koaupoke UTF-8:
— client_id;
— scope;
— timestamp;
— state;
— redirect_uri.
[Topsinox dopmupoBanus <client_secret>:

1. KOHKaTEeHUpPOBATH BhINIEyKa3aHHbIC MapaMeTpsl (Mopsaok BakeH!). [Ipumep cTpoxu:

TESTAPPLICATIONopenid2021.11.10 12:28:46 +0300bbf0aef5-5237-41bc-8cba-
291e29a3ade8https://test.application.ru/auth/api/vl/esia/return

2. moAmucaTh MOJYYEHHYIO CTPOKY C MCIIOJb30BaHUEM allropuT™Ma noanucanus data hash ¢
ucroab3oBanueM MexaHu3mMoB KpuntolIPO CSP u ceprudukara mHbDOpMaIMOHHON
CHCTEMBI";

3. 3akoaupoBath nonydeHHoe 3HaueHue B URL Safe Base64.

Hcnonb3yemplii i1 TPOBEPKM MOIMHCH CepTU(UKAT JODKEH ObITh MPEABAPUTEIHHO

3apeructpupoBad B ECHUA u npusssan k Y3 cucrembl-kinueHta B ECUA. ECUA ncnons3yer

ceptuduxarsl B ¢opmare X.509 u B3auMoAeHCTBYeT C alropuTMamu (GOPMHUPOBAHUS

% Anpec B TecToBoI cpesie: https://esia-portall.test.gosuslugi.ru/aas/oauth2/v2/ac
> HekoTOpbI€ alrOpUTMBbI TPEOYIOT pa3BepHYTh 3€pKaJIbHO, T00ANTOBO, OTYUYEHHYIO MOJIITUChH
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anexktponHoi noanucu 'OCT P 34.10-2012 u  kpunrorpaduyeckoro xsmupoBanusi [OCT P
34.11-2012;

<redirect_uri> — CCBIJIKa, IO KOTOPOH JOJDKEH OBITh HAIIPABJICH MOJIH30BATEIb MOCIIE TOTO, KaK
JacT pa3pelieHue Ha MPOBEICHHE ayTeHTHU(UKauu. 3HadeHue <redirect_uri> JTOJDKHO OBITh
npenBapuTesibHO yka3zaHo B mapamerpax BHemHed HMC B ECHA - na cropone ECHUA
BBITIOJTHSETCS BepUHUKAIHSI COOTBETCTBUs redirect uri B 3armpoce U B HAaCTPOHKaX CUCTEMBI,
<scope> — 00nacTh JOCTYyNa, T.€. 3alpalluBacMble TpaBa; I MPOBEACHUS ayTCHTU(DUKAINH
MI0JIb30BAaTENs SCOpPE JOJDKEH UMETh 3HaueHue openid. Ecnu cucteme norpedyercs mosydeHue
JOTIOJTHUTEIBHBIX ~ JaHHBIX O TOJb30Barene (Hampumep, JeTaimbHas — HHGOpPMAIHS
0 T0JIb30BATENE), TO MOTYT OBITh YKa3aHbI JIONOJHUTENbHBIE SCOPE Yepe3 Mpooer;
<response_type> — 3TO THUIl OTBeTa, KOTOphld oxumaerca or ECUA, umeer 3HaueHue code,
MTOCKOJIBKY CHCTEMA-KIMEHT JJOJDKHA TTIOTYYUTh aBTOPHU3AMOHHBINA KOT;

<state> — HaOOp ciTydalfHbIX CUMBOJIOB, UMEIOIINIA BUJ 128-0UTHOTO HAEHTU(PHUKATOPA 3ampoca
(HeoOxoauMo IS 3alIUTHI OT IiepexBaTta), renepupyercs o cranaapry UUID;

<timestamp> — BpeMsl 3arpoca aBTOPHU3aIMOHHOTO Koja B ¢popmate yyyy.MM.dd HH:mm:ss Z
(mampumep, 2013.01.25 14:36:11 +0400), Heobxoaumoe I pUKCAMK Hadajga BPEMEHHOTO
MIPOMEXYTKa, B TEYEHHE KOTOPOro OyAeT BaJMJEH 3alpoc C JaHHBIM HAECHTU(UKATOPOM
(<state>).

<client_certificate_hash> - mapamerp, conepxxamuii xdom ceptudukara (fingerprint
ceprudukara) cucteMbl-kiineHTa B hex-gopmare. Mcnonb3yemblid [Uisi TPOBEPKU MOANUCH
ceptuduKaT JOJDKEH ObITh IpenBaputenbHo 3apeructpupoBad B ECUA u mpussizan xk Y3
cuctembl-kmuenta B ECHA. ECHA wucnone3yer ceprudukarel B ¢opmare X.509 wu
B3aUMOJICHCTBYET ¢ asiroputMamu opmupoBanus dekrponHoit noamucu ['OCT P 34.10-2012
n kpunrorpaduueckoro xsmupoBanus ['OCT P 34.11-2012. [{ns BBIUMCICHUS 3HAYCHUS
UCIOJIb3YeTCs ClIeMaIn3upOBaHHas YTUIIUTA;

B paMKax p33pa6OTKI/I MCXaHHU3Ma IIPOBCPKHU COOTBCTCTBHUA 3aIlpOoCa KOJa aBTOPHU3ALUU U

nocnenyroiero ooMena koaa (PKCE), nns /v2/ac no6aBneHsl [Ba ONIMOHAIBHBIX TapaMeTpa:

<code_challenge_method> - MoxeT coaep>kaTh 0JIHO U3 ABYX 3HaueHui 'S256'/ 'GOST3411";
<code_challenge> - pe3ynbrat padotsl ¢pynkuuu. [lopsinox dopmupoBanus <code_challenge>:
1. cdopmupoBath ciyuailHyr0, YHUKQJIbHYIO CTPOKY IIHHHON 43 CHMBOJA, COJEPKAIIYIO
TOJIBKO CJEeNyIoIIne CUMBOJIBL: [A-Z]/[a-z]/[0-9]/"-"/"."/"_"/"~" (kxaxabIil HOBBI} 3aIpoc
noJkeH popMUpOBATH HOBOE 3HAYCHHUE);

2. mpuMeHuTh npeodbpazosanue code_challenge_method;
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3. koaupoBatb 3HaueHue B base64 url withoutPadding.

Eciu B xozme aBropu3anmuu He BO3HHKIO omubOok, To ECHUA ocymiecTBiasieT peaupexT
MOJIb30BaTeNsl IO CChUIKE, yKa3aHHOW B redirect uri, a Takke BO3BpamlaeT JBa O0OS3aTEILHBIX
napaMmerpa:

— <code> — 3HaueHne aBTOPU3ALUOHHOTO KO/Ia;
— <state> — 3Ha4YeHHME MapaMeTpa Ssfate, KOTOPbIA ObLI MOJYYEH B 3aIpOCE HAa aBTOPU3ALIMIO;

CUCTEMAa-KJIMEHT JIOJDKHA MPOBECTH CpPaBHEHHE OTIPABICHHOIO U TMOJYYEHHOIO IapaMerpa

State.

B.6.2.3I1poBepka HaMuusA ayTeHTH(PHUKALINU B (POHOBOM peKHMe

MexaHu3M OeCIIOBHOW ayTeHTU(WKAIMKM TpeIHA3HAYEH IS TPOBENCHHUS aBTOMATHYECKON
ayrentuukanun noss3oBatensi B ECUMA npu mepexone B web—Opaysepe Ha crpanuiyy HC,
MHTErpupoBaHHOil ¢ ceprcoM apropusanuu ECHUA (OAuth2.0). /lanHblit MeXaHU3M, OCHOBAHHBIN Ha
OpenID Connect 1.0, ucnonb3yer (yHKIUIO (GOHOBOW MPOBEPKA HAIWYUSA Y TOJIH30BATENS
aBTopu3annoHHo# ceccuu B ECUA.

Jis  obecriedeHust CKBO3HOW (0e3 SBHBIX JEMCTBHI MMOJIB30BTENS) ayTeHTHU(UKALMU
u apropusanun B ECUA peanu3oBan MexaHW3M, IpenocTaBisomuid BHemmHUM M C-moTpedurensm
uHTepderic u pyHKIMKM NpsaMoi riepeaadn ceccuu mosbizoBarenss ECUA no texnosnoruu SSO.

PaboTocnoco6HOCTh MEXaHN3Ma OECIIOBHON ayTeHTH(UKAIMH TIOIJICP>KUBACTCS B CISTYIONTUX
Opay3sepax coriacHo pazaeny 1.3 «I[lognepxuBaembie Opay3epbl» nokymentanuu MP ECUA Bepcun
2.54:

— Google Chrome;

—  Yandex Browser;
— Mouzilla FireFox;

— Opera;

— Internet Explorer.

OyHkiusa (HOHOBON MPOBEPKU JOCTYIIHA K MCIOJIb30BAaHUIO OTAEIBHO OT MEXaHH3Ma OeCIIOBHON
ayTeHTU(UKaUK, HO IpU Hanuuuu paspemieHus y MC—norpeOutens Ha UCIOJIb30BaHUE MEXaHU3MA
OecmioBHOW ayreHTH(uUKauuu (cM. Hwke mnozapasnen «lIpemocraBieHune poctyna K (QyHKIUSAM
MexaHu3Ma OeCIIOBHON ayTeHTU(DUKALIINY).

Ha crpanune aBropuszanuu ECHUA pa3pabotan JS-miarus, Toukoil BXoJa Al KOTOPOTO SIBJISETCS

ccbuika Ha cepBuc /ac (ECHUA) ¢ BxoaHBIMM TapaMeTpaMu, neperaBaeMbiMu JS—tutaruny BHemHei MC.

245



JS—muaruH peanu3oBaH Ha OCHOBE (PYHKIMOHAIBHOCTH TPOBEPKH HAIMYHS AyTCHTU(UKAINH
B (hoHOBOM pexxnMe u umeeT untepdeiic B Buae merona check(), nmpenHazHaueHHBIN Ui mepenadn
BHemHUMU M C—ToTpeOUTENnsIMI MapaMeTpOB aBTOPHU3AIMH, HCIOJIb3YEMbIX JaHHBIM JS—IutarnHom

JUIs IPOBEPKU HaJIM4us ayTeHTUuKanuu noys3osarens B ECUA:

— <client_id> — unentupukaTop cucreMmsl-kinenTa (MEHeMoHnKa cuctembl B ECUA, ykazanHas
MIPONKUCHBIMU OyKBamHu);

- <client_secret> — moamuchk 3ampoca B popmate PKCS#7 detached signature B xoguposke UTF-
8 ot 3Hauenmit cienyromux napamerpoB HTTP—3ampoca: scope, timestamp, client_id, state
(6e3 paznenureneit). <client secret> moymkeH OBITH 3akoaupoBaH B gopmare base64 url safe.
Wcnonb3yemplii uis TpOBEPKM MOAMHCH CcepTU(UKAT JODKEH ObITh IpeABapUTEIbHO
3apeructpupoBad B ECUA u puBszan k Y3 cucremsi-kinueHTa B ECUA;

—  <redirect_uri> — cCblJIKa, [0 KOTOPOH OJKEH ObITh HAaNpaBJIeH MOJb30BaTENb MOCJE TOT0, KaK
JlacT pa3pellieHre Ha MPoBeIeHNE ayTeHTU(PUKALIUH;

— <scope> — obyacTh JOCTyma, T.€. 3allpallliBaeMble MpaBa; /Ui MPOBEACHUS ayTeHTU(UKALNU
M0JIb30BaTeNs SCOpe JODKEeH MMeTh 3HadeHue openid. Eciu cucteme notpedyercs monydeHue
JIOTIONTHUTEIBHBIX ~ JAaHHBIX O  TIOJb30BaTene  (Hampumep, JAeTaibHas  uHopMarus
0 TIOJIb30BaTelIe), TO MOTYT OBITh YKa3aHbl TOTIOJHUTEIBHBIC SCOPE Yepe3 MpooOelT;

— <response_type> — 3TO THUIN OTBeTa, KoTophiii oxumaercs ot ECUA, umeer 3HaueHue code,
MOCKOJIbKY CHCTEMa-KIMEHT JI0JKHA TOJYYUTh aBTOPU3ALMOHHBIN KOJI;

— <state> — HabOp CIy4alHBIX CHMBOJIOB, UMEIOIIUK BUT 128-0MTHOTO MACHTH(HUKATOPA 3ampoca
(HE0OX0IMMO TS 3aIUTHI OT MepexBaTa), reHepupyercs 1o crangapty UUID;

— <timestamp> - BpeMs 3ampoca aBTOPU3AIMOHHOTO Koaa B popmare yyyy.MM.dd HH:mm:ss Z

— <prompt>=<none> — BO3MOXXHOCTb ¢oHOBOU mpoBepku WC, muTerpupoBanHoii ¢ ECHUA,

HaJnuus y mojs3oBatens ceccun B ECUA.

Ecnu B xo01€e aYTCHTI/I(bI/IKaLII/II/I HE BO3HHKIIO OI_I_II/I6OK, 10 ECHUA OCYIICCTBJIACT IICPCHAIIPABIICHUC
II0JIB30BAaTCJIA 110 CCBLIKE, YKaSaHHOﬁ B IIapaMCTpEC 3alIpoca Ha aYTCHTI/I(I)I/IKaHI/IIO redirect_uri, a TaKXKE

BO3BpaliacT JABa 00s3aTeNbHBIX mapamMeTpa:

— <code> — 3HauYeHNE aBTOPU3ALNOHHOIO KOJa;
— <state> — 3HaYeHHE MapaMeTpa state, KOTOPbI ObUI MOIyYeH B 3alpoce Ha ayTeHTU(UKALUIO;

CUCTCMA-KIIMCHT JOJI?KHA ITPOBECTU CPABHCHHUEC OTIIPABJICHHOT'O U MOJITYYCHHOT'O ITapaMeTpa state.

IIpumep 3ampoca:
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https://esia-portall.test.gosuslugi.ru/aas/oauth2/ac?timestamp=2015.11.27+13%3A03%3A52+%2B0300&scope=
openidsclient secret=MIIFpgYJKoZIhvcNAQcCoIIF1zCCBZMCAQExDzANBglghkgBZOMEAGEFADALBgkghkiG9w0BBWGgggNpMI
IDZTCCAk2gAWIBAgIECgPdVzANBgkghkiGI9wOBAQsSFADBIMQOswCQYDVQQGEWISVTEPMAOGALIUECBMGTWOzY293MQ8wDQYDVQQHEWZND
3Njb3cxEDAOBgNVBAOTBONVHbXBhbnkxDzANBgNVBASTBINS5c3R1bTEPMAOGALIUEAXMGU31zdGVtMB4XDTEIMTAYOTEOMTUXMFOXDTE?2
MDEyNzEOMTUxMFowYzELMAkKkGALUEBhMCUl1UxDzANBgNVBAgTBk1vc2NvdzEPMAOGALIUEBxMGTWI2zY2 93MRAWDGYDVQOKEWADb21wYW5
S5MQO8wDQYDVQQLEWZTeXNOZWOxDzANBgNVBAMTBINS5c3R1bTCCASIWDQYJK0oZIhveNAQEBBQADggEPADCCAQOCggEBAKhCeBbYRs89aP
LfO0TIytSufxmZsrgWVy2a0uOi8dyp-
vw6h3cgNh219WNN1yv0gYpiM8hNs6y7vKrQ2k83aurlb9a2RQ1ILX0wlxAWS5PHBSTS6I3FNLELzP1OWIjiFEaqJdl98——

L4BkR2Bk CHroffMvUUSfqVPEfP4PFYD20f1BOoMBmXeemn0-xyZcnZ00WAVVRSEAYOaFpl89EUVOQOmVgvrKkc81Pgkx4 9dHHOKHFH-
sluvZzIkCcgnmdXBco5eeDg7EP9XbJuVp4uge 9jDLBMw4 SqzWQVUNmMDIOVuSdWJUF8m5Z TKEQONnPVY9f7aqgqSJIpiF—
N98TMgurGQzRJICECAWEAAaMhMB8wWHQYDVROOBBYEFMAZZ fnOLJt2NkgTsqQq8biljghRMAOGCSgGSIb3DQEBCWUAA4IBAQBMznNVeP4
E3fgWU4ZK9D2£f780NF330mE9xCLCDBYDTMTMyCP6TEUMkKkDUYZ8UHQbohftwI6SP-0wjvYUeOgqfjPu6IzID3n~-
YM9642GHpzR0aR1ZXp8FM2p2GG5bQ3bGIE8Aa98SLX0zz6f0cYh3IVE-

YKHXEAGOgrx0Uh6xcTW7hZySEC7409kn0atgp L2p7dHnsjA-coKerKgbN5jJCwz6y00 LBUKCAaffZ89BU-
5qrV_v1XnniF756h2Szk4KczSDex3IFXEUrntEpTWHIYhKNtwzvaMC92xSOgunpNo81lx4s90oNIobOKJEVKrlpR caBgioy8SLLWecpsS
ocb9BMYICATCCAfO0CAQEWazBijMOswCQYDVQQOGEWJSVTEPMAOGALIUECBMGTWI2zY293MO8wDQYDVQOHEWZNDb3Njb3cxEDAOBgNVBAOTBO
NvbXBhbnkxDzANBgNVBASTBIN5c3RIDTEPMAOGALIUEAXMGU31zdGVEtAGQKAS1IXMAOGCWCGSAF1AWQCAQUAOGKkWGAYJK0Z IThveNAQkDM
0sGCSgGSIb3DQEHATACcBgkghkiGI9wOBCQUxDxcNMTUXMTI3MTAWMzUyWjAVvBgkaghkiGOw0OBCQOxIgQgu—JPaWt -
aHVLaF13Qudx5zngCAwpTPfdsv7scyfLMwYwDQYJKoZIhvcNAQEBBQAEgGEAMQL3Uso76eQQPQ3DzewTUZujGwOi25WZyAYuQCxY1I-
1iFOIQ74U2s5EPS-rK2EFVkgRPOJHIJ41ECR8010bSowevI63a-4Tk4KF70-h0kLano93sixH0WmeAJpFoj8—

JpsMhJ EJJwLtOpUv1brWTQtk3d9F-

3vXdh6sX091QtPzol o3DkpS93mk5bYWBPI2nHPvSfbadtBrtjWahq7UA3WUrQHCaLulrsS0TRitya-Jv-0GJds—
hgEST2x1hbFz7eMgZmlTHsVrBCZngdO—
63SIQVt4p99vD6uMhLKmIFrvNsOElmyazL2AweumcyAZmS8Tb3tX953un_ 5CvVdwsresponse type=code&redirect uri=https%
3A%2F%2Fesia-portall.test.gosuslugi.ru%2Faas%2Foauth2%2Ftest%2FoauthCallback.xhtml&state=£21125b6-60e2-
4edc-alab-e7da2d31708f&prompt=none&client id=TESTSYS

B 3aBucumoctu ot Hanmmuus B ECHUA aBTOpH3aIMOHHONM CECCUU TOJB30BATENSI M BBIJAHHBIX
uM paszpemiennii BHemHed WC pesynpratom 006pabotkun ECHA Ttakoro 3ampoca MoeT ObITh OJUH
W3 CIEAYIONIUX BAPUAHTOB:

— TpU OTCYTCTBMM aKTHBHOW CECCHM IOJIb30BaTeisi OyAeT BO3BpalleH OTBET C COOOIIEHHMEM

0 HEOOXO0IMMOCTH aBTOpHU3aIuu mosb3oBatens B ECUA;

[Tpumep oTBeTa ¢ ONMMCAHUEM €ro aTPUOYTOB:
{"error_description":"ESIA-007017:+OAuthErrorEnum.loginRequired ","state":"25a40796-9d52-{f81-
18e1-87b85627129c","error":"login_required" }

error_description -  womep  (ESIA-007017) C  MHEMOHUKOW  OIIHUOKH

(OAuthErrorEnum.loginRequired);

state — 3HaueHHe apaMeTpa state, KOTOPBIH ObLI MOJTYYEH B 3aIpOCe Ha ayTeHTU(UKALINIO;

CUCTCMA—KIIMCHT JOJI’KHA ITPOBECTH CPAaBHCHUC OTIIPABJICHHOI'O U MOJIYYCHHOTO IIapaMeTpa state

(d1802583-8733-337a-8058-609911{e8d715);

error — HauMeHoBaHue omuOku (login required, o3HayaeT — MOJb30BaTENb HE HMMEET
aKTUBHOM ceccun).

— IIp¥ 0OHAPY)KEHUH aKTUBHOW CECCUU I0JIb30BATENsI, HO OTCYTCTBUU BbIIAHHBIX 1151 1aHHON C

paspelIeHni moyb30BaTels, OyJAeT BO3BPALIEH OTBET ¢ COOOIIEHUEM 0 He00X0IMMOCTH 3arpoca

pa3peleHuit moap30BaTeNs Ha JOCTYH K ero AaHHeM B ECUA;
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[Tpumep oTBETa C OMUCAHUEM €r0 aTPUOYTOB:
{"error_description":"ESIA-007018:+OAuthErrorEnum.interactionRequired","state":"45a35778-3a52-
2g5218w563b84657722c","error": "interactionRequired" }

error_description —  HOMmep (ESIA-007018) C  MHEMOHUKOW  OIIUOKH

(OAuthErrorEnum.interactionRequired);

state — 3HaueHUE apaMeTpa state, KOTOPbIH ObLI MOJIYYEH B 3alpoce Ha ayTeHTU(UKALIUIO;
CUCTEMa-KJIMEHT JI0JDKHA ITPOBECTU CPAaBHEHUE OTIPABICHHOIO U MTOJIy4€HHOTO IapaMeTpa state

(efal2233-1t83-267a-5558-290411e8d715);

error — HaWMeHOBaHWe omuOku (interaction_required, o3Ha4YaeT — OTCYTCTBHE

y N0J1b30BaTENS BhIAAHHBIX paspewenuii s UC).

— 1pu 0OHApPYXEHUHM aKTUBHOI CECCHM M BBIJAHHBIX pa3pelleHnil noyub3oparens A ganHon UC
OyJZieT BO3BpAIlleH aBTOPHU3AIMOHHBIA KO, TpeIHa3HAYCHHBINA I JanbHeimero oomena MC—

noTpeduTesneM Ha MapKep UISHTU(UKALIUY WIH MapKep JOCTYyTa.
IIpenocraBiienne gocTyna K GyHKIUUSAM MeXaHM3Ma 0eCIIOBHOM ayTeHTU(UKAIUU.

[lonyuenue nocryma kK (QyHKIMSIM MeXaHU3Ma OECHIOBHOM ayTeHTHU(UKALWUU OCYIIECTBISETCS
nyrem oOpameHust opranm3anuu—Biazensina MC B cioyxkOy skcrutyataiuu ECHMA ¢ 3ampocom

Ha go6asnenue A C oparanuzanuu npusHaka—pazpeuieHus «sauthy.

B cnyyae orcyrctBus y MC-moTpebuTens yka3aHHOTO pa3pellieHHs] MOIBITKA HCIOIb30BaHUS
GyHKIME ~ MexaHu3Ma  OCCIIOBHOM  ayTeHTH(UKAUUU WIM  (QYHKIUU TPOBEPKH  HAIUYMS
ayTeHTU(UKAMU B (POHOBOM pexume OyleT NpUBOAUTH K BO3BpATy OTBETa C COOOIICHHEM

0 HEOOXOIMMOCTH aBTOpU3aIuy moJib3oBaTens B ECHA.

B.6.2.4Bb130B cTpanuubl ayTeHTH(GUKANNH M0b30BaTe i ECUA B HOBOM BCILIBIBAIOLIEM OKHE
Opay3epa

Mexanusm ayreHTH¢ukanuu, ocHoBaHHbIH Ha OpenlD Connect 1.0, o6ecneunBaer
BO3MO’KHOCTh BbI30BAa HHTETPUPOBAHHON CUCTEMON CTPAHUIIBI ayTEHTU(PHUKALIMHU MOJIB30BATENS B HOBOM

BCILTBIBAIOIIEM OKHE Opaysepa (B BUAE popup).
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Jns peanuszanuu 31O BO3MOXKHOCTH BbI3biBawomass ECHMA cuctema nomkHA HCMOIb30BATH

napamertp display 3ampoca Ha IpoBeeHHE ayTeHTH GUKALUK CO 3HAUCHUEeM «popupy. [Ipumep 3anpoca:

https://esia-portall.test.gosuslugi.ru/aas/oauth2/ac?timestamp=2015.11.27+13%3A03%3A52+%2B0300&scope=
&client secret=MIIFpgYJKoZIhvcNAQcCoIIF1zCCBZMCAQExDzANBglghkgBZOMEAQEFADALBgkghkiG9w0BBwGgggNpMIIDZTCC
Ak2gAwWIBAgGIECgPdVzANBgkghkiGI9wOBAQsSFADBIMOswCQYDVQOGEWISVTEPMAOGALIUECBMGTW92zY293MQ8wDQYDVQQOHEWZNDb3Njb3c
xEDAOBgNVBAOTBONvVDbXBhbnkxDzANBgNVBASTBINS5c3R1IbTEPMAOGALIUEAXMGU312zdGVEMB4XDTEIMTAYOTEOMTUXMFoXDTE2MDE YNz
EOMTUxMFowYzELMAKGA1UEBhMCU1UxDzANBgNVBAgTBk1vc2NvdzEPMAOGALIUEBxXMGTWIOzY2 93MRAWDgYDVQQOKEwWdADb21wYW55MQ8wD
QYDVQQLEWZTeXNOZWO0xDzANBgNVBAMTBINS5c3R1IbTCCASIWDQYJK0oZIThveNAQEBBQADggEPADCCAQOCggEBAKhCeBbYRs89aPLf0TIy
tSufxmZsrgWVy2a0uOi8dyp-
vw6h3cgNh219WNN1yv0gYpiM8hNs6y7vKrQ2k83aurlb9a2RQ1ILX0wlxAWS5PHBSTS6I3FNLELzP1OWIjiFEaqJdl98——

L4BkR2Bk CHroffMvUUSfqVPEfP4PFYD20f1BOoMBmXeemn0-xyZcnZ00WAVVRSEAYOaFpl89EUVOQOmVgvrKkc81Pgkx4 9dHHOKHFH-
sluvZzIkCcgnmdXBco5eeDg7EP9XbJuVp4uge 9jDLBMw4 SqzWQVUNmMDIOVuSdWJIUF8m5Z TKEQONnPVY9f7agqSJIpiF—
N98TMgurGQzRJICECAWEAAaMhMB8wWHQYDVROOBBYEFMAZZ fnOLJt2NkgTsqQg8biljghRMAOGCSgGSIb3DQEBCWUAA4IBAQBMznNVeP4
E3fgWU4ZK9D2£780NF330mE9xCLCDBYDTMTMyCP6TEUMkKkDUYZ8UHQbohftwI6SP-0wjvYUeOgqfjPu6IzID3n~-
YM9642GHpzR0aR1ZXp8FM2p2GG5bQ3bGIE8RAa98SLX0zz6f0cYh3IVE~-

YKHXEAGOgrx0Uh6xcTW7hZySEC7409kn0atgp L2p7dHnsjA-coKerKgbN5jJCwz6y00 LBUKCAaffZ89BU-
5qrV_v1XnniF756h2Szk4KczSDex3IFXEUrntEpTWHIYhKNtwzvaMC92xSOgunpNo81lx4s90oNIobOKJEVKrl1pR caBgioy8SLLWecpS
0ocb9BMYICATCCAfOCAQEWazBjMOswCQYDVQQOGEWJSVTEPMAOGALIUECBMGTWI2Y293MO8wDQYDVQOHEWZNDb3Njb3cxEDAOBgNVBAOTBO
NvbXBhbnkxDzANBgNVBASTBIN5c3RIDTEPMAOGALIUEAXMGU31zdGVEtAGQKAS1IXMAOGCWCGSAF1AWQCAQUAOGKkWGAYJK0oZ IThveNAQkDM
0sGCSgGSIb3DQEHATAcBgkghkiGI9wOBCQUxDxcNMTUXMTI3MTAWMzUyWjAVvBgkghkiGOw0BCQOxIgQgu—JPaWt -
aHVLaF13Qudx5zngCAwpTPfdsv7scyfLMwYwDQYJKoZIhvcNAQEBBQAEgGEAMQL3Uso76eQQPQ3DzewTUZujGwOi25WZyAYuQCxY1I-
1iFOIQ74U2s5EPS-rK2EFVkgRPOJHIJ41ECR8010bSowevI63a-4Tk4KF70-h0kLano93sixH0WmeAJpFoj8—

JpsMhJ EJJIwLtOpUvlbrWTQtk3d9F-

3vXdh6sX091QtPzol o3DkpS93mk5bYWBPI2nHPvSfbadtBrtjWahq7UA3WUrQHCaLulrsS0TRitya-Jv-0GJds—
hgEST2x1hbFz7eMgZmlTHsVrBCZngdO—
63SIQVt4p99vD6uMhLKmIFrvNsOEIlmyazL2AweumcyAZmS8Tb3tX953un 5CvVdwsresponse type=code&redirect uri=https%
3A%2F%2Fesia-portall.test.gosuslugi.ru%2Faas%2Foauth2%2Ftest%2FoauthCallback.xhtml&state=£21125b6-60e2~
4edc-alab-e7da2d31708f&display=popup&client id=TESTSYS

Kpome TOro, cucrema pAomkHa O0O€CHEUUTbh OTKpPBITHE CTPaHUIBl ayTeHTU(UKAUU
BO BCIUIBIBAIOIIEM OKHE, pekoMmeHayemblii pasmep — 800x600. Ilpumep ¢dparmenTta javascript

JJIA OTKPBITHA CTPAHUIBI BO BCILIBIBAIOIIEM OKHE:

var w = 800;

var h = 600;

var left = ($(window) .width()/2)-(w/2);

var top = ($(window) .height()/2)-(h/2);

var popup = window.open ("request url", "Request popup", "width=" + w + ",height=" + h + ", top=" + top +
",left=" + left + ",location=1,status=0,menubar=0,resizable=0,scrollbars=0");

B nmannom ckpunTe request_url mgomkeH ObiTh 3ameHeH Ha URL, BbI3bIBaromiuit
ayreHTudukanuio noyp3oatensi B ECUA. UabiMu ciioBamu, 3TOT request url 1omkeH oOecrieunBaTh
MepeHanpaBjieHue TMOJb30BaTENsl Ha CTPaHUIy MpeaocTaBieHuss mnpaB jgocrynma B ECUA,
T.€. BBIIIOJIHEHHUE 3aMpoca Ha IPOBEJICHHUE AyTeHTU (PUKAIIMH CO 3HAYCHUEM «POPUp», yKa3aHHOTO BHIIIIE.

[Tocne ycnemHo#t ayrentudurarmuu ECHA Bo3Bpamaer pe3yabTaT —ayTeHTH(GUKAIMH
B OTKpBITOE OKHO Opay3epa. Cucteme, B CBOIO 04epe/ib, HY>)KHO 00ECIIeUnTh UCIIOTHEHUE COOCTBEHHON
JIOTUKU JUIS 3aKPBITHS BCIUIBIBAIOIIETO OKHA U Mepelayl pe3ylbTaTOB ayTeHTHU(PHUKAIMH B OCHOBHYIO

BE0-CTPAHUILy CUCTEMBI (M3 KOTOPOH OBLIIO IEPBOHAYATILHO OTKPBITO BCILIBIBAIOIIEE OKHO).

B.6.3 ITonyuyeHue mapkepa uieHTH(PUKANMN B 00MEH HA ABTOPHU3ALUOHHBIH KO/

(peKOMEeHI0BaH K BBIBOJY U3 IKCILJIYaTALMHU)

JIaHHBIH pa3/ies1 OMUCHIBACT NOPSI0K MOJIyYEHHUs MapKepa JoCTyIa ¢ UCIoJib30BaHueM endpoint
".../te". B pasgene B.6.4 omnmuceiBaeTcs mpoliecc NOJY4YEHUS Mapkepa JocTyla B OOMEH Ha
aBTOPH3AIIMOHHBIHN KOJ € UCIIOJIb30BaHMEM HOBOTO TEXHHYECKOTo pemieHus endpoint ".../v3/te.
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Kornma aBTOpM3amMOHHBIA KOJ MOJYY€H, CHUCTEMa-KIHMEHT MOXET C(QOPMHUPOBATH 3arpoc
metoziom POST B anpec ECUA s nostyueHus Mapkepa uaeHTHpuKanuu . OJuH aBTOPU3aLUOHHBIN
KOJ MO>KHO OOMEHATh Ha OJMH MapKep WAeHTH(UKauuu. B Teno 3ampoca JOKHBI OBITH BKIHOYEHBI
CJIEYIOINE CBEICHMUS:

— <client_id> — unentupukatop cucreMmbl-kianenTa (MEHeMonnka cuctembl B ECHA, ykazanHas
MPONUCHBIMU OyKBaMH);

— <code> — 3HaueHHWE aBTOPH3AIMOHHOTO KOJa, KOTOPHIH Obu1 paHee monydeH ot ECHA
1 KOTOPBI HE00X0JMMO OOMEHATh Ha MapKep UACHTU(DUKALINH;

— <grant_type> — NpuUHHUMaeT 3HaueHue «authorization_code», eciii aBTOPU3AIMOHHBINA KO
oOMeHMBaeTCsl Ha MapKep HICHTU(DUKAIINY;

— <client_secret> — moamnucs 3anpoca B (popmare PKCS#7 detached signature B kogupoBke UTF-
8 or 3HaueHuil uetwlpex mnapamerpoB HTTP-—3ampoca: scope, timestamp, clientld, state
(6e3 paznenureneit). <client secret> moymkeH OBITH 3aKoaupoBaH B ¢Gopmare base64 url safe.
Wcnonb3yemplif i1 TpPOBEpPKU TMOAMHCH CepTU(GUKAT JOJDKEH ObITh MpeABapUTEIbHO
3apeructpupoBad B ECUA u npussaszan k Y3 cucremsi-kineHta B ECUA. ECHUA ucnons3yer
cepruukarel B Qopmare X.509 u B3auMoAEHCTBYeT ¢ ajlroputMamMu (OpMHUpPOBAHUS
anekrpoHHoi nmoanucu 'OCT P 34.10-2012 u kpuntorpaduueckoro xsmupoanus 'OCT P
34.11-2012;

— <state> — HabOp CIy4ailHBIX CHMBOJIOB, UMEIOINK BUT 128-0MTHOTO HMACHTH(HUKATOPA 3ampoca
(HEoOXoMMMO IS 3alIUTHI OT TepexBara), reHepupyercs no cranaapty UUID; stor Habop
CHUMBOJIOB [JIOJDKEH OTJIMYaTbCsl OT TOIO, KOTOPBIH HCHOJB30BAICS MPU IOIYYECHUU
aBTOPH3ALIMOHHOTO KOJ1a;

— <redirect_uri> — ccCbUIKa, MO KOTOPOW [OJDKEH OBbITh HaNpaBlieH I0JIb30BATEb IOCIIEe
ayTeHTU(UKaUK (TO ke camoe 3HauyeHue, KOTOpoe ObUIO YKa3aHO B 3allpoce Ha IMOJy4YeHUe
aBTOPHU3ALIMOHHOTO KOJIa);

— <scope> —00JsacTh AOCTYIA, T.€. 3allpalllMBaeMble IpaBa (TO K€ caMoe 3HaYeHHe, KOTOpoe ObLI0
yKa3aHOo B 3alpoCe Ha MOJIy4YeHHE aBTOPU3AL[MIOHHOTO KOJ1a);

— <timestamp> — Bpewms 3ampoca mapkepa B ¢dopmate yyyy.MM.dd HH:mm:ss Z (manpumep,
2013.01.25 14:36:11 +0400), HeoOxoanMoe 115 (pUKcaluy Havyajga BPEMEHHOTO MPOMEKYTKA,

B T€UYEHHUE KOTOPOro OyJeT BaJUIEH 3alpocC ¢ JaHHBIM HJeHTH(UKaTopoM (<state>);

6 Anpec B TecToBoit cpenie: https://esia-portall.test.gosuslugi.ru/aas/oauth2/te
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— <token_type> — Tun 3ampammBaeMoro mapkepa, B Hactosiee Bpemss ECUA noanepxuBaer

TOJILKO 3HaueHue «Bearer».

Ecnu 3anpoc yeneniHo npoien nposepky, To ECUA Bo3Bpaiiaet otser B popmate JSON:

— <id_token> — mapkep uneHTU()UKALNY;

— <access_token> — Mapkep J10cTymna Juis JaHHOTO pecypca (€Ciau OH 3allpalliiBajcs);

— <expires_in> — BpeMmsi, B TeUEHHE KOTOPOTO MCTEKAECT CPOK JCHCTBUS MapKepa (B CEKyH1ax);

— <state> — Habop ciay4aiiHBIX CUMBOJIOB, UMEIOIIUH BUT 128-0MTHOTO MAEHTH(UKATOPa 3aIpoca,
renepupyetcs o cragaapty UUID (coBmanaer ¢ uaeHTHGUKATOPOM 3aIpoca);

— <token_type> — THII IpeIOCTaBIEHHOTO Mapkepa, B HacTosimiee Bpemsi ECMA noiepxuBaet
TOJIBKO 3HaueHue «Bearery.

[Ipumep otBera:

{

“id token”:
“eyJhbGciOiJSUzIINiIsImtpZCI6IjF1OWdkazcifQ.ewogImlzcyI6ICJodHRWO18vc2VydmVyLmV4YWIlwbGUuY29tIiwKICJIzdWI
10iAiMjQ4Mjg52zYxMDAXIiwKICJhdWQi0iAiczZCaGRSa3FOMyIsCiAibmOuY2UiOiAibiOwUzZfV3pBMklqIiwKICJ1leHAIOiAXMzZE
xMjgxOTcwLAogImlhdCI6IDEzZMTEYODASNZ£Q.ggW8hZ1EuVLUxNuuIJKX V8a OMXzROEHRI9R6jgdqrOOF4daGU96Sr Pé6gp6IcmD3
HP990bilPRs-cwh3LO-pl46waJ8TlhehcwL7F09JdijmBgkvPeB2T9CINgeGpe—

gccMg4vEfKjkM8FcGvnzZUN4 KSP0aApltOJ1zZwgjxgGByKHiOtX7TpdQyHES51cMiKPXfEIQILVgOpc E2DzL7emopWoaoZTF m0 NO
YzFC6g6EJbOEOROSK5hoDalrcvRYLSrQAZZKf1yuVCyixEoVIGENQC3 osjzw2PAithfubEEBLUVVk4XUVrWOLrL10nx7RkKUSNXNHq

-rvkKMzgg”,

“expires_in” : 3600,

“state” : “9be638a9-0e05-42el-b4£f8-a3e30457fbdd”,
“token type” : “Bearer”,

}
[Ipu HEBO3MOXKHOCTH BbIIa4l MapKepa JI0CTyIa BO3BpAIlaeTCcs KOJI OINOKH.

B.6.4 Ilonnyuenne Mapkepa uaeHTUPUKALNHA B OOMEH HA AaBTOPU3ANMOHHBINA KO/

(v3/te)

JlaHHBIN pa3zen OMHMCHIBAaCT TNPOIECC TMOJydeHHUs Mapkepa JIoCTyna B OOMEH Ha
ABTOPHU3ALMOHHBIN KOJI C HUCIIOJIB30BAaHMEM HOBOT'O TEXHHUYECKOTO pemreHus endpoint ".../v3/te".
Korpma aBTOpM3anMOHHBIA KOJ TOJIYUYEH, CHCTEMa-KIMEHT MOXET CGHOPMHPOBATH 3ampoc
merogoMm POST B agpec ECUA st nonydeHus: Mapkepa I/I,Z[CHTI/I(I)I/IK&LII/II/IW. OIlMH aBTOPHU3aIMOHHBIN
KOJIT MOXHO OOMEHSITh Ha OJIMH MapKep HACHTH(HKAUHU. B Teno 3ampoca MOJDKHBI OBITh BKIIFOUCHBI
CIIEYIOIINE CBEICHHUS:
— <client_id> — uaentuduxarop cucrembl-kireHTa (MHemMonuka cuctembl B ECUA, ykazannas
MPOIMUCHBIMU OyKBaMH);
— <code> — 3HayeHHME aBTOPHU3AIMOHHOTO KOJa, KOTOpbIM Obll panee monydyeH ot ECHA

n KOTOpLIfI HCO6XO,[[I/IMO OOMEHSTh Ha Mapkep I/I,Z[eHTI/I(I)I/IKaLII/II/I;

"7 Anpec B TecToBOM cpene: https://esia-portall.test.gosuslugi.ru/aas/oauth2/v3/te
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— <grant_type> — MNpuHHUMAaeT 3HaueHue «authorization_code», eciii aBTOPU3ALMOHHBINA KO
oOMeHMBaeTCsl Ha MapKep HICHTU(UKALINY;
— <client_secret> - noanucey 3Ha4eHU mectu napamerpos B koaupoBke UTF-8:
— client_id;
— scope;
— timestamp;
— state;
— redirect_uri;
— code.
[Topsinox popmupoBanus <client_secret>:

1. KOHKaTEeHUpPOBATh BhINIEyKa3aHHbIE MapaMeTphl (Mopsaok BaxkeH!). [Ipumep cTpoxu:

TESTAPPLICATIONopenid2021.11.10 12:28:46 +0300bbfO0aef5-5237-41bc-8cba-
291e29a3ade8https://test.application.ru/auth/api/vl/esia/returneyJ22XIi0jEsSInR5cCI6IkpXV
CIsInNidCI6ImF1dGhveml6YXRpb25fY29kZSIsImFsZyI6I1JTMjU2In0.<..>.jGdT4nTEsUPBsnDOx3xx9EuUnR
15V8jmX6N4fCCnsbfABYAGB7aamTbcxBzFjIrEgh Ywopt250ICW8LZ55NWhbCiMWX4naySxypyMd3cwzdz FP4AV
JUOJ7US1SH9aGjxnYYENBOL1uChbPX70PO30BKOQbxdXony-t1bWOi4mbGbMYTLsOxicoWzn2ylxDVpYrdoP—
RsrylZ0z104£f8I9DV7i7 VO8IuIti90fXf5-

UlWPNdHNy2S11fyUthe6in9wbPuGaw r920C4BROVQkq7MpNX4hm—

PsUMRO6J4gM4h13s_igPgh5TkC NBNBOySexgLhYEa 1ifQCXPh-GkVbw

2. moamucarh MOJIyYEHHYIO CTPOKY C MCIIOJIb30BAaHMEM allropuTMa noanucanus data hash c
ucnoas3oBanneM MexaHu3mMoB KpuntolIPO CSP u ceprudukara mHpopmarmoHHOMU
CHCTEMBI S;

3. 3akoampoBath nosydeHHoe 3HadeHue B URL Safe Base64.
Hcnonb3yemplii i1 TpOBEpPKM MOAMHCH cepTU(UKAT JODKEH ObITh MpeABapUTEIHHO
3apeructpupoBad B ECUA u npussszan k Y3 cucrembi-kinenta B ECUA. ECHUA ucnonbs3yer
ceprudukarel B (opmare X.509 u B3aUMOJCHCTBYET ¢ ainroputMaMu (GopMUpOBaHUS
anektporHou moganucu 'OCT P 34.10-2012 u kpunrtorpaduueckoro xamuposanus ['OCT P
34.11-2012;

— <state> — Ha0Op CIy4allHBIX CHMBOJIOB, UMEIOIUK BUT 128-0MTHOTO MACHTH(HUKATOPA 3ampoca
(HeoOxoauMo Ui 3alIuThl OT IepexBara), renepupyercs nmo crangapty UUID; stotr Habop
CUMBOJIOB JIOJDKEH OTIUYaThCd OT TOTO, KOTOPBIM HWCHOJB30BajlCs NpPU TMOJIYYCHUU
aBTOPU3ALIMOHHOTO KOJI;

— <redirect_uri> — cCbUIKa, MO KOTOPOW [OJDKEH OBITh HampaBlieH I0JIb30BaTEIb IMOCIEe
ayreHTHUKAIMU (TO ke caMoe 3Ha4eHHe, KOTopoe ObLIO yKa3aHO B 3ampoce Ha MOJIyueHHUe

aBTOPHM3ALIMOHHOTO K0ja). 3HaueHue <redirect_uri> AOKHO OBITH NMpeIBApPUTEIBHO YKa3aHO B

8 HekoTOpbI€ allrOpPUTMBI TPEOYIOT pa3BepHYTh 3epKaJIbHO, T00ANTOBO, OTYUYEHHYIO MOIIHUCH
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napamerpax BHemHedr NMC B ECHUA - na cropone ECHA BbimonHsETCS BepUpHUKAIHS
cooTBeTcTBUS redirect uri B 3ampoce U B HACTPOIKaxX CUCTEMBI;

— <scope> — 00J1acTh AOCTYIIA, T.€. 3allpalIiBacMbIe IpaBa (To K€ caMoe 3HaYeHHE, KOTOPOe ObLIO
yKa3aHo B 3alIpOCe Ha MOJIyY€HUE aBTOPU3ALMOHHOIO KOJA);

— <timestamp> — Bpems 3ampoca mapkepa B ¢opmarte yyyy.MM.dd HH:mm:ss Z (manpumep,
2013.01.25 14:36:11 +0400), nHeoOxoaumoe yisi (pUKCAIUU HaYajga BPEMEHHOTO MPOMEKYTKA,
B T€UYEHHE KOTOPOro OyJeT BaUICH 3aIpoC ¢ JaHHBIM HeHTH(puKaTopoMm (<state>);

— <token_type> — Tun 3ampariuBaemMoro Mapkepa, B Hactosuiee BpeMsa ECHUA monnepxuBaer
TOJIbKO 3HaueHue «Bearer».

— <client_certificate_hash> - mapamerp, conepxamuii xsm ceprtudukara (fingerprint
ceprtudurkara) cucteMbl-kineHTa B hex-gopmare. Mcnonb3yemslii JUisi TPOBEPKU MOANUCU
cepTuduKaTr AOHKEH ObITh NpeaBapuTenbHO 3apeructpupoBan B ECUA u npussizan k Y3
cuctembl-kmuenta B ECHA. ECHA wucnomp3yer ceprudukarsl B dopmare X.509 u
B3aUMO/IEHCTBYET ¢ anropurMmamu popmupoBanus nekTponHoi noanucu ['OCT P 34.10-2012
u kpunrorpaduueckoro xosmupoBanus ['OCT P 34.11-2012. [Ins BeUMCICHUS 3HAYCHUS

HCIIOJIB3YCTCA CIICHHUAIIM3UPOBAHHAS YyTUIIATA.

B pamkax pa3paOOTKM MeXaHW3Ma MPOBEPKH COOTBETCTBHUS 3ampoca KOJa aBTOPH3AIMUA M

nociaenytomiero oomena koaa (PKCE), ans /v3/te noGaBieH onimoHaIBHBINA TTapamMeTp:
— <code_verifier> - cTpoka mmMHHOW 43 CHMBOJA, COAEp’Kamias B ce0E TOJHKO CIIEIYIOIINE

cumBoubl ([A-Z]/[a-z]/[0-9]/"-"/"."["_"]"~");

B ECUA nomxen ObITh epean napamerp <code verifier>. [ merona "S256" u "GOST3411"
B ECHA mpou3BOIUTCS pacueT, Ipu KOTOPOM Oepercsi MOJydeHHOE 3HAUeHHE U JJISl HEro
BBIYMCISICTCS X311 (DYyHKIMSA, a 3aTeM KoaupyeTcs ¢ momolinpio base64 url withoutPadding.
[TonydyeHHslil pe3ynbTaT CpaBHUBAeTCs cO 3HadueHHeM <code_challenge>, momydeHHoro B
pamkax 3ampoca v2/ac. Ecnu onu He coBmanaior, ECHMA Bo3Bpalaer cOOTBETCTBYIOIIYIO

OILUOKY.

Ecnu 3anpoc yenenrno npoien nposepky, To ECUA Bo3Bpaiaet otset B popmate JSON:
— <id_token> — Mapkep uacHTU(DUKAIUY;
— <access_token> — Mapkep JocTymna Juis JaHHOTO pecypca (€Ciau OH 3aIlpalinBacs);
— <expires_in> — BpeMmsi, B TEYCHHE KOTOPOTO MCTEKAET CPOK JIEHCTBHUS Mapkepa (B CEKyHIaxX);
— <state> — HabOp cIy4aiHBIX CUMBOJIOB, UMEIOIINH BT 128-0MTHOTO MACHTU(UKATOPA 3aIpoca,

rerepupyetcs no cragaapty UUID (coBmagaer ¢ uaeHTU(UKATOPOM 3ampoca);
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— <token_type> — Tum mpeaocTaBlIEHHOTO Mapkepa, B Hacrosulee Bpemss ECUA noanepxuBaer
TOJIbKO 3HaueHue «Bearer».

[Tpu HEBO3MOKHOCTH BbIJIa4M MapKepa JIocTyma Bo3Bpamiaercs ko1 ommoku (Tabmuma 20).

B.6.5 IIpoBepka mapkepa uaeHTH(PUKAIUU

[Tocne nostyuenus: Mmapkepa UACHTU(PUKALIMY CUCTEMA-KIMEHT JOJDKHA MPOU3BECTH BAIUAALINIO
MapKkepa WACHTU(PUKAIUH, KOTOpasi BKIIOYaeT B ce0s CleyIoIIHNe IPOBEPKU:

1. TlpoBepka uaentuduxaropa (MHemonukn) ECUA, conepxkaiieiics B Mapkepe UICHTU(PUKALIUH.
2. Tlpomepka uaeHTHU(UKaTOpa (MHEMOHHMKH) CUCTEMBI-KIHEHTA, T.€. UMEHHO CHCTEMa-KIHEHT

JoJIKHA OBITh yKa3aHa B Ka4eCcTBE aJpecaTa MapKepa UACHTU(DUKAIINH.

3. IlpoBepka moamucu Mapkepa HAEHTHU(UKaUWU (C HCIOJB30BAHMEM YKa3aHHOTO B MapKepe
aJIrOpuTMa).
4. Texkymiee BpeMs TOJDKHO OBITH HE MO3/HEE, YUeM BpeMs MPEKPAICHUs CPOKa ICUCTBUS MapKepa

UICHTUQUKAIIH.

[locne Bamupmanuu Mapkepa HJIEHTU(GUKAUN CHUCTEMAa-KIMEHT CUMTAeT I[0JIb30BaTeNs
ayTeHTU(GUIUPOBAHHBIM. JJId TOJy4YeHHs MAOMOJHUTEIBHBIX HaHHBIX O TIOJIb30BaTele CIEIyeT
UCIOJIb30BAaTh UACHTU(UKATOP TMOJIb30BATENs, W3BJICUEHHBIH U3 Mapkepa HJISHTHU(HUKAIUH,
Y COOTBETCTBYIOIIHME mporpammubie uHtepdericel ECUA (Tpelyromue, B CBOIO odYepeb, Mapkepa
JOCTYTA).

JleranpHble CBEJIEHUS O Mapkepe uaeHTudukanuu npeacrasiens! B [Ipunoxenun B.7.

B.6.6 Bbixoa u3 cucteMsbl (J10rayr)
Jlis ocyllecTBIEHUS BBIXOJAa W3 CHUCTEMBI IOJb30BATENb JOJKEH OBbITh IepeHanpaBiieH
IO CTIEUATIBLHON CChUIKE C COOIIOIEHUEM CIIEIYIONINX TPeOOBaHUI:
— TPOTOKOI 3ampoca J0JKeH ObITh https;
— 1nyts B HTTP-3anpoce nomken 661Th paBeH /idp/ext/Logout (ITpu 3aBepienue ceccuu Tpedyercs
00s3aTeNnpHO BBITIOJIHATH ONPaBKy 3ampoca Logout);
— 3ampoc I0JDKEH UMETh nmapaMmerp (query param) ¢ umeHeM client id, coaeprkamiuii MHEMOHUKY
oOparmtaromeiicst cucteMsl, 3apeructpupoBanHoii B ECUA,;
— 3ampoc MOXKeT MMeTh mapamerp (query param) ¢ uMmeHeMm redirect url, comepskammii aapec,
Ha KOTOPBIH MOJIb30BaTENb OYAET IepeHarnpaiieH 10cJIe YCIEeUHOro Jorayra.

ITpumep 3anpoca:
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https://esia.gosuslugi.ru/idp/ext/Logout?client id=ESIA&redirect url=https://esia.gosuslugi.ru/registra

tion/

B ECHA nns uHTErpUpOBaHHOM CHCTEMBI MOXET OBITH ompezaeseH mapamerp system.siteUrl,

conepxkamuit URL-aapec cucremMbl, Ha KOTOPBIA OyIeT BO3BpAIIEH IOJIB30BATENb IOCIE JIOTayTa.

Redirect_url nomken ObITh moacTpoKOH system.siteUrl.

[Tpu 06paboTKe 3ampoca MPOU3BOAATCS CIICIYIOIIHNE TPOBEPKHU:

[IpoBepka, 4to mepeman oOsi3aTenbHbI mapamerp client id. Ecom oH He mnepenaH,
to Bo3Bpamaercss HTTP-kon «400 Bad Requesty.

[IpoBepka, uTo cuctema ¢ MHEMOHHMKOM, YKa3aHHOW B mapameTtpe client_id, 3aperucrpupoBaHa
B ECUA. Ecnu cucrema He 3apeructpupoBana, To Bo3Bpariaercss HTTP-kon «403 Forbiddeny.

[Tocne ycnemnoro BoinosineHus 3tux nposepok ECUA onpenensier URL nepeaapecanuu nocne

YCII€HIHOIO Jiorayra:

B.7

Ecmu nns cucremsl B HacTpoiikax ECHUA He 3aman napametp system.siteUrl, To 3ampoc mocie
nmorayra Oyznet HanpasyieH Ha cait ECHUA.

Ecnu B 3anpoce He 3anman mapametp redirect url, To 3ampoc mocie norayra OyaeT HampaBiieH
0 ajJipecy, 3alanHoMy B system.siteUrl.

Ecmu mapametpsr redirect url u system.siteUrl He cooTBeTcTBYIOT apyr apyry (redirect_url
JIOJDKEH OBITh MOACTpoKoi system.siteUrl), To 3anmpoc mocie morayra OyaeT HampaBJIeH Ha CalT

ECHA.

CBeleHNs 0 CTPYKTYpe MapKepa uaeHTU(PUKAINH

Crpykrypa Mapkepa UACHTU(UKAIMK  aHAIOTMYHA CTPYKType Mapkepa JOCTyma

(cm. IIpunoxkenue B.5) 1 coCTOUT U3 TeX jKe TpexX YacTel: 3aroj0BOK, HA0OP YTBEPKICHUN U MOIHCH.

OC00EHHOCTD 3arojI0BKa Mapkepa HHCHTH(bHKaHHH COCTOHUT B TOM, YTO HEI'O 3HAYCHUC anI/I6YTa

«sbt» paBHO «id».

[Ipumep 3aronoBka mapkepa uaentuduxamnuu 8 ECUA:

{"alg":"GOST3410 2012 512", "sbt":"id","typ":"JWT", "ver":0}

COO6H.[€HI/I€, BKJIIOYArOMIcc B cebs COACPKATCIIbHBIC YTBCPIKACHHUA O MapKEPe I/II[CHTI/I(i)I/IKaHI/II/I

H IIOJIB30BATECJIC, BKIIFOYACT CJICAYIOIINC anI/I6YTLIZ

1y

2)

BpeMsl ayTeHTHHKauuu («auth_time») — BpeMs, KOIja IpoU30LUIa ayTeHTU(UKALUsA
II0JIb30BaTeNs, yKa3biBaeTcs B ceKyHaax ¢ 1 suBapsa 1970 r. 00:00:00 GMT;
BpeMsl peKpalieHns AeicTBUs («eXp»), yKa3biBaeTcs B cekyHaax ¢ 1 suBapst 1970 r. 00:00:00

GMT;
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3)

4)
5)

6)
7

8)

9)
10)

11)

12)

13)

uaeHTupukaTop cyobekta («sub»), B KauecTBe 3HaueHHMs yKa3biBaeTcst oid. DTOT
UACHTU(PHUKATOP YHUKAJICH JJIs KaKJ0T0 CyObeKTa, 3apeructpupoanHoro B ECUA, u ocraercs
HEM3MEHHBIM TIPH MOCIEAYIOIUX ayTeHTH(PUKAIMAX; aapecaT Mapkepa («aud»), yka3bplBaeTcs
client_id cucremsl, HampaBUBILEH 3apOC HA ayTEHTH(PHUKALINIO;

opraHu3alus, BbIITycTUBIIAs Mapkep («iss»), ykaspiBaeTcst URL ECUA;

BpeMs Hayaina jierctBus («nbf») — B cekynaax ¢ 1 suBapsa 1970 r. 00:00:00 GMT, T.e. mapkep
Helb3s1 00pabaThIBaTh 10 HACTYIUICHHS YKa3aHHOTO BPEMEHU;

BHyTpeHHUI uaentugukarop ceccun ECHUA («urn:esia:sid»);

HayaJio 0J0Ka onucaHus CyObeKTa BbI30Ba CECCHH («urn:esia:sbj»);

MCEeBIOHUM cyOBekTa («urn:esia:sbj:nam») — BHyrpenHudt mis ECHA niceBnonum
MOJIb30BAaTEs;

oid cyobekTa («urn:esia:sbj:oid») — oid Y3 monb3oBatens;

TUN CyObeKTa («urn:esia:sbj:typ»), MOXKeT IPUHUMATh pa3IMuHbIe 3HAUEHUS, HATIPUMED:

—  «P» — pusnueckoe nuo;

MIPU3HAK MOITBEPKIACHHOCTH cyObeKkTa («urn:esia:sbj:is_truy) — «is trusted» — Y3 noabp3oBaTens
noareepxkaeHa. [lapamerp oTcyrcTByeT, ecinu Y3 He MOATBEPKICHA;

crioco0 aBTopu3armu («urn:esia:amdy), MOXKET MPUHUMATD J1Ba 3HaUYeHUs: «DS» (dmekTpoHHas
noanuck) win «PWD2 (maposs);BpeMs Beiiauu («iaty), yKaspIBaeTcsl B CeKyHIax ¢ 1 sHBaps
1970 r. 00:00:00 GMT;

METO/JI ayTeHTHU(UKAIMHU («amry», MpUBaTHOE 0003HAYEHUE), MOKET IPUHUMAThH JIBA 3HAYCHUS:

«DS» (anexrponHas noanuck) wiu «PWD»y (mapois);

[Tpumep coobmenus mapkepa uaentudukanuu B ECHUA:

{

"auth time": 1478618846748,

"exp": 1478629648,
"sub": 1000328225,
"aud": "TEST SYS",
"iss": "http://esia.gosuslugi.ru/",
"nbf": 1478618848,
"urn:esia:sid": "0d543cfl6cd43b4a2cdlb6ff96flcb7da3ca2610d004b8816e951a8a7257ac53",
"urn:esia:sbj": {
"urn:esia:sbj:nam": "OID.1000328225",
"urn:esia:sbj:o0id": 1000328225,
"urn:esia:sbj:typ": "P",

"

}7

urn:esia:sbj:is_tru": true

"urn:esia:amd": "PWD",

"iat":
"amr":

1478618848,
"pHD"

[Monmuce (signature) Mapkepa OCYIIECTBISETCS IO aITOPUTMY, KOTOPBIM yKa3bIBaeTcs

B IIapaMeTpe «alg» Mapkepa. Iloamuck BBIYUMCISAETCS OT ABYX MPEAbLAYIIHUX qacTeu Mapkepa

(HEADER.PAYLOAD).
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B.8 VYnanennass uaeHTU(PUKANUSA ¢ UCIOJIb30BAHUEM O0MOMETPUYECKOU

UICHTH(PUKAUA

[Ipounenypa yman€HHOW WACHTU(UKANMKA BKIIOYACT IOCICIOBATEIBHOE IPOXOKICHHE
ayreaTudukaiuu B ECHA 1o JIoruHy/IiapoJiro 1 BeprupHUKAIUU B ONOMETPUICCKON CHCTEME 10 CTETICHA
CX0ECTH OMOMETPUIECKOro obpasia.

CucreMbl, B KOTOPBIX Ha TAHHBIM MOMEHT JIOCTYITHA OMOMETpUYeCKast HICHTH(UKAIUS:

— Enwunas 6uoMerpuueckas cucrema.

Peanuzanus B3aumonerictus MC ¢ OuomeTpudeckoil CUCTEMOM NMpH WHULMALMK yIaleHHOM
UJEHTU(DUKAIIUN TIPOU3BOJUTCS COTJACHO aKTyaJIbHOW BepcMU METOAMYEeCKUX PEKOMEHIAIi
OnomeTpuuecKkor cuctembl. B pamkax 3Toro mpoiiecca JIOJDKHO OBITh BBICTPOEHO CTaHAAPTHOE
B3auMoeiictBue ¢ ECUA Ha cneayromux stanax:

— TIONYYeHHE CHEIUaIbHOTO MapKepa JOCTyma Il B3aUMOJCUCTBUS C OMOMETPHUUYECKOM

CHCTEMOM;

— 3aBepIICHHE YyAaJeHHOW WACHTHU(UKAIMKA TI0JIh30BaTENs, TMOJyYEHUE TO0JIb30BATEIHCKOTO

MapKepa JoCTyTa.

VYkazanus nmo uHTerpanuu ¢ EnuHol OMOMETpHYECKOW CHUCTEMOM, B TOM YHCJIE — B YacTH
KCIOJIb30BAaHMS 3alIMIIEHHBIX ceTed nepeaaun naHHbIX (VPN) mpu mocryne xk meromam REST API
buomerpuueckoit Bepudukammu, npeacrarieHsl B [Ipunoxenun b «Onucanne nHTErpany BHEITHAX
cucteM ¢ EqnHol OnoMeTpruiecKoil CHCTEMOH B IIpoliecce OMOMeTpUIECKON BepupuKaum» T0KyMeHTa
«Meroanueckue pekoMeHaanuu o pabore ¢ EaunHoli OGMOMETpHUYECKOW CHUCTEMOI», JOCTYIHOIO

Ha pecypce https://bio.rt.ru/documents/basic/

O6H_[a${ cXema B3aHMO,I[eI>'ICTBHH Y4aCTHUKOB YCHHGHHOfI aYTeHTI/I(bI/IKaHI/H/I npeaAcCTaBJICHA HUXKE.
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IMPUJIOXKEHUE
K IpoTOoKONy 3acenanus [logkomuccun
IO UCIOB30BaHUIO HH(POPMAIIMOHHBIX TEXHOJIOTHIA
MIpY MPEAOCTABIEHUN I'OCYJaPCTBEHHBIX
Y MyHULIMAJIbHBIX YCIYT
[IpaBUTENBCTBEHHONW KOMUCCUU
10 UCIIOIb30BaHUIO HH(DOPMAIIMOHHBIX TEXHOJIOTHIi
JUISL YIIYYIIEHUsI KAYECTBA KU3HU U YCIIOBUM BEACHUSA
MPEANPUHUMATENBCKON AEATENBHOCTH

oT r. Ne

1. MonyyeHnne cnenuaJbLHOr0 MapKepa I0CTyNa AJsi B3aUMOJEHCTBHsS ¢ OMOMeTPUUYECKOi
CHCTEMOI

NC peanusyer ayreHTH(UKALMIO KIMEHTAa W MOJy4YeHHE CIIEHHaJIbHOTO MapKepa JoCTyna
JUIS B3aUMOJICHCTBUSL € OHMOMETPUYECKOW CHUCTEMOM, pa3pellaloliero KIMEHTY OHOMETpUUYECKYIO
BepUUKalLHIO B OMOMETPUUECKON CUCTEME.

Hns storo UC peanusyeT B3aMMOJICUCTBHE C CEPBUCOM aBTOPW3ALMUA U TOJYYEHHS MapKepa
nocryna ECUA, cornacuo Ipunoxenuto B.2 «Mojienb KOHTPOJIS Ha OCHOBE J€JIETUPOBAHHOTO MPUHSTUS
pELICHUs» TaHHOTO JIOKYMEHTA.

B 3anpoce na aBropuzanuto MC nomkHa ykazats scope «openid» U crienuanbHbIi scope Ennnoi
OMOMETPHUUYECKON CHUCTEMBI — «bio», TOAPOOHEE O KOTOPOM YKa3aHO B aKTYaIbHBIX METOJUYECKUX
pekoMmeHmanusx EquHoit OMoMeTpu4ecKoi CUCTEMBI.

[Tonb3oBarens aBropusyercs B ECUA 1o JoruHy ¥ mapoJjito U JaeT COorjlache Ha IPOBEICHUE
YCUJIEHHOUM ayTeHTHU(UKAUU C HCHOJb30BaHUEM €ro OMOMETPUYECKHX NaHHBIX B OHMOMETPHUYECKOM
cucteMme (B CiIy4asx, eclid corjiacue nojp3oBaress u3 nanHoit MC eme He moixydeHo).

B pesynbrate 3aBepuienus srana, MC nmonydut cnemuanbHbli Mapkep AocTyma (access_token),
o0yagaronui CIeayONMMA OTIIMYHUSIME OT CTaHIapTHOTO Mapkepa noctyna ECHUA:

— KopoTtkoe Bpems xuznu (TTL);
— Hanuune B cocraBe mapkepa nocryna URL REST-cepsuca ECUA s nepenaun paciimpeHHOro
pe3ynbrata Ouomerpuueckoit Bepudukanuu uz EbBC (mapamerp ext_vrf_url).

B nannowm ciydae MIC ne momydaer mapkep oOHoBneHus (refresh_token), To ecTs g xaxmoro
ciydas ycuieHHo# ayrentudukannu MC Heo0xoauMo 3arpaiinBath MapKep J0CTyIa 3aHOBO.

[Tpumep mosrydeHHOTO paciIMpeHHoro Mapkepa ujaeHtuukanuu B ECUA:

{

"access token":"eyJ2ZXIiOJEsInR5cCI6IkpXVCIsINNidCI6IMFjY2VzcyIsImFsZyI6I1JTMjU2In0.eyJuYmYiOjEIMjgyMTI4NT
UsInNjb3BlIjoib3BlbmlkIGIpbyIsImV4AdF92cmZfdXJIsIjoiaHROCHM6XC9cL2VzaWEtZGV2LnR1c3QuZz29zdXNsdWdpLnd1lXC91c21lh
LXJzXC9hcGlcL3BlYmxpYlwvdjFcL2V4AdFwvdnImXC9yZXN1bHQiLCIpc3MiOiJodHRWOlwvXC91lc21hlmdve3VzbHVnaS5ydvwvIiwidX
JuOmVzaWE6c21kIjoiMDI4ZjkONWIS5M]EWN2ZiMj c5SMTE4YTM10GM2M2ZiNDRhMzdjOGZi0TAYyMiAL0GOxZ] 1hMjdiNj IzMDg5Z25Q3YSIs
InVybjplc21hOnNial9pZCI6MTAWMDISOTI4MiwiZXhwIjoxNTI4MjEzZNDUILCIpYXQi0jEIM]jgyMTI4NTUs ImNsaWvVudF9pZCI6I1RFUL
RfUL1TInO.FgmQrXLPQOBAP8S18u612Xy]jtGWK3uNRASIU7ThH6NNHCSVEEijYtFqmHOv4can zXrzEKgG6Y E21I16XcRuG_YoTnpBlBnH3
FcCLIMgoiYQNETNC5AysumpTkmMXYPQamJ40POVNyqJYye8TUtOmy9bI4Z23duvwz3z11PZS1GZH9eETrWoRUgyb31l6t4kKku9p6oM4gAgd
ul 5gLeq3HcIPZV8XTQc625A0Xg6qIPI52CchIRXIV-MMZytX2ezKCs30Cyl1Xzq9mgk90OEfgdT70HGQCDOLW] fhNm232yRikmhl -
u7M4QyCiOeChelQXFtjx381aDDUgstHWMQsK7UQ", "id token":"eyJ2ZXTi0jAsInR5cCI6IkpXVCIsInNidCI6ImlkIiwiYWxnIjoiU
IMyNTYifQ.eyJhdWQiOiJURVNUX1INZUyIsInN1YiI6MTAwWMDISOTI4MiwibmImIjoxNTI4MjEyODULILCIhbXTIi01iJQV0QiLCJI1lcm46ZXNp
YTphbWQi0iJQV0QiLCIhdXRoX3RpbWUiOJEIM]gyMTI20TQsImlzcyI6ImhOdHA6XCOcL2VzaWEuZ29zdXNsdWdpLnJ1XC8iLCJI1lcm4 67X
NpYTpzaWQiOiIwMihmOTQ1Y]kyMTA3ZmIyNzkxMThhMzU4YzYzZmIONGEZzN2M4ZmI5MDIyMDU4ZDFMOWEyN2I2MjMwOD1mNDdhIiwidXJu



PykoBozcTBo nmonw3oBarens Cepsuca peructpanmu nons3oBateneit ECA

OmVzaWE6c2Jgljp7InVybjplc21lhOnNiajp0eXAiOiJQIiwidXJuOmVzaWE6c2JgOmlzX3RydSI6dHI1ZSwidXJuOmVzaWE6c2JgOm9pzC
I6MTAWMDIS5OTI4MiwidXJuOmVzaWE6c2IgOm5hbSI6Ik9IJRCA4xXMDAWM]k5MjgyIn0sImV4cCI6MTUYyODIyMzY1INSwiaWFOIjoxNTI4MjEy
ODU1£fQ.P-5adtNRIECAgrJ7SCbXN6hHXxSAaP2olryX1Hswvye jyObow-
7SBN28ez1SG3C3Gxt8dZ0g3JrKVa92Fr2PVNcIACNNgHIDEY 4sSVTCKUJjiTTXTW4nINYmTTrczoAwuqir7PvNRYUtZuFAESCwFrAl PPK
ExTO0XaAP4Fc5BL XOUPEwW7XVYEjasBXzhoEMOOcVoGpztolATyxgqYhkiR9AgXtd sjye4sv15SvEBxpGJIJOm8gSO eM orfC2 REyFOXQtbb
1FW4gLe9zsko6vtmlQODW28Unl01pXwAVhIN1oOOIATiTOuYWgOgxrt2U2B9kZPCak8nbgJizZx4NtNg",
"state":"21335561-1ee3-£501-79b3-bb10c06£d0£3",

"token type":"Bearer",

"expires in":600

}

[Ipumep cocrapa pacimmpenHoro mapkepa gocryna (PAYLOAD-uacTs):

{
"nbf": 1528212764,
"scope": "openid bio",
"ext vrf url": "https://esia-portall.test.gosuslugi.ru/esia-rs/api/public/vl/ext/vrf/result",

"iss": "http://esia.gosuslugi.ru/",

"urn:esia:sid": "028£945p92107fb279118a358c63fb44a37c8fb9022058d1£9%9a27b623089f47a",
"urn:esia:sbj_id": 1000299282,

"exp": 1528213364,

"iat": 1528212764,

"client id": "TEST_ SYS"

2. 3aBepuueHue yaajJeHHO uIeHTH(GUKAIMYU 0JH30BaTeJIsA, MOJyUeHHe M0Jb30BATEIbCKOr0
MapKepa A0cTyna

NC peanusyer ayreHTHHUKALMIO KIMEHTAa M MOJY4YEHHE CIEHUAIbHOIO MapKepa JI0CTyma
JUTSI 3aBEpIIEHUs TIpoliecca yaaleHHOW wuaeHTuukanuu mnoib3oBatenss B ECHA/6momerpudeckoit
CUCTEME.

Hns storo UC peanusyeT B3aMMOJEHCTBHE C CEPBUCOM aBTOPW3ALMU U TOJYYEHHS MapKepa
noctyna ECUA (aHamoru4Ho mpeaplayIemMy 3Tamy).

B 3ampoce Ha aBTopm3ammioo’’ MC momkHa ykas3aTh scope «openid» ¥ crenuanabHbI Scope
(«ext_auth_result»®’), mapamerp verify_token (monyden B pesympTaTe BepH(DHKAIMH OMOMETPHUECKHX
JTAaHHBIX B OMOMETPUYECKON CHCTEME).

B pesynbrate 3aBepmienus stana MC [Motpedurens b/ momyunt crienuanbHbIN TOJIb30BaTEIbCKUAN
paciupeHHbIA MapKep J0CTyIa, KOTOPBIM OyIeT coaepx aTh pe3ylibTaT OMOMETPUUECKON BepUPUKAIIH.

ECHA BbIAacT 1aHHBIN MapKep A0CTyNa TOJIbKO B ClIydae:

— Hamunuus B ECHA ycnenrHoro pe3yiabTaTta OMOMETpUUYECKONW Bepru(PHUKAIIMU TTOJIb30BaTEIS,

— YCHENIHOTO CpaBHEHHUs IMOJIyYeHHBIX mapaMmerpoB verify_token ot Ouomerpuyeckoii
cuctemsl u UC;

— HaJIWYMS COIJIACHA MOJIb30BaTENsl Ha MPEI0CTaBICHNE IEPCOHANIBHBIX JaHHBIX.

B nannowm ciydae MIC ne momydaer mapkep oOHoBieHus (refresh_token), To ects mist kaxaoro
ciydas ycuwieHHOM ayreHTu¢ukanuu MC u momydeHHUs JOCTyNa K JaHHBIM MOJB30BaTeNsl HEOOX0AUMO
3anpallruBaTh MNOJb30BaTEIbCKUI MapKep AOCTYyIa 3aHOBO.

[Tonb3oBarens aBTOMaTuyecku ayreHTuduuupyercs B ECHUA.

[Tpumep mosrydeHHOTO paciIMpeHHoro Mapkepa ujaeHtupukanuu B ECUA:

{"access_token":"eyJ2Z2XIi0jEsInR5cCI6IkpXVCISInNidCI6ImFjY2VzcyIsImFsZ2yI6I1JTMjU2In0.eyJuYmYiOjEIM]jgyNzgyN
DgsInNjb3B1lIjoiZXh0X2F1dGhfcmVzdWx0P29pZD0xMDAWM]) k5MjgyIGOwWZWS5pZCIsImlzcyI6ImhOdHAG6XCIcL2VzaWEUZ2 9zdXNsdWwd

" Anpec B TecToBOM cpene: https://esia-portall.test.gosuslugi.ru/aas/oauth2/te
80 Ha6op mannbix, noctynusii UC mo nanHoMy scope, onucan B Ilpuioxennu B.4, n.4
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PLnJ1XC8iLCJ1lcm4 6ZXNpYTpzaWQiOiIOMWM50DUzMIc5Z) JkOTIJhZDMwYWIS5Y JkOMjMwMzUS5YTME5MjUWZWY3ZTVhNzZ1MDgzODgyZDYwZ
JhkZGYxZJhjIiwibWF0Y2giOnsidm9pY2UiOiIwLjklIiwiZmFjZSI6IjJAuUOCIsIm92ZXJhbGwiOiIwLjkifSwidXJuOmVzaWE6c2JgX21
kIjoxMDAWM]k5MjgyLCJIleHAiOjE1M]gyODkwNDgsImlhdCI6MTUyODI30DI00CW1Y2xpZW50X21kIjoiVEVTVFOTWVMifQ. Icadl -
BWPg6WO0O-mYfA80zvhPuvousw9051YdgDw9gcpF3CwekIUjNTnnehJHQiBwVIm2-Euc]jzK8ZXOyvmFPHccOR Yx6xV6hfLOehidOrphx-
w9-pRuw9IVvAfsMrAs fvTRzgv6Ek13HpiSr57BLOTUcRgKDsacjVayemQOvzA4CLYmTJbam8wVs93itlzlkvl G3J-jUV29sMpz-

6ycOF yUOmwXdx90gTkVvZrefGD0q04ISys dl-

9972z31iytzz0viJj1lEbrVxZXj3vNX60v2YekJ0JTk88DPCT8TcHPK 3wWNhQPLATPliWYtg690UVYtIJTLpTFv8uVTbCkpA",
"state":"c5edcf06-6993-bd32-£c28-12d707388622",

"token type":"Bearer",

"expires in":10800}

[Ipumep cocrapa pacmmpensoro mapkepa gocryna (PAYLOAD-uacTs):

{
"nbf": 1528278248,
"scope": "ext auth result?0id=1000299282 openid",
"iss": "http://esia.gosuslugi.ru/",
"urn:esia:sid": "41c9853279£2d92ad30ab9%b94230359a39250ef7e5a76e083882d60£8ddf1£8c",
"urn:esia:sbj_id": 1000299282,
"exp": 1528289048,
"iat": 1528278248,
"client id": "TEST SYs"
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CEPBUC PEI'UCTPALIUU HHOJIB3OBATEJIA n
HOATBEPXAEHUSA TUYHOCTH

B unemsax peructpauuu mnosb3oBateneit B ECHA, a Takke mNOATBEpKACHUS JIMYHOCTH
noJib30BaTeNe, co3maH M omyonukoBan B CMDOB snexTpoHHBIN cepBuc «CepBUC pErucTpanuu

nonp3oBateneil EnuHONM cucTeMbl WAEHTHOUKAIMM U ayTeHTU(PUKAIUM»S!.

CepBuc mnpeaHazHaYeH
1S uenonb3osanus OnepaTopamu Bblaauu Kiroda [TDI182,
Hannsrii cepeuc ECUA nogepxuBaeT cineayronme QyHKI:
— UHUIMHUPOBAHUE pErucTpaluu HOBOW moarBepxkaEéHHOW Y3 moiab3oBarens B ECUA ¢ Belnaueit
UICHTU(QUKATOpA 3asBKM HA PETUCTPALMIO TOJNb30BaTeNsd, a TaKKe MapoJisi I0JIb30BATENA
JUIS TIEPBOTO BXO/1a B CUCTEMY;
— mnoxarBepxkaeHue Y3 (MOATBEp)KIACHUS JUYHOCTH) nonb3oBatens ECUA, B ToM uucne — Bbladya
KO/J1a TIOATBEPKICHUS JIsl TIOITBEPIKIACHUS YITPOIICHHON Y3 MOJIb30BaTENS;
— HWHULOHMUPOBAHUE MPOLEIYPbl BOCCTAHOBJIECHHS JOCTYNMAa K MOATBEPKIAEHHOW Y3 MOJb30BATENS
B ECHUA c Bbigaueld maeHTH(UKATOpa 3asiBKM HAa BOCCTAHOBIICGHHE JOCTyMA, a TAKXe MapoJis
MOJIb30BAaTeNs AJIsl BXOJ]a B CUCTEMY;
— ynaneHue Y3;
— UVHUINWUPOBAHME perucTpanuu mnoATBepkaéHHoW Y3 mons3oBatenss B ECHMA wHa 0Oaze
CYILIECTBYIOIIEH YIPOILIEHHOM;
— PpEerucTpanys JaHHBIX O ACTSIX MOJIb30BATENS;
— TIpOBEpKa cTaTyca BBIMOJHIEMON omepauuu (M0 perucTpaluy MoJIb30BaTessl / BOCCTAHOBICHUIO
zLOCTyrIa)83;

— 1ouck Y3.

I'.1 IlosydyeHue TOCTYNA K 3JIEKTPOHHOMY CEPBHUCY

Kaxnprii  opran/opranusanus Jjs  HCIOJb30BaHHMS TmporpamMmmHoro wuHTepdeirica ECHUA
10 PEerucTpaIyy MMOJIb30BaTeNeH T0KEH:
1. TlonmaTh 3asBKy Ha CO3/IaHUE 3aMMCU PETUCTPa OPraHOB U OpraHU3aIMil, UMEIOIINX MPaBO CO3AAHUS

(3aMeHBbI) U BBIJAYX KIFOYA MPOCTOM 3NIEKTPOHHOM moAmnucH corjacHo 1. 12 Permamenra.

81 SID mamnoro cepsuca B TectoBoii cpeie CMDB — SID0003419, B npoayktusHOi — SID0003923.

82 Tlopsinok co3maHus 3aIUcH PErUCTpa OPraHOB M OPTaHU3alMii, MMEIOMUX TIPaBO CO3/aHUs (3aMEHBI)
U BBIJJAYU KJII0Ya MPOCTON 3eKTpoHHOM noanuck (OneparopoB Beiaaun kitova [1311), onpenenen B . 12
Pernmenra.

83 Jleranbnas uHpopManms o paboTe cepBrca M TOJNYYEHHH K HEMY JIOCTYIIA COJIEPKHUTCS B PyKoBOICTBE
noJib30BaTens MekTpoHHoro cepsuca CMOB «Cepsuc perucrpauun EnnHol cucteMsl naeHTHPUKALUU
U ayTeHTU(DUKALTHY.
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10.

11

12.

I.2

Hopaborats (pa3paborats) cBoto MC, B koTOpoil Oyaer npenycMoTpeHa (yHKIUS PEerucTpanuu
nosnb3oBareneit ECHA.
Crenepuposats s UC kpunrorpadguueckie KII0UM U BBITYCTUTh HA HUX KBAJU(UIMPOBAHHBIN
ceprudukar DI1:

— Cepruduxar nomken ObTh BoimyieH Ha KOJI (conepxutr OI'PH u ums opranusarmm).

— Ceprudukar 10HKeH ObITh BBITYIIEH aKKPEIUTOBaHHBIM Y11,

— TpeboBanus K KIIFOYEBOMY KOHTEHHEPY OIPENEINISIOTCS IKCILTyaTalIMOHHON JOKyMEHTalueH

Ha UC, xoTopas OyneT UCHob30BaTh KIIOYH.

3apeructpuposath UC B CM3B (cornacho pernamenty CMOB nongaetcs 3asBka Ha perucTpaIuio
Hce).
[Monyunts anis UC 8 CM3OB npasa Ha noctyn k cepsucy ECHUA 8 CMOB.
3apeructpupoBats MUC B ECUA cornacho n. 6 Pernamenra.
3apeructpuposath noakiatouenne C B tecroBom koHTYype ECHUA nns otpa®oTKy MHTErpanuu
corylacHo 1. 9 Pernamenra.
3apeructpupoBarh nonkiaouenne MC B npoayktuBHoM KoHType ECUA nmns otpaboTku
nHTEerpanuu coriacHo 1. 10 Pernamenra.
3apeructpupoBatb B ECHMA 11O oprana/opranm3anuu. JIjis 3TOT0 MOKHO BOCIIOJIB30BaTHCSA
Texnonornueckum nopraiom ECHUA.
Hactpouts cBoto C cormacHo ee 3KCIIyaTalluOHHOW JOKyMEHTAuu. B yacTHOCTH, HEOOX0 MO
3aBectd B IC unentuduxaropsl 1O, monmydeHHbIe Ha TPEABIAYIIEM IIare, a TAK)KE YCTAHOBHUTH
ceteByt0 cBsi3HOCTh K CMOB u 3agarb HMCHOJB30BaHUE KIKOYEH, COOTBETCTBYIOLIMX

3apeructpupoBaniomy B ECUA u CM3B ceprudukary HC.

. Cnemmmanucram 1O, koTopsie OyayT BBITOJHATH peructpaiuio nosb3oateneid B ECUA, HyxHO

BoITycTHTH cpenctBa KOII. B ceprudukarax obsizarensHo momkHbel 0biTh OI'PH opranuzanum
(u3 Tex, uyro nosyuniu npaeo Beigaun [1211), CHWUIC corpynnuka.

Hatp noctyn cnienuanuctam O k VIC cornacHo ee 3KCIuTyaTallMOHHOM IOKyMEHTAIUH.

Perucrpaunus noJsib3oBareJie

O6ma51 CXEMa pCrucrpaivu I10JIb30BATCIIA C HUCIIOJIb30BAHUECM JJICKTPOHHOI'O CEPBHCA BKIIHOYACT

B cebs crnemyromue maru (PucyHok ):

1.

ncC OTIPAaBJIACT 3allpOC HA pErucTpaluro, BKJTIOYAIOITHI NEPCOHAIIBHBIC JAHHBIC TMOJIB30BATCIIA,
a TaKKC pAa JOMMOJHUTCIBHBIX ITIapaMETPOB.
ECHA BO3BpaIiacT I/II[eHTI/I(i)I/IKaTOp 3asBKU HaA PETHUCTPALIUIO IIOJIB30BATECIIA, a TAKIKE IICPEHAAcT

apoJib I IEPBOTO BXOAA.
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3. ECHA npoBoaut npoBepKy AaHHBIX Nojb3oBaTens B bI'MP, eciu nmpoBepku npoieHb! yCIIENIHO,
TO perucTpupyer ¥3.
4. VC mpu HEOOXOTUMOCTH BBI3BIBAET METOJ, IO3BOJIIOUIMIA MPOBEPUTH CTATYC BBIIOJIHIEMOM

perucTpanvy, B KadecTBe

BXOJIHBIX IAapaMeTPOB yKa3biBas WACHTU(DUKATOP  3asiBKU
Ha PErUCTPALIMIO TIOJI30BATEIIA.
5. ECHA Bo3Bparaer cratyc perucTpaiuu mnojib30BaTels.
act Peructpauusa nonb3oBatens /
uCy 7 opr ECWA

JlnuHocTb

nonb3oBaTtens

npoBepeHa, nonyyeHbl

MAEHTUVKALMOHHbIE

Bbi3zos cepsuca ECUA no
yAaneHHo pernctpaummn

nonb3oBaTtens

AaHHble nonb3oBaTens

OcyuwecTtBnenue ®JK

3anpoca

K nponaeH?

Bo3sepaT koga

CoxpaHeHue
uaeHMdbuKkaTopa

Bbi3oB cepBuca,
nossonsawuwero
onpenenuts CoctoaHne
BbINOSIHEHNA 3aABKU

WcnonHeHue 3asiBku
3aBepLLeHO?
[HeT]

owmnbkn

Co3pgaHue 3aABKM Ha
perucTpaumio ¢
naeHMdrKaTopom

F'eHepupoBaHue napons
Ans nepeoro Bxoaa

Ve
OTBeT Ha 3anpoc: MpoBepka AaHHbIX B BIFUP)
naeHMdMKaTOp 3asBKU U Naponb
AnA nepeoro Bxopa (ecnu

naponb 3anpatmBancs)
-

Mposepka
BbINONHEHA
ﬂ)mer Ha 3anpoc 0 COCTOsHMN ycnewHo?
3anaBKU

[aal

BeinonHeHo ¢ oumbkon?

lAal

[HeT]

% YuyeTHas sanucb
3aperucTpuposaHa

lnal [HeT]

WUHdopmpoBath

Co3path yueTHyI0 3anuch nonb3oBaTens o6 owmnbke

no AOCTYNHbIM KOHTaKTam

Oumbka
perncTpaumn

WHcbopmmpoBaTs
nonb3oBaTens o6 ycnexe
perucTpauum no
[OCTYNMHBLIM KOHTaKTaM

YyeTHas sanuch
3aperncTpuposaHa

Pucynok 19 — O6uiast cxema perucTpanny nojb30BaTelis
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I'.2.1 3anpoc Ha perucTpauuio HOBOM MOATBEPKACHHOH Y3

Jns MHUIUMUPOBAHUSL pETUCTpallMd HOBOM mnoATBepxkaéHHOM Y3 mnonws3oBarenss B ECUA
HE0O0X0/MMO BBI3BATh METOJ| «3aperucTpupoBaTh noATrBepkacHHYI0 Y3 B ECUA ¢ Bblmaueit mapoms
JUISL IEPBOTO BXO/1a».

B kadecTBe BXOJHBIX IApaMETPOB METOJ IOJIy4aeT MEPCOHAJIbHBbIE JTAHHBIE PErHMCTPUPYEMOIO
10JIb30BaTeNsl, He0OOXOUMBIE Ui IPOBEACHUS ONEpallM, a TAKXKE JaHHbIE O CIIOCOOE NOCTAaBKH MapoJis
JUIS [IEPBOTO BXOJA B CUCTEMY. BO3MOXKHBI ClleyolIne ClIOCOObl JOCTaBKHU:

— OTIpaBKa Ha a/ipec 3JIEKTPOHHOI MOYTHI (MPU YCIOBHHM, YTO NPHU BBI30OBE CEpPBUCA a/IPEC YKa3aH

CpEeIy JINYHBIX JIAHHBIX T0JIb30BATENS);

— OTIpaBKa HAa HOMEP MOOMIIBHOTO TeJeoHa (MIPHU YCIOBUH, YTO NP BBI30BE CEPBHCA HOMEP YKa3aH

CpEeIy JINYHBIX TAHHBIX MOJIb30BATEINS);

— oTmpaBKa Mapojisi He TpeOyercs (HampuMmep, €cCli I0JIb30BaTeib OYAET BXOJUTh B CHCTEMY

C UCTOJIb30BaHUEM DJIEKTPOHHON MOAMKCH).

B kadecTBe BBIXOJHBIX IMApaMETPOB METOJ BO3BPALIAET pPE3YIbTAT BBIMOJIHEHUS OIEpaluu
(ycmemHo wnu He ycremHo). Ilpu ycrnemHoMm 3aBeplieHHHd B OTBETHOM COOOILEHUU COJIEPIKUTCS
UICHTU(PUKATOP 3asBKM HAa PETUCTpalvio mojib3oBatens (requestld), mockosibky BepuduKanus JaHHBIX
MOJIH30BATENSl OCYIIECTBIIETCS B aCHHXPOHHOM pPEeXHMeE (B CHIIYy BO3MOXHOUM HemoctymHoctd BI'MP
®OMUB st ocymiecTBiIeHNs BEpU(PUKAINN TEPCOHAIBHBIX TAHHBIX MTOJIb30BaTEIICH).

[Ipn HeycmemHOM 3aBEpIIEHWH METO] BO3BPAILAeT OMIMOKY, COJAEP)Kallyl0 KOJ U TEKCTOBOE
OTHCAHKE OIIUOKH.

Ecnu 3asBka Ha peructpanuio cozaana ycnenrno, ECUA HampasiisieT moip30BaTeNto Mo yKa3aHHbIM
B 3aIIpOCe KaHaJlaM CBSI3U yBeJOMJICHHE 00 ycriexe MPOBEpKH M BO3MOKHOCTU BXoja B ¥Y3. Ecnu nanubie
MmoJb30Bartesss He mpouutu npoBepky o BI'MP (u B 3asBke ykazaH e-mail w/unm HOMEp MOOMIBHOTO
tenedona), ECA nanpapisieT moyipb30BaTeio yBeaoMiieHne o0 3toM. Perucrpanus Y3, nanusie mpouis

KOTOpOH He nponutu npoepky no bI'IP, He npouszBoauTCA.

I'.2.2 IIpoBepka cOCTOSIHUA BHINOJHEHUS 3aMPoca

[[J'IH IIPOBEPKHU CTATyCa pErucrpanumn HcC J0JDKHA IIPOU3BCCTHU BBI3OB MCTO1a ((HpOBCpI/ITB CTaryc
3as4BKHU HA BBIIIOJIHCHUC OIICpAllUN», B KAYE€CTBC BXOJHBIX MMapaME€TPOB MCTOA IOJYyHaCT I/II[GHTI/I(I)I/IKaTOp
3asiBKM Ha perucrpanuio nomnb3osarens (requestld). Cucrema, ocymiectBisiomas Bbi3oB cepBuca ECHA,
C UCIIOJIb30BAHUECM I'CunStId MOXET IOJYYHUTHb HOAaHHBIC TOJIBKO TIIO0 3allpoCaM, KOTOPLIC ObLIH
MHULMHUPOBAHBI € CaMOi.

B oTtBeTHOM COO6I_I_ICHI/II/I nepeaacTed HH(i)OpMaLII/I}I 0 TCKYILICM CTAaTyCC BBIIIOJHCHHUU OIICpalluu

IO PETUCTpallU IMOJIb30BATCIIA.
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I'.3 IloaTBep:kaeHue JUYHOCTH M0JIb30BATEA

CepBuc perucTpanum ToOJb30BaTeliel, 3apeructpupoBanHsix B CMOB, obecneunBaer
BO3MOKHOCTB noATBep:kaeHus nuHocT B L{O onepatopa Beigaun kiaroua [1311. Jlng storo Heooxoanumo
BbI3BaTh MeTo] «IloaTBepauTh MMuUHOCTH rpaxaaHnHa P@ wnm mHocTpanHOro rpaxiaanuHa B ECHA»
JTAHHOTO CepBHCA.

UroObl MOATBEPIUTH CBOIO Y3, MOJB30BATENb JIOJDKEH MPEIBAPUTENFHO CO3/aTh YIPOIIEHHYIO
(HEMpPOBEPEHHYI0) WM CTAaHAAPTHYIO (IIpOBEpeHHYI0) Y3. DTO MOXKET chesaTh 00 MO0JIb30BaTelb,
MMEIOIINI HOMEp MOOWJIBHOTO TeliehoHa WM apec SJIEKTPOHHOM TOUTHI, UCTIOJB3Ys BeO-uHTEpderic
ECUA. TlonreepxneHHass Y3 co3maercs IMOJb30BATEIEM U3 YIPOIIEHHOW (HempoBepeHHOM) VY3
B pe3ysibTaTe yCIENTHON MPOBEPKH JNYHBIX JaHHBIX ToJsib3oBaTenst B BI'NP (CHUJIC, ®UO, naciopTHbIe
JAHHbBIE U Jp.) ¥ TOJITBEPKJICHUS JIMYHOCTH OJHUM U3 JOCTYIHBIX CIIOCOOOB, B YaCTHOCTH, TOCPEACTBOM
obparmenus B oauH u3 1{O.

[Tpu peructparuu Y3 B LIO ¢ moMonipio MeToa «3aperucTpupoBaTh NOATBEPKACHHYIO YUETHYIO
3anuch B ECHMA ¢ Bblmaueid mapoJigi s MEepBOrO BXOJa» Cpa3dy CO3AAaeTcs MOATBEpKICHHas Y3
M0JIb30BAaTEI.

B kauecTBe BXOJHBIX IMapamMeTpOB METO/I, HAalleJIEHHbIH Ha MOATBEPKIACHUE JTUYHOCTH, MOJIYy4aeT
JaHHbIE JIOKYMEHTA, YIOCTOBEPSIOIIET0 JHMYHOCTh, a TakXke psA JOMOJHUTENbHBIX MapaMeTpOB.
B wactHOCTH, MOXET OBITh TEepeAaH OOWH M3 BO3MOXHBIX THINOB KOHTakTa (email wmim mobile)
1S MAeHTU(MKALMY 3asBKH Ha MOATBEpKAeHne Y354,

B kauecTBe BBIXOJHBIX TAPAMETPOB METO/1 BO3BPAIIAET PE3YIbTAT BBIIIOJHEHUS ONEpaIiH.

I'.'4 Boccranosiaenue 10cTyna K Y3 nmoJjb30Baresis

CepBHC perucTpand IOJb30BaTeleH, 3aperucTpupoBaHHbix B CMOB, ob6ecneunBaer
BO3MOKHOCTb BOCCTAHOBJICHUS JOCTYyINA K NOATBEPKACHHON Y3 nosas3oBarens npu siske B L{O oneparopa
Bbiaun kimroda [1311. J[ns BoccTaHOBIIEHUS JOCTYIIA HEOOXOAUMO BBI3BaTh METO «BoccTaHOBUTH JOCTYII
K yu€tHoii 3armucu ECHA c Bbiadeil maposist 41 BX0/1a» JaHHOTO CEepBUCa.

B kauecTBe BXOJHBIX MapaMETPOB METOJ IOJIy4aeT NEPCOHAJIbHBIE JIAHHBIE IOJIb30BATEN,
HeoOXoIuMBbIe NJIsl TMPOBEACHUS OIEpalvy, a TakKe JaHHbIE O CHoco0e MOCTaBKM MapoJis Ijs BXOJa
B cucteMy. Bo3MOXKHBI Clieyronue crocoObl JOCTaBKU:

— OTIpaBKa Ha aJIpec IEKTPOHHOU MOYTHI (MPU YCIOBHH, YTO MPHU BBI30OBE CEpPBUCA aIPEC YKa3aH

CpeIy JTUYHBIX JAHHBIX MOJIb30BATENS);

— OTIIpaBKa Ha HOMCP MOOHUIIEHOTO Teﬂeq)OHa (HpI/I YCJIOBUH, YTO ITPH BBI3OBC CEPBUCA HOMCP YKA3aH

84 Vka3zaHue OJHOTO THUIIa KOHTaKTa HCO6XOI[I/IMO I cliydas, KorjJa HMMCCTCS HCCKOJIBKO 3asABOK
Ha MOATBCPKACHUC JINYHOCTU C UACHTUYHBIMU JaHHBIMH JOKYMCHTA, YAOCTOBCPAIOMICTO JINIYHOCTD.
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CpEIy JINYHBIX IaHHBIX I10JIb30BATEIS).

B kadecTBe BBIXOJHBIX I[APAMETPOB METOJ BO3BPALLAET PE3YIbTAT BBINOJIHEHUS OlEpaluu
(ycmemHo wim HeycnemHo). llpu ycmemHoM 3aBepIIeHHH B OTBETHOM COOOIICHUH COJEPKUTCS
UACHTU(HUKATOP 3afBKM Ha BOCCTaHOBIEHHE nocTyma (requestld), MOCKOJNBKY HpH BOCCTaHOBJICHUH
JOCTyIa OCYIIECTBISICTCS BepU(UKAIMSA JAaHHBIX IOJIB30BATENsi B ACHHXPOHHOM pEXHME (B CHITY
Bo3MOkHOU HenoctynHoctd BI'MP ®OUB s ocymiectBieHus BepuduKanuy NepCOHAIbHBIX JTaHHBIX
HOJb30BaTeNel), a TAKKE MAPOJIb I BXOJA B CHCTEMY ..

[Ipn HeycmemHoM 3aBEpILIEHUU METOJ BO3BPALLAET OLIMOKY, COJIEP)KAllyl0 KOJ U TEKCTOBOE
OTIMCaHUE OIMOKH.

Ecnu 3asBka Ha BOcCTaHOBJIEHKE JJOCTYTIA BhINOJIHEHA yenenHo, ECYA HanpaBisieT nojib30BaTento
10 YKa3aHHBIM B 3aIIpoce KaHallaM CBS3H yBeIOMJIEHHE 00 ycIiexe MPOBEPKU U BO3MOXKHOCTH BX0Ja B V3.
Ecnu nansble mosib3oBarens He mpouuu npoBepky no BI'MP (u B 3adBke ykazan e-mail w/mnu HOMEp
MoOminpHOTO Tenedona), ECHUA HampaBiser moJb30BaTeNI0 yBEIOMJIEHHE 00 O5TOM, MPU ITOM
BOCCTaHOBJIEHHE JI0CTYyNa K Y3 HE MPOU3BOUTCS.

Crnenumamuct 11O omeparopa Bblgaunm kitouya IIDI1 nmeer BO3MOXXHOCTH TPOBEPUTH CTATYC
BoccTaHoBNeHus noctymna. s satoro UC onepartopa Beigaun kimrova 1311 qomkHa mpows3BecTH BBI30OB
Metona «IIpoBepuTh cTaTyc 3asBKH Ha BBIIIOJIHEHHE ONEPALIUN», B KAYECTBE BXOAHBIX TAPaMETPOB METO
MoJIydaeT MACHTU(PUKATOP 3asiBKU Ha BOocCTaHOBJIeHHE aocTyna (requestld). Cuctema, ocymiecTBistomas
BbI30B cepBuca ECHUA, ¢ ucnosnbzoBanueM requestld MokeT MmoiaydyuTh HaHHBIE TOJBKO IO 3ampocam,
KOTOpPBIC OBLIM HHULIMUPOBAHBI €11 CaMOM.

B otBetHOM cooOmieHnu nepenaercss uHGOpPMAaLMs O TEKYLIEM CTaTyce BBIMOJIHEHUsS Olepaluu

BOCCTAHOBJICHHA AOCTYyIIA K V3 nons3oBares.

I'.5 ¥Yaanenue Y3 nmoan3oBareis

CepBHC perucTpanmy IoJb30BaTelei, 3apeructpupoBanHbix B CMOB, ob6ecneunBaet
BO3MOKHOCTb yJIaJl€HUsl OATBEPKAECHHON Y3 mnosib3oBatens npu siske B L{O oneparopa Bblgauu Kiroua
[I211. Insa ynanenust HEOOXOAUMO BBI3BATh METOJ « Y JaUTh YUETHYIO 3amuch nosb3oBarenss ECUAY.

B kauecTBe BXOJHBIX IApaMEeTPOB METOJ IIOJy4aeT NEPCOHANBHBIE JAHHBIE I0JIb30BATENS,
HEO0OXOUMBIE JIJISl TPOBEICHHMS OTIepaIiu.

B kauecTBe BBIXOJHBIX MNapaMeTPOB METOJ BO3BpAUIACT PE3YJIbTAT BBHIMOJHEHUS OIEpaluu

(YCHGI_HHO UJiIn HC YCHeIJ_IHO). HpI/I YCIICITHOM 3aBCPHICHUHU B OTBCTHOM COO6H.I€HI/II/I COACPIKUTCA

85 HeO6XOI[I/IMOCTB BBIIIOJIHCHHA IMPOBCPOK MNAHHBIX IIOJB30BATCIIL CBsA3dHA C TEM, 4YTO €TI0

H,[[eHTH(bHKaHHOHHBIe JaHHBIC ((DI/IO, JaHHBIC NOKYMCHTA, YAOCTOBCPAROIICTO J'II/IIIHOCTL) MOTJIN
HU3MCHUTBHCA K MOMCHTY BOCCTAHOBJICHUA NOCTYIIA. B sTtom CJIydac MoJIb30BaTCJIb COXpPAHACT BO3SMOXXHOCTDb
BOCCTAHOBJICHHA OOCTYyIIA K cBoel Y3.
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uAeHTUHUKATOp 3asBKU Ha ynainenue Y3 (requestld), mockoibKy NpH yAaJeHUH OCYIECTBIISIETCS
BepH(UKaLKs JaHHBIX IOJB30BATENS B ACHHXPOHHOM peXUMeE (B CHITy BO3MOXKHOH HepoctynHocT BI'P
®OUB 1 ocylecTBIeHUs BeprU(HUKAIUU NEPCOHATBHBIX JaHHBIX T10JIb30BaTesei)®.

[Ipu HeycmemrHOM 3aBEpLICHHH METOJ BO3BpAIlaeT OIIMOKY, COAEPXKAIIYI0 KOJ U TEKCTOBOE
ONMCAHUE OLLINOKH.

Ecnu 3asBka Ha ynaneHue BeinosiHeHa ycnenHo, ECUA npou3BoauT yaaneHUe Y4eTHOM 3alucu
U HallpaBJIET [10JIb30BATEII0 YBEAOMIIEHUE 00 3TOM.

Crneumamucr O Oneparopa Bbimaun kmtoda I[IOI1 mMeer BO3MOMKHOCTH INPOBEPUTH CTATyC
ynanenust Y3. i sroro UC omeparopa Beimaun kimroda [IDI1 gomkHa mpowW3BECTH BBI30OB METOJA
«[IpoBeputh craTtyc 3asBKM Ha BBIOJIHEHHWE ONEPALMK», B KAayeCTBE BXOJHBIX IMapaMETPOB METOJ]
MoJIyyaeT UAeHTHPUKaTOp 3asiBKU Ha yaaneHue (requestld). Cucrema, ocymiecTBisonias BbI30B cEpBUCA
ECHA, c ucnonszoBanuem requestld MoxeT momydyuTh JaHHBIE TOJBKO IO 3arpocaM, KOTOpbIe ObUIM
VHHULIMMPOBAHBI €1 CaMOM.

B otBeTHOM cooOmieHnn nepenaercss nHGoOpMalus O TEKYIIEM CTaTyce BBIMOJIHEHUs ONepaluu

yaayenust Y3 1mojab30BaTels.

I'.6 3ampoc Ha perucTrpanul NOATBEpP:XKIeHHOM Y3 Ha 0ase
CyLIeCTBYHOLICH YIPOIIEHHOU

JInsi MHUNMUPOBAHMSI PETHCTpallud TOoATBepKAEHHOM Y3 monb3oBatens B ECMA Ha 0aze
CYIIECTBYIOIICH YIPOIIEHHOW HEO0OX0AMMO BbI3BaTh MeToj «lloATBepkaeHWEe YYETHOM 3alucH,
CO3/IaHHOM Ha OCHOBE CYILECTBYIOIICH YIPOIICHHOW.

B kauecTBe BXOJHBIX IapaMeTPOB METOJ| IOJIy4aeT MEPCOHAIBHBIC JTaHHBIE PETHCTPUPYEMOTO
MOJIH30BaTENs, HEOOXOAUMBIC JJIs POBECHUS OTICPAIIHH.

B kauecTBe BBIXOJIHBIX MapaMeTPOB METOJ BO3BpaIlacT PE3YJbTAT BBHITIOJHEHHS OTepaluu
(ycrenrHo Wi He YCIICIITHO ).

[Ipy HeycmemrHoM 3aBepIIEHWH METO]| BO3BpAIAET OIIMOKY, COMEpPIKAIIyl0 KOJ M TEKCTOBOE

OIMMCAHHE OIIMOKH.

I'.7 JloOGaBjieHHe JAHHBIX O JAeTSAX M0Jb30BaTENsA

Jlnst noGaBiieHUs TaHHBIX O JIETSAX B MOATBEPKACHHYIO Y3 mojs3oBatenss B ECHMA HeoOxoaumo

BBI3BaTh METOJ «3apErucTPUPOBATH JaHHBIE O JIETAX B NOATBEPKAEHHOMN yu€THOM 3anucu B ECUA».

86 HeO6XOI[I/IMOCTB BBITIOJIHCHUA IIPOBCPOK HAHHBIX TIIO0JIB30BATCIA CBA3aHa C TEM, YTO CTro

uneatudukanonnsie ganHple (OUO, naHHBIE MOKYMEHTa, YIOCTOBEPSIONIETO JHYHOCTh) MOTIIH
U3MEHHUTHCS K MOMEHTY ynaneHus Y3. B 3ToMm ciiyyae Monp30BaTeNb COXpPaHIET BO3MOXKHOCTh YIAIHUTh
cBOIO Y3.
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B Ka4ueCTBC BXOIHBIX napamMeTpoB METO moJry4dact I/IIICHTI/I(I)I/IKaLII/IOHHBIe JaHHBIC
3apEruCTPUPOBAHHOTO TOJIB30BATENs (U ONpeaeNieHuss Y3, B KOTOPYIO HE0OX0IMMO N0OAaBUThH JTaHHBIC
0 I[GTSIX) U JaHHBIC O JCTAX.

B xauecTBe BBIXOAHBIX MMapaMETPOB METO/ BO3BPAIACT PE3YJIbTAT BBINIOJIHCHUS OIICPALIUH.

I'.8 Ilouck Y3 nmosb3oBareiis

Just moucka Y3 nonb3oBatens B ECUA HeoO6xonumo Bei3BaTh MeTo 1 «[lorck yueTHOH 3amucuy.
B kadecTBe BXOAHBIX TApAMETPOB METO]I MOJTy4aeT HICHTH(PUKAMOHHBIE JaHHBIC TPaKJaHUHA.

B xauecTBe BBIXOOHBIX MapaMETPOB METO/ BO3BPAIACT PE3YJIbTAT BBINIOJHCHUS OIICPALlUH.

I''9 PexomeHpanuum mo UCMoJIb30BAHUI) CEPBUCA

I'.9.1 O6mme pexomMeHIAUUM

[Ipu obpamenun nonb3osatens B LIO% pexoMenayeTcst BBISICHUTH OCHOBHYIO Lieb OOpalleHus,
B 3aBUCHUMOCTH OT 13TOoro BblOpaTh Mmeroa cepBuca ECHA. OcHOBHBIE clEHapuu MpeAcTaBICHbI

B TaOmIze 25.

Tabmuma 25 — [enu oOparnieHus moJib30BaTeENs

Ne eab oOpameHust Pexomenayemoe neiictBue

Bri3oB MeTo/1a «3aperucTpupoBaTh
Perucrpamnus 8 ECUA (mons3oBatenb
MOJATBEPKIEHHYIO Yy4€THYI0 3anuck B ECUA
1. | He 3amoJHsI 3asBKY Ha
C BbIJIa4yeil maposisi AJisl IEPBOTO BXOJ1a» CepBHCa
MoJTBEPKICHUE Y 3)

ECHA
[Tonreepxaenue Y3 ECUA BezoB  meronma  «lloarBepauTh  JTUYHOCTH
(TosIb30BaTEIb 3AIOJIHSIT 3a5BKY rpakaannHa PO iy HHOCTPaHHOTO IPayKIaHUHA
> Ha MoATBEpXKAcHUE Y3, 3asiBKa B ECHA» cepsuca ECUA
MIpOBEPEHA)
Bri3oB MeToaa «3aperucTpupoBarh

NOATBEPXKAEHHYIO Yu€THyro 3anuce B ECUA
Peructpanus 8 ECUA (mosab3oBatens
C BbIJJaueil mapoJisi Ui MepBOro BX0J1a» CepBUCA
HE YBEpPEH, YTO KOPPEKTHO 3aIOTHUI
3. ECHA. Cnenyer nmpenynpeauTb IOJIB30BATEN,
3as1BKY Ha IMOATBEPKICHUE U UTO OHA
YyTO [ T[EepBOro BXxoJa B Y3 cueayer
OblIa YCHEIIHO TPOBEPEHA)
ucnoss3oBarte cBsa3ky CHUIIC wu  maposs,

BeIAaHHBIN B 11O

87 [Mopsimox peructparuu Lleatpos o6cmykuBanus OneparopoB Beaauu kiroua [1911 onpenenen B m. 14
Pernamenra.
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Ne eas oOpaienust PexoMenayemoe neiicteue

Bri3oB METOa «IIpoBeputs 3a54BKY

Ha PErUCTPALlMI0  YYETHOM  3amucu» Ul

BbisicHUTh, 10 KaKMM NIPUYUHAM BBISICHEHUS JeTajeldl OIMOKA M TOCIETYIOMIHA
4. | peructpauus B ECUA He nponuia BBI30B MeToaa ««3aperucTpupoBaTh
YCIIEIIHO HNOATBEPXKIEHHYI0 YuéTHyio 3anuch B ECUA

C BI)II[atIef/'I napoJjidi Iajad 1ICepBOTrO  BXOAa»»

C UCIIPaBJICHHBIMU MTApAMETPAMH 3aIIpoca

Boccranosnenne nocryna BezoB  Meroma  «BoccTaHOBUTH — AOCTYH
5. | (momp3oBartenb paHee ObLT K YIETHOM 3alMcH  TIOJIb30BATENs»  CEepBHUCA
3apeructpupoBad B ECHA) ECHA

I'.9.2 PekomeHganum mo BbIOOPY €rnocoda J0CTABKHU MaPOJIA

[Ipu perucrpaunu noarsepxaeHHol Y3 B ECUA pexomeHiyeTcs OTIpaBiIsaTh HapoJib AJsl [IEPBOTO
BXOJ]a Ha HOMEpP MOOWJIBHOrO Tese(OHa IOJb30BATENsl, €CIM MPOU3BOAUTCS OOBIYHAS PErHCTpaLs
noJib3oBarens. Eciy mpous3sBOOUTCA perucTpanys ¢ BblJaueil MOJIB30BATENI0 AJIEKTPOHHOM IMOIINCH,
TO PEKOMEHAYETCS HE OTIPABIIATH MapOJIb.

Ecnu nonp3oBarens He MMeeT MOOHIJIBHOIO TeleoHa, TO JOIYCTUMO MCIOJIb30BaTh OTIPABKY

MapoJis A7 IepBOTo BXOJa Ha aJpec AIEKTPOHHOM MOYTHI.

I'.9.3 PexkoMeHIAUM 10 COXPAHEHMIO TAHHBIX M0JIb30BaTEs
[Ipu popmupoBanum 3ampoca Ha pErUCTPALIMIO MOJIH30BATENS PEKOMEHYETCSI COXPaHSTh:
— uaeHTU(UKATOP 3asIBKM HA PErUCTPAIMIO ToJib3oBartens (requestld)
— BCE JIaHHBIE, NIepeJlaHHbIe METOAY «3aperucTpupoBath noaTeepxkaéHHy0 Y3 B ECUA ¢ Bbigaueit

MapoJs 1715 IEPBOTO BXOJa».

Ecnu monb3oBarens Oyner mpouHGOPMUPOBAH O BO3HUKIIEH B XOJIe PETHCTpAllMU OIIHOKe
(HampumMmep, MO aapecy AIEKTPOHHOU MOUTHI), TO OH OyIeT UMETh BO3MOXHOCTh 00paTUThCs B cBOil 11O
JUIA TIPOsSICHEHUsl cutyauuu. B 3tom ciiyuae unentudukarop 3assku (requestld) m merox «IIpoBeputsb
3asiBKy Ha PETUCTPALUIO YYETHOM 3amucH» TMO3BOJSAT TMOJYYUTH JOMOJHUTEIBbHYIO HHGOPMAIUIO
0 MpUYMHAX MpobIemMbl. B yacTHOCTH, eciu mpu 3ampoce Oblia A0MYyIleHa onevarka, To cneruanuct L0,
MMesl COXpaHEHHbIE JaHHbBIE MTOJIh30BaTeNs, OyIeT UMETh BO3MOXKHOCTh OTIIPABUTH UCIIPABJICHHYIO 3a5BKY

Ha PErucTpanuo ¥3.
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I'.9.4 Pexomenaauuu nmo Boi3oBy Meroaa «lloarsepauts Ju4HOCTH rpaxaanuna PO

WJIH MHOCTPAaHHOro rpaxaannia B ECUA»

IIpu BeI30BE cepBuca «lloaTBEpAUTH TMYHOCTD IpakaaHnHAa PO WM MHOCTPAHHOTO rpa)kJaHUuHA
B ECHA» crnemyer y4ecTb, 4TO JaKe NPH SIBHOM YKa3aHHH HOMepa MOOWIBHOTO TeiedoHa / ampeca
AJIEKTPOHHOW MOYTHI BO3MOXKHA CUTyalus, 4ro Y3, TpeOyrouiasi MOATBEPKICHUS JIMYHOCTH, HE Oynaer
HalzieHa. OTO BO3MOXHO, HAallpUMeEp, €CIU IO0JIb30BaTelb COOOLINI HEKOPPEKTHBI HOMEpP MOOMIBHOTO
TenedoHa / aapec AIIEKTPOHHOW MOYTHI, JIMOO 3TOT THUIT KOHTAKTa HE ObUI MOATBEpkIaeH B ¥Y3. Cremxyer
YTOYHUTH y MOJIb30BATEINs, KaKOM JIOTMH OH HCIOJIB3YET JJIS BXOJa B CBOIO Y3 U OCYLIECTBUThH BHI30OB
Merona «lloarBepauts nuyHOCTH rpakaannHa P wnm nHocTpanHoro rpaxaannHa B ECA» uMmeHHO
C 3THUM [apaMEeTPOM.

[Ipu ykazaHuu KOHTaKTOB HEOOXOAMMO MepelaBaTh TOJIBKO OJIMH TUII KOHTaKTa (email min mobile)
JUTSE IACHTU(UKALIMK 3as8BKU Ha TIOJITBEPKIACHUE Y3,

Ecnu monb3oBaTenh HE MOMHUT HOMEP MOOWJIBHOTO TenedoHa / aapec AIEKTPOHHOW TMOYTHI,
TO MOXHO TMPEMIOKUTh €My IpOBECTH perucrpanuro Y3. [l 3TOro cienyer BhI3BATb METOJ

«3aperucTpupoBaTh NOATBEPKAEHHYIO YUETHYIO 3anmuch B ECHA ¢ Bpigaueil maposs 4Jisi IEpBOro BXOAA.

I'.9.5 PexoMeHaanuu Mo B3auMoIeCTBHIO ¢ BuAaMu cBeaenuii B CMIB 3.X

Muorue nonb3oBarenu (kaueHThl 1{O), oOpamaromuecs 3a rocyJapCTBEHHBIMHU YCIYTaMH HIIN
3a yCIYroil perucTpanuy Ha MOpTajie TOCYCIyT, He MOMHST, €CTh JIM y HUX Y3 M B KaKOM OHa CTaTyce.
OnHOM M3 MPUYMH MOXKET SIBIATHCSA PEIKOE UCIOJb30BaHUE nopTana. /st MpaBUIbHOTO MCHOJIB30BAHUS
Buaa ceegeHuii ECMA onepartopamu BblAa4M MPOCTOM 3JEKTPOHHOW MOAMUCH U YMEHBIICHUS ITyTaHUIIbI
CO CTOPOHBI II0JIb30BATENSI PEKOMEH1YEeTCsl UCII0JIb30BaTh AITOPUTM. KpoMe pekoMeH1yeMoro anroputMa
HE0OX0IUMO MPUAEPKUBATHCS CICAYIOIINX MIPABUI Pa0OTHI C BUAOM CBEACHUIA:

e Jlng nauana oOcnmykuBanus nojin3oBatens B L{O HeoO6xo1uMo 3arpocuTh U IPOBEPUTDH €r0
nacriopt (u mpu HeoOxomumoctn CHWMIIC). [dannubie npu peructpanuu B ECHUA
HE0OXOIMMO TepelaBaTh B COOTBETCTBHU C OPUTHMHAIIOM JOKYMEHTA, IOJYy4€HHOTO
OT MOJIb30BATENS JUIS MUHUMH3AIUH OIIUOOK MPH MPOXOXKACHUU TMPOBEPOK JaHHBIX
noJib3oBaresisa B bI'UP.

e [Ilepen mnpumeneuuem BC® Register, RegisterBySimplified, Confirm, Recover,

Delete Account Heo6xoaumo npumensaTs BC FindAccount st Toro, ytoObl HaiiTu Bce Y3,

88 JleranpHasg nHpopmanus no onucanuto padotsl BC noctynHa no cepuikam: Register,
RegisterBySimplified, Confirm, Recover, Delete Account, Find Account.
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yIIOBJICTBOPSIONINE BXOIHBIM TTapaMeTPaM M BBIOPATh KOHKPETHYIO Y3 Ui MPOAOKCHHUS
paboTHI ¢ HEl.

e [Ilocne BbeIOOpa KOHKpeTHOH VY3 U3 cCHHCKa HaWJICHHBIX HEOOXOIMMO 3ampOCUTh
TOJTBEPIKJICHUE Y TTOJIh30BATENs, HY)KHAs! 1 Y3 Obljia BIOpaHa, B COOTBETCTBUU C TUIIOM
V3, naHHBIMU, IO KOTOPHIM OHA OblIa HaiiIeHa U IaTON €€ perucTpanui. IT0 HEOOXO MO,
MMOTOMY YTO Ha JIAHHBIC TOJE30BATEI MOXKET ObITh CO3aHO HECKOJILKO Y3, HAaIIpUMep:

o Ha nmannbie monbp30oBaTesns CO3JaHO HECKOJbKO Y3 (BKJIHOYAs MOJATBEPKACHHYIO),
IIPU 3TOM I10JIb30BaTENb MOJIb3YETCA OAHOM U3 HUX. B 1aHHOM ciiydae HeoOxoaumo
YTOUHUTH y TIOJIb30BaTENsl, Kakod Y3 OH XOTen Obl MPOJIOJDKATH IMOJIb30BATHCA
(cpaBHUB JaHHBIE, MO KOTOPHIM OHHM HailaeHwsl). Eciu Obuta BbIOpaHa
noaTBepKAeHHass Y3, To Heobxoaumo npuMmenuth BC Recover. B ciydae, ecnu
Obuta BbIOpaHa ympouleHHas Y3, To HeoOxoaumo npumeHuTh BC Delete Account
g noareepxkaeHHoN Y3 u RegisterBySimplyfied — i Bb1OpaHHON yIpOIIEHHOM.
o Ha panubple mosb3oBaTeNs CO3JaHO HECKOJIBKO Y3, TpPU 3TOM IMOJb30BaTEb
oOpartuicst s co3nanus HoBor Y3. B maHHOM ciiydae HEOOXOJAMMO YTOYHHUTH
y MOJIb30BaTelNIsl, MPUHAUICKAT M €My HaijeHHble Y3 (CpaBHHB JaHHbBIE, TIO
KOTOpbIM OHHM HaineHbl). Ecnam Oblma BbIOpaHa ojHAa W3 HaWJIEHHBIX Y3,
To HeoOxomumo mpuMennth K Helt BC RegisterBySimplified, Recover, Confirm
(B 3aBUCUMOCTH OT THUIIa BeIOpaHHOUW Y3). Ecim monbp30oBaTenb He perucTpupoBal
panee Y3, To HEOOXOAMMO BMECTO PETUCTPAIlMU HOBOM Y3 BOCCTAaHOBHUTH MapOJib
K Y€ CYIIECTBYIOIIEH Y3, HCIOJB3YI0 JaHHBIE MTOJIb30BaTEN.
B tom cinyuae ecnu morpeOHocTu omeparopoB IO BBIXOAAT 3a paMKu JaHHOTO AlIrOpUTMa,
paspabotunkam I10 mna [[O HeoOxoammo OyIeT camMoCTOATENIbHO CKOMOMHHpPOBaTh BC TpeOyeMbiM

obOpazom.
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HPUJIOKEHHUE JI. HEPEKOMEHIAYEMBbBIE
K JAJITBHEUIIIEMY NCITIOJIB30OBAHUIO
OYHKHUOHAJIBHBIE BO3MOXHOCTH ECUA

/1.1 OOmue cBeaeHUs

B pesynbrare pa3BuTus HEKOTOpble (DYHKIMOHAIbHbIE Bo3MOkHOCTH ECHA coxpanstorcs
HCKJIIOYUTENIBHO B LIEJISAX oOecreueHus: 00paTHO COBMECTUMOCTH.

Pazpabotunkam panee muTerpupoBaHHbix MC ¢ ECHA pekoMmeHIyeTcss OTKa3aThCs OT UX
UCIO0JIb30BAHUS.

Pazpabotunkam BHOBb uHTerpupyemMpix HWC ¢ ECHA pexkomeHIyeTcs HCIONb30BaTh

aKkTyalbHble PyHKIMOHAIbHBIE Bo3MOxkHOCTH ECHA.

.2 ¥Ycrapesmue yrBepaxaenusa SAML

Tab6nuia 26 — [lepedyers atpulyToB, MOIIEPKKa KOTOPBIX B OyymieM OyIeT mpeKpaiieHa

Ne | ATpuoyT Onucanue Mpumeuanue

1. | assurancelLevel YpoBEeHBb JOCTOBEPHOCTH PexoMenayeTcst uCIoIb30BaTh
UICHTU(UKAIIMHT TI0JIb30BaTEIIS. aTpUOYTHI:
Bo3moxHbI crienyroniye - personTrusted — myst
3HAYCHHUS: OTpeesIeHuUs
AL10 — ynmponieHHas MOJITBEPKICHHBIX Y 3;
(HenpoBepeHHas) Y3; - authnMethod — mia
ALI1S5 — cranpapTHas OIpeeICHUs] METOAA
(mpoBepeHHas) Y3; ayTeHTH(HUKALINH.

AL20 — noaTrBepxaeHHas Y 3;
AL30 — noarBepxkaeHHas Y3
(ayrentudukarnus no K3II).

2. | attachedToOrg [Ipu3Hak BKIOYEHHOCTH Heo0xoauMo MCII0I630BaTh

(mpucoenunenus) k opranuzanuu | globalRole

3. | inn MHH nonw3oBarens Heo06xoanmMo KUCIIOIb30BaTh
personINN
4. | name Hms nonws3oBaTens Heo6xoaumMo HCIIoas30BaTh

lastName / firstName /

middleName
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Ne | ATpudyTt Onucanue IMpumeuanue
5. | nsild Muemonuka OI'B Heob6xoaumo ncnonb30Bath
orgOGRN u orgType
6. | personType Kareropus nosip3oBaTens. Heo6xoaumo ucnonb30BaTh
[Ipunumaer cienyromme personCitizenship
BO3MOYKHBIC 3HAUCHUS:
R — rpaxnanun P® (Russian);
F — wHOCTpaHHbI rpakIaHIH
(Foreigner).
7. | snils CHIMJIC noab3oBarens. Heo0OxoauMo UcHoin30BaTh
personSNILS
8. | userType Tun nonp3oBarTens Heob6xoammo ucnons30BaTh
globalRole
9. | userName Jloruu noap3oBaTesl. Heo0Oxoanmo ucnons3oBath userld,
personSNILS

YcrapeBiine napaMeTpbl CEpBUCA PerucTpamuu

Tabmuma 27 — [lepedens atpulyToB, MOEPIKKa KOTOPBIX B OyayiieM OyAeT mpekparieHa

ATpuodyT

Onucanue

Ipumeuanue

mode

Crioco6 mocTaBKy mapoJst

JJIsd IIEPBOI0 BXoJda B CUCTEMY

3HaveHue nmapamerpa direct
BBIBEJICHO U3 HKCIUTyaTallluu

30.10.16

YcrapeBuiue CKOynbl

Tabnuma 28 — IlepeyeHn ckoymoB, MOAIEPKKa KOTOPHIX B OyayrieM OyneT mpekparieHa

Ha3Banmue scope

Ha3panue Ha0opa JaHHBIX

IIpumeuanue

00 opranmzanun «{Ha3Banue}»

U €€ COTPYIHHUKAX.

1. | usr_inf [IpocMoTp Bcex mepCOHAIBHBIX BriBenieHo U3 sKCIUTyaTaluu
JIAHHBIX O II0Jb30BaTElIe 14.07.17
2. | org_inf [IpocMoTp Bcex AaHHBIX BriBeieHO U3 3KCILTyaTauu

14.07.17
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Ne | Ha3zBanue scope Ha3zpanue Ha0opa 1aHHBIX Ilpumeyanue

3. | usr_brf [IpocMoTp maHHBIX BriBenieHo U3 aKcIutyataium
0 I0JIb30BATEIIE. 14.07.17

4. | org_ful [TonHbIi TOCTYI KO BCEM JaHHBIM | BIBEAECHO M3 SKCIUTyaTauuu
opranuzanuu «{Ha3Banue}» 14.07.17

U €€ COTPYJHHMKOB

5. | sbj_inf [TpocMoTp MaHHBIX O CYOBEKTE. BriBeieHO U3 sKCIuTyaTaum
14.07.17
6. | contacts [IpocMOTp naHHBIX O KOHTaKTax
U aapecax

A.5 Ycrapesmwuii umnopr Y3

Bepcus ummnopra Y3, onucanHasi B JaHHOM pasjiefie, CYIIeCTBYeT AJisi 00paTHON COBMECTUMOCTH
uaTerpupoBanHbix MUC u He BKIIIOYaeT B ceOst GyHKIIUIO TOATBEPKIACHUS yrpoleHHbIX ¥Y3. JlanHas
Bepcus He OyneT 1opadaThIBaThCs B LIETSAX peain3allii HOBBIX (DYHKIMOHAIBHBIX BOZMOKHOCTEH.

AKTyaslbHasg BepCHs METOJa UMIIOpTAa YYETHBIX 3alMCed TMOJIb30BaTeNiel  OmNucaHa
B [Ipunoxxenuu b.9.

[Iporpammublii  uHTepdeiic, OCHOBaHHBIM Ha apxutekTtypHoM ctuwie REST, B memsax
ob6ecrieuenus nmnoprta B ECUA ydetnsix 3anuceit npyrux MC, obecrieunBaeT BO3MOKHOCTD MTPOBEPKHU
HaJIM4Yusl y4eTHOW 3allMCU TMOJb30BaTelsd, a B cilydyae €€ OTCYTCTBHUS, PErHCTpallud IOJIb30BaTess
B ECHA. Airoput™, 1o KOTOpOMY HPOU3BOJAUTCS UMIIOPT YYETHOM 3alIUCH, TPUBOJUTCS HA PUCYHKE

Huxe (cM. Pucynox ).
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Pucynoxk 21 - Anroput™m ycrapesuiero ummnopra ¥3 B ECUA

Jlia umnopTa Y3 cucrema-KIMEeHT JoJpkHa HanpaBuTs B https-agpec REST-API cuctemel ECUA

3anpoc metoioM POST. B 3anpoce nomken ObITh yKa3aH pecypc /import.
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B 3anpoce Ha umMnopt Y3 nepenarorcs ciaeayronue JaHHbIC T0JIb30BaTENs:

HaumenoBanue | Omnucanme | O0sA3aTEJLHOCTD
Ne IIpumeyanus
napamerpa napamMerpa napamMerpa
1. firstName Nwms Y TekcToBas  CTpoka,  cojeprKaias
He 6osiee 256 CIMBOJIOB.
2. lastName damunus Y TekcroBass  cTpoka,  cojeprKaiias
He 6osiee 256 CIMBOJIOB.
3. middleName OtuecTBO Y TekcTroBas  CTpoka,  coJepikauias
He OoJee 256 CHUMBOJIOB.
HeoOs3arenbHo, B ciaydae eciu
OTYECTBO OTCYTCTBYET B MAaCHOPTE.
4. birthDate Hata Y ®opmar: JAMM.ITTT
pOXKJIeHUs
5. birthPlace Mecto N TekcToBas cTpoka, coaepkarias
pOXKJIeHUs He 6osee 700 cMMBOJIOB.
6. citizenship I'paxnancTBo N/Y Hcnonb3yeTcst TpeXOyKBEHHBIN KO
o CTpaHbl, Haripumep, s Poccun o
KJ1accupukat JIOJKEH NpuHUMaTh 3HaueHne RUS.
opy OKCM [To ymom4aHuIO MpUHUMAETCA
3HaueHue «RUS».
OO0s3aTerneH B cirydae, eciu
YKa3aHHBIN TOKYMEHT OTJINYEH OT
nacrioprta PO.
7. gender [Ton Y [lepeueHb TOMYCTUMBIX 3HAYEHU:
o  «M» — MyXCKOH;
o «F» — KeHCKui.
8. snils CHUJIC Y Dopmat: «XXX-XXX-XXX XX»
0. KOHTAKT Y
9.1. | type Tun Y [lepeueHb 1OMYCTUMBIX 3HAYEHU:
KOHTaKTa e «MBT» — MoOUIbHBIN
tenedoH (00s3aTeIbHBIN
napamertp);
e «EML» — snekTpoHHas moura
(HEOOs3aTENBHBIN TTApaAMET)).
9.2. | value 3HaueHue Y dopmar:
o (+X(XXX)XXXXXXX» (mms
type = «MBT»);
® TeKcToBas cTpoka B (opmare
azpeca DIEKTPOHHOW MOYTHI
(mas type = «kEMLy).
10. JOKYMEHT Y
10.1. | type Tun Y IlepeuyeHns NOMYCTUMBIX 3HAYECHUN:
JIOKYMEHTa e «RF_PASSPORT» — nacniopt
rpaxaanuHa PO;
e «FID_DOC» —  nOKymMeHT
WHOCTPAHHOTO  TpakJaHWHA,
YIOCTOBEPSAIOIINN INYHOCTh HA
teppuropuu PO;
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HaumenoBanue | Omnucanme | O0A3aTEJBHOCTD
Ne IIpumeyanus
napamerpa napamMerpa napamMerpa
o «FRGN_PASS» —
3arpaHUYHbIA [acropr
rpaxxganuHa PO.
10.2. | series cepus Y/N Jns macnopra rpaxnaaHuHa PO
B (popmare XXXX.
Mo 3arpaHuIHOTO rmacnopra
rpaxnannaa PO B popmate XX.
HeoOs3arenpHplii  uis  JOKyMEHTa
MHOCTPAHHOTO I'PaXKAAHHUHA.
10.3. | number HOMeEp Y Jns macmopra rpaxaaHuHa PO
B (popmare XXXXXX.
s 3arpaHUYHOTO rmacnopra
rpaxganniHa PO B dbopmate
XXXXXXX.
10.4. | latinLastName damunus Y/N Tonbko A 3arpaHUYHOTO TACIOpTa
(atuHuLEi) rpaxxganuHa PO.
10.5. | latinFirstName | Ums Y/N Tonbko A 3arpaHUYHOTO TACTIOpPTa
(atuHuLEl) rpaxxjanuHa PO.
10.6. | issueld Howmep Y/N Tonmpko JuIsi macmopra TpaxkJaHUHA
TOApPA3ICIICH PO.
Hsl, HeoOs3arenpHpIi IS TOKyMEHTA
BbIIaBILIETO WHOCTPAHHOTO rpaxaaHUHA
nacrhopT U 3arPaHUYHOTO nacropra
rpaxaanuHa PO.
10.7. | issuedBy HaumenoBan Y/N Tompko Isi Mmacmopra TpakIaHWHA
ue P®.
noipa3iesieH HeoOs3arenpHo it JOKyMEHTa
usl, WHOCTPAHHOTO rpaxaaHUHA
BbI/IaBILIETO U 3arpaHuYHOTO nacropTa
nacmnopt rpaxaaHuHa PO.
10.8. | issueDate Jlara BeImauM Y ®opwmart: JIMM.ITIT
nacropra
10.9. | expireDate Hata Y/N TonpKO 7151 3arpaHUYHOTO MacIopTa
OKOHYaHUs rpaxxaanuHa PO.
CpoOKa ®opmar: JAMM.ITIT
IEUCTBUA
JOKYMEHTa
11. azpec N
11.1. | type Tun agpeca Y [lepedyeHb HOMYCTUMBIX 3HAUEHUI:
e «PLV» —anpec npoxuBaHus;
e «PRG» — agpec peructpanuu.
11.2. | addressStr AnpecHas Y TekcToBas CTpOKa, coJeprKaras
CTpOKa ANIEMEHTHl  ajpeca (MEePEeYUCISIOTCS
qyepes pasJenuTenb «,», He 6onee 2000
CHUMBOJIOB)
11.3. | countryld TpexOykBeHH N B ¢opmate XXX.
BII KOX
CTpaHbl
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HanvenoBanmne | Omnucanue | O0s13aTeJbHOCTH
Ne IIpumeyanus
napamerpa napamMerpa napaMerpa
11.4. | zipCode HNupexc N TekcToBas  CTpoka,  coJeprKaias
He OoJiee 256 CHMBOJIOB.
11.5. | region O6unactpb N TekcroBass  cTpoka,  cojeprKamias
He Oosiee 256 CUMBOJIOB.
11.6. | area Paiton N TekcroBass  cTpoka,  cojeprKaiias
He Oosiee 256 CUMBOJIOB.
11.7. | city T'opon N TekcTroBass  CTpoka,  coJepikauias
He Oosiee 256 CUMBOJIOB.
11.8. | district Oxpyr N TekcTroBass  CTpoKa,  cojeprKalas
He OoJiee 256 CUMBOJIOB.
11.9. | settlement Hacenennsrit N TekcroBass  cTpoka,  cojeprKarias
MYHKT He 6osiee 256 CIMBOJIOB.
11.10] street Vuna N TekcToBass  CTpoka,  coJeprKaias
He OoJiee 256 CUMBOJIOB.
11.11] additionArea YTouHenune N TekcToBas  CTpoka,  cojaeprKaias
10 PErHOHY He 6osiee 256 CMBOJIOB.
IIPOKNBAHUA
11.12] additionAreaStr | YTouHeHue N TekcToBass  CTpoka,  cojeprKaias
eet 10 YJTHIIE He Oosiee 256 CUMBOJIOB.
11.13] house Hom N TekcToBass  CTpoka,  cojeprKaias
He Oosiee 256 CUMBOJIOB.
11.14] building Crpoenue N TekcroBass  cTpoka,  cojeprKamias
He 6os1ee 256 CIMBOJIOB.
11.15] frame Kopmyc N TekcroBass  cTpoka,  cojeprKamias
He 6os1ee 256 CIMBOJIOB.
11.16/ flat KBaptupa N TekcroBass  cTpoka,  cojeprKamias
He 6os1ee 256 CIMBOJIOB.
11.17] fiasCode Kog ®UAC N dopmar: XX XXX XXX -XXXX-
XXXX-XXXX-XXXXXXXXXXXX»

B 3anpoc pomken OwbiTh no0aBiieH header (Authorization: Bearer) ¢ paHee moixy4eHHBIM

MapKepoM  JIOCTYIa,

BBIJAHHEII

Ha

CIIEUAILHBIN

scope

(http://esia.gosuslugi.ru/ext_imp),

MO3BOJISIFOIINI OCYIIECTBIIATh aBTOMAaTHYECKUM UMIIOPT Y 3 moJib3oBatess. JJaHHblil Mapkep BhIAAeTCS

TOJIBKO JOBCPCHHBIM CHUCTCMaM, HMCIOIIIUM IIpaBO MMIIOPTa M0JIL30BaTEIeH TaKHUM 06p330M; BblJa4da

MapKepa OCYHICCTBIILACTCA B paMKaX MOJCIHM KOHTPOJII AOCTylla Ha OCHOBC MOJTHOMOYHM CHUCTEMBbI-

KIIMCHTAa (HpI/IJ'IO)KeHI/IC B3), T.C. IIpaBO Ha 3alpoOC TaAKOro Mapkepa AOCTYyIla YCTAHABJIMUBACTCA

oneparopom 3kcmuryaraiuu ECHUA.

Tak xe 3a1poC IOO0JDKCH OBITH noAInrcCaH SHGKTpOHHOﬁ IOAIIKMCbKO CHUCTEMbI, KOTOpPasd

nmroptupyer Y3 B ECHA (Request-Data-Sign), um conepaTh TeJNO 3ampoca, 3aKOJUPOBAHHOE

B opmare URL-Safe Base64 (Request-Data).

[Tpumep 3ampoca (BbI30B cepBHca B cpejie pa3pabOTKH):

POST https://esia.gosuslugi.ru/rs/prns/import HTTP/1.1
Accept-Encoding: gzip,deflate

Content-Type:

application/json
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Authorization: Bearer
eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5¢cCI6IkpXVCIsInZlciI6oMX0.eyJleHAIOJEONFEyMzIOMDU
sInNjb3B1IjoiaHROcDpcLlwvZXNpYS5nb3N1c2x1Zz2kucnVecL2V4dF9pbXAiLCIpc3MiOiJodHRWOlwvXC91c21hlm
dvc3VzbHVnaS5ydVwvIiwidXJuOmVzaWE6c21kIjoiZDAkNGYzZWYtZJNIOSOOMWVhLT1iODUtY2MyODA3MTQzOWUyYI
iwidXJuOmVzaWE6c2JgX21kIjoxMDAWMDAWMDAYLCJjJbGl1lbnRfaWQiOi JURVNUXINZUIRFTVOJTVBPULQiLCIpYXQi
0jEONJEXNDYWMDV9 . Kw—

Kxh7ckYU 5xWTiUGAVn3rkFSp6TtfopivPfXnvgyPcqRmmPDsgjR tJyhLED8w8iV6hjk2euchvi4aXxYlm r716EXS
DiAae2WUd0rrGEb-SKIHShXEBRWBIOTP1g-xA-Q3Lc-717yt6SAZAJtvUKKzaryYWDi—
r9wYZuR5kN2XQ81i75n85HhP1KcnERWQJT8DEQXE0aHP6rBgqc9YECxtIiUFjZADk1jNIu60jg9kGEffROGYPF7VGNMEU
JR469E0d1I3MLAImSh8MdHW mePoR19EquQPUtHwrtEALpYFLiiqvBwlnX4UQvZ7DWOlwfbwTl6pNHfoY2FAUASIwW
Request-Data-Sign:
MIAGCSgGSIb3DQEHAGCAMIACAQExDZzANBglghkgBZOMEAGEFADCABgkghkiGO9wOBBWEAAKCAMIIDJITCCAgOCBFhKghU
wDQYJKoZIhvcNAQELBQAWVZELMAKGALIUEBhMCU1UxDzANBgNVBAgMBk1vc2NvdzENMASGALIUECgWEVGVZzdDENMASGAL
UECWWEVGVzdDEZMBCcGALUEAWWQVGVZdACBSZXNOIFN5c3R1bTAeFw0xNjEyMDkxMDEyMzdaFw0xNzEyMDkxMDEyMzdaM
FcxCzAJBgNVBAYTALJVMO8wDQYDVQQIDAZNL3N]jb3cxDTALBgNVBAOMBEFR1c3Q0xDTALBgNVBASMBFR1 c30xGTAXBgNV
BAMMEFR1c3QgUmVzdCBTeXNOZWOwggEiMAOGCSgGSIb3DQEBAQUAA4 IBDWAWGGEKAOIBAQCBYESM2 R1BrtltyJl5Aw
CW_tChh2euZC3FEqQWDY6TFA1Vyy9y04gM 5P1WruplhA9dCCbft5JFsz4n nE71MMRaI34tqTyyo24xzX VrhgTIi05
mt1Y5dbldfEiPVNT3aUCjF1bFzDXoUbc8nfQizkPa CHGOOMBhuVuQWOVzw3FufAlExDjNPUORRvaYoBWOK 3SnyS7
88xJn-_yQQVwulOTQkSugpOsyl fBM-

Wgl0U5x4bJ2NSeL71AzZ]jCL_mh1daQTQOxEwB1VLuUMlc5srMyw QHQ1McsNrgrnx3zhFFNLS55k LrSxgxOsC4sgBwlo
udVayUUvGbge nxu7P3AgMBAAEWDQYJKoZIhvcNAQELBOQADggEBABxXKOCIN]QOMyvtJIvZNRyM21GwQOklaBZugRErJmp
LAR7auYLbZnwEdt1I8KEJBOQW6pTbI9rnQs-T-
quCthPYlexXGeVCXdeJWSiGE_SdrjWVSOH83iUA2Lv8Pi3NlVW2GcNOleSlZE9HVGYJTIr5I_X—dw64—
2NYETLIYPQ7HWWAEWYO09ucLO9LMjGKYBe5FrwiulAyD20-1nIpYtXdLSpflKangPlPdlxmxEBXMQUmMoOKg7dTE-
gq2gYfZLNUKsAezrat tHGHTPRngwWQOHmwly rXXodlgcNxeilT dvcOo JfkNmgGCcO9RXSx1BWSWGynLeBBjYMy9VN8
XYQpQAADGCAfUwggHxAgEBMF8wVZELMAKGAIUEBhMCU1UxDzANBgNVBAgGMBk1vc2NvdzENMASGALIUECgWEVGVzdDENM
AsGAlUECwWwWEVGVzdDEZMBCcGALUEAWWQVGVzZdCBSZXNOIFN5c3R1bQIEWEgGD1ITANBglghkgBZOMEAgGEFAKBPpMBgGCSAG
SIb3DQEJAZELBgkghkiGI9wOBBWEWHAY JKoZIhvcNAQkFMQO8XDTE3MDYyMDEINTAINVowLwYJKoZ ThveNAQKEMSIEIOpP
wKJInoLommyNROKDD1WVsWuBdY fowQ4byOiN-
gSPe2MAOGCSQGSIb3DQEBAQUABIIBADINWxdZeqGBg8 4WqRs9H4SLde SukclAG6hNjlcbTgxzthzzmln JQEZOTYa
P9bQdTEhOVKZXxFXC JjPBMQauZPJcleOR5DDB_7X4MAgGpMQObhpTQz3Sg7acJuddWuYxL92BDk4qyzuwgJdQIplVJi
ckBvC78XeJVolwd jx5CVEn3pUIPdKxib6dalevB6CsxD98JcsviWZ3u-

H3LQO0 ApUOUHeF84r3AZ5mtILYj2w608rMAmsTDe7CAUXVDUAPIOS5cTPk57rDNaW96d5J3SUtmZdx2nGBS41kJYWIND
igqyfHJ7X4nZVOS0glbT JnaXtxrZTWp9BJob6NKJaagQAAAAAAAA

Request-Data:

ew0OKICA1Zmlyc3ROYW11Ijoiw5DCmMOQwr LDkMKww5DCvcOQwr7DkMKyIiwNCiAgImxhc3ROYW11Ijoiw5DCmMOQwrL
DkMKww5DCvSIsDQogICItaWRkbGVOYW11Ijoiw5DCmMOQwr LDKkMKww5DCvcOQwr 7DkMKyw5DCuUMORwoci LAOKICALIYm
1ydGhEYXR1IjoiMDEuUMDEUMTk50SIsDQogICJiaXJ0aFBsYWN1Ijoiw5DCnMOQwr7DkcKBw5DCusOQwr LDKMKwIiwNC
iAgImdlbmR1ciI6Ik0iLAOKICALc25pbHMiOi IWMDAtMDAWLTAWMCAWNYISDQogICIjb250YWNOcyI6IHSNCiAgGICAL
ZWx1bWVudHMi0iBbDQogICAGICB7DQogICAGICAGICI0eXB1lI§ogIkl1CVCIsDQogICAGICAGICI2YWx1ZSI6ICIrNyg
50TkpOTk50Tk50SINCiAgICAGIHOsDQogICAGICB7DQogICAGICAGICI0eXB1IjogIkVNTCIsDQogICAGICAGICI2YW
x12%SI6ICJI0ZXNOQHR] c3QudHMiDQogICAgGICBIDQogICAGXQOKICBILAOKICALZG9IdWl1bnRzIjogew0KICAGICT1b
GVtZW50cyI6IFsNCiAgICAGIHSNCiAgICAGICAGINR5cGUi0iJSR1 9IQQVNTUEISVCIsDQogICAGICAGICIZZXIpZXMi
O0iIyMjIyIiwNCiAgICAgICAgIm51bWJIlciI6Ijg40Tk50SIsDQOgICAGICAGICIpPc3N1ZULlkIjoiMTEXMDAXIiwNCiA
gICAgICAgImlzc3V1ZEJS5Ijoiw5DCoMOQwgPDKkMKSw5DC1CDDkMKzLsOQwpzDkMK -
w5HCgcOQwrrDkMKyw5HC1iyIsDQogICAgICAgGICIpc3N1ZURhdAGUiOiIxOC4wMy4yMDE2IgOKICAGICAGEQOKICAGIFO
NCiAgfSwNCiAgImFkZHJI1c3N1lcyI6ewOKICAGICI1IbGVLZW50cyI6IFsNCiAgICAgIHSNCiAgGICAgICJ0eXB1lIjogIl
BMViIsDQogICAgGICAiIYWRkcmVzclNOciI6IsOQwprDkMK1w5DCvMOQwrXDkcKAWSDCvsOQwrLDkcKBw5DCusOQwrDDk
cKPIMOQwp7DkMKxw5DCu80QwrDDkcKBw5HCgsORwows IMOQwgLDkMKww5HCiMORwWOLDKkMKww5DCs80Qwr 7DkMK 7w5HC
JMORWOHDKMK 6w5DCuMOQwr kgw5DCoMOQwrDDKkMK5w5DCvsOQwr 0s IMOQwgjDkMK1w5HCgMOQwr XDkMKzw5DCt cORWOg
gw5DCn80Qwr 7DkcKBw5DCtcOQwrvDkMK-w5DCuiDDkMKzw5DCvsORwWODDKMK—

w5DCtMORWOHDkMK 6w5DCvsOQwr PDKMK -

ICAgQICDDkcKCw5DCuMOQwr DKMKwIiwNCiAgICAgICJIjb3VudHIS5SWQi0iAiUIVTIiwNCiAgICAgGICJI6aXBDb2R1Ijo
gIjM5NDAWMCIsDQogICAgGICAIicmVnaWouljoglsOQwprDkMK1w5DCvMOQwrXDkcKAWSDCvsOQwrLDkcKBw5DCusOQwr
DDkcKPIMOQwp7DkMKxw5DCu80QwrDDkcKBw5HCgsORwWOwWiLAOKICAGICAGIMFyZWEiOiAiw5DCosOQwrDDkcKIwSHCG
sOQwrDDkMKzw5DCvsOQwrvDkcKMw5HCgcOQwr rDkMK4w5DCuSDDkMKgw5DCsMOQwrnDkMK—
w5DCvSIsDQogICAgGICAiIY210eSI6ICLDkMKow5DCtcORWODDKMK1w5DCs80QwrXDkcKIIMOQwp DKMK-—
w5HCgcOQwrXDKkMK7w5DCvsOQwrogw5DCs80Qwr 7DkcKAwWSDCvsOQwrTDkcKBw5DCusOQwr 7DkMKzw5DCviDDkcKCw5D
CuMOQwr DKMKwIiwNCiAgICAgQICJkaXNOcmljdCI6ICLDkMKOw5DCtcORWOIiLAOKICAgICAgINNIdHRsZW11bnQiOi
Aiw5DCo80ORwWOHDkcKCw5HC)C3DKkMKQw5DCvcOQwr £ DkMKww5HCgSDDKMKfw5DCvsORwWOHDKkMK1w5DCu80Qwr 7DkMK 6 I
1iwNCiAgICAgICJzdHJI1ZXQi0iAiw5DCocOQwr7DkMKyw5DCtcORwWOLDkcKBw5DCusOQwrDDkcKPIMOQwgPDkMK7w5DC
UMORwObDKkMKwIiwNCiAgICAgICIhZGRpdGlvbkFyZWEiOiAiw5DCoMOQwrXDkMKzw5DCuMOQwr 7DkMK 9 IMOQwgHDkKMK
ww5DCtMOQwr 7DkMKyw5DCvsOQwrUgw5DCvcOQwrXDKkMK6w5DCvsOQwrwtw5DCtSDDkcKCw5DCvsOQwr LDkMKww5HCgM
OQwrjDkcKJIw5DCtcORwWOHDkcKCw5DCssOQwr4iLAOKICAGICAGIMFkZG10aWOuQXJ1YVNOcmV1dCI6ICLDkMKiw5DCt
CORWOHDkcKCIiwNCiAgICAGICJIob3VzZSI6ICI4NI8xIiwNCiAgICAGICI1idWlsZzGluZyI6ICILIiwNCiAgICAGICIm
CMFtZSI6ICIyMDTDkcKDIiwNCiAgICAgICImbGFOIjogIsOQwr DKMK-
w5DCvC40MTkiLAOKICAGICAGIMZPpYXNDb2R1IjogIjc3LTAtMDAWLTAWMC OwWMDAtMDAWLTQyMzY tMDAWMCOwMDA1iDQo
NCiAgICAgICAgGfQOKICAgGICAGEQOKICAGIFONCiAgEQOKEQ

Cache-Control: no-cache

Content-Length: 1476

Host: esia-portall.test.gosulsugi.ru

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (java 1.5)

{
"firstName":"VBaHOB",
"lastName":"VBaH",
"middleName" : "VBaHOBUUY",
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"birthDate":"01.01.1999",
"birthPlace":"Mocksa",
"gender":"M",
"snils":"000-000-000 07",
"contacts": {
"elements": [
{
"type": "MBT",
"value": "+7(999)9999999"
}l
{

"type": "EML",
"value": "test@test.ts"
}
]
}l
"documents": {
"elements": [

{
"type":"RF_PASSPORT",
"series":"2222",
"number":"889999",
"issueId":"111001",
"issuedBy":"PYB] r.Mocksm",
"issueDate":"18.03.2016"

1
}I

"addresses": {
"elements": [

{

"type" . "PLV",

"addressStr":" KemepoBckas oBjacTb, TamTarojbCKuMil pPaMoH,
Tuna, YCTb—-AH3ac mnocejiok, CoBeTckasa yjauua'",
"countryId": "RUS",

"zipCode": "652975",

"region": "KemepomBckas OGmacTp",

"area": "TamTarojgbckuit Paron",

"city": "lleperewm Ilocesiok ropoackoro tumna",
"settlement": "Ycrb-AHBac [locesok",

"house": "Ilom 19",

"fiasCode": "b6fbb398-97ee-4el12-a1d3-450184d23f27"
}
1
}
}

].Ueperem IIOCEJIOK T'OpOICKOI'O

[To nonyyennbiM nanHsiM B ECUA BhinosiHsieTcs nouck ¥Y3. B 3aBUCMMOCTH OT TOr0, HaiiieHa

B ECHA V3, ynoBnerBopsmonias IOJYYEHHBIM JaHHBIM HWJIM HET, ONEepalus HMIOpTa MOMKET

3aBCPUIUTHCA OJHUM U3 CIICAYIOIINUX PE3YIbTAaTOB:

e Tq0JIb30BaTeNb Yyke 3apeructpupoBaH B ECHA (moarBepxkiacHHas Y3 HaifjeHa

o CHUJIC, nannble nacroprta u TejaedoHa COBIAIAOT);

e HekoTopble aTpulyThl He coBmnanatoT (Y3 Haiigena mo CHUJIC, Ho He Bce aTpuOyThI

COBIAAI0T, TUOO HaliIeHa YIPOIIeHHAs Y3 M0 MOOMIBHOMY Telne(oHy);

e nonb3oBaTens ECHA ycnemHo moAaTBepXKIeH (HalieHa cTaHAapTHas WIH TOTOBas

k noarBepxkaeHuo Y3 no CHUJIC, nanHble macnopra u TenedoHa COBMAJAIOT,

HalfieHHas Y3 yCHelIHO MOATBEPKICHA);

e noub3oBarenb ECHA ycnemHo mnepenoarBepxkaeH (HaiineHa VY3, moaTBepKIACHHAs

qepesﬁHDqu POCCHH, JaHHBIC ITaClliopTa U Tene®0Ha COBITIagaro0T, HalJIeHHas V3

YCIICUTHO MEePENoITBEPKICHA);
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e co3JaHa 3asBKa Ha perucrpauuio (He HaiijeHa Y3 mMoJib30BaTeNs, B TOM YHUCIE
YIPOILICHHAsA, CO3/aHa 3asBKa Ha PETUCTPAlMI0, TOJY4eH HOMEp 3asBKH

Ha PErUCTPALINIO).

B oTBeTe nepenarotcs cienyronme napaMmeTphi:

Ne

HaumenoBanue

Onucanue napamerpa Ipumevanus
napamerpa

requestld Kopx 3asBku Ha peructpanuro Bo3sBpaiaercs B ciiydae co3iaHus
3as1BKH Ha PETUCTPALIIO

code Kop 3aBepuienus onepauuu MoskeT ObITh BO3paIIEH B BUIE

3HAYCHHIL:

— O wnu 1 — BeIMOJTHEH UMTIOPT Y 3;

— 2 — co3jaHa 3asBKa Ha UMIIOPT
(perucrpanuio) Y3;

— KOJ OIIMOKH, BAPUAHTHI
npuBeeHbI B Ta0nuie 16

description TekcToBoe omucanne Koaa Ornucanne s KOJOB YCIENTHOTO
3aBEPIICHUS OTIepaIllun umropta Y3 B ECUA (code =0, 1
i 2) u juig code = ESIA-03200

message TexcToBOE onMCaHne KoIa Ornucanne 1751 KOJOB OMTHOOK TP
omuOKu BeIMoHeHus onepanuu | ummnopre Y3 B ECUA (3a
nckmouenneM koga ESIA-03200)
BapuanTbl ook mpuBeIeHbI

B TaOuie 16

Jlanee npuBOATCS BapUaHThI OTBETOB CEPBUCA, IIPH 3aBEPLICHUH ONEPALIMA UMIIOPTA.

[Ipumep otTBera Ha 3ampoc (ToJb30BaTeNb Yyke 3apeructpupoBan B ECHA, V3 yxke

MOJITBEPIK/ICHA paHEe):

HTTP/1.1 200 OK

Server: nginx/1.4.6 (Ubuntu)

Date: Thu, 21 Apr 2016 13:43:37 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
X-Powered-By: Servlet/3.0 JSP/2.2

{"code":"0", "description":"Person already has trusted account in ESIA"}

[Ipumep otBeTa Ha 3ampoc (Y3 nons3oBarens ycnemHo noAarsepxkaeHa B ECHA):

HTTP/1.1 200 OK

Server: nginx/1.4.6 (Ubuntu)

Date: Thu, 21 Apr 2016 13:43:37 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
X-Powered-By: Servlet/3.0 JSP/2.2

{"code":"1", "description":"Person successfully confirmed as trusted in ESIA"}

ITpumep oTBeTa Ha 3anpoc (Y3 mosib3oBaTens ycrnemHo nepenoarsepxaeHa B ECUA):

HTTP/1.1 200 OK

Server: nginx/1.4.6 (Ubuntu)

Date: Thu, 21 Apr 2016 13:43:37 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
X-Powered-By: Servlet/3.0 JSP/2.2

{"code":"1", "description":"Person successfully reconfirmed as trusted in ESIA"}
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[Tpumep oTBeTa Ha 3ampoc (3alpoC Ha PETHCTPALMIO YCICIIHO OTIPABJICH, CO3aHa 3asiBKa

Ha PErUCTPALINIO):

HTTP/1.1 200 OK
nginx/1.4.6

Server:
Date: Thu,

(Ubuntu)

21 Apr 2016 13:43:37 GMT

Content-Type: application/json

Transfer-Encoding:
keep-alive
Servlet/3.0 JSP/2.2

Connection:
X-Powered-By:

{"requestId":"AAAAF3A1379F965664CB56FCE55BD8CCA2F38368985607E75E23",

chunked

"code": ||2n,

"description":"Request to register person as trusted in ESIA has been accepted

successfully."}

IIpumep oTBeTa Ha 3ampoc (omuOka MMIOPTA, HEKOTOPbIE aTpHOYTHI 3alpoca HE COBMAJAIOT

¢ ¥3 B ECHUA — tpelyeTrcs koppeKTUpOBKa apameTpoB 3amnpoca win Y3 B ECUA):

HTTP/1.1 400 Bad Request

Server: nginx/1.4.6

Date: Thu,

(Ubuntu)

21 Apr 2016 13:43:37 GMT

Content-Type: application/json

Transfer-Encoding:
keep-alive
Servlet/3.0 JSP/2.2

Connection:
X-Powered-By:

{"code":"ESIA-03200",

chunked

"description":"Import account error.

Person have to check entered

data or fill in the data in his account in ESIA."}

B Ta6n1/1ue HHWXKCE MPCACTABJICHBI KOJABI OTBETOB OT CEPBUCA UMITOPTA.

Tab6muia 29 — Konpl u onrcanue omuOOK OT CEpBHCa UMIIOPTA

Ne Kox Bo3Bpara DL I L KomMenTapuu
BO3BpaTa
1. | ESIA-000001 Bayrpennsis ommoka JaHHbIii  KOJ  BO3BpaTa  COOTBETCTBYET
CUTyalluu, Korja OOHapyXeHa HEW3BECTHas
omuoka
» | ESIA-005029 Scope is not allowed Y cucrembl, OCYHIECTBIISIIOIIECH  3ampoc
K CEpBUCY UMIIOpPTa, OTCYTBYET pa3pelieHHe
Ha JOCTYNl K CKOymy ext_imp (Hampumep,
yKa3aHHBIM B 3ampoce Mapkep JOocCTyIa
He J1aéT IpaBo JOCTyMa K CKOYIy ext_imp)
3. ESIA-030002 3anoaHuTe MoJIe Omao w3 mnoned «Pammmmsay, «Mmay,
«OTYecTBOY» MPUIIO C IYCTHIM 3HaYCHHEM
4. | ESIA-030003 Hesepno yxazansl
napamMeTphl 3arnpoca
5 ESIA-030007 Henonyctumsie [lons 3ampoca coaepaT HEIONYCTUMBbIE
CUMBOJIBI B MOJISIX CUMBOJIBI «<», «>» HIIN «&»
3ampoca
6. | ESIA-030504 Ceptudukar
3JIEKTPOHHOM TOJANKUCH
UMEET HEKOPPEKTHYIO
CTpyKTypy. O6paTturech
B YIOCTOBEPSIOLINI
LHEHTP
7 | ESIA-03200 Omnbka nmmopra Y3 Heo6xommMo CKOppEeKTUPOBATh IaHHbIE
MOJIb30BATENS B TapaMeTpax 3arpoca Win
napamerpsl Y3 B ECA
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Kon Bo3Bpara

Onucanue Koaa
BO3BparTa

KommenTapun

ESIA-032006

YKa3aH HEKOPPEKTHBIN
THUII KOHTaKTa

ESIA-032101

YKa3aH HEKOPPEKTHBIN
azpec IEKTPOHHOU
HIOYTHI

10.

ESIA-032102

B cTpykType anpeca
3JIEKTPOHHOM IMOYTHI

(B UMEHM U JOMEHE)
JIOJIKHBI OTCYTCTBOBATH
TOYKH B HayaJye u
koHue. Hanmpumep,
mymail.mymail@exam
ple.com - BepHO;
mymail. @.example.co
m — HEBEPHO

11.

ESIA-032103

VYKka3aH HEKOPPEKTHBIN
dhopmaT umeHu i
azpeca IEKTPOHHOU
nouTsl. JlocTynHbIe
CUMBOJIBI: JIATUHCKHE
OyKBHI a-Z U A-Z,
uudpst 0-9 u 3HaKK
nyHkTyaun (#$%*+-
=_{}[~)

12.

ESIA-032104

YKka3zaH HEKOPPEKTHBIN
dbopmaT foMeHa Jist
ajipeca 3JIEKTPOHHOU
nouTthl. JlocTymnHbie
CHMBOJIBI: JIATHHCKHE
OyKBHI a-Z U A-Z,
dpsel 0-9 u 3HAKH
nyHKTyanuu (#$%*+-
=_"{}]~)

13.

ESIA-032105

Henonycrtumo
HCITOJIB30BAaTh JIBa

u OoJiee paza moapsi
CJIEIYIOLUE CUMBOJIBI:

nn nmnn
) .

14.

ESIA-032110

He yka3zan anpec
AJIEKTPOHHOM IOYTHI
IIPY BBI30BE METO/1A
UMIIOPTa U YKa3aHUHU
IIYCTOTO 3HAYEHUS

B atpubyre EML

JlanHblli  KOJ ~ BO3Bpara  COOTBETCTBYET
CUTYyalluM, KOrJa B 3allpoce IMepeiaH IyCTOU
napamerp EML

15.

ESIA-032200

He yka3zan Homep
MOOMIBHOTO TenedoHa
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Ne | Kopa Bo3Bpara Omucanue kona KommenTapun
BO3BpaTa
16. | ESIA-032201 Homep mobunbpHOTO
TenedoHa CoePKUT
HE/I0ITyCTUMBIE
CHUMBOJIbI
17. | ESIA-032202 Howmep moOumbpHOTO
TeneoHa yKa3aH B
HEeBEepHOM (hopmare
18. | ESIA-032203 YKa3aH HEKOPPEKTHBIN
HOMEpP MOOUIIBHOTO
tenedoHa
19. | ESIA-032205 VYKka3aHHBIN HOMED JlanHblii KOJ OMMOKKM BO3BpalllaeTCcsl IpH
TenedoHa yxe MOBTOPHOM UMIIOPTE, €CIIH:
WCTIONB3YETCS ISt - HOMEp MoOuiIpHOTO TenedoHA  yKe
peructpanuu Y3 UCIOJIb3YETCS IIPU PETUCTPALMM, U C MOMEHTA
IPOLUIOTO 3ampoca HE NpOoIio 3 CYTOK,
a TaKxe 0)KHJaeTCs MOATBEPKACHUE
peructpaunu no CMC oT noJib30BaTels;
- WIM HOMEp MOOWIBHOTO TenedoHa yxe
UCIIOJIb3YEeTCS TMpPH PErUCTpalyu, MOJYy4eHO
MOJATBEpKJIeHHEe Toyb3oBaTenss 1o CMC
U 3aIyIIEHbl IPOBEPKH €r0 JaHHBIX
20. | ESIA-033000 He ykazan tun
JOKYMEHTA
21. ESIA-033001 Brenure cepuro
JOKYMEHTA
22 ESIA-033002 Beenute Homep
JOKYMEHTa
23. ESIA-033003 He yka3ana nara
BbIIaYM IOKYMEHTA
24. ESIA-033004 He yka3zano BeqomcTBO,
BbIJIaBIlIEE JJOKYMEHT
5. ESIA-033005 VYkaxure 1aTy BblJauu
JOKYMEHTAa
26. | ESIA-033006 HexoppektHas gata
BbIIaYM IOKYMEHTA
»7. | ESIA-033007 Ykaxure nary Ecnu 3arpaHmacriopr ykasaH B KayecTBe
OKOHYAHUS CPOKa JOKYMEHTA, YIOCTOBEPSIIOIIETO INYHOCTh
JEUCTBHS TOKYMEHTa
78 | ESIA-033008 HexoppektHas gata Ecian  3arpaHmacnopr yka3aH B KayecTBe
OKOHYAHUS CpOKa JOKYMEHTA, YAO0CTOBEPSIOIIETO JMYHOCTD
JEMCTBUS TOKYMEHTa
29 | ESIA-033009 JaTta okoH4aHus cpoka | Eciim  3arpaHnacnopr yka3aH B KadecTBe
JENCTBUS TOKyMEHTa JOKYMEHTA, Y0CTOBEPSIOIIErO JMYHOCTb
JIOJDKHA OBITH MEHbIIIE
4yeM JlaTa BblJIaun
30. | ESIA-033010 Document type is VYKazaH  HEBEpHbIM  THUIl  JOKYMEHTA,
wrong YIOCTOBEPSIOLIETO JIMYHOCTD
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Kon Bo3Bpara

Onucanue Koaa
BO3BparTa

KommenTapun

31.

ESIA-033011

JlnvHa Ha3BaHUS
BEJIOMCTBA, BBIJIABIIICTO
JTOKYMEHT, J0JDKHA
OBITH MCHBIIIE
{xommuecTBO }
CHMBOJIOB

32.

ESIA-033100

Cepus nacnopra
JI0JKHA COCTOSITH
13 {KoJIMYeCTBO } Upp

33.

ESIA-033101

Cepus macriopra MOKeT
COJIEPKaTh TOJIBKO

uQpsl

34.

ESIA-033102

Howmep nacnopra
TIOJKEH COCTOSITh U3
{konmuecTBO } 1P

35.

ESIA-033103

Howmep nacnopra
MOJKET CO/EPKaTh
TOJIBKO UG PBI

36.

ESIA-033104

Beemute xon
MO JIpa3IeJICHUS
B NACIOPTE

37.

ESIA-033105

Koa nonpasznenenus
B MacrnopTe J0HKEH
COCTOSITH M3

{kommuecTBO} P

38.

ESIA-033106

Koa nonpasznenenus
B MACTIOPTE MOXKET
COJIEpXKaTh TOJIBKO

1 dpe1

39.

ESIA-033109

RF Passport issuer
element wrong length

HeBepnas mmna monst «Beiman»y — mos

nacrnopta PO

40.

ESIA-033110

RF Passport issuer
element wrong
character

B nmnone «Beigan» mnacnopra P® ykazan
HEJOIMYCTUMBII CUMBOJI

41.

ESIA-033201

Cepus 1okymeHTa
MOXKET COJIEPIKATh
TOJIBKO ITUGPBI, TUPE,
OYKBBI PYCCKOTO

U JIATHHCKOT'O
andasuta

42.

ESIA-033202

Homep nokymeHnra
MOJKET COJIepKaTh
TOJIBKO LIU(PBI, THPE,
OYKBBI pyCCKOTO

U JIATUHCKOTO
andasuta
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Kon Bo3Bpara

Onucanue Koaa
BO3BparTa

KommenTapun

43.

ESIA-033300

Cepus nokymeHTa
JI0JKHA COCTOSITH
U3 {KOJMYECTBO }
CHMBOJIOB

44.

ESIA-033301

Cepus noKyMeHTa
MOJKET COJIePKaTh
TOJILKO IU(DPHI 1 OYKBEI
pycckoro andasuTa

45.

ESIA-033302

Homep nokymeHnTa
JOJIKEH COCTOATH U3
{konmmuecTBO } Up

46.

ESIA-033303

Howmep nokymeHnra
MOXKET COEPKATh
TOJIBKO UG PBI

47.

ESIA-034000

ZipCode element is
empty

He yka3zan ungekc minga aapeca P®. Iloine
«HAEeKC» MPUCYTCTBYET, HO HE 3aIIOJIHEHO

48.

ESIA-034001

ZipCode format is
wrong

Hesepublii opmar nnaekca

49.

ESIA-034002

Address type is wrong

Hesepnsiii Tum anpeca

50.

ESIA-034004

AddressStr element is
empty

He yka3zano 3Hauenue nois addressStr

51.

ESIA-034005

Address elements
House, Building, Frame
are null

B azpece HE
JIOM/KOPITyC/CTpOEHNE

YKa3aHbI 3HaA4YCHUA

52.

ESIA-034006

Address element
countryld is wrong

VYka3zaH HEBEPHBI KOJ CTPaHbI

53.

ESIA-035100

He ykazana ¢pammius

54.

ESIA-035101

He ykazano ums

55.

ESIA-035102

[Tone moxer
COJIeP’KaTh TOJIBKO
OYKBBI PyCCKOT'O

W JTATUHCKOTO
angaBUTOB, TUPPHI,
neduc, mpobder,
anoctpod, TOUKy,
3arATyro. 3ansaras
JOIYCTUMA TOJIBKO

B CEpeJIMHE CIIOBA.

B none menomyctumo
OJTHOBPEMEHHO
UCTIOJIb30BATh PYCCKUE
Y JIATUHCKHE OYKBBI

56.

ESIA-035103

He ykazan non

57.

ESIA-035104

Vkaxure nary
POKIAECHUS
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Kon Bo3Bpara

Onucanue Koaa
BO3BparTa

KommenTapun

38.

ESIA-035105

HexoppektHas garta
POXKIEHUS

59.

ESIA-035106

YKa)KuTe rpaxk 1aHCTBO

60.

ESIA-035107

VYkaxure
UICHTU(DUKAITMOHHBIH
JIOKYMEHT

61.

ESIA-035108

YKa3aHHBIN JOKYMEHT
HE SIBJISIETCS
UICHTUPUKAITTOHHBIM
JIOKYMEHTOM

62.

ESIA-035109

Vka3zanHbIe
UJIEHTU(DUKAITMOHHBIH
JTOKYMEHT

Y TPaKJIAHCTBO

HE COOTBETCTBYIOT IPYT

ApYry

63.

ESIA-035110

‘YKazaHbIil 110JT
{HanmeHOBaHME }
HE COOTBETCTBYET
CJIOBAPIO

64.

ESIA-035111

VYkazanHoe
TPaKIaHCTBO
{HauMeHoBaHUE }
HE COOTBETCTBYET
CJIOBapIO

65.

ESIA-035112

VYKa)XuTe MECTO
POXKICHHS

66.

ESIA-035113

VKaxute BUI

Ha JKUTEJIHLCTBO HIIN
paspelnieHye Ha
BPEMEHHOE
IPOKUBAHUE

67.

ESIA-035115

VYkazanHas cTpaHa
POKICHHS
{HammenoBanue}
HE COOTBETCTBYET
CJIOBapIO

68.

ESIA-035117

KonuuectBo cuMBOJIOB
HE JI0JDKHO MPEBHIIIATh
700 cUMBOJIOB

s monsa «Kem BeIian» (macmopr)

69.

ESIA-035118

ITone moxer
coJiepkKaTh TOJIBKO
OYKBBI pyCCKOTO MJIH
JaTUHCKOTO
asi(haBUTOB, UPPHI,
neduc, npoden,
anoctpod, TOUKY,

Jutst monst «Mmspy
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Ne Kon Bo3Bpara

Onucanue Koaa
BO3BparTa

KommenTapun

3arsTyo. 3anaras
JIOITyCTHMa TOJIBKO

B CEpEJIMHE CIJIOBA.

B none negomyctumo
OJIHOBPEMEHHO
UCII0JIb30BATh PYCCKUE
Y JIATHHCKHE OYKBBI

70. | ESIA-035119

KomnnuectBo ciMBOJIOB
HC TO0JIDKHO HpeBBIIHaTI:
700 cuMBOJIOB

s nonst «MecTopoxkaeHue»

71. | ESIA-035120

KommuecTBo cuMBOJIOB
B CIIOBE HE JIOJKHO
npesbiaTh 30
CHMBOJIOB

Jns nonst «MecTopokaeHUE», €CIIM 3HAYCHHE
yKa3zaHo 00Jjiee OJTHOTO CJIOBA, TO OTIACIHHOE
CJIOBO HE JIOJDKHO TIpeBbIaTh 30 CHMBOJIOB

7> | ESIA-036100

Beegure CHUJIC

He yxazan CHUJIC

73 | ESIA-036101

HekoppekTtHblit popmat
CHUJIC

74 | ESIA-036102

Beenenunsiit CHHUJIC
HE CYIIECTBYET

VYkazaunubiit CHUJIC HekoppekTeH (HeBepHas
KOHTPOJIbHASI CyMMa)

75 | ESIA-039600

VYKka3aHHBII HOMED
tenedoHa
HCMOJIb3YETCS B IPYroi
YIpOIIEHHON Y3

JlaHHBIN KO BO3BpaTa COOTBETCTBYET
CUTYallUM, KOTa HalJieHa ynpollneHHas Y3
110 YKa3aHHOMY B 3aIIpOCE HOMEPY
MOOMIBHOTO TenedoHa

76, | ESIA-039812

Howmep mobunsHOTO
TenedoHa yxe
HCMOJIb3YETCS B IPYroi
V3. Bel cmoxkere
3aperucTpupoBaTh Y3
Ha 3TOT HOMED
TenedoHa He paHee
JUI.MM.ITTT.
Boccranosute noctyn
K Y3 WIH YKaKUTE
JIpyrou HOMeEDP
MOOMIBHOTO TeledoHa

JlaHHBIN KO BO3BpaTa COOTBETCTBYET
CUTYaIluH, Korja HoMep TenedoHa
MOJTBEPKJIEH B Apyroil ¥3 menee 30 cyTok
Ha3aJ] ¥ €ro HUCII0JIb30BaHUE TIPU
peructpauu HoBoM Y3 HEBO3MOXKHO

CI/ICTeMa, HCIIOJIb3Ys HMeIOHleICH I/I,I(eHTPI(i)I/IKaTop 3a4BKHM Ha PCrucCTpanuro I10Jb30BaTCIIA,

MOKCET y3HATb CTATYC 3a4BKU, a4 TAKKC IIPUIUHY OIIMOKH (HpI/I €C HaJ'II/I‘II/II/I). HJ'ISI MOJIYHYCHUS JAHHBIX

0 XOA€ BBIMMOJIHECHUA HPOBCPOK CHCTCMA NOJIKHA BBIIIOJHUTH 3alpoC METOAOM GET B https—azlpec
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REST-API cucremsl ECUAY. 3anpoc Taxxke J0IKeH cojepkKaTh Mapkep A0CTYIA CUCTEMbI Ha CKOYI

ext_imp. [Ipumep 3ampoca:

GET https://esia-portall.test.gosuslugi.ru/rs/reqgs/
AAAASF79379F965664CB739F5BDC6FD8E24797A576A4F056322D
Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciI6M

B kauectBe otBeta ECHA BO3Bpamiaer json ¢ mapamerpamu, ykazaHHbIMU B Ta0Onuie 18.

Tabmuma 30 — [TapameTpsl 0OTBETa Ha 3aIIPOC O CTATyCE MPOBEPKH JTAHHBIX TOJIB30BATEIIS

Ne ITapamerp

Oo0s3aTelIb-

HOCTDb

Onucanue

1. status

Cratyc 3asiBKH Ha PETUCTPALIUIO

noJib3oBareis. Mo)keT IpUHUMAaTh 3HaYECHMUS:

— VALIDATING — uzer npoBepka JJaHHBIX
V3 B BI'UP;

— VALIDATION_FAILED — ommbka npu
npoBepke AaHHbIX Y3 B BI'UP,
JIETATU3AINS OITUOKN COACPIKUTCS
B mapametpe errorStatusinfo;

— SUCCEEDED - oniepanus ycremHo
BBITIOJIHEHA.

2. | personOid

Unentuduxarop 3apeructpupoBaHHoi Y3
(Bo3BpalaeTcs B ciiyyae YCHEIIHO
BBITOJIHEHHOW Ollepaiuy uMmnopra ¥ 3

B ECHA)

3. flowDetails

BosBpariaer nanasle o 3aj1aue, ee cTaTtyc u —
MIPU HATHYUU — 00 OIIHOKe.
Bxrogaet B cebst criemyromniue aTpuOyThl:
— uMs (hame), MPUHUMATOIIEE CIICIYIOITNE
3HAYCHHUS:
e 0 MOMEHTa 3aBEpLICHUS MPOBEPKU
CHUIIC:

- raRegistrationEndorsement —
MOJATBEPIK/ICHUE MOJIb30BaTENIEM
peructpaunu no CMC;

- sendSMS — oTtrnipaBka mapoJs ist
MIEPBOTO BXOJ1a;

- validateSnils — nposepka ®HO,
CHWMJIC u natel poxaenus B [IOP;

® [I0CJI€ YIEUIHOTO 3aBePILCHUs
nposepku CHUJIC u co3znanus
YOpOLIEHHOHN Y 3:

- validateRfPassport — mpoBepka
MacCIOPTHBIX JaHHBIX B MB/{
Poccun.

89 B cpene paspaboTku

CepBHC

JIOCTYIEH o URL https://esia-

portall.test.gosuslugi.ru/rs/reqs/{requestld}, rae requestld — yHukanbHbIH UASHTUPHUKATOP 3asIBKU Ha

MMPOBEPKY JaHHBIX ITOJIL30BATCJIA.
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Ne ITapametp Oobs3aTeb- Onucanue

HOCTDb

— craryc (status), IpUHUMAIOIIUN
CJICAYIOIINE 3HAYCHUS:

- S — ycrnemnHo BbIIOJHEHA;

- P —Bpaborte;

- W — 0HJaeT peaKkiuu MOoJIb30BaATEIIS
WTH TIPEABIAYIIETO CBI3aHHOTO
3aJIaHus;

- | — uanmmanu3upoBana;

- C — omepanust OTMEHEHA,

- F— omm0Oka BBITIOJIHCHUSL.

— omuOKa (error, He00sM3aTeNBHO),
BKJTFOYAromias B ce0st ko omuOku (code)
Y TEKCTOBOE OTMCaHue (message).

4. | errorStatusInfo N JeranpHas nnpopmanus o0 omubdke (npu
Hanuuum). Popmar:

— code — Ko/ OIIMOKH;

— message — TeKCTOBOE OTMCAHHE ONTHOKH.

[Ipumep oTBeTa Ha 3ampoc O CTaTyce BBIMOJIHEHMs 3asBKH (yCHElIHas perucrpauu Y3

npu ummnopre B ECUA):

{"stateFacts":["Identifiable"],"status":"SUCCEEDED", "person0id":1000352622}
[Ipumep oTBeTa Ha 3amMpoC O CTATyCE BBITIOJHEHHS 3asBKU (perucrpanus Y3 IpH UMIIOPTE

B ECH A ne BoimosiHeHa — omuOka mpu npoepke @O, CHUJIC u nater poxacHus B [IOP):

{
"stateFacts": ["Identifiable"],
"status": "VALIDATION FAILED",
"flowDetails":
[
{
"name":"raRegistrationEndorsement",
"status":"S"

b
{

"name": "validateSnils",
"status": "F",
"error":{"code": "ESIA-910001",
"message": "IleHcHOHHBE GoHH Poccurckoy demepalury HEe NOATBEPIMII CYLECTBOBAHMUE
CHUJIC c yKasaHHBEIMM pekBuUsmTamm"}
by
{
"name": "sendSMS",
"status": "C"
}
1,
"errorStatusInfo":
{
"code": "ESIA-910001",
"message": " "
}
}

HpHMep OTBCTAa Ha 3aIllpOC O CTATYCC BLINIOJIHCHHA 3asBKH (peFI/ICTpaLII/I}I V3 pu UMIIOPTE

B ECHA He BbInoJIHEHa — OIIMOKa MPH NMPOBEPKE NMAacHOPTHHIX AaHHBIX B MBJI Poccun):

{

"stateFacts":["Identifiable"],
"status": "VALIDATION FAILED",
"flowDetails":
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[
{

"name": "validateRfPassport",
"status": "F",
"error":{"code": "ESIA-910100",
"message": "B&nbsp;aBTOMAaTUUYECKOM pPeXMMe He&nbsp;ymajioCk NPOU3BECTU INPOBEPKY

Bawero nacnopra.'"}

}
]l
"errorStatusInfo":
{

"code": "ESIA-910100",

"message": "B&nbsp;aBTOMaTMYECKOM PEeXMMEe He&nbsp;ynajloCh NPOM3BECTM NPOBEPKY BalleT'o

nacnopra."

}

}

.6 YcrapeBumuii cepBHC NMOJYyYEeHUS KOAA aBTOPU3ALMH

Anpec ycrapeBIIero cepBuca IojydeHus KoJa aBTOPH3aIMU B TECTOBOU cpejie:

https://esia-portall .test.gosuslugi.ru/aas/oauth2/ac

Anipec HOBOTO cepBHUCa MOJTyYeHHs KOJ]a aBTOPH3AIN B TECTOBOW cpeie:

https://esia-portall .test.gosuslugi.ru/aas/oauth2/v2/ac

W3MeHeHHsI B HOBOM CEepPBUCE TIOTYICHHS KOJIa aBTOPU3AIUH:
— ITapmerp 3ampoca «client_secret» Temepb COIEPKHUT MOIMUCH OT naTH mapamerpoB HTTP—
3ampoca: scope, timestamp, clientld, state (6e3 pa3zgenureneit), redirect uri.
— Jlo6aBnen mapametp 3ampoca «client certificate hash», comepskammuii xem ceptuduxara

cucrteMbl-kineaTa ECUA.

.7 YcrapeBuuii cepBUC MOJYyYEHUSI MapKepa 10CTyna

Agnpec ycTapeBllero cepBuca nojy4eHus Mapkepa J0cTylna B TECTOBOH cpejie:
https://esia-portall.test.gosuslugi.ru/aas/oauth2/v2/te
Anpec HOBOTO cepBHca MOJIyYEHHs MapKepa JI0CTyIa B TECTOBOH cpee:
https://esia-portall.test.gosuslugi.ru/aas/oauth2/v3/te
V3MeHeHMst B HOBOM CEpBUCE MOJydEHUsI MapKepa JoCTyna:
— TIlapmetp 3ampoca «client_secret» Ternepb COAEPKUT NOANKCH OT mmecT napamerpoB HTTP—
3ampoca: scope, timestamp, clientld, state (6e3 pazgenureneit), redirect_uri, code.

— JloGaBnen mapamerp 3ampoca «client certificate hash», comepkammii xem ceprugukaTta

cucrteMbl-KinenTa ECUA.

B BEpCUHU v3 MOAACPIKUBACTCAH 0oJiee BBICOKHIA YPOBCHBb 6630HaCHOCTI/I, TaK KaK K MapaMeTpy

3ampoca client_secret 1o0aBieH apryMeHT code, MoJy4eHHBbIH OT aas/oauth2/v2/ac
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MNPUJOKEHMUE E. EAUHBIA CEPBUC YIIPOILIEHHON
WIEHTU®UKALIMU MTOJB3OBATEJIEN ECUA

B nensax uneHTHdUKAUN MOIb30BaTeNei U MPOBEPKU KOPPEKTHOCTH MH(OpPMAIHH, KOTOPYIO
OHM IMPENOCTAaBISIIOT 00 HMEIIIUXCS Y HHUX JOKYMEHTaX, co3JaH M omnyonukoBaH B CMOB
AIIEKTPOHHBIA cepBUC «ENWHBINA CepBUC YIPOIICHHOW WACHTH(HKAIWUU TMoyb30oBaTeneii EauHoi

% Cepsuc npeaHasHaueH s MCIOJb30BAHUS

CHCTEMBl HJCHTH(PUKAIUU W ayTeHTH(PHUKALINN»
(MHAHCOBBIMU OpraHW3alMsIM{A BO HCIOJHEHHE TpeOoBaHWid (emepasbHOrO 3aKoHa OT 7 aBrycra
2001 r. N 115-®3 «O npoTUBOACHCTBUM Jeraiu3alud (OTMBIBAHUIO) JIOXOJIOB, IOJIyYEHHBIX
MIPECTYMHBIM IyTE€M, U (PUHAHCUPOBAHUIO Teppopu3Ma» U pacnopsbkenus [IpaBurtensctBa Poccuiickoit
®enepaunu ot 15 aBrycra 2012 r. N 1471-p.
CepBuc MOXeT ObITh MCTIOJIB30BaH B PEXKHUME ITPOBEPKU JAaHHBIX [10JIb30BATENS.
B pexume «m1poBepka JaHHBIX [T0JIb30BATEN» UISHTU(UKALKS THYHOCTH U 3aIIPOC pa3pelieHus
Ha TMPOBEPKY JMJAaHHBIX JIOKYMEHTOB TIOJIb30BaTeNss He mpoBoautTcs. [IpoBepka 3amyckaercs
HETOCPEACTBEHHO B MOMEHT OOpaIlleHUsI K CEpPBUCY (B JAHHOM PEKUME).
B pexxnme «mpoBepka JaHHBIX OJIb30BATENs BBIMOIHIIOTCS CIEAYIOUINE POBEPKU:
— macrnopta (coorBerctBUs PO u macmnopTa);
— CHMWIJIC (cootserctBuss DO u CHUJIC);
— HWHH (cootBerctBuss ®1O u MHH).
Enunbiii cepBuC moiepKuBaeT ciueayrommue QyHKIuu:

— MHUIMUPOBAHHE 3apoca Ha MPOBEPKY JaHHBIX MMOJIb30BATES;

— IIPOBEPKaA CTaTyCa BBIIIOJHCHUA 3alIpoCa Ha IIPOBEPKY AaHHBIX I10JIb30BATCIIA.

E.1 Iloay4yeHue 1oCTyna K 3JIEKTPOHHOMY CEPBHUCY

[Topsiok ¥ mpaBumiIa MOyYEHHUSI JOCTYMa K €IMHOMY CEpPBUCY YIPOUICHHOW HMICHTHU(PHUKAIIIU
nonb3oBareneii ECUA mnpuBeneH B nokymeHnte «PernmamMeHT MHQOPMAIIMOHHOTO B3aUMOCHCTBHS
VYyactaukoB ¢ Oneparopom ECHUA u Omneparopom 3Kcrulyatauiud WHGPACTPYKTYPHl AIIEKTPOHHOTO
npaBuTeNbCcTBa». MHpopmanus coaepxutcs B myHkTe «[lopsiok cormacoBaHus mpasa UCIOJIb30BAHUS

Enunoro cepBuca ynpoieHHON uaeHTUUKaMK nojb3oBaTeneil EnuHoil cucteMbl uaeHTU(GUKAIIH

U ayTeHTuGUKaun». JJokymMeHT noctyneH no ajapecy https://digital.gov.ru/ru/documents/4244/.

0 SID nmannoro cepBuca B TecToBoii cpeie CMDB — SID0004152, B npoaykrusHoii — SID0004769.
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E.2 IIpoBepka 1aHHBIX MOJb30BATEJIS

IIpoBepka AaHHBIX NOJIB30BATENS C UCIIOIB30BAaHUEM JIEKTPOHHOIO CEPBUCA BKIIIOYAET B Ce0s
CJIEYIOIIME LIaru:

1. YC otnpaBnseT 3ampoc Ha MPOBEPKY JAaHHBIX MOJIb30BATENs, BKIIOYAIOMIMM MEpCOHAIbHbIE
JAHHBIE M0JIb30BATEIIS;

2. cepBHUC BO3BpaIlaeT UACHTUPUKATOP 3a5BKH;

CEPBUC MHULIMHAPYET NIPOBEPKY NAaHHBIX MoJib30BaTens B bI MP;

4. UC npu HE0OXOAMMOCTH BBI3BIBAET METOJI, MO3BOJISIOUINI MPOBEPUTH CTATYC BBIIOJIHAEMOMN
MIPOBEPKHU JTAaHHBIX MOJIb30BATEINS, B KAUECTBE BXOJHBIX MMapaMEeTPOB yKa3bIBasi UACHTUPUKATOP
3a5BKH;

5. cepBHC BO3BpAIlaeT CTaTyC OIEpalM¥ IPOBEPKU JaHHBIX IOJb30Barens. Eciau omnepauus

3aBepIIeHa, TO BO3BPAIIAETCS CTATYC ONepaIuy (JaHHbIC BAJIUIHBI WU JaHHBIC HE BAJTUTHBI).

E.2.1 3anpoc Ha uaeHTHGUKANMIO U IPOBEPKY JAHHBIX NMOJb30BaTEsI

21.]'[?1 WHUIUHUPOBAHUA IIPOBCPKHU JAHHBIX IIOJIb30BATCIIA HCO6X0}II/IMO BbI3BATh MCTO/
«OTNnpaBUTh 3ampoC Ha TMPOBEPKY IaHHBIX MMOJb30BaTes (0e3 OTMpPaBKU IMOJB30BATEIIO 3arpoca
Ha pa3pericHue)».

B kadecTBe BXOJHBIX MapaMETPOB METOJ MOJy4YaeT MEPCOHAIBHBIC JaHHBIC MPOBEPSIEMOTO
nojp3oBarens (cepuss u Homep macrnopra, PO, CHUIIC, MHH), nHeobxoaumpie s MPOBEACHUS
oTieparyy.

B kadecTBe BBIXOJHBIX IapaMETPOB METOJ BO3BPAIACT CTATYC BBIMOJHEHUS OIEpAIUU
(ycreurHo Wiy He yCIENIHO), HACHTU(UKATOP 3asBKH Ha UICHTH(HKAIUIO ITOJIb30BATEIISI U TIPOBEPKY
ero naHHbIX (requestld), MOCKOJIBKY MPOBEpKa JAHHBIX MOJIH30BATENS OCYIIECTBISICTCS B ACHHXPOHHOM
pexuMe

[Ipu HeycHenHoOM 3aBepIICHUH METOJ BO3BpAIlaeT OLIMOKY, COJCPKAIIYI0 KOJ M TEKCTOBOE

OIMMCAHHE OIIMOKH.

E.2.2 IIpoBepka coCcTOSIHUA BHINOJTHEHUS 3aMpoca

[[J'Iﬂ IOJIYYCHUA pe3yiibTaTa I/IIICHTI/Iq)I/IKaHI/II/I I10JIb30BATCJIAA U IIPOBCPKU €I'0 JaHHBIX OOJIKCH
OBITH BBI3BAH MECTO ((HOJ'Iy‘{I/ITL pe3yibTart O6pa6OTKI/I 3aIpoca Ha IMMPOBEPKY HAHHLBIX IMOJIb30BATCIIA
(663 MOATBCPIKACHUSA IMOJIb30BATCIIEM pa3pemeHH;1)», B Ka4YCCTBC BXOAHOT'O ITapaMeTpa METO IMOJIy41acT
UACHTU(DUKATOP 3asBKU HA IPOBEPKY JaHHBIX MoJb3oBarens (requestld).

B BbBIXOIHBIX ITapaMETpax MepecaacTcCa I/IH(I)OpMaI_[I/ISI O TCKYIICM CTATYCC BBIITOJIHCHH A OIICpaluU

IO MPOBEPKEC NAHHBIX ITOJIb30BATCIIA. B cJIydgac, €Cjin oncpanus NMpoOBCPKU 3aBCPHICHA, B OTBCTHOM
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coobleHHn nepesaeTcs pesynbTaT NPOBEPKH: YKa3aHbl JaHHbIE KOPPEKTHBLI, B npouecce obpaboTku,
JIAHHBIE HEKOPPEKTHBI HIIH HEBEPHBII KO 3anpoca.

[lpn wHeycnewmHom 3aBeplieHHH METON BO3BpAWIAeT OWHOKY, COAEPIKAlYK) KOO M TeKCT

i

Cxena_wanopra_c_i
opaborcamn_1_1_yro

OUIHOKH



