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TABJIMIIA U3BMEHEHUHA

Bepcus | Jlata ABTOp HN3menenne

1.0 — — JIoKkyMeHT co3/1aH

2.0 — — Co3nana HOBas Bepcusi JOKYMEHTa B PaMKax pPa3BHTHUSA
ECHUA B 2013 1.

2.1 — — Bnecensl ucnpaBieHus B IOKYMEHT:

—  YTOYHEHO ONHUCaHHe MPOIeAypbl MOJIUCAHUS 3ampoca
MIpU ayTeHTU(PUKALMK C TOMOIIIBIO TTpoTokoiaa SAML,;

— yrouHeHo onucanue nepeuns SAML-atpubyTos;

— YTOYHEHO OIMCaHWE »JJEKTPOHHOTO CEpBHCA II0
perucrpauuu MOJIb30BaTENEH ECHUA,
omybnukoBanHoro B CMDB (nobaBneHo omucaHue
OpoUeAypbl  TONy4YeHUss JOCTylma K  CEpBUCY,
nobasiieHsl  uaeHtugukatopsl ceppuca ECHA B
CMDB, yTouHEHO OnMMCcaHUe METO/1a BOCCTAHOBJICHUS
JOCTYTA);

— YTOYHEHO oOmnHMcaHue obyacTeit jgocryma (SCOPE),
UCIONIb3YEMBIX TPOTrPaMMHBIMH UHTepdeiicamu Ha
ocHoBe REST.

2.2 — — VckiroueHO TNPUIIOKEHHE C ONMMCAHUEM BIIEKTPOHHBIX
cepBucoB ECUA nnst paboThl ¢ TOJDKHOCTHBIMH JIMIIAMHU
OI'B.  IlpousBeneHa  mepeHymepanuss  OCTaJIbHBIX
NpUIOXKeHUH. BHeceHbl yTOYHEHHs W JeTaju3alud B

TCXHUYCCKHUEC OIMMUCAHU BO BCCX NPUIIOKCHUAX

2.3 — — Jleranuzanus ONUCaHUS MEXaHU3Ma ayTeHTU(UKAIUH C
ucnons3oBanueM OpenlD Connect 1.0

2.4 — — Jlo6aBneHO oOmucaHue NpPOrpaMMHOrO HHTepdeiica Ha
ocHoBe REST no nomnyuenuto nanubix o punmanax u OI'B.
YTouHEeHO omnucaHWe TMpPOrpaMMHOIO HHTepdeiica Ha
ocHoBe REST mo monydeHHIO JIaHHBIX O CHCTEMHBIX
rpymnmnax.

W3meHeHo 0003HaYeHNEe TUIIOB YUETHBIX 3aruceil.
JloGaBnens! ccbuiku Ha TexHonorndeckuit mopran ECHUA.
YTouneHo omnucanue redirect_Uri mpu HCHONB30BaAHUU

cepsuca aBropusaiiuu ECUA Ha ocaoBe OAuUth 2.0.

YTOYHEHO oOIHuCcaHHue CCpBUCA TOJYYCHUA HAaHHBIX O




cyonekre ([Ipunoxenue b.7).
YrouneHn gopmar aapeca, ucnonb3zyemsiii B REST-cepsuce
ECHUA

24.1

YTouneH gopmar 3anpoca Ha MoJIyueHHe MapKepa JI0CTyma
IIpU peajln3allid MOJENM KOHTPOJIS JOCTyla Ha OCHOBE
MOJTHOMOYHUH CUCTEMBI-KJIMECHTA.

YTouHeH mpolecc 3aBeplIeHUs AKTUBHOM  CecCUu

MOJTH30BAaTEIs TIPH MCIOJL30BaHUH TIpoToKoma SAML

2.5

Jlo0aBIIeHO ONKMCAHUE:

— HOBBIX THUIIOB JIOKYMEHTOB  (DU3MYECKHX  JIHII,
nonydaembix uepe3 REST APl ECHUA;

— JaHHBIX O JeTax, moiydaembix depes REST API
ECHA;

—  HOBBIX BO3MOXKHOCTEH 1o HCIIOJIb30BaHUIO
ayreHTu(ukanuu ¢ ucrnonaszoanuem OpenlD Connect
1.0 (mpoBepka ayreHTHUKAINH B (POHOBOM PEKHUME
OTKPBITHE CTpPaHUIIBI ayTeHTU(UKAUN BO
BCIUIBIBAIOIIIEM OKHE);

—  BO3MOYKHOCTEH o YIIPaBICHUIO JAaHHBIMU
OpraHu3aIuy;

—  HOBBIX pa3pelieHni Ha JOCTYI K JJaHHBIM (SCOPE);

— BO3MOYKHOCTH BO3BpaTa IIOJIb30BaTeNsi B CHCTEMY,
HanpaBuBIlyl0  nonb3oBarenss B ECHUA g

BBITIOJIHEHUS OTIEPaIUid.

2.6

Jlob6aBneHo onucanue cepBuca «EauHblii  cepBuc
YIPOIIEHHON WAeHTH(HUKAIMU Tonb3oBaTeneit Enunoi

CUCTEMBbI UIEHTU(UKAIIMY U ayTeHTU(QUKALTUN

2.7

Jlo0GaBieHO OIMCaHKe UCTIOIB30BAHMSI pa3perieHus (scope)

JUTsl TIEpelayl CBEACHUM O JIETAX.

2.8

Jlo6aBneHO ONMUCaHne UCIIOb30BaHUS pa3pereHus (scope)

«openid» AJId UHTCTrpaluu I/IH(I)OpMaI_II/IOHHLIX CUCTEM

2.9

Jlo6asneno B Tabnuny 11 «CoctaB Habopa JaHHBIX» ITYHKT
— MECTO pOXJAeHHs, mpu Bb3oBe ckoyna id doc wu
foreign_passport_doc

2.10

N3 TaGnuupl 11 UCKITIOUEH MMYHKT MECTO POKICHUS.
JloGaBneno onucanue ceppuca YIIPU/L.

YTouHeHa HHGOpMAIIHS 110 CEPBUCY PETUCTPALIH.




JHo6asnen pa3aen b.9 [Ipenocrasnenue CITHCKA
WM3MEHEHHBIX MOJIb30BaTeNIel UM OpraHu3alui 3a Mepuoj
BpEMEHU

B tabnume 6 nobaBieHBI MapamMeTphl OTBETA HA 3alpoc O

NIePCOHANIBHBIX JIaHHBIX MoJib30Batelisi: Verifying u status.

2.11

K Tabnune 11 B npumeyannu 1006aBiieHO onMcaHue SCOPE,

ITO3BOJIOIIUX ITOJIYUYUTDb Fpa}K,Z[aHCTBO IIOJIB30BATCIIA.

2.12

YTouHEHO OMKMCaHUEe CTPYKTYPhl MapKepa UAeHTU(PUKALUU

(ITpunosxenue B.7).

2.13

B Ta6nuie 11 mobasnen ckoyn «birthplacey.

2.14

B Tab6nuue 10 ucnpaBiaeHbl KOAbI OLINOOK.

2.15

B Tabnuue 11 no6asnen ckoym Usr_org.

2.16

JloGaBieHo onmcanue noyer «districty u «settlement» ms

arpubyta orgAddresses (Tabmuma 5).

2.17

17.01.2017

[Ipurapuna /1.A.

B Tabmuume 10 moGaBneH HOBBIM KOJI OIIMOKH TpH
OTCYTCTBUY Pa3pEIICHHUs Ha IOCTYI K YKa3aHHOMY CKOYITY.
B Tabnuue 6 moOaBieHbl mapaMeTphl OTBETa Ha 3alpoc O

KOHTaKTax moJyib3oBaress: VifValStu u verifyingValue.

2.18

31.01.2017

[Ipurapuna /.A.

Jlo6aBiieH paszen ¢ ONUCaHUEM METOJla UMIIOPTA Y4ETHOU

3anicu nosk3oBarens ([Ipunoxenue b.9).

2.19

08.02.2017

Macaosa I'.B.

B tabnuie 6 usmenen napamerp fiasCode orsera Ha 3ampoc
O CBEJEHHMSIX 00 OTAETbHOM 3alUCU B NEpEeyHe aJpecoB

(u3nyecKoro Iuua.

2.20

09.03.2017

[Ipurapuna /1.A.

OOHOBNIEH aNropuT™M HMIIOpTa Y3, IpUMEp OTBETa Ha

3ampoc, 00s3aTebHOCTh noJiei aapeca (Ipunoxenne b.9).

2.21

10.04.2017

ITpurapuna /I.A.

Jlo6aBneHO ONUCaHWE TMOJNydyeHHs HWHPOpPMALUU Ui
ckoyma usr_org (ITpunoxenue B.4).

B Ilpunoxenun b.9 nobaBneHo omnucaHue 3aroj0BKOB
3anpoca (Request-Data, Request-Data Sign). O6HOBIEHO
OIKUCAaHUE MapaMeTpoB Series m number ais JOKyMeHTa,

YIOCTOBEPSIOIIErO JTUYHOCTD.

2.22

02.05.2017

I'opbynosa O.E.

B Ilpunoxenue B.4 B nepeueHb CKOYNOB 100aBJIEH CKOYI
usr_avt.
Jlo6aBneHO OMUCaHWE TMONydeHHs] HWHPOpPMALUU Ui

ckoyma usr_avt (ITpunoxenue b.10).

2.23

04.05.2017

[Ipurapuna /1.A.

JloGaBineHo  omucaHue  OWMOOK  JUIsl  MapameTpa
errorStatusinfo (ITpunoxenwue B.9).
OOHOBJIEHO omucaHWe OTBeTa Juisi 3ampoca: https://esia-
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https://esia-portal1.test.gosuslugi.ru/rs/orgs/100000/emps?embed=(elements.person)

portall.test.gosuslugi.ru/rs/orgs/100000/emps?embed=(ele
ments.person) (ITpunosxenue b.1).

2.24

20.06.2017

Macnosa I'.B.

OOHoOBIIeH mpuMep 3ampoca (BBI30OB CepBHCa B cpele
pazpabotku) B Ilpunoxxkennn b.11 (moGamieH mapametp

«birthplacey.

2.25

03.07.2017

[Tpurapuna /I.A.

B pasnene 3.1.1 noGasiena nnpopmaiys 0 NpeKpameHu
nogyepxku SAML 2.0 8 ECUA.

B pasnmenax b.2, B.2.2, B.4, B.5 o0HOBJICHBI TIpUMEPHI,
Kacaroruecs ckoyma id_doc.

B pazgenax B.6.2.2, B.6.2.3 00HOBIEHB IpPUMEPHI

3aIIpOCOB.

2.26

18.07.2017

Macaosa I'.B.

Jlo6aBnena Tabmuma 10 ¢ komamMu OMIMOOK OT cepBHUCa
HMITOPTA.

Jlis  mapamMeTpoB 3ampoca HMIIOPTa aKTyalu3HPOBAHbBI
¢bopMaThl JaHHBIX W 3HAYCHHE O0A3aTEIBLHOCTH IS
OTIIPaBKH B 3aIpoce.

B IMpunoxenusx b8, B 3.2, B4 ynanena wadopmanus o
ckoyme shj_inf.

JloGaBneno mnpuioxenue [I4 mo ycTapeBHIUM cKoyHam

ECHA.

2.27

17.08.2017

[Ipurapuna /1.A.

OO6HoBIeHa 00s3aTEIBLHOCTh CIEAYIONIUX TOJEH 3ampoca
merona wumnopra (B.9): birthplace, series, number,

issuedBy.

2.28

29.08.2017

ITpurapuna /I.A.

B onucannu merona ummnopta (b.9) nobaBneH HOBBIM THIT
nokymenta — FRGN_PASS (3arpannysblii macmopt
rpaxaanuHa P®), OOHOBIEHO oONHUCaHUE IapaMEeTPOB
3arpoca Juist JOKYMEHTa, YAOCTOBEPSIONIETro JUYHOCTb.

B Tab6mune 11 ans mapamerpa flowDetails B mone name
nobaBieHO HOBOe 3Hauenue — raRegistrationEndorsement

(moaTBepkAeHNe peructpanuu noyup3osarenaem no CMC).

2.29

08.11.2017

ITpurapuna /I.A.

O6HoBnena obs3arensHOCTh monst MiddleName 3ampoca

merona umnopra (b.9).



https://esia-portal1.test.gosuslugi.ru/rs/orgs/100000/emps?embed=(elements.person)
https://esia-portal1.test.gosuslugi.ru/rs/orgs/100000/emps?embed=(elements.person)

2.30

19.12.2017

Macaosa I'.B.

O6HoBnena obs3arensHOCTh moist MiddleName 3ampoca

metozaa ummnopta (b.9).

2.31

26.12.2017

Kykona JI.A.

JloGaBneHbl HOBBIC MApaMeTpbl B OTBETE Ha 3alpocC MpH
MOJTY4eHHH JaHHBIX opranu3anuu (rs/orgs, b.4).
JloOaBiieHBI HOBBIC MapaMeTPbl IPU OTBETE HA 3aIPOC MPH

IIOJIY4YCHHU N CIIMCKa OpraHu3anysa IIOJIB30BaTECIA

(rs/prns/{prn_oid}/roles, B.4).

2.32

30.01.2018

Macimnosa I'.B.

Buecens!l yrounenus B Tabnuity 8.

2.33

02.02.2018

Macimnosa I'.B.

Buecensl n3menenus B paszzaen 3.5 «Bo3Bpar noiabp3oBares
B CHUCTEMY, BbI3BaBLIYIO Ipo¢uib noas3zoBarens B ECUA

WM peructpaiuio nojin3onarens B ECUA».

2.34

09.02.2018

Macmnosa I'.B.

HcnpasieHbl onevarku.
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2.35

01.03.2018

Hupuxos A.M.

Buecens! usmenenus B [punoxenne b.9 Umnopt yuetHoit

3aICH TIOJIb30BATEIS:

— B TabiuIe ¢ ONUCaHWEM [apaMeTpoB 3arpoca:
00s13aTeIbHOCTL MapameTpa JdokyMeHrta issuedBy —
HaMMEHOBAHHUE [10/IPa3/ICICHHUs, BBIIABIIETO MAacoOPT —
yka3aHa kak Y/N (o0si3aTesieH TOJIBKO JJIs MMacmopTa
rpaxxaanuHa P®D);

— B TpUMeEpe 3ampoca UMIOpTa Y3 CKOPPEKTHPOBAHO
conepxumoce seMenTa addresses;

— CKOPPEKTHUPOBaHbI TPUMEPHI OTBETOB Ha 3ampoc
umnopra ¥Y3;

— Tabnuua 10 — Koas!l 1 onucanue omuOOK OT cepBuca
uMmriopta: noo6asnensl koxel ESIA-030007, ESIA-
032205, ESIA-039812, ESIA-039815, u ux onuMcaHus;

— Tabmuma 11 — [TapameTpsl OTBETA Ha 3aMpoOC O CTATyCe
NPOBEPKH JIaHHBIX IIOJIb30BATelis: B  OIUCAHUE
nobasiieH mapametp personOid — wupenTudurarop
3aperuCTPUPOBAHHON YUETHOM 3aINCH,

— Tab6muma 11 — ITapameTpsl OTBETa Ha 3aIIPOC O CTATyCE
MPOBEPKMA  JAHHBIX IIOJIb30BATENS: B  IEPEUYCHD
BO3MOXXHBIX 3HAu€HUN arpubyra Name mapameTpa
flowDetails no6asneno 3mauenme «C» - omepauus
OTMEHEHA,

— CkopperupoBaH OCHOBHOM u N00aBJICHBI
JIOTIOTHATEIIFHBIC TPUMEPhI OTBETOB HA 3alpoc O

CTaTyCC BBIINNOJIHCHUA 3asIBKHU.

2.36

07.03.2018

XKyxosa [I.A.

HobGaBnen pasgen «YaaneHHas UACHTUQUKAIMSA C
UCIIOJIb30BaHUEM  OHOMETpUYECKOW  UACHTHU(UKAIII

(TTpunosxenwue B.8).

2.37

12.03.2018

Macaosa I'.B.

I/ICHpaBHCHH OIICYAaTKH.
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2.37

13.03.2018

Hupuxos A.M.

BeimonmHeHsl  10paOOTKM ¥ BHECEHBI U3MEHEHUS B

[Ipunoxenne b.9 Mnopt yueTHoM 3anucu Mojib30BaTENs:

— OOHOBJIEHA CXeMa, NpeACTaBICHHas Ha pUCyHKe 14 —
Auroput™ nmnopra ydetHol 3anucu B ECUA;

— CKOppEeKTHpOBaHa TaliMIa ¢ mapaMeTpamMH OTBETa Ha
3anpoc ummnopra Y3 B ECUA:

— B MpPUMEYAHHAX  JI00ABIEHO  OMNHCAHUE
BO3MO>KHBIX 3HAYECHUH BO3paIlaeMoro
napamerpa code (Koz 3aBepiieHus oneparun);

— B IpUMEYaHUSX  J00aBIEHO  OIHKCAaHUE
Ha3HAYECHUS BO3paIlaeMoro napamerpa
description  (TekcroBoe  omucaHue  Koja
3aBEPIICHUS OTIEPALIUH);

— B IpUMEYaHUSAX  JI00aBJIEHO  OIMCaHUE
HA3HA4YCHHs BO3pallaeMoro mapaMmerpa message
(TekcroBoe OTHCaHue Koza OLIMOKHU
BBIMTOJIHEHUS OTICPALIVH);

— Tab6muma 10 — Koapl u onucanue omuOOK OT CepBHUCca
UMITOpTA!

— CKOPpPEKTHpPOBAHO COJEpPXKMMOE CTOJI0ma ¢
ONKMCAHWEM KOJOB BO3BpaTa Uil HEKOTOPBIX
KOJIOB OIINOOK;

— nobasnen kon ommbOku ESIA-910307 wu ero

OITMCaHuC.

12




2.38

10.04.2018

Hupuxos A.M.

BbimonHeHsl  10pabOTKM W BHECEHBl M3MEHEHHUS B
[Ipunoxenne b.9 Mnopt yueTHoM 3anucu Mojib30BaTENs:
— Tabmuma 11 — [TapameTpsl OTBETA Ha 3aMpoc O CTaTyce
IPOBEPKM  JIaHHBIX  II0JIb30BATENs:  IepeueHb
BO3MOXHBIX 3HadeHUH arpulOyra Name mnapamerpa
flowDetails pa3znenen Ha 1Be BO3BpaliaeMbie IPYIIIbL:
® 3aJ]a4d U CTaTyChl U3 BBIIOJHEHHUS O MOMEHTa
3aBepuieHus nposepku CHUJIC;
® 3aJaud M CTAaTyChl HUX BBINOJHEHHUS IOCHe
ycnemHoro 3asepiieHus nposepku CHUJIIC u
co3JaHus ynpoui¢HHo ¥Y3;
— CKOpPPEKTUPOBaHbl MPUMEPHI OTBETOB Ha 3alpoc O
CTaTyce BBINOJHEHUS 3aiBKM — B COOTBETCTBHUE C
pasziesieHneM CTaTyCOB Ha JIBE€ BO3BpAIllaeMble TPYIIIbI

(mo u mocine mpoepku CHUJIC).

2.39

28.04.2018

Macmnosa I'.B.

Buecensl usmenenust B [Ipunoxenne b.1 ~ O0uue

cBezeHus o nmporpammHom untepdeiice ECUA.

2.40

29.06.2018

Kykosa [I.A.

OOHoBJIeHWE omnucaHus WHGOPMAIMA O TOJYYCHUHU
aBatapa noss3oBarens ([Ipunoxenne b.10).

Jononnenue pasnena o0 yaaleHHOW HIAEHTU(UKAIIUU C
UCTIOJIb30BAHUEM  OMOMETPUYECKOW  WIACHTU(DHUKAIMH
pUMepaMu MOJTy4aeMbIX MapKepoB JOCTyTIa
(TTpunoxxenne B.8) u oOmielt cxemMol B3auMOJCHCTBHUS

Y4aCTHHUKOB.

241

04.07.2018

XKyxosa [I.A.

JlobaBiieHO omucaHue HOBOTO SCOpe — «ext_auth_result»
(TTpunoxenue B.4).

O6noBneHa nH(oOpMaIKsa O CTPYKTYpe MapKepa J0CTyIa,
BeimaBaeMoro ECHMA, B wyacTHOCTH 00 anropurme

um¢pposanus ([Ipunoxenue B.5).

2.42

17.07.2018

XKyxosa [I.A.

Jlo6aBneHbl HOBBIE THIBI CBUJAETENBCTBA O POXKICHUM U
HOBBIN apaMeTp (HOMep aKTOBOM 3alMCH) MPH MOJIyYEHUN
nH(pOpMaLIUY O TOKYMEHTaX MOJIb30BaTelNs U O TOKYMEHTax

nereit monb3oBarens. ([Ipunoxenue b.2).
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2.43

30.07.2018

Kyxosa JI.A.

JloGaBnena wHpOpMAIUSI O HEOOXOJUMOCTH HATHYHUS
MOATBEPIKICHHOTO MOOWIBHOTO TenedoHa B mpoduiie
MOJIb30BaTENsl TPU W3MEHCHHWH OCHOBHBIX [AHHBIX B

CTaHIapTHOU U moaTBepxkaeHHom Y3 (1m.4.2.1).

2.44

26.09.2018

XKyxosa [I.A.

OOnoBiiena wuHPOpPMALUs O 3aBEPUICHUU YNAJICHHOU
UICHTUPUKAITUT M0JIb30BATENS (momyuenue
M0JIb30BaTeIbCKOro Mapkepa aoctymna) ([Ipunoxenue B.S,
m.2).

Hob6aBnen HoBbIM kox ommOku B Tabmmmy 10 — ESIA-
032110 (ITpunoxenue B.9).

JloGaBnena undopmarius o 3aBepiiennu ceccuu ECUA npu
3akpbITHU Opay3epa (11.3.2.1, m.3.3).

JNloGaBnena wHOpMAIMS O BO3MOXHOCTH OOMEHa
AaBTOPH3AIIMOHHOTO KOJAa Ha OJMH MapKep JOCTyIa

(ITpunosxenus B.2.3 u B.6.3).

2.45

5.10.2018

XKyxosa /I.A.

JlobGaBnena wHoOpManus O HACTPOHKE CPOKOB >KH3HH
Mapkepa noctymna u mapkepa ooHomienus (IIpumosxenue
b.1).

Jlo6aBneHa nHpopManus o JOMOJHUTEIbHBIX BO3MOMXKHBIX
KO/ax OmHOOK MpH MOJTYYSHUH MapKepa JI0CTyla B 0OMEH

Ha Mapkep oOHoBieHus ([Ipunoxenue B.2.4).

2.45

22.10.2018

[upuxos A.M.

[Ipunoxenue B.7 — B nonpaznen CBeeHus 0 CTPYKType
Mapkepa UIeHTU(UKAUK: T00aBIEHO OMHCaHUe
BO3MOXKHBIX TUTIOB CyObekTa (“urn:esia:shj:typ”).
[Ipunoxenne B.8 — Vpanénnas wuaeHtudukanus c
UCIOJIb30BAHUEM OHOMETPUYECKON HIEHTU(UKAIUN: B
nojpasnene «2. 3aBeplieHre yIaleHHOW WICHTU(UKAIIIH
MOJIB30BATENs, IOJIYYEHUE I0JIb30BATEIBCKOrO MapKepa
JOCTYIIa» CKOPPEKTHUPOBaH puMep cocraBa

pacupenHoro mapkepa goctyna (PAYLOAD-vacts)

2.46

26.11.2018

Macaosa I'.B.

B IMpunoxenun b.2 REST-API /prns/{oid}/ctts/{ctt_id}

yaajieHa HHPOPMAIIHSI O CITYKEOHOM 3JIEKTPOHHOM MouTe.
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2.47

27.11.2018

Mesun [I.A.

B Tabnune 10 ckoppekTupoBaHO ONMCaHKHE KOJ0B BO3BparTa
JUISL KOJIOB OIITHMOOK:

o ESIA-032205;

e ESIA-039815.

2.48

06.12.2018

Macmnosa I'.B.

JHobasnena undopmanus o noxnepxkke 'OCT P 34.10-
2012.

2.49

18.12.2018

Mesun [J.A.

B Tabnune 10 ckoppeKkTHpOBaHO OMKCAaHKUE KOJa BO3BparTa

uts xona ommoku: ESIA-032205.

2.50

21.12.2018

Mesun JI.A.

B Tabmuue 10 ynanena uHdopmManus 0 KOJE OIIMOKU:

ESIA-039815.

2.51

26.12.2018

Macaosa I'.B.

B Ilpunoxennun B.5 CKOppeKTHpOBaHBI CBEICHUSA O
CTPYKType€ U HpPOBEpPKE Mapkepa JocTymna: a00aBiIeHO
omucaHue HWHPOPMALMM O HAIUYUK JIETETHPOBAHUS

IOJITHOMOYHNH,

2.51

26.12.2018

Mesun J[.A.

JlobGaBiieHo onrcanue obnacTei qoctyrma (SCopes): goshar u

gosbar_org (ITpunoxenue B.4).
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2.51

28.12.2018

Hupuxos A.M.

1. B [Ilpunoxenun A.5 Onucanue MeTaJaHHBIX
MOCTAaBIIMKA YCIYT B TAOJIUIE 5 paCIMPEHO OMUCAHNE
atpuOyra  principalDocuments B 9actu  THIIOB
nokyMeHTa «CBUAECTEIBCTBO O POXKICHUN.

2. B Ilpunoxenus b.2 u b.4 (cepsucet ECHA Ha 0aze
nonxona REST, mnpemocraBienne mnepcoHaNIbHBIX
JAHHBIX MOJIb30BaTeNICH U MPEAOCTaBICHUE JaHHBIX U3
npoduias  opraHu3alMHu)  J00ABICHO  ONMHUCAHUE
metonoB REST APl ECUA nns nonydeHus TaHHBIX O
TPAHCIIOPTHBIX ~ CPEICTBAaX  IOJb30BAaTENel |
OpraHu3alii B COOTBETCTBUU C BBIOJIHEHHBIMH
nopabotkamu  (mapameTpbl  MarMHaIMU, — oOIiee
KOJIMYECTBO  TPAHCHOPTHBIX  CPEICTB,  IOJIHAS

uH(pOpMaIIKs O TPAHCIIOPTHOM CPEJICTBE).

2.52

11.01.2019

Kyxosa JI.A.

OOHOBJIEHO ONMCAaHUE METO/Ja HUMIOPTAa YYETHOH

3aIlMCH I10JIb30BaTEIS:

1. Texymee omucanue nepeneceHo B Ilpumnokenue
.5 xak ycrapeBmee. [lo6aBieH HOBBIM KOJI
omm6ku ESIA-039600;

2. Ilpunoxenue b.9 Obul0 0OHOBIEHO: H00aBieHa
uHpopmManusa o0 aapece HOBOM BEpCHU METOAA
uMIoprTa, HOBHIX komax ommubok (ESIA-039601,
ESIA-039602, ESIA-039603, ESIA-039815),
HOBOM (YHKIMM TOJATBEPHKACHUS YHPOIIECHHBIX
yueTHbIX 3anuced. OOHOBJIEH alIrOpUTM pabOThI

METO/ia UMIIOpTa.

2.53

18.01.2019

Macaosa I'.B.

B ta6nurie 14 B coctaB Habopa JaHHBIX it SCOpe «id_docy
u  «foreign_passport_doc»  noGaBiieHO ~ 3HAYCHUE
«TPaXxIaHCTBO.

B pasznene b.9 no6asnen ko ommbku ESIA-035116.

2.54

30.01.2019

Mesun JI.A

B pazmene Bb.9 noGaBnen kox ommbOku ESIA- 039805,
CKOPPEKTHPOBAHO OIMCAaHWE KOJia BO3BpaTa I Koja

ommmbku ESTIA-035116.
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2.54

13.02.2019

Hupuxos A.M.

[Ipunoxenue B.7 — B noapaszaene «CBeaeHUs: 0 CTPYKTYpe
Mapkepa HICHTH(GHKAIUNY» CKOPPEKTHPOBAHO OIMCAHHE
BO3MOJKHBIX THIIOB cyObekTa (“urn:esia:sbj:typ”): “P” —

(buzmIecKoe JIUIIO.

2.55

13.03.2019

Hupuxos A.M.

[Mpunoxenne B.§ «Ypanéunas wuaeHTHGHUKAIMA C
UCIOJIb30BAHUEM OMOMETPHUYECKOW HIEeHTHU(DUKALUNY -
no0baBiieHa CCbUIKA Ha pasfell JokyMeHTa «Meroauueckue
pexomeHmanuu mo padore ¢ EnuHOW OmoMeTpudecKon
CUCTEMOI», OIIUCHIBAIOLINN HHTEIPALMIO BHEIIHUX CUCTEM
c Enunoit OMOMETpHuYECKOW CHUCTEMOH, B TOM 4YHCIE
COJIep KALIMM yKa3aHHsI 110 UCHOJIb30BAHUIO 3AIMIIEHHBIX
ceTeil mIepenayd JaHHBIX IPU MCIOJIB30BAaHUM METOJI0B
REST APl buomerpuueckoii Bepudukanuu.

HUcnpaeneno omucanue (opmara napamerpa «17irthdatey

(Tabmwuma 6).

2.56

11.04.2019

Mesun J[.A.

B Tabaumy 10 no6asnen xox ommbku ESIA-039810

2.57

26.04.2019

XKyxosa /I.A.

VYkazanue napopmarmu o SCope «bio» B [punoxenusx B.4

u B.&

2.58

05.06.2019

Me3sun JI.A

B Ilpunoxenue I'. JloOaBiaen HOBbIA pazgen 1.9.5

PexoMeHnmannu no B3auMOAeCTBUIO C BUIAMU CBENECHUI B

CM3B 3.X

2.59

11.06.2019

[upuxos A.M.

1. B nokxyment noGasneno I[Ipunoxenue b.11 — CepBuc
ynpasneHus: BHemHUMHU MC neHTpamu oOCityKUBaHUs

OpraHu3aIui.

2. B moapaznensr 3.1.1 u 3.1.2 nobGaBiena uHpopMaus u

CCbUIKa Ha cepTU(UKAThl TECTOBOM M MPOAYKTHUBHOMH
cpen  ECUA, wucnonesyemble s (GopMHUpOBaHUS

OJICKTPOHHBIX HOJIHHC@ﬁ OTBETOB KaK IIOCTaBIIIMKaA.

2.60

16.07.2019

Mesun JI.A

B nynkre b.11 ckoppextupoBano onucanue cepsuca REST
API.

2.61

07.08.2019

Mesun J[.A

B IMpunoxenne b. O6HoBACH hopmat fiasCode.
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2.61

08.10.2019

Hupuxos A.M.

1. MHckmroueHo yka3zaHUE Ha BOBMOXXHOCTh MCIIOTh30BAHUS
NC camMOnoanucaHHbIX CEPTH(PHUKATOB HIEKTPOHHBIX
HOIIUCEN.

2. VckiodeHo yKa3aHHe Ha BO3MOXKHOCTb MCIIOJIb30BaHUS
cepTU(UKATOB IMEKTPOHHBIX MOAIMUCEH, BBITYIICHHBIX
C HCIIOJIb30BAaHHEM KPUNTOrpapUUECKUX aaropuTMOB,
ornuuHbix oT 'OCT P 34.10-2012 u I'OCT P 34.11-
2012 (kpome pazgena 3.1.1 AyreHTHUdUKaAIMSA C
ucnoip3oBanue crangapra SAML u nmpunoxenus A.
Ncnons3oBanne ECUA B mensx HISHTHPUKAUU |

ayTeHTH(UKaIuK mocpeacTeom crangapra SAML 2.0).

2.62

23.10.2019

Mesun J[.A

B npunoxenue B.3.2 CcKOppeKTMpOBaHO OINMCaHUE

HOJIyYEeHUsI MapKepa J0CTyIIa.

2.63

02.12.2019

Mesun [I.A

B mnpunoxenne B.3.1.1 u B.3.1.2 ckoppeKTHpOBaHO

OIIMCaHHuC.

2.64

24.12.2019

Mesun J[.A

B npunoxenue b.11.3 akTyanusupoBaH npumep OTBETa
merona cepuca REST APl nonyuenuss cnucka L[O

OpraHu3aluu.

2.65

26.12.2019

Me3sun JI.A

B mpunoxenne b.11 Cepsuc ynpasnenus BHemHumu 1MC

[IEHTPaMU 100aBICHO omnucanue Juts nojst opnModes.

2.66

26.02.2019

Me3sun JI.A

1) JobGaBnen HoBoe mpuimoxenue b.10  Cepsuc
MOJITBEPXK/ICHUS ONepaluil Mo peructpanuu Y3 uepes
UHTETrpaloHHbIN Moaynb EINTY;

2) B npunoxenue b.9 noGaenen kox omubOku ESIA-
032010;

3) B pasgensr 3.2.2 u B.6.5 nobasnena undopmaiuu 00

00s13aTenpHOCTH BBI30Ba Logout.

2.67

26.03.2020

[Terpakos C.B.

B npunoxenne b.12.2 Cepsuc REST API 6e3ycnoBHOTO
no0aBlIeHUs] COTPYJHHKOB B OPraHU3aIMI0 B IEpEyYCHb

BO3BpallaCMbIX OIIMOOK Il06aBJ'ICHO OIIMCAaHUE OIIUOKH

ESIA-036102

2.68

14.04.2020

Mesun J[.A

B npunoxenue b.4 [IpegocraBienue naHHbIX U3 MPOQUIISL

OpraHu3alK aKTyaJIU3UpOBaHbl KoJsl THIIOB OI'B.
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2.69 28.05.2020 | Tuxonona E.H. 1. B pasnmene b.9 noGanen xox ommbku ESIA-039803,
CKOPPEKTHPOBAHO ONMMCAaHHE KOAa BO3Bpara JJs KoJa
ommm0Oxu ESIA-032010;

2. B pazgene bB.9 nobGaneno ommcanwe crocoOa

dbopmupoBanus noanucu 3ampoca (Request-Data-Sign)

AJi1 METOJ1a UMIIopTa.
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CIIUCOK COKPAILIEHUH

Coxpamenue / HaumeHoBaHue / onpeaesieHue

TePMHH

EI'PUII EnuHbIil rocy1apCTBEHHBIN peeCTp UHAUBUYAIbHBIX IIPEANPUHAMATEIEH

EI'PIOJI Enunblii rocy1apCTBEHHBINA PEECTP IOPUANYECKUX JTUIT

EIITY denepanpHas rocyaapcTBeHHas nHGpopManuoHHas cucteMa «EnuHbpIi
[OpTaJl TOCYIaPCTBEHHBIX U MYHULIMNAIBHBIX YCIYT ((QyHKIH)»

ECHA denepanbHas TocyaapcTBeHHas HHPpopMarmonHas cuctema «Exqunas
cucreMa UICHTU(UKALUU U ayTeHTU(UKAaLUU B UHPACTPYKTYpeE,
obecneunBaromeil UHHOPMAILIMOHHO-TEXHOJIOIMYECKOE B3aUMO/IeHCTBIE
WH(POPMAIIMOHHBIX CHCTEM, UCIIOIB3YEMBIX JIJIS IPEIOCTABICHUS
rOCYJapCTBEHHBIX U MYHHUIIMIIAIBHBIX YCIIYT B 3JIEKTPOHHOH (Gopme»

NHH NnentrudukaninoHHbIN HOMEP HAJIOTOILIATEIbIINKA

ncC HNudopmanmonHas cucrema

KO3II YcuneHHas KBaTu(pUIMPOBAHHAS AIEKTPOHHAS TTOAINCH

OI'B Opraun rocynapctBeHHo# BiaacTi. denepanbHble Opranbl HCIIOJIHUTEIBHON
BJIACTH, FOCYIapCTBEHHbIE BHEOIO/DKETHBIE (DOH/IbI, OpTaHbl
HCIIOJIHUTENBbHOM BiiacTu cyobekToB Poccuiickoit deneparnu, opranbl
MECTHOI'O CaMOYIPABIICHUS], TOCYJaPCTBEHHBIE 1 MYHUIIMIIAJIbHBIC
YUPEXAE€HUS,, MHOTO(QYHKIIMOHAIBHBIX [IEHTPOB MPEAOCTABICHHS
rOCyIapCTBEHHBIX 1 MyHUIIMIIAJIBHBIX YCIYT, a TAK)KE UHBIE OpraHU3alH,
ornpezeneHHble (eepaabHbIMU 3aKOHaMU, akTamu [Ipe3nnenTa
Poccniickoit ®enepanuu u akramu [IpaBurenscra Poccniickoit
denepaunn

OI'PH OCHOBHOH rOCyJapCTBEHHBIN PErMCTPALIMOHHBIN HOMED

OI'PHUII OCHOBHOH TOCY/IapCTBEHHBIA PETUCTPALMOHHBIN HOMEP UHANBHIYaIBHOTO
MpEATPUHUMATEIIS

Oneparop Bblaun Opran nim opranu3zaiys, 001a/1aromias IpaBoM COo3aHus (3aMeHbl) KIIroua

kiroua 1511 I191I1 B cootBeTcTBUU ¢ mocTaHOBIeHUEM [IpaBurtenscTBa PD ot 25 auBaps
2013 r. Ne 33 «O06 ucnonb30BaHUM MTPOCTOM FIEKTPOHHOM MOANKCH TPU
OKa3aHUM IOCYIapCTBEHHBIX M MYHUIIUIIAIBHBIX YCIYI». B COOTBETCTBUY C
yKa3aHHBIM NocTaHoBieHueM [IpaBurenscTBa, kauectBe OniepaTopoB
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Coxpamenue /
TePMUH

HaumeHoBaHue / onpeaesieHne

BbIaun kiatoua 1311 moryT BeicTynarts (heaepalibHbIe OpTraHbl
WCIIOJIHUTENIBHOM BJIACTH, TOCYAApCTBEHHBIE BHEOIOKETHBIE (DOH/IBL,
OpraHbl HCTIOJHUTEIBHOM BIacTH CyObeKTOB Poccuiickoit denepannu,
OpraHbl MECTHOT'O CaMOYIIPABJIEHUS, TOCYJapCTBEHHbIE U MyHULIUIIAJIbHbIE
YUPEXKACHUS, MHOTO(QYHKIIMOHATBHBIE LIEHTPHI MPEJOCTaBICHUS
roCyJapCTBEHHBIX U MyHULIMIIATIBHBIX YCIYT, & TAK)KE UHbIE OpPraHU3alNH,
ornpezeneHHbIe (eaepaabHbIMU 3aKOHaMH, akTamu [Ipesunenta
Poccuiickoit ®enepanuu u akramu [Ipasurenscra Poccniickoit
®depepannu (a TakKe YIOJIHOMOYCHHBIC UMU OpTraHU3aIlim),
OCYUIECTBJISIOIINE OKa3aHUE TOCYAAPCTBEHHBIX WM MYHULIMITAIBHBIX
yCIYT ¥ MOJKITIOYEHHBIE K MHPPACTPYKTYpe, 0OecreynBaroiei
MH(OPMALIMOHHO-TEXHOJIOTUYECKOE B3aUMOICHCTBUE HH(POPMAITMOHHBIX
CUCTEM, UCIIOJIb3YEMBIX JJIsl IPEOCTABIEHHUS TOCYAapCTBEHHBIX U

MYHUIIUTIATBHBIX YCIYT B 3JIEKTPOHHOU (hopme

Onepatop ECUA

MuHHCTEpPCTBO CBA3M U MacCOBBIX KOMMYHUKaluil Poccuiickoit

denepauun

Omnepatop UC

Opranuzanus, OCyIiecTBISONIas peructparuio u ynpasienue UC. B
kauecTBe orneparopoB VC, BKIIFOUEHHBIX B PETUCTP WH(DOPMALIMOHHBIX
cuctem ECHUA, MoryT ObITh OpraHu3aiuu, 00ecreynuBarolie pereHmue
CIIEAYIOINX 3a/1a4:

— TpeaocTaBleHUE TOCYIAPCTBEHHBIX U MYHUIIUTIANBHBIX YCIIYT;

— HCTOJHEHHE rOCyIapCTBEHHBIX M MYHHUIIUTAIBHBIX ()YHKIUI;

— ¢opmupoBanue bI'1P;

— MEXBEIOMCTBEHHOE DJIEKTPOHHOE B3aUMO/ICHCTBHE;

— WHBIC 33]]a91, IPETyCMOTPEHHBIC (pelepaTbHBIMH 3aKOHAMH,

axtamu [Ipesnnenrta PO u akramu IIpaBurenscrea PO.

ITons3oBarens ECUA

[Tonp30Barens HHGOPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHOM cCeTH
«HuTtepHer», 3apeructpupoBannbiii B ECA B kauecTBe (hri3nueckoro
nuna. MokeT IMeTh poJI WHIMBUIYAIbHOTO MPEIITPUHUMATEI,

COTPYAHUKA OPUAUYICCKOIO JIUIAa, JOJKHOCTHOI'O JIMI[a OI'B
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Coxpamenue /
TePMUH

HaumeHoBaHue / onpeaesieHne

ITocTaBuuk ycmyr

NC, unrerpuposannas ¢ ECUA u ocyuiecTBisomas npeiocTaBieHue
noabs3oBaressiMm ECUA naHHBIX U yCIyT, B YaCTHOCTH, TOCYJIapCTBEHHBIX U

MYHHIIMITAIBHBIX YCIYT B 3JIEKTPOHHOI Qopme

[1911

IIpocras 35eKTpoHHas OAIUCH

Pernmament

PermaMeHT B3anMOACHCTBHS Y9aCTHUKOB HH(OPMAITMOHHOTO
B3auMozeicTBus ¢ oneparopom ECHUA u oneparopoM HHPPACTPYKTYPHI
ANEKTPOHHOTO MPABUTENHCTBA MPU OpraHU3aIK UH()OPMALIMOHHO-
TEXHOJIOTHYECKOTO B3aUMOJIEHCTBUS MH(POPMAIIMOHHBIX CUCTEM C

ucronp3oBanneM ECUA

CMO5B

(DenepanLHaﬂ TroCcy1apCTBCHHAA I/IHCI)OpMaHI/IOHHaH cuctema «Eaunas

CUCTCMa MCKBCAOMCTBCHHOI'O 3JICKTPOHHOI'O B33.I/IMO,HGI>'ICTBPIH))

CHUIIC

CrtpaxoBoil HOMep UHAUBUIYATEHOTO JUIEBOTO CYETa 3aCTPAXOBAHHOTO
TuIa B cucteMe nepcoHuduimpoBanHoro yuera [leacuonnoro ¢onna

Poccun

Cneunanuct Llentpa

Cotpynnuk Oneparopa Beinauun kitoua [1911, ocymectsistomuii

00CITyKHBaHUS MOATBEPKICHUE TUYHOCTH Tosb3oBareneit ECUA

TexHonornyeckui Crieninann3upoBaHHOE BEO-TIPUTIOKEHUE, PA3MEIICHHOE TI0 afpecy

nopran ECUA https://esia.gosuslugi.ru/console/tech. ITpeana3nadeHo, B 4aCTHOCTH, IS
ympasienus: UC opranuszanuit

)50 damMunus, UM, OTYECTBO

Llentp o6cmyx)uBaHUs

Lentp obcmy)uBaHMS OpraHa WM OpraHu3aluy, UMEIoLIel MpaBo
co3ianus (3aMeHbl) U Belaun kimroya [1311. B Lentpe obcmykuBanus
cnenuanuctamu LleHTpa o0ciyKUBaHUsI OCYIIECTBIISIETCS PETUCTPALIUS

W/WIH TIOATBEPKACHNUE JTHUYHOCTH TMonb3oBareneit ECUA

HOJI IOpunnueckoe auio

OAuth OTKpBITHIN POTOKOJI aBTOPU3ALUN

REST Ilepenaua penpesentaruBHoro cocrostuus (Representational State Transfer)
SAML Security Assertion Markup Language

SMS Cayx06a kopoTkux coobmmenuit (Short Message Service)
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https://esia.gosuslugi.ru/console/tech

1 BBEJIEHMUE

[lepexon K OKa3aHUIO TOCYAAPCTBEHHBIX M MYHHUIMIAIBHBIX YCIYT B 3JIEKTPOHHOM BHJIE
TpeOyeT OT rocyaapcTBa MPEJOCTAaBUTH JIIOASM U OpraHaM TOCYIapCTBEHHOW BJIACTH BO3MO>KHOCTH
6e3omacHo uAeHTU(GULIUPOBATH APYT Apyra onjiaiiH. Korja nroamn u opransl rocyapcTBEHHOM BiIacTu
MOTYT JIOBEPSAThH pe3yibTaTaM HACHTU(UKAIMK APYT IApPyra, OHH MOTYT MPEIOCTABIATh U MOTPEOIATh
YCIIyTH, YeTO HENb3st ObLI0 ObI JOCTHYD B IPYIOM Ciydae M3-3a OOJBIION CIIOKHOCTH MJIM BaXXHOCTH
YCIIYT.

B Tekymiel owHnaiiH cpeme OT JroAeH TpeOyeTcs BeIAEHHUE IECATKOB Pa3IMYHBIX HMEH
MOJIB30BATEJICH W Mapojieil — MO OJHOW mape Ui KaKJIoro BeOcaiTa, ¢ KOTOPBIM TOJIh30BaTEIb
B3aumojeiictByeT. COXKHOCTh TaKOTO IOAXOAa SBISETCS OpeMeHeM JUIsl JIoJIed U IMOTBOPCTBYET
TaKkoMy MOBEJEHUIO, KaK TOBTOPHOE UCIOJIb30BAaHUE NIAPOJIEH, UTO YIPOIIAET OHJIAHH MOILIEHHHUYECTBA
U HapylleHus uaeHTuuKauud. B To ke BpeMs opraHbl rocyJapCTBEHHOM BJIACTH CTAJIKMBAIOTCS C
IIOCTOSIHHO BO3pacTalolMMU 3aTpaTaMd Ha yIpaBieHUE YUYETHBIMU 3alUMCAMHU I10JIb30BATENCH,
MOCTICICTBUSIMA OHJIAWH MOIIEHHHYECTB M HEd(PPEKTHBHOCTHIO AIIEKTPOHHBIX YCIYT B pe3yibTare
HEXeJIaHUs NOTEHIMAIbHBIMU 10JIb30BATENISIMU IPOXOIUTh PETUCTPALIUIO €11I€ OJHON YUETHOM 3aIUCH.

Cosnmannas MunkoMmcBsa3sio Poccuu @I'IC ECHUA:

1. TIlpenocraBisieT UCTIONB3YIOUIMM €€ MH()OPMAIIMOHHBIM CHCTEMaM OPIraHOB TOCYIapCTBEHHOM
BJIACTU PEIIIEHHE TIO0 JIOCTOBEPHOW HACHTHU(UKAIIMHU MOJb30BaTeNel (Kak (u3nuecKkux, Tak U
nomxHocTHBIX il FOJI u OI'B), nocturnyroit 61arogapst Tomy, 4To:

— peructpanus auna B ECHUA compsikeHa ¢ NMpoBEpKOM 3HAYMMBIX JUIS  yJIOCTOBEPEHMS
JIUYHOCTH KPUTEPUEB;

— ECHA oOecneunBaer 3amuTy pa3MelmIéHHOW B HeW HHQPOpMalUMu B COOTBETCTBUM C
3akoHoarenbeTBoM Pocceniickont denepanum.

2. SIBnseTcs OpHEHTUPOBAHHOM Ha MOJIB30BATENS — MPEIOCTABIIAET EMY BO3MOXKHOCTH:

— uIeHTUPUKAMKU U ayTeHTH(PHUKAIMH C HWCIOJIB30BaHWEM €IMHON YYETHOW 3amucu Hu
IIMPOKOTO CIIEKTPa MOIEPKUBAEMBIX METO/I0B Ay TEHTH(HUKAIIUY MTPH JOCTYIIE K Pa3IMYHbIM
MH(OPMALIMOHHBIM CUCTEMaM OpPraHOB FOCY/IapCTBEHHOW BIIACTH;

— YIpaBli€HUs CBOMMH NEPCOHAIBLHBIMU JaHHBIMU, pa3MmenieHHbIMU B ECHA, 1 KOHTpOs Haj

HUX IpEAOCTABIICHUCM B I/IH(l)OpMaHI/IOHHI)Ie CHUCTEMBI OpPraHOB FOCYHapCTBeHHOﬁ BJIaCTH.
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1.1 Ha3nayeHue JOKYMeEHTAa
Hacrosimuit noxkyMeHT:
1. OnwuceiBaer 6a30BbIe clieHapuH Ucoib3oBanus ECHUA:
— wuneHTUGUKANUS U ayTeHTU(UKAIMs TMMOJb30BaTeNell Mpu JOcTyrne K WH(OOPMAIUOHHBIM
CHCTEMaM OpPTr'aHOB IOCYAAapPCTBEHHOM BiacTH (paszaen 3);
— BEJCHHE HICHTHU(HUKAIIMOHHBIX JaHHBIX U MOJTHOMOYHIA MOJIb30BaTeei (pasaen 4);
— MoJy4eHHUs WH(POPMAIMOHHBIMH CHCTEMaMH OPTaHOB rOCYIapCTBEHHOW BIIACTH JAHHBIX U3
peructpoB, xpauuMbix B ECUA (pasnen 4).
2. Tlosicuser mopsmox BeaeHuss B ECHUA peructpoB (CpaBOYHUKOB), HEOOXOIUMBIX IS
peanuzanuu 6a30BBIX ClieHapHeB Hcnonb3oBanus ECUA:

— PETUcCTp (bHSH‘IeCKI/IX JINIT,

PErUCTp IOPUAUNYCCKUX JIUI U JOJDKHOCTHBIX JIMI FOPUIUYCCKUX JIUIL;

PETUCTP OPraHOB TOCYAAPCTBEHHOM BIIACTH U IOJKHOCTHBIX JIMI] OPTaHOB FOCYIapCTBEHHOU

BJIaCTH,

peructp HHPOPMALIMOHHBIX CUCTEM.
3. IlpenocraBiser MeToAMYECKHE PEKOMEHJALMU 110 MHTErpanud WHGOPMALMOHHBIX CHCTEM C
ECHA u obecrieueHHIO COOTBETCTBHUS IMOJOKEHUSIM HOPMATHBHO-IIPABOBBIX aKTOB B YacTH

ncnoiibzoBanus ECHUA.

1.2 HopmaTuBHBIE CCHLIKHU

Hacrosimuii 1oOKyMeHT pa3paboTaH B LEISIX pealn3alud U BO MHCIOJHEHHE CIEAYIOIUX
HOPMAaTHBHO-TIPABOBBIX aKTOB:

— @enepanbbiil 3akoH OoT 27 utonst 2010 r. Ne 210-d3 «OO6 opraHuM3anuu NperocTaBiIeHUs
TOCYJapCTBEHHBIX U MYHHIIUTTAIBHBIX YCITYT.

— @enepanbHblil 3ak0H 0T 6 anperst 2011 r. Ne 63-D3 «O0 >11eKTpOHHON TOATHUCH .

— T'ocynapctBennas nporpamma Poccuiickoit @eneparun «MHpopmannonnoe obmectso (2011
— 2020 ronael)», yrBepxkAcHHasA pacnopsbkeHueM l[IpaButenbcrBa Poccuiickoin @enepanyu
ot 20 okTs0pst 2010 . Ne 1815-p.

— Ilocranosnenue IlpaBurenscrBa Poccuiickoit @enepanuu ot 28 Hos0pst 2011 r. Ne 977 «O
dbenepasibHON  rocymapcTBeHHOW  uH(poOpmanmoHHOW  cucteme «EnmnHas  cucrtema
UACHTUGUKAIIMMY M ayTeHTU(UKauuu B HHQpacTpyKType,  oOecledrBarouIeil

I/IH(bOpMaLII/IOHHO-TeXHOJ'IOFI/I‘{CCKOC B3aHMMOJCHCTBHE I/IH(I)OpMaLII/IOHHBIX CHUCTEM,
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UCTOJNB3YEeMBIX ISl MPEJOCTaBICHUS TOCYJApCTBEHHBIX M MYHHMLIMIAIBHBIX YCIYT B
AJIEKTPOHHOHU (popMe».

[Tocranosnenue [IpaBurenscTBa Poccuiickoit @enepanuu ot 9 despans 2012 r. Ne 111 «O6
JJIEKTPOHHOW IOAIMCH, MCIOJIb3YEMOM OpraHaMy HCIOJHUTENIBHONW BIJIACTH W OpraHaMu
MECTHOT'0 CAMOYIIPABJICHUS IPH OPraHU3aLMU SJIEKTPOHHOIO B3aUMOAECHCTBUS MEKIY COOOH,
O TOpsiiKe €€ MCIIOJIb30BaHMs, a TaKkKe 00 yCTaHOBJICHHWU TPeOOBAHUN K OOECHEUCHMIO
COBMECTUMOCTH CPEJICTB 3JIEKTPOHHON MOAIIUCH.

[Tocranosnenue IlpaBurensctBa Poccuiickoit @eneparuu ot 25 ssuBaps 2013 r. Ne 33 «O06
HCIOJIb30BAHUU MPOCTONW 3JEKTPOHHOM MOANMCH IIPU OKa3aHUU TOCYHApCTBEHHBIX U
MYHULUIAIBHBIX YCIYTI».

[Tocranosnenue IlpaBurennscrBa Poccuiickoit @enepanuu ot 10 urons 2013 r. Ne 584 «O6
UCIOJIb30BaHUU (pefepaibHOM TOCyAapcTBEHHOM HH(POpPMAaLMOHHOM cuctembl «EnnHas
cucreMa WAEGHTUQUKAMM M ayTeHTu(uKauuu B HHQpacTpykType, oOecrneuynBaromeit
MH(POPMAIIMOHHO-TEXHOJIOTHYECKOE  B3aMMOJCUCTBHE  HMH(MOPMAIIMOHHBIX  CHCTEM,
HCIOJIb3YEMBIX JUIsl IPEIOCTABIEHUS TOCYAAPCTBEHHBIX W MYHUIMNAIbHBIX YCIYI B
3JIEKTPOHHOH (opme».

[Tonoxenne «O0 mHPpACTPyKType, obOecreunBaromeii nHHOPMAITMOHHO-TEXHOJIOTHYECKOEe
B3aUMOJICHCTBHE HMH(DOPMALIMOHHBIX CUCTEM, MHCIOJb3YEMbIX JUIsl IPEJOCTaBJICHUS
TOCYJapCTBEHHbIX M MYHHIMIAIBHBIX YCIYT B 3JEKTPOHHOH (hopMme», YTBEpKIEHHOE
nocraHoBieHneM [IpaButenscTBa Poccuiickoit @eneparmu ot 8 mrons 2011 r. Ne 451.
[Tonoxenne «O denepanbHO rocyaapcTBEHHONM HHpOpManMOHHOM cucteme «Ennnas
cucteMa WACHTH(UKAIMU U ayTeHTH(UKAIMU B HHPPACTPYKType, obOecreunBaronieit
MH(OPMALIMOHHO-TEXHOJIOTUYECKOE ~ B3aWMOJEHCTBHE  MH(MOPMAIMOHHBIX  CHUCTEM,
UCTOJb3YEeMBbIX JJISi MPEJOCTaBIE€HUS] TOCYIAPCTBEHHBIX W MYHUIUNAIBHBIX YCIYI B
AJIEKTPOHHOU bopmer, YTBEPKIAEHHOE MIPUKA30M MuHKOMCBSI3U Poccun

ot 13 anpenst 2012 r. Ne 107.
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2 OBHIEE OIIUCAHUE ECHA

B coorBerctBum ¢ mocraHosieHueM lIpaButensctBa  Poccumiickon = Penepauuu
ot 28 Hos0pst 2011 r. Ne 977 ECHUA nomkna oOecrieynBaTh CAHKIIMOHUPOBAHHBINA JTOCTYI Y4aCTHUKOB
MH(POPMAIIMOHHOTO B3aWMOJCHCTBUA (3asgBUTENe W HoKHOCTHBIX jull OI'B) k wuHpopmanuu,
colepkamieiics B~ TOCYJapCTBEHHBIX  HMH(MOPMAIIMOHHBIX  CHUCTEMaxX,  MYHHULIUMAIBHBIX
MH(POPMAIMOHHBIX CHCTEMaX M UHBIX HH(OPMAIIMOHHBIX CUCTEMAX.

ITpu 5rom ECHA He obecrieunBaeT BBITIOJIHEHHE ITPOILIECCOB MACHTHU(MUKAITIH, ayTCHTH(HUKAITIH
U aBTOPHU3AlMU YYaCTHUKOB MEKBEJOMCTBEHHOI'O B3aWMOJCWUCTBUSA, BO3HHUKAIOUIUX B Ipoliecce
ucnons3oBanus CMOB, B 4YacTHOCTH, TpH B3aUMOACUCTBHM HWH(POPMAIIMOHHBIX CHCTEM C
ucnosbs3oBanueM CMOB.

OcHoBHble GyHKIIMOHATBHBIE BO3MOXHOCTH ECUA:

— uJeHTU(UKaLUs U ayTeHTU(PUKALMS 0JIb30BaTeNEH, B TOM YHCIIE:

— OJHOKpaTHas ayTeHTH(UKamusa', KkoTopas maeT momb3oBatensm ECHUA crnemyromee
MPEUMYIIECTBO: MpoiAs mnpouenaypy wuaeHtuduxkauuu u ayreHtugukanuun B ECHA,
MOJIb30BaTeIh MOXKET B TEUEHHUE OJHOro ceaHca pabOThl oOpam@aThCs K ITIOOBIM
nH(OpPMALIMOHHBIM  cucTeMaMm, wucnoisdytomum ECHUA, mnpu 3ToM  MNOBTOpHas
UACHTUDUKAIMS U ayTeHTU(UKAIUS HE TpeOyeTcs.

— MOJJEpKKa Pa3IMYHBIX METOA0B ayTEHTHU(PHUKAIMU: 110 TAPOJII0, 10 AJIEKTPOHHOMN MOJIIHCH,
a Takke AByX(pakTopHas ayTeHTHU(PUKAIus (10 MOCTOSIHHOMY Iapojil0 U OJHOPA30BOMY
MapoJIto, BBICKIJIAEMOMY B BHJI€ SMS-COOOIEHUS);

— TOJJIEpXKKa YPOBHEH TOCTOBEPHOCTH MICHTH(UKAIMH MTOJIb30BaTeNs (YIIPOIICHHAs yYeTHAsI
3aliCh, CTAHIAPTHAS yUeTHAsH 3alTUCh, OATBEP)KICHHAS YUCTHAS 3aIUCh).

— BCACHHUC I/II[GHTI/I(l)I/IKaHI/IOHHBIX I[.’:lHHI)IX2

, @ UMEHHO — BEJICHHE PETUCTPOB (PUIMUECKUX,
IOpUIMYECKUX JIUI, OPTaHOB M OpraHu3alui, JTOJKHOCTHBIX JIMI] OPTaHOB M OpraHU3alMi U
WH(OPMALIMOHHBIX CHCTEM;

— aptopuzaius ynorHomodeHHbIX Tul] OI'B npu nocryne k cneayromuMm ¢pyakiusm ECHUA:

— BeeHue peructpa aommkHocTHbIX Jull OI'B B ECUA;
— BEJCHUE CIIPaBOYHHKA MOoTHOMOouYui B oTHomeHnn MC u mpemocTaBieHre MOJIb30BATEISIM

ECHUA (3apeructpupoBanubiM B ECHUA kak nomxHoctHble yunia OI'B) momHomouunit mo

nocryny k pecypcam UC, 3apeructpupoBanubiMm ECUA;

! CootBercTByromuii Tepmun Ha aurmiickoM a3bike — Single Sign On
2 CooTBeTCTBYIOIMI TEPMHUH Ha aHTIHICKOM s3bike — Identity Management
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— JIeJETUPOBAHME BBIIICYKA3aHHBIX IOJTHOMOYHMI YIIOJTHOMOYEHHBIM JuiaMm Hukecrosux OI'B.
— BEIEHWE W TpenocTaBlieHue HH(pOpMAIMM O TOJHOMOYHSIX IOJB30BaTEied B OTHOIICHUU

HH(pOPMAITMOHHBIX CUCTEM, 3aperucTpupoBanHbiX B ECHA.

OO0parenre y9acTHUKOB WH(GOpMaIMOHHOTO B3auMoieicTBusl K ECUA 1M0DKHO TIPOMCXOAUTH

toJibko 110 nporokosty HTTPS (ucnonwszoBate npotokon HTTP 3anpemeno).
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3 AYTEHTH®UKALUA NOJB30BATEJIEN YEPE3
ECHA

Pa3paboTuMKky TOCYAapCTBEHHBIX CAWTOB, MOPTAJIOB M IPOYMX BEO-IIPUIOKEHUH MOTYT
IIPEJOCTaBUTh CBOUM I10JIb30BATEISIM BO3MOKHOCTh BXOJIUTh B CUCTEMY, UCIOJb3Yys YUETHYIO 3aIIUCh
ECHA. D10 u3basnseT pa3pabOTIYMKOB OT HEOOXOAMMOCTH JeNIaTh COOCTBEHHOE XPaHHUIIHILE YIETHBIX
3amuceit, obecrieunBaTh 0€30MaCHOCTh XpaHEHHsI apoJieil, pa3pabaThiBaTh MEXaHU3MbI PETUCTPALINY,
ayTeHTU(UKALUY 110JIb30BaTeNeH, NOJAEP)KUBATh UX B pab04YeM COCTOSHUM.

ITon monw3oBatenssimu ECHA  nonHumaroTcss  cieayronme  KaTeropud  y4aCTHUKOB
MH(POPMALIMOHHOTO B3aUMOICHCTBHS:

— (u3nueckue auIa, UMEIOLUe YUeTHYIO 3alluCh B peructpe pusnueckux aun ECUA;

— HMHIUBUAYaJbHbIE IPEIIIPUHUMATENH, T.€. GPU3NUECKUE JIMIAa UMEIOIINE IPU3HAK
MHAUBUAYAJILHOTO IPEIPUHUMATES;

—  JIOJDKHOCTHBIE JIMIIA FOPUINYECKUX JIMIL, T.€. PU3NUECKUE JIUIA, IPUCOETUHEHHBIE K
YYETHBIM 3anucsaM ropuaudeckux jmi ECUA;

— JIOJDKHOCTHBIE JIMIIa OPraHOB U OpraHU3aluid, T.e. pU3nuecKue a1, IpUCOeAMHEHHbIE
K yueTHbIM 3anucsm OI'B.

[Tonp3oBaTenu MoJy4arOT BO3MOXKHOCTh OJHOKPATHOM ayTeHTH(UKAIMU. ITO O3HAYAET, YTO
npoiinsg npouenypy ayrentudukanuu B ECUA, monb3oBatesib MOXXET B TEUCHHE OJHOTO ceaHca paboThl
BOMTH B HECKOJIBKO CHCTEM, U IIPU 3TOM ITOBTOPHO BBOJMTH JIOT'MH U MApOJIb HE MOTpedyeTcs.

C nenpio obecnieuenus ykazanHoro ¢pynknuonaita B ECUA peann3oBaHo /1Ba albT€pHATUBHBIX
MEeXaHHM3Ma, KOTOpbIE IMO3BOJSIOT Pa3pabOTUUKy MCIONb30BaTh Haubojiee MOAXOIAMIMNA Ui €ro
CHUCTEMBI:

—  MEXaHW3M, OCHOBaHHBIN Ha cTtanaapte SAML Bepcun 2.0;

—  MexaHm3M, ocHoBaHHBIN Ha Mojaenu OpenlD Connect 1.0.

AyTeHTH(QUKALUSA ¢ UCNIO0Jb30BaHHeM cTanaapTta SAML

ECHA wucnons3yer crangapr SAML Bepcun 2.0, koTopblii Obu1 paspabotan B 2005 roamy
koHrepHoM OASIS. SAML 6a3upyercs Ha si3p1ke XML 1 onpenensieT criocoObl oOMeHa nHpopmanmen
00 ayreHTU(UKAIMKM TOJb30BaTENEH, HX TMOJHOMOYMAX U HUIACHTU(PHUKAIMOHHBIX JaHHBIX. B
COOTBETCTBHUH C NPUHATON B 3TOM cTaHAapTe TepmuHosiorueit, ECA BeicTymaer B pojiu JOBEPEHHOTO
noctaBuka uaeHtudukanuu (ldentity Provider), a cucrema BbICTymaeT B poiiy MOCTAaBIIUKA YCITYT

(Service Provider)®.

% Tompo6HOE omucanme cXeMBbl HHTErpanyy mocpeacTBoM SAML 2.0 npejicTaBIeHO B MPHIOKEHHN A.
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O6mas cxema noaxiroueHus cuctemsl K ECHA npencraBieHa Ha pUCYHKE HIKE.

: Bpaysep
4 nosb3osaTens

(HTTP User Agent)

HTTPS HTTPS
SAML 2.0 SAML 2.0

nc ECUA

MNocTaswmKk ycnyr MocTaBLWMK MAEHTUDUKALUK
(Service Provider) (Identity Provider)

Pucynok 1 — Cxema B3anmoneticteust IC ¢ ECHUA ¢ nenbio uaeHTuGUKAIIN 1 ayTeHTU(DUKAITIH C

rcrnonk3oBanueM cranaapra SAML 2.0
AyTeHTH(UKaNKS ¢ Hcnoab3oBanueM moaeaun OpenlD Connect
B ECHA co3ian MexaHu3M ayTeHTU(DHUKAINH TT0JIb30BaTENICH, OCHOBAHHBIN Ha CIICIIA(DUKAIIHSIX
OAuth 2.0 u pactmpenun OpenID Connect 1.0.
[TpoTokou onpenenser B3auMoAeCTBHE CIEAYIOIIUX CTOPOH:

— BIajeNen pecypca (resource owner) — CYIIHOCTb, KOTOpash MOXET IMPEIOCTaBUTh JOCTYI K
3alIUIaeMOMy pecypcey (Hampumep, GU3NYecKoe JHI0, 3aIBUTEIb);

— cucteMa-KiIMeHT (client) — mpuiaokeHue, KOTOpOe 3ampallvBaeT JOCTYN K 3alUIaeMOMYy
pecypcy OT UMEHH €ro BIIaJelblia;

— cepBuc aBTopu3anmu (authorization server) — cepBHC, KOTOPBIM BBITYCKAeT Ui CUCTEMBI-
KJIMEHTa MapKepbl HIEHTU()UKALINY C pa3pelIeHUsIMHU OT BJaJelblia pecypca, a TakKe MapKepbl
JIOCTYTIA, TO3BOJISIONINE TOTYYaTh JOCTYI K IAHHBIM;

— TOCTaBUIMK pecypca (resource server) — CepBHC, 00ECIEUNBAIONMIMN TOCTYI K 3allUIaeMOMYy
pecypcy Ha OCHOBE MPOBEPKH MapKepOB HIACHTU(UKAMU M MapKEepOB JOCTyIa (HampuMmep, K
UICHTH(UKAIIMOHHBIM JIAHHBIM TIOJIb30BATEJIS).

Pacmmmpenne OpenlD Connect 1.0 npeanonaraer ucnosib3oBanue Mapkepa uaentudukanyu (1D
Token) B mensx mnpoBeaeHUS UACHTH(GUKAIMM H ayTeHTH(HKAMH TONb3oBarens.  Mapkep
UACHTUDUKAIINHA COJEPKHUT WACHTU(PUKAIIMOHHBIE TaHHBIE ITOJIb30BATEls, a TAKXKE DS CIY)KeOHBIX

napaMeTpoB (JaTa BbIAAUU, BpEMsl OKOHYAHUS CPOKa EHCTBUS U TIp.).
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Jns wmmoctparu ucnionb3oBanust OpenlD Connect 1.0 B ECHMA mnpunsTa ciemyromias
TEPMHUHOJIOTHSL:
— BIQJENEI pecypca — 3TO MOJIb30BaTENb;
— CHCTeMa-KIMEHT — 3TO0 HuH(popManuoHHas cuctema uHTerpupoBaHHas ¢ ECHUA ¢ 1menbio
UACHTH()HUKAIIMY U ayTeHTU()UKAIINH, HATPUMEP PEerHOHATBHBINA TOPTAIl yCIYT,
— CEepBHUC aBTOPH3ALIUU U MOCTaBIIMK pecypca — 310 ECUA.
O6mas cxema mnoxakmoueHus cucreMbl kK ECHWA gans mpoBeneHus ayTeHTH(DUKAIUU

IMpeaAcCTaBJICHA HA PUCYHKE HHUXKE.

Bnapeney pecypca
Ea bpaysep
.’ nonb3oBaTens
HTTPS HTTPS
nuc ECUA

HTTPS C CepBWC aBTOPU3aLMM >
< Ccucrtema-KnneHT > <-REST->

CHOCTa BLUMK MAeHTUdUKaumm )

Pucynok 2 — Cxema noaxitodenus cuctembl kK ECA

3.1 Kak o0ecnieunTs BX0Ja mojib3oBaresieid uepes ECUA

Uto0b! npeaocTaBUTh MOJIH30BATENSAM Balllell CUCTEMBbl BO3MOXKHOCTh BXoJuTh uepe3 ECUA,
UCIOJIb3YS TOT WJIM HMHOM MEXaHHM3M, CO CTOPOHBI TMOJKJIIOYAIOIIeHcs CHCTEMbl HEOO0XO0IUMO
00ecneunTh:

— Perucrpaumto MIC B perucrtpe wundopmanmnonseix cucreM ECHA (B cooTBeTcTBUH C

Pernamentom®?).

— Perucrpanuio cuctemsl ¢ LEIbI0 UJIEHTU(GUKAUUU U ayTeHTU(HKAIMK B TECTOBOM cpene B
cooTseTcTBUU ¢ Pernamentom®. McmonHeHue 3TOro mporecca IpefocTaBiseT BO3MOKHOCT
y4acTHUKY Npou3BoANTH B3aumojeiictue ¢ ECUA B TecToBoii cpene.

— Brinonaexnue ,[[Opa6OTKI/I HHTCFppreMOﬁ CUCTEMBI C LCJIBIO obecreueHust MMOAACPIKKN

4 Paznen 6 Permamenra.
5 Paznen 9 PeriiamenTa.
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BBIOPAaHHOTO MEXaHU3Ma HJICHTU(HUKALUY U ayTeHTH(PUKALINY.
— TloxakmitoueHue NPOaYKTUBHON BEPCUU HHTETPUPYEMOM CUCTEMBI K TpoayKTUBHOM cpene ECUA
B COOTBETCTBUH ¢ Pernamentom®,

Jlanee kaxIpIii U3 MIaroB IS KaXJI0r0 MEXaHU3Ma ayTeHTHU()HUKAIINN PACCMOTPEH MOApOOHEe.

3.1.1 AyTeHTH(UKALMS ¢ HCIOJIb30BaHHeM cTangapTa SAML’

Aytentuduxanus ¢ ucnonp3oBanueM SAML nocTymHa Ui UCOJIb30BAaHUS HUCKIIOYUTEIBHO
rOCYJapCTBEHHBIMM OpraHaMu W opranuzauusmu (ganee — OI'B), T.e. ¢enepanbHbIMH OpraHamu
UCTIOJHUTENIBHOM ~ BJACTH,  TOCYJApCTBEHHBIMH  BHEOIOJDKETHBIMH  (OHIAMH,  OpraHamu
WCTIOJTHUTENIBHON BIIacTH CyObekToB Poccuiickoit denepanyn, opraHaMu MECTHOTO CaMOYIIPaBJICHHUS,
TOCYJapCTBEHHBIMM W MYHHULMIAIbHBIMH YUPEKACHUSAMH, MHOTO()YHKIMOHAIBHBIMUA LEHTPaMHU
IIPEIOCTABIIEHUSI T'OCYJAPCTBEHHBIX M MYHHULMINAIBHBIX YCIYT, a TAKKE MHBIMH OpraHU3alUsMU B
cltydasix, IpeyCMOTPEHHBIX (eepaTbHbIMU 3aKkoHaMu, akTamu [Ipesunenta Poccuiickoii @enepannn
n akramu [IpaButensctBa Poccuiickoit @enepannn.

1 u 2 mar: Perucrpanus UC

Peructpanus MC ocymectnisiercs cornacHo Pernamenty (paszaen 6).

3 mar: /lopaéorath cucremy

Pexomenayemas mocinenoBaTesIbHOCTD IEHCTBHM:

1. CdopmynupoBaTh QyHKIIMOHAIBHBIE TpEOOBaHMS K B3auMoieiicTBHIO cBoel cuctembl ¢ ECHA.
st aToro cienyer:

—  M3YYHUTh PEKOMEH]IyeMble CLIEeHapHH UCIOJIb30BAHUS U BEIOPATh HYXKHBIE;

—  OIpeAenuTh IIepeueHb CBEeIEHUH O Mosb3oBarene, kotopele Bameit UC tpeGyercs noiayyarh

n3 ECHA B yrBepxkaenusx SAML;

—  OIpeAenuTh TpeOOBaHMSI K YPOBHIO JOCTOBEPHOCTH MIEHTU(UKALMHU MTOJIb30BaTENs (CM. II.

4.1.1).

6 Pasmen 10 PernmamenTa.

" Buumanue! B cBssu ¢ npekpamenuem noanepxku SAML 2.0 8 ECUA noakmouenne IC k ECUA
yepes 3ToT unTepdeiic Oyaer npekpaimero ¢ 01.01.2018 r., mosToMy JUIs HOAKITIOUEHUS PEKOMEHTYETCS
ucnonb3oBare mpotokon OAuth 2.0 / OpenID Connect. 3amperieHO MOAKIIOYCHHUE MO MPOTOKOTY
SAML 2.0 u no npotokorry OAuth 2.0 / OpenID Connect ogaoBpeMeHHO. BO3MOXHOCTH M3MEHEHUS
napametpoB nojkioueHus kK ECUA uepes unrepdeiic SAML 2.0 nuisa panee noaxmoueHHsix UC Oyaer

COXpaHEHa.
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2. IlpencraBuTh A CBOEH CHCTEMBbI cepTU(UKAT KIIt0Ya HEKBATH(PHUIHUPOBAHHON 3JIEKTPOHHOU
noanucu B popmare X.509 Bepcuu 3. Ceprudukar tpedyercs ans uaentupukanun MC npu
B3aumoeiicteun ¢ ECHUA. bonee nmoapoOnyto mHpopmanuio o ceprudukare X.509 mMoxHO

OCMOTPETSH 110 cchuike http://tools.ietf.org/html/rfc5280.

3. Cepruduxarsl TecroBoil U npoayktuBHoi cpen ECUA, ucnonb3yembie 1 (GOpMUPOBAHHS
AJICKTPOHHBIX MOJIKCEH OTBETOB KakK MocTaBuyKa (anroputM snekrponHoi noanucu ['OCT P
34.10-2012 u anroput™ kpunrorpaduueckoro xammposanus 'OCT P 34.11-2012).

4. PeamuzoBath uHTep(eiicel mocraBmuka ycnyr SAML. B kadecTBe MCXOIHBIX JaHHBIX IS
pa3paboOTKH ClIeAyeT UCTIOIb30BATh!

— ¢yHKIIMOHATBHBIE TpeOOBaHusl, chopmMupoBaHHbIe Ha | 1mare;

— cneuudukanus SAML 2.0 (mocrymnHa mo cebuike http://saml.xml.org/saml-specifications),

B TOM uucie ommcanue npodrmier Web Browser SSO, Assertion Query/Request, Single
Logout Profile;

— cneuudukanus Interoperable SAML 2.0 Web Browser SSO Deployment Profile (moctymnua
o cceuike http://saml2int.org/profile/current);

— ommcanue Gpopmaros u npumepsl coodmernii SAML B ECUA (cm. 1. A.4—A.7 npuioxeHus
A);

—  PEKOMEHJALMH 10 UCIIOIb30BAHUIO TOTOBBIX PEATU3aLMN ITOCTABIIUKOB YCIYT ¢ OTKPBITBIM
KOJIOM (cM. 1. A.2 nipuiokeHus A).

5. Jlopabotate nu3aiiH caiiTa, BBIOpaB MecTo AJs pa3MmeleHus kHonku «Boiitu yepes ECUA» u
peann30BaTh B CUCTEME JIOTHKY 00pabOTKH JTaHHBIX O MOJIb30BaTeNsAX, noiayyaeMblx u3 ECHA.
Henonyctumo otobpaxars crpanuny ayreHtuukanuu ECHUA Bo dpeiime caiita.

6. OOGecreynTh B COOTBETCTBUH C TPEOOBAHUSIMH 3aKOHOAATEIBCTBA KOMILIEKC Mep, HEOOXOTMMBIX
uig  obecriedeHUs: WHGOPMALMOHHON O€30MacHOCTH M 3aIUThl MEPCOHATBHBIX JIAHHBIX
NOJIb30BaTeNeH, MOTydaeMbIX HH()OPMAIIMOHHON CHCTEMON B Mpolecce ee B3aMMOAEHCTBUS C
cucremoit ECHUA.

7. 3arpy3uTh aKTyaJbHbIC METaIaHHBIC TTOCTaBIMKa uaeHTuukanuu ECUA:

— METaJaHHble TeCcTOBOTO mocraBmuka uaeHTU(ukamuun ECHUA ony0iauMKoBaHBI IO CCHUIKE

https://esia-portall.test.gosuslugi.ru/idp/shibboleth?®:

8 3eck u manee esia-portall B cchlike — UMs TECTOBOTO OMEHA B 3aBUCHMOCTH OT TECTOBOH CpEJIbl.
KoHKpeTHyI0 TecTOBYyIO cpeay [Uis pPErucTpallid YCTaHABIMBAET OMNEpaTop OHKCIUTyaTallMd Mpu
00paloTKe 3asBKH HAa PETUCTPALIUIO.
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— METa/IaHHbIC TIPOMBIIICHHOTO TocTaBiuka uaeHTugukanun ECUA ony0auKoBaHbI MO CCHIIKE

https://esia.gosuslugi.ru/idp/shibboleth.

8. IloAroTroBUTh MeTalaHHBIE HMHTEIPUPYEMOH cucTeMbl (TMOCTaBIIMKA ycuyr). YToOwl
MOATOTOBUTH UX MPABWILHO, PEKOMEH/IYETCSl MCIIOJIb30BaTh CIAEAYIONINE UCXOAHbIC JaHHBIC:

— onucanue Qaiina MeTagaHHbIX (1. A.S npuioxeHus A);
— mabsoH ¢aitna MeTagaHHbIX (1. A.6 MpuiIoKeHHs A);
— TpeboBaHMs Balllel CUCTEMBbI K THITY YYETHOU 3aIUCH:

- THII pOJIM OJIB30BaTels ((pU3ndeckoe JUI0, UHIUBUAYATBHBIN IPEANPUHIMATETb,
IPEJCTAaBUTEN FOPUIMYECKOrO JIMIA, JOJDKHOCTHOE JIMIIO IOCYJapCTBEHHOMN
opranuzaiun) — 610k SupportedGlobalRoles u MmeTaganHbIX;

- jJomycTuMblii Meron ayreHTudukamuu (mo mnapomo, no KOII, ycunennas
ayrentudukamnus ) — 610k SupportedGlobalRoles MeTagaHHBIX;

- JIONyCTUMBIA ypOBEeHb (CTaryc) ydeTHOW 3amucd (LMOATBEpKICHA — HIIH
yIpOIEHHAsA/CTaHAapTHAS ~ ydeTHass 3amuch) — 0ok  SupportedAccTypes
METa/IaHHBIX.

— TpeOoBaHMs Ballell CHUCTEMBbI K TMEPEYHIO CBEIACHHI O TMOJIb30BaTelie, KOTOpbIE HYXKHO
nostyuats u3 ECHUA B yrBepxaenusax SAML;
—  cepru(UKaT KJItoYa 3JIEeKTPOHHOM MOMHICH.

9. CHHXpOHHM3HPOBATH CHCTEMHOE BPEMs cepBepa, Ha KOTOPOM YCTAaHOBJEHA Ballla CHUCTEMa
(mocTaBHIMK YCIYT), CO 3HAYEHHUEM TOYHOTO BpeMeHH. PacxoxieHue Oojiee 4eM B MHUHYTY
MOJKET MPUBOAUTH K BO3HHUKHOBEHHMIO OIIMOOK IMPH B3aUMOJEHCTBUHM IMOCTABIIMKA YCIYT C
nocraBumkom uaeHtupukanuu ECUA.

10. OcymectButh noakimoueHue C x TecToBol cpeie u OTIaauTh B3ammoeiicteue ¢ ECHA B
TECTOBOII CpeJie B COOTBETCTBUM ¢ Permamentom®.

4 mar: BBectu 10padoTKy B IKCILIyaTALUIO

1. OcymecTBUTh perucTpanuio MeTagaHHbIX B mnpombinuieHHOM ECHWA B coorBercTBHM ¢
Permamentom™’.

2. Tlocnme perucrpanMu MeTaJaHHBIX HPOBEpUTH paboTy mnpomeinuieHHOW Bepcun ECHA ¢

MIPOMBILUIEHHON BEPCHUEN Balllell CUCTEMBI.

9 Pasmen 9 PernamenTa.
10 pasnen 10 PeramenTa.
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3.1.2 Ayrentuduxanus c ucnoabzoBanuem OpenlD Connect 1.0

1u 2 mar: Perucrpamus UC

Perucrpanus UC ocymectasiercs: cornacHo Pernamenty (pazzaen 6).

[Tpu ucnonp3oBaHuu criocoba ayreHTuuKanuu, ocHoBaHnHoro Ha OAuth 2.0 u pacumpenus
OpenlID Connect, ve Tpedyercst popMUpOBaHUE METAJaHHBIX.

3 mar: lopaGoraTth cucremy

PexoMenmyemas mocieaoBaTeIbHOCTb I€UCTBUIM:

1. BrIMycTHTH KJIIOUEBOW KOHTEHHEpP M CepTH(HKAT KIH0Ya KBAIM(UIIMPOBAHHON AIIEKTPOHHOMN
HOJNKMCH JJISl TIOAKIIIoYaeMoil nH(popMaMoHHON cuctembl (nomkeH coxepxkats OI'PH FOJI,
SBIISIOIIETOCS OTIEPATOPOM MH(DOPMALIMOHHON CUCTEMBI).

Ceptudukar tpebOyerca mis uaentuduxanmu MC npu B3aumoneiicteuu ¢ ECUA. ECUA
NMoJIepKUBaeT anroput™ (Gopmuposanust snmekrporHoit mogmucu ['OCT P 34.10-2012 wu
anroput™ kpunrorpadudeckoro xasmmpoBanus [OCT P 34.11-2012.

2. Cepruduxatsl TecToBoM U mpoayktuBHoi cpen ECUA, ucnonbszyembie s GOpMHUpPOBaHUS

JNEKTPOHHBIX  TOJNHCEH  OTBETOB  Kak  IOCTABIIMKA, JOCTYNHBI IO  CCBUIKE

http://esia.gosuslugi.ru/public/esia.zip.

3. PeammzoBare uHTEpdeiice cucrembl-kinenTta REST-cepsucoB ECUA u mozenu KOHTPOIIS
nocryna, ocHoBanHoit Ha OAuth 2.0. JletanbHas nuHbOpMALUs COACPKUTCS B IPUIOKEHHUIX b u
B.

4. JlopaOoTtaTh Au3aiiH caiiTa, BHIOpaB MeCTO JJs pa3MeleHus: kHonku «Boiitu yepes ECUA» u
peann3oBaTh B CUCTEME JIOTHKY 3alpoca JaHHBIX O MOJIb30BATEINAX, MOIYYaeMbIX C MIOMOILBIO
nporpammHoro unrepgeiica ECUA. Henonyctumo oToOpaxarh CTpaHHIy ayTeHTU(UKALUU
ECHA Bo ¢peiime caiita.

5. ObecrieunTh B COOTBETCTBUHU C TPEOOBaHUSIMH 3aKOHO1aTENbCTBA KOMIUIEKC Mep, HEOOX0IMMBbIX
uist oOecriedeHrss MHGOPMAIMOHHON 0€30IaCHOCTH M 3aIMTHl IEPCOHANBHBIX JaHHBIX
NOJIb30BaTeNeH, MOTydaeMbIX MH(MOPMAIIMOHHONW CUCTEMON B IpoLEcce €€ B3auMOICHUCTBUS C
cucremoit ECHA.

6. CHHXPOHHM3MPOBATH CUCTEMHOE BPEMs CepBepa, Ha KOTOPOM YCTaHOBJICH MOCTABIINK YCIIYT, CO
3HaYeHHUEM TOYHOTO BpeMeHH. PacxoxaeHue Oosiee 4eM B MHHYTY MOXKET NPUBOAUTH K
BO3HMKHOBEHUIO OHIMOOK TMpH B3aUMOJCHCTBUU IOCTABIIMKA YCIYI C TOCTaBIIUKOM

uneatuduxaru ECHUA.
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7.

3.2
3.2.1

OcymectButh noaximouenue MC k tectoBoil cpeae u ornaauth Bzaumosneictsue ¢ ECHA B
TECTOBOI cpesie B COOTBETCTBUM ¢ Permamentom™?.

4 mar: BBectu 10padoTKy B IKCILIyaTAlUIO

OcymectButh noakiouenue MC k npomsiniennoin ECUA B cooTBeTcTBUU € PernamenTom™?.
[Tocne noaxmouenust UC k npomsinmennoit ECUA npoBepuTh paboTy IpOMBIIIIICHHON BEpCUU

ECHA c npombIlIUIEHHOH BEpcuel Balled CUCTEMBI.

Pexomennyemble ciieHapuu uHTerpanum mo SAML

Cuenapum ayreHTuuKanum noJb3osareseit yepes ECUA

Ba3oBblii cueHapuii ayreHTHQUKALIMY 110JIb30BaTEJIsA

ba3oBbIM clieHapueM SBISETCsS CleHapui ayTeHTHUKauuu (QU3NYEcKoro Juua (Hampumep,

3a$IBI/ITeJI$I). OTOT CIIeHapI/Ifl MMO3BOJIACT IIOJYUYUTH CBCACHUA 00 HHIWBUAYAJIbHOM II0JIL30BATCJIC

(pu3mueckom nuiie) B MOMEHT ayTeHTU(UKAIUU 1 cooTBeTCTBYET npodmito Web Browser SSO Profile

craggapta SAML 2.0. Cuenapuil BKJIOUaeT ClIeAyOIINEe IIaru:

1.

[Tosp30BaTeny Ha)KMMaeT Ha CTPAHULE CUCTEMBI IIOCTaBLIMKA ycIyr KHOIKY «BoWtm yepes
ECUA».

[TocraBmuk ycmyr dopmupyer u ortnpasiser B ECHUA 3ampoc Ha ayTeHTUDUKANHIO U
nepeHarnpasiseT Opay3ep 1oJjib3oBaTens Ha cTpaHuly ayreHtuukanun ECHUA.

ECHA nposepsiet, cratyc ayreHTU(UKanuu noibs3oBarens. Ecau nons3oBarens B ECUA He
ayTeHTU(ULUPOBaAH, TO JUIS MPOJOJKEHUs Mpoliecca OH JIOJKEH MPONTH ayTeHTH(HUKAIHUIO
OJIHUM U3 OCTYMHBIX crioco0oB. Eciu nonb3oBatens emé He 3apeructpupoBad B ECUA, To on
MOKET IEPENUTH K MPOLECCY PErUCTPALMH.

Korna nonp3oBarens ayreHTuduuupoBad, ECA mpoBepser, 4To ypoBeHb JOCTOBEPHOCTH
UJCHTU(QUKAIIMA  TIOJB30BATENsl  COOTBETCTBYET  TpeOOBAaHUSM  CHUCTEMBI,  KOTOpbIE
3a()MKCUPOBAHbI B METAJaHHBIX.

Korga monws3oBarens ycnemuo ayrentuduiuposad, ECUA mnepemaér B cucremy OTBET Ha
3ampoc ayTeHTU(HUKALNH, KOTOPBIN copepKUT Habop yrBepxkaeHnit SAML (SAML Assertions)
0 I0JIb30BaTelIe.

[TocTaBuIMK yCcayr IPUHUMAET pellieHrne 00 aBTOpU3alUY TI0JIb30BaTENsl HA OCHOBE MOJyUYE€HHOM

u3 ECUA undopmanuu.

1 Paznen 9 Pernamenra.
12 Pazen 10 Pernamenra.
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Pucynok 3 — nenTndukanus u ayTeHTUPUKAIUS MoIb30BaTenei mocpeactsoM ECHUA mpu ncnois30BaHUH
SAML 2.0

JIONOJIHUTEIbHBIN ClIeHAPHIT ayTeHTH(PMKALMY 110JIb30BATEJIS B KauecTBe peACTaBUTeIs
OpraHu3anuu

ECHA Ttakke 1o3BoJisieT ayTeHTU(HUIIMPOBATH MOJIb30BATENIsl B KAUECTBE MPEICTaBUTES

—  IOpPHUJMYECKOTO JINIA;
- OIB.

Ora ¢yHKUUsA BOCTpeOOBaHAa CHUCTEMaMH, CPEAM I0JIb30BaTeNel KOTOPBIX €CTh COTPYAHHMKH
OpraHu3alMii, HapUMep, BHICTYMAIONINE KaK 3asBUTENH YCIYyT WK Kak JobkHocTHBIE uia OI'B. Ecnn
BKJIIOUUTh 3Ty (QYHKIUIO B MeTaJaHHbIX mnoctaBmuka yciayr, To ECHMA B orBere Ha 3ampoc
ayTeHTU(UKaluKU OyAeT neperaBaTh CBEACHUS 00 opraHu3aluu nosb3oBarens. Ecnu mosb3oBarens
ABJIAETCS YYACTHUKOM HECKOJBKUX oprann3anuid, To ECMA npeasapuTeabHO NOMPOCUT MOJIb30BATENS
Ty U3 HUX, OT JIUIIa KOTOPOIl OH OCYIIEeCTBIsIeT ayTeHTuuKaiuio. Eciu cucrema noaiepxuBaeT paboty
M0JIb30BATENEH ¢ Pa3IMYHBIMU POJIIMH, TO B MpoIiecce ayTeHTU(UKAIUY T0JIb30BaTelb OyJIeT UMETh
BO3MOJKHOCTbH C/IEJIaTh BBIOOP POJIM, B KOTOPOU OH OyzaeT padoTath B nanHou MC.

Jns mpoBepkn Hamuuusi y ayTeHTH(umpoBaHHOTO coTpyaHuka HOJI HeoOxoammbix
MOJTHOMOYMH CIIeyeT UCTIONB30BaTh (PYHKIIMOHA CHCTEMHBIX rpym (4.2.2.3).

I[J'I}I IMPOBCPKHU HAIIUYUA Y aYTCHTI/I(I)I/II_II/IpOBaHHOF O AOJDKHOCTHOT'O JIHMIIa HCO6XOI[I/IMBIX
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MOJTHOMOYHUI PEKOMEHYeTCsl HCIIOIb30BaTh cooTBeTcTBYIOmEee SAML-yTBepkaenue (1. 4.3.3).

CueHapuii ¢ yCTAHOBKO#M JIOKAJIbHOM CeCCHHU

Kax TOJIBKO ITIOJIB30BAaTCJIb mpoieia

ayreHtudukamuo, ECHA  ycraHaBiuBaeT

IMOJIB30BATCIIBCKYIO CECCHIO, IMTPOAOJIKUTEIIBHOCTD KOTOpOfI coctaBisgeT 3 gaca. PakT Haganda CECCUH

3anmuchiBaeTcs B (haitne cookie, KOTOpBIA XpaHUTCS Ha KOMIbBIOTEpE Mmoiib3oBaTens. Ilpu 3akpbITHH

NoJb30BaTeeM Opay3epa ceccusi aBTOMAaTHUECKHM 3aBepiiaercs. CUcTeMa MOXET YCTaHOBHUTH JUIs

IIOJIB30BATEC/IA CBOKO <JIOKaJIbHYIO)» CECCHIO. PCKOMCH,I[yeMaH IpOAOJIKUTEIIBHOCTh CECCUHU — OT 15

MHUHYT 710 3 yacoB. IIpu 3aBepuieHnH «IOKaJIbHOWY» CECCUU CHUCTEMa JOJDKHA Hamparisite B ECUA

HOBBII 3aMpPOC HA ayTEHTU(UKAIIUIO.

CueHapuii ¢ aBTopu3anueii NoJb30BaTeNs

Cucrema ECHUA o6nanaer GyHKIIMOHAIOM MO MPEJOCTABICHHUIO MOCTABIIMKY YCIyTr HH(OpMALIUY, Ha

OCHOBaHHMH KOTOpOfI BO3MOXHO IIPOBCACHUEC aBTOPHU3AIMU aYTeHTI/I(bI/II_II/IpOBaHHOFO I10JIB30BAaTCIIA.

Pemenune 00 ABTOpHU3AlUH ITOJIB30BATCIA IPUHHUMACT CUCTEMA, B KOTOPYIO IMOJIB30BATCIIb aBTOPU3YCTCA

(

Ta6numa 1).

Tabmuma 1 — TpeGoBaHus K aBTOPU3AIIMH T0JIb30BaTEIICH

TpebdoBanusi

Pexomennyemoe peumienue

TpeOyerca 3HaTH 4YTO-TO O MOJB30BAaTENE IS
OJIHOTO ceaHca paboThl (HampuMmep, UMs, KOTOPbIM
NOJNKMCHIBATh KOMMEHTapUM mojb3oBarensd). Her
HEOOXO/IMMOCTH XPaHUTh JaHHbIE 00 aKTUBHOCTH

MMOJIB30BATECJIA A0 CICAYIOMICTO CCaHCa

Hasats goctyn nocie noayyenus uz ECUA orseta

Ha 3ampoc  ayTEHTHQHKAIMH  COJEpIKAIIero

TpeOyemblit HabOp CBEEHUH O TOJIb30BaTENe

Tpe6yeTc;1 3HaTb  YTO-TO O  IIOJIB30BaTcClIC

(mampumep, ®MO, email u ap.) U ATUTETBHO
H0JIb30BATENbCKUNA

XPAaHUTDH KOHTCKCT

(HacTpoiKH, 3asIBKM, KOMMEHTAPUH )

[Hasatp goctyn nocie nonyuenus u3 ECUA orseta

Ha 3aI1poc aYTeHTI/I(I)I/IKaLII/II/I COACPIKAILICTO

TpeOyemblii Habop cBeAeHMIt 0 onb3oBarene. [Ipu
IIEPBOM BXOJI€ MOJIb30BATENS PETUCTPUPOBATH €r0
(userid). B

UACHTU(PUKATOP  IOJIb30BATENS

JanbHEHIIeM XPaHUTDb I10JIb30BaTeIbCKUM

KOHTCKCT B IIPUBSA3KC K 3TOMY I/IILCHTI/I(I)I/IKaTOpy

TpeOyeTcst orpaHUYUTh HAOOP MPEAOCTABIIEMBIX
GyHKIIMI B 3aBUCHUMOCTH OT THIA YYETHOM

3alMCu, poOJik TOJb30BATC/IA, HCIOJbB30BAHHOTO

Hasatb noctyn nocie nonydenus u3 ECUA oteta

Ha 3aIpoc aYTCHTI/I(I)I/IKaL[I/II/I COACPIKAILCTO

TpeOyemblit HabOp CBEIEHUH O MOJL30BaTENE.
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METO/Ia ayTeHTU(PUKALIUU

[Ipy mombITKE TMONB30BATENs] OOPATUTHC K

(byHKUIMY, U IPEIOCTABICHUST KOTOPOH TEeKyIue

THUII yquHOﬁ 3alliCu  IOJIB30BATCIIA, POJIb
IIOJIB30BATCIA HWJIM  MCTO/ ayTCHTI/I(i)I/IKaI_[I/II/I
SABIIAKOTCA HCAOCTAaTOYHBIMH, BBIBCCTH cMy

COOOIIIEHNE C TOSICHCHUSMH 110 JalbHEHIIHM
neictBusiM. PexomeHnnyemble cOOOIIEHUS Ui
pa3IMYHbIX CUTYallMil puBeaeHbl B Tabmuie 2. B

rnmase 4.1.1 mnpuBeneHsl CBEACHMSI IPO THUIIBI

YUYCTHBIX

3amucen

0JIb30BaTeJIEN

B cnenyromieii Tabnuie nmpuBeIeHb PEKOMEHAAINH TI0 TIPOBEPKE COOTBETCTBHS TPEOOBAHUSM

MH(POPMAIIMOHHON  CHUCTEMBI

THNIA YYETHOU

3allMCHU  IIOJB30BATCIIA, POJIM IIOJIB30BATCIIA U

HCIIOJIB30BaHHOI'O MCTOAAa aYTCHTI/I(bI/IKaI_[I/II/I, d TaKKC JaHbl pCKOMCHAALIUU I10 COO6H.I€HI/I$IM, KOTOPBIC

CTOUT IPEAOCTABUTL IIOJIB30BATCIIAM B CJIyda€ HCECOOTBCTCTBUA HX Tpe6OBaHI/I$IM CHUCTCMblI H

MMPUBCACHBI pPCKOMCHAAUHU I10 I[B.JII:HCfIIHHM I[GﬁCTBH?IM.

Ta6J'II/H_Ia 2— PexoMeHnmarum mo I/IH(I)OpMI/IPOBaHI/IIO IIOJIB30BAaTCIIAA O HCCOOTBECTCTBHUHU

aBTOpU3alnuu TpC6OBaHI/IHM CUCTCMBI

(«HermpoBepeHHaN»)
MOMBITANICST ~ 00paTUThes K
GYHKIHSIM, TPEIOCTaBISIEMbIM
TOJIBKO JJISA CTaHAApPTHBIX
(«poBEpPEHHBIX ») u/unm
«IOJTBEPKACHHBIX» YUETHBIX

3amucen

Curyauus Kaxk onpeneaurnb Y10 co00IIUTH M NPEAI0KUTH
CUTYALUIO 10JIb30BaTe/ 10
ITons3oBarens ¢ yderHoH | I[IpoananusupoBarh Ilpu  jmoctyme K QyHKUUAM,
3aIHMCHIO C THIIOM YTIpOIIeHHas | yrBepxaeane SAML ¢ | TpeOyrommm CTaHIAPTHOU

nMeHeM assurancelLevel wmm
personTrusted (cMm. TaGmuiry
5)

(mpoBepeHHOM) YUETHOH 3armcu:
«/Ins  mocryma Bam  HEoOXOIMMO

HpOfITPI Oponcaypy nNpoBEPKH CBOUX

JaHHBIX. Ecmm Ball JINYHBIC
JTaHHBIC TOJIBKO qTo IIPOILIN

MIPOBEPKY, TO BaM HYKHO BOUTH B
CUCTEMY ITOBTOPHO.»

Ccputka Ha IPOBEPKY JIAHHBIX:
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https://esia-
portall.test.gosuslugi.ru/validate

I[Ipu  jgoctyme K QyHKIMAM,

TpeOyIOIIM MO/ITBEPXKICHHOM
YYETHOU 3aIIUCH:
«/lnst  moctyma BaM  HEOOXOIMMO

HpOﬁTH IpoucaAypy INPOBEPKHU CBOUX

JaHHBIX u IMMOATBCPIKIACHUS

JugHOCTH. EcCnm BBl TONBKO 4TO
MOATBEPAMIIA CBOIO JIMYHOCTB, TO
BaM HYXHO BOHTH B CHCTEMY
HIOBTOPHO.»

CcbliKa Ha IPOBEPKY JIaHHbBIX:

https://esia-
portall.test.gosuslugi.ru/validate

[Tonp30BaTens ¢ yd4eTHOW
3aIUCBIO C THIIOM CTaHIapTHAs
(mpoBepeHHas) TTOTIBITAJICS
o0paTuTbcst K  (QYHKIUAM,
MIPEIOCTABISIEMBIM TOJIBKO LIS
«TTOJITBEPKACHHBIX» YYETHBIX

3amucen

[Ipoananu3upoBath
SAML ¢

nmerem assurancelLevel (cm.

YTBEPKJICHHE

Tabnuiry 5)

«Jlns  goctyma BaM  HEOOXOAMMO

HpOfITPI IIpounecaypy noaTBEPKACHUA

JIMYHOCTH. ECIM BBl TOJNBKO YTO
MOJTBEPIUIIA CBOKO JIMYHOCTB, TO
BaM HYXHO BOWTH B CHUCTEMY
TIOBTOPHO.»
Ccruika

Ha MOATBCPIKIACHHUC

JIMYHOCTHU:

https://esia-
portall.test.gosuslugi.ru/confirm
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Ilons3oBarens ¢ yderHou | [IpoananusupoBars Ecnu HeoOxoMMa polib COTpyTHUKA
3alUChIO c ponwto | yrBepxkaenne SAML ¢ | FOJI u Tekymas ydeTHas 3amuch

(U3NIECKOr0 JIMIIA MOMBITAICS | IMEHEM globalRole U | IMECT THUII «ITOATBEPKICHAY.

obpatuthcst Kk QyHKImaM, | orgType (cm. Tabmmmy 5)% «ng  nmoctyma BaM  HEOOXOIUMO
MIPEIOCTABIIIEMBIM TOJIBKO IS BOWTH B CHCTEMy B KauecTBE
NI1 / nomxuoctrbix i KOJI / COTPYAHHMKA IOPUIMYECKOro JIMIIA.
nokHocTHRIX Jur OI'B Ecnu BbI siBiIsieTeCh pyKOBOAUTETIEM

IOPUIMYECKOTO JIMIIA, BBl TaKXKe
MO>KETE 3apEruCTpUPOBaTh YUETHYIO
3aIUCh FOPUAMYECKOTO JIUIIAY»
Ccbuika s peructparuu FOJI:

https://esia-
portall.test.gosuslugi.ru/org

Ecniu HeoOxomuma pons UII u
TEKyIl[asl y4eTHas 3allich UMEET TUII
«TIOITBEPXKICHAY:

«/lnst  moctyma BaM  HEOOXOIMMO
BOMTH B CHCTEMY B KadecTBe

HHAMBHUAYAJIBHOI'O

OpCaAIIpruHUMaTCIA. Brr TaKXKEC

MOYKETE 3apETUCTPUPOBATH YUCTHYIO
3aIIHCh WH/TUBUTYITHHOTO
MIPEANPUHUMATEIS.»

Ccruika:

https://esia-
portall.test.gosuslugi.ru/orgs

13 Ecim mrdpopmanmonHas cucteMa paboTaeT MCKITIOUHTENHFHO C yUeTHBIMH 3aITHCAMH IOPHIMUECKHX
JMI / TOCYAAapCTBEHHBIX OpPraHM3allMil, TO PEKOMEHIYeTCs HAaCTPOUTh €€ METaJaHHbIe TaK, YTOOBI
JIOCTYN K HEH MOTJIM TOJYYUTh TOJIBKO IOJB30BATEIHM, WMEIONIME TaKyl YYETHYIO 3amuch (CM.
[Tpunoxenue A.6). B aTom cimyyae ecinu mojb3oBaTelib, NMPUCOSAWHEHHBI K OpraHM3alud, paHee
ayreatuduimpoBaics B ECUA kak ¢usnueckoe nmro, Ho nepemien B 3ty UC, To ECUA obecnieunt
aBTOMAaTHYECKOE MEPEKIIOYSHNE €ro POJIM Ha POJb IOPUIMUYECKOTro JUIA (€cu TpeOyeTcst — MOMPOCHUT
10JIb30BAaTENs BRIOPATh OpraHU3alHIo, OT KOTOPOW eMy TpeOyeTcst paboTaTh).
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Eciu Heobxouma poJb
nomwkHoctHoro suua OB m
TEKyILasl y4eTHasl 3alUCh UMEET THII
«TIOATBEPKICHA!

«/lnst  moctyma BaM  HEOOXOIMMO
BOMTH B CHCTEMY B KadecTBe
JIOJDKHOCTHOTO avua oprasa
roCcyJapCTBEHHOM BIIACTH.»

Ecimm I10JIb30BaTEIb uMmeer
YIIPOILICHHYIO (HEempoBepeHHy0) /
CTaH/IapTHYIO (IpOBEpEHHYIO)
YUYETHYIO 3alliCh, TO HEOOXOAUMO
ero pOUH(OPMHUPOBATH 0
HEOOXOJMMOCTH  IMOJATBEPXKICHUS
JIMYHOCTH. 310 ABJIAETCA
HEOOXOIUMBIM  IPEABAPUTEIbHBIM
YCIOBHEM I  BO3MOXKHOCTH
MOJYYeHUs]  TIOJIb30BATEIIEM  POJIU
nomkaoctHoro Jmmna FOJI, OI'B umm

pomu UI1

Ilonp30BaTenn,

ayTeHTU(UIIMPOBABIIUICS 110
MapOJII0, TOMBITANICS MOTYYUTh
JOCTYTI K ¢byHKIIUY,
TpeOyrome ayTeHTU(UKAIUN

110 2NIEKTPOHHOM momucu

[IpoananusupoBath
yrBepxkaenne  SAML ¢
umenem authnMethod (cwm.

Tabnuiry 5)

«ng  nmoctyma BamM  HEOOXOIUMO
WCIIOJIb30BATh CpEeIICTBO
KBATU(UIIMPOBAHHON DIEKTPOHHOMN
noamucn. Ecim  y Bac umeercs
CPEICTBO DJIEKTPOHHOW TOAIHKCH,
BOMINTE 3aHOBO, HCITOJIH30BaB 3TO

CpEacCTBO.»

1% Ecim nrdpopmarmonnas ciuctema TpeOyeT HCKITIOUHTENFHO ayTeHTU(GHKAIINN O YIeKTPOHHOIM
MOJITMCH, TO PEKOMEHIyeTCsl HACTPOUTD €€ MeTa/laHHbIe TaK, YTOObI TOCTYI K HEM MOTJIM MOTYyYHUTh
TOJIBKO TOJIb30BATENH, ayTeHTU(DUIIPOBaHHbBIE TaKUM 00pa3oM (cMm. [Ipunoxenue A.6). B atom
ciiyuae ECUA camocTosiTennbHO 00ecieuuT KOppeKTHOE HH(POPMUPOBAaHHUE MOJIB30BATENS O
HEOOXOAMMBIX IIarax Io MOJy4eHHUIO JOCTYIa.
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ITocne 3TOro COOOLLIEHUS
PEKOMEH/TyeTCsl Pa3MECTUTh KHOIKY

BbI30BaA €JIMHOT'0 3aBCPIICHUA CECCUU

Crenyer yuecTb, 4TO eciid HH(GOPMAIIMOHHAS CUCTEMa HampaBisieT mojs3oBarens B «[Ipodums
nonib3oBaresst ECMA» ni1s coBepiieHusl HEKOTOPBIX Olepaliuii (Hampumep, A5 BBITOJIHEHUS POBEPOK
JAHHBIX YYETHOM 3allMCH), TO TMOCIE WX BBIIOJHEHUS I0JIb30BaTelh HE OyleT aBTOMAaTHYECKH
Bo3BpaiieH B MIC. B T0 e BpeMsi eciii COOTBETCTBYIOIIAs OTIEPALIHSI MOXKET ObITh BHIIIOJHEHA B TCUCHHE

OJIHOM CECCHU IO0JIB30BATENsl, TO MOJIb30BATEN0 MOKHO 1aTh BO3MOKHOCTb BEPHYTBLCS B CUCTEMY (CM.

m. 3.5).

3.2.2 Cuenapuii e1MHOr0 3aBepIIEHUS CECCUM

B Tedyenue neiicTBUS ceccHM IMOJBb30BATENh MOXKET 0€3 MOBTOPHOI ayTeHTHU(UKALUU BONTH B
OJIHY WUJIM HECKOJIBKO APYruX cuctem, noakinoueHHbix K ECUA. [Ipu BO3HUKHOBEHHH HEOOXOIUMOCTH
B OJJHOBPEMEHHOM 3aBEPIIEHUH CECCUM BO BCEX CUCTEMAaX MCIOJIb3YETCs COOTBETCTBYIOLIUMN CLIEHAPUH.
Enunoe  3aBepuieHue  ceccud  HEOOXOIMMO, — HAmpuMmep, TOpU  U3MEHEHHH  JaHHBIX
ayTeHTU(UIIMPOBAHHOTO TMOJb30BaTeNII — B 3TOM Cly4ae Ui MONy4YeHHs HH(DOPMAIMOHHBIMU
cucremMaMu B yTBepxkaeHuIX SAML 0OHOBIEHHBIX JAHHBIX MOJIb30BATENb JOJKEH COBEPIIUTH BBIXO
U IOBTOpPHYIO ayreHTudukanuio B VIC.

Enunoe 3aBeprieHue ceccuu BBINMOJTHSETCS B COOTBETCTBUU ¢ mpodmiem Single Logout
craaapra SAML. [Ipouecc nHMIIMUPYETCS MOIB30BATENIEM IIPU HAKaTUU KHONKHU «BbIX0oa» B cucreMe
MOCTABIIMKA YCIIYT, PeaTM30BaBLIETO yKa3aHHBIN creHapuil. MIHpopMaonHas cucrema He JOJDKHA
CaMOCTOSITENIbHO MHULIMUPOBATH €IMHOE 3aBEPILIEHNUE CECCHUM.

CueHapuil BKJIIOYAET CIIEeIyIOIINE IIaru:

1. Tlonp3oBaTenb HAXUMAET KHOMKY «BBIX01» B cucTeMe.

2. Cucrema ¢opmupyer u HampaBisser B ECHA 3anpoc Ha 3aBeplIeHHE CECCHUM —
<LogoutRequest>. /lanHsbIit 3anpoc TpedyeTcst 00s3aTEIHHO BBHITOTHSITH.

3. ECHA ormpenenseT oCTalbHBIX YYaCTHUKOB ceccui. OCTambHbIE YIaCTHUKH CECCHU — JTO BCE

CUCTEMBI, B KOTOPBIE IT0JIb30BaTelb Bomen yepe3 ECUA Ha npoTsbkeHnu tekymen ceccun. Ecnu

apyrue ydactHuku cymectByroT, ECUA otnpasnser 3anpoc <LogoutRequest> xaxaomy u3

HHX.
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4.

3.2.3

Cucrema, nonyuusmas <LogoutRequest>, 3aBepiiaeT Ha CBOEH CTOPOHE aKTHBHYIO CECCHUIO
[I0JIb30BaTENs (WJIM IPOBEPSIET, UTO CECCHS K STOMY MOMEHTY YK€ HEaKTHBHA). 3aTeM
dbopmupyet u otnpasisier B ECHA otBeT 0 ToM, 4TO ceccus 3aBepiieHa — <LogoutResponse>.

Korma Bce ocTanpHbIe YYaCTHUKH KOPPEKTHO 3aBepiium cBou ceccuu, ECUA dopmupyer u
otnpasisier oTBeT <LogoutResponse> cucreme, MHULMMPOBABIIECH IIPOLIENYPY 3aBEpILUCHUS
ceccuu. Ecni Kakoii-To U3 MOCTaBIIMKOB YCIIYT HE CMOT 3aBepiuuTh ceccuto, ECUA otobpakaer
M0JIb30BATENI0 BEO-CTpaHUILy, HHPOPMUPYIOUIYIO €r0 O TOM, YTO IpPOLEAYypa HE MOXKET ObITh
KOPPEKTHO 3aBepIlieHa U YTO MOJIb30BATEI0 HEOOXOAUMO NIEpe3ayCcTUTh Opaysep.

Cucrema, MHUIIMAPOBABIIAs MPOLEAYPY 3aBEPLICHHUS CECCHH, 00pabaThIBaeT MOJIYYECHHBIH OT
ECHUA otBer. Hampumep, nepeHarnpaBisieT MOJb30BaTeNsi Ha BEO-CTPAHUILY 3aBEPIICHHS

CCCCHUMU.

®opmaThl COO0IICHU

OcHosnble ucnoabzyembie B ECUA dopMaTsl 31ekTpoHHBIX coobmenniit SAML 2.0:
3anpoc ayreHtudukanmu (AuthnRequest);

OTBeT Ha 3arpoc ayreHTuukanun(AuthnResponse);

3aIrpoc 3aBepIIeHMs] aKTUBHOU ceccuu nonb3oBarens (LogoutRequest);

OTBET Ha 3aIpoc 3aBeplieHus akTuBHOM ceccun (LogoutResponse);

I[eTaanoe OIIMCAaHHC (I)OpMaTOB 9TUX DJJICKTPOHHBIX COO6IJ_ICHI/II\/'I, a TaKXeC Tpe6OBaHHI>'I K

(dbopMupoBaHHIO MeTaJaHHbIX JUIs uHTerpaunu ¢ ECUA, conepxutcs B IpUIoKeHUH A.

3.3

PexomenayeMblil CieHAPHI AyTEHTU(PUKANUY IPU UHTErPALUM 110

OpenlD Connect 1.0

ba3oBblii cueHapuii ayreHTH(UKAUT

bazoBeiM crenapuem ayrteHtu¢ukanuu npu ucnoss3oBanuu OpenlD Connect 1.0 sBnsercs

ClieHapuil ayTeHTU(UKauuu (PU3MYECKOT0 JInla (Harpumep, 3asBUTENS).

Cuenapuii BKIIOYAET CJIEYIOLIUE IIaru:

[Tonp3oBarenb HaXKMMaET Ha BeO-CTpaHHIIe CUCTEMBI-KIIMEeHTa KHOIIKY «Boiitu uepe3 ECHA».
Cucrema-kiaueHtT ¢opmupyer u otnpasisier B ECHMA 3anpoc Ha ayTeHTHOUKAIUIO U
nepeHanpasiseT Opay3ep M0JIb30BaTels Ha CHIENHUAIbHYIO CTPAHUILY IPEJOCTaBICHUS 10CTYIIA.
ECHA ocymiecTBisieT ayTeHTU(UKAIHUIO TTOJIb30BaTENsl OTHUM M3 JOCTYMHBIX crioco6oB. Eciu
noJsip3oBarenb emé He 3aperucrpupoBaH B ECHUA, To OoH MOXeT nepelTu K Ipoueccy

pErUCTpaLyH.
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4. Korma momp3oBarenb ayTeHTu¢uupoan, ECHA coolmaer monb30BaTeno, 4To cHCTeMa-
KJIMEHT 3alpalliBaeT JaHHBIC O HEM B LIEJISIX MPOBEACHNUS UACHTU(DHUKAIIMY U ayTeHTHU(DUKALHH,
IIPEIOCTABIIAA [IEPEUEHD 3alIPAIINBAEMBIX CUCTEMON-KIIMEHTOM CBEICHUM.

5. Ecnu nosnp3oBarens AaeT pa3pellieHrde Ha IpOBeeHHe ayTeHTU()UKALUU CUCTEMOM-KINEHTOM,
To ECUA BblIaeT cucteMe-KIMEHTY ClielUalbHbli aBTOPU3ALMOHHBINA KO/,

6. Cucrema-knueHt Gopmupyet B aapec ECHA 3anpoc Ha moiydyeHre MapKepa UAeHTH(DUKALIUH,
BKJIIOUAs B 3aIlIpOC NOJyYEHHBIM paHee aBTOPU3ALMOHHBIA KO/,

7. ECHA mpoBepsieT KOPpEeKTHOCTh 3ampoca (HapuMep, YTO CUCTEMa-KIMEHT 3aperucTpupoBaHa
B ECHA) 1 aBTOpU3allMOHHOTO KO/Ia U TEpPEaeT CUCTEME-KIMEHTY MapKep UACHTU(DUKAIIUH.

8. CucreMa-KJIMEHT U3BIIEKACT UIACHTU(UKATOP MMOJIb30BATENS U3 MapKepa uaeHTUGuKamu. Eciau
UJCHTU(PUKATOP TOJIY4YEH, a MapKep MPOBEPEH, TO CUCTEMa-KJIMEHT CUUTAET I10JIb30BaTeNs
ayTeHTU()ULUPOBAHHBIM.

[Tociie momydenusi Mapkepa HICHTU(UKANUUA CHCTEMa-KIUEHT ucrnoib3yer REST-cepBuchl
ECHUA g monydyeHuss JAONOJIHUTENBHBIX JaHHBIX O IIOJb30BaTese, IPEJBAPUTEIBHO IOJIYYUB

COOTBETCTBYIOIINI MapKep 1ocTyma (cM. puiiokenus b u B).

Monk3oearens ncC ECHA
(yepes seb-Hpayiep) (cHcTEMA-KAHEHT)

MNonszosaTens 3anpawWeasT pecypc

L J

I
WC Hanpasnaet 3dnpoc Ha ayTeHTHOMKaLMIO
L

ﬂ

k4

I
MNonb3oBaTenb NPOXOOKWT ayTeHTHdMKa LI,I-!I{:«

L i

|
Monb3oBaTent AaeT paspelleHMe Ha goctyn K CEOMM daHHBIM

Y

I
ECHMA Bo3BpawaeTlaBTOPHIALMOHHBIA KO
]

ﬂ

k)

FANPOC Ha NONYYeHME MapKepa
HAeHTHGMKAL MK

MapKep MOeHTHOHKALMK

MC :'l'gl‘TE‘HTi‘.’d}HIJ,Hp',"ET NoMNL30BaATEAA

.

K

Pucynok 4 — Unenrudukanys u ayreHTH(HUKAIMS TOJTh30BaTeNeH
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pH ucrojis3oBanuu Mexanusma OpenlD Connect 1.0

JIONOJIHUTEIbHBIH ClIeHAPUI ayTeHTH(PMKANMY 110JIb30BATEJISA B KauecTBe MPeAcTABUTeIs
OpraHu3auuu

ECHA Ttakke 10o3BoJisieT ayTeHTU(PHUIIMPOBATH MOJIb30BATEIIS B KAUECTBE MPEICTaBUTENSA
opranuzauuu, s 3roro C nomxkHa:

— 3anpocuth y ECHA He TosbKO Mapkep UAEHTH(PUKALMK, HO U MapKep J0CTyMna (Ha MOJy4YeHHe
JIaHHBIX [10JIb30BATEIIS);

—  C HCIIOJB30BaHHEM Mapkepa jJocTyna u nporpammHoro uHtepdeiica ECUA, ocHoBaHHOTO Ha
REST, mnomyunts wuHMOpMAIMIO O TOM, COTPYJHHKOM KAaKUX OpPTaHU3ALUN SBISIETCS
10JIb30BATENb;

—  3alpoCUTh y I0JIb30BATENsl, OT UMEHU KaKOW OopraHu3aluu oH Oyzaer padortarth B aanHoil UC
(ecnu MoOIb30BATEND SBISETCS COTPYAHUKOM HECKOJIBKUX OpraHu3anuil).

[Tpu Heo6xonumocTu MIC Takxke MOKET POBEPSITh, BKIOYEH JIM I0JIb30BATEIND B
HE00XO0/IMMBbIE€ CUCTEMHbIE IPYIIIbI FOPUIHMUECKOTO JIULIA, SIBJISETCS U OH PYKOBOJIUTENIEM
OpraHU3alMH.

Heo0xon1Mo moMHUTB, YTO BEIOOP OpraHu3alii, OT UMEHH KOTOpoil Oyner paborath
nosib3oBarens B MIC, noimkeH nporcxoants Ha cropoHe camoi MC ¢ ucnonb3oBaHUEM €€ CPEICTB.

Cuenapuii ¢ yCTAHOBKOH JIOKAJTbHOM CECCHH

Kak  Ttompko  momp3oBarens  mpornen — ayreHtudukammio, ECHUA  ycranaBnuBaer
10JIb30BATEIBCKYIO CECCHIO, MPOJOIKUTENBHOCTh KOTOPOH cocTaBiseT 3 yaca. DakT Hayvana ceccuu
3anuceiBaeTcs B (haitne cookie, KOTOpPBIA XpaHUTCS Ha KOMIbIOTEpe Mmoisib3oBaTens. Ilpu 3akpbITHH
nojib30BaTeieM Opays3epa ceccusi aBTOMAaTHYeCKH 3aBepiuaercd. CucTeMa MOXKET YCTaHOBHTbH IS
MI0JIb30BATENSl CBOIO «IOKaJbHYIO» ceccuio. PekoMeHayeMas MpoJoJKUTENbHOCTh CECCHM — OT 15
MUHYT 10 3 4dacoB. [Ipu 3aBepiieHNN «IOKaJIbHOW» CECCUU cucTeMa JoJbkHA Hampasisith B ECUA
HOBBIH 3alpoc Ha ayTeHTU(PHUKALHIO.

Cuenapuii ¢ aBTopH3anueil mMoJab30BaTeNs

Cucrema ECHA oOnamaer (QYyHKIMOHAJIOM 10 TNPEAOCTABICHUIO CHCTEME-KIUEHTY
nH(pOpMalMK, HA OCHOBAaHUU KOTOPOM BO3MOKHO MPOBE/IEHUE aBTOPU3ALUU ayTEHTUPHUIIMPOBAHHOTO
noJib3oBaress. Pemenre 06 aBTOpU3auy M0Jb30BaTeNs IPUHUMAET CUCTEMA, B KOTOPYIO MOJIb30BaTelb
aBTOPU3YETCH.

Jiis monmy4eHus: aBTOPU3AI[MOHHBIX JTAHHBIX CIIEIyeT HCI0JIb30BaTh MPOrpaMMHBIN HHTEpdeiic,

OCHOBaHHbII Ha apxuTekTypHoM cTiiie REST (1. 4.3, nmpunoxenue b). B atom ciiydae nomumo Mapkepa
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UACHTU(UKAIIMA CUCTEMa JOJDKHA TAaKKe 3allPOCHTh MapKep JOCTYNa K HY)KHbIM aBTOPU3AIMOHHBIM
JAHHBIM.
ITosryunB mapkep nocryna, MC MokeT mosyduTh AAHHBIE O IOJIb30BATENE M HA UX OCHOBE

IIPUHATH pECHICHUEC O IMPEAOCTABICHHUHU AOCTYIIA I1OJb30BATCIIIO K CBOUM pECypCaM.

3.4 TpeboBaHuA K BU3YaJIbLHOMY 0()OPMJIEHHIO BX0/1a MOCPEACTBOM

ECHUA

[Tpu ucnons3oBanun ECUA nist unenTudukanum u ayreHTUu(UKaIMy M0Ib30BaTENEeH, a TaKKe
JUIS X pEerucTpaliy, BApUaHThl pa3MellleHUsl KHOMOK JIJIsl BXOAa MOTYT pa3iIn4aThCs B 3aBUCUMOCTH
OT cuieHapus ucnosb3zoBanus ECHUA:

— ayreHTHU(UKALUA UCKITIOYUTENsHO nocpenctsom ECHA;
— ayrentudukauus nocperctBom ECHUA B kauecTBe OAHOTO M3 BO3MOXHBIX BapUAHTOB
ayTeHTU(UKALIHU.

He3zaBucumo ot BBIOpaHHOTO CIIeHapHs, IpU 0(h)OPMIICHUH BXO/Ia B CUCTEMY C UCIIOJIb30BAHUEM
ECHA He pekoMeHTyeTCs HCII0JIb30BaTh CJI0BA «ayTEHTH(QHKAIM» UIH «aBTOPHU3AIIU», BMECTO
3TOTO CJEIYeT UCIOJIb30BATh CIOBO «BXOJ».

Ecnu cuctema npousBoaut ayreHTudukanuio mno nporokorxy Open ID Connect 1.0, To umeercs
BO3MOKHOCTH IMIPOBEPHUTH HalIMune y noib3oBarens ceccun B ECHUA B poHoBOM pexnme. MHBIMEI
CIIOBaMH, KHOTIKY «BX0/1» MOYXHO BBIBOAHMTH TOJBKO B TOM CITydae, €CIIM TOJIh30BaTENb HE HMEET

CeCCHHU, a €CJIN UMCCT — TO NIPOU3BECTHU BXO B CUCTCMY aBTOMaTI/I‘{eCKI/Ils.

3.4.1 AyrenTudukanus MCKJIYUTEIbHO mocpeacteom ECHUA;

Ecnu cucremoii nucnonessyercs ayrentugukanus nocpeactsom ECHA B kauecTse
€IMHCTBEHHOI'0 CI0C00a ayTeHTH(PUKALUH, TO B OOLIEM CIydae pEKOMEHIYeTCs Pa3MeIlaTh KHOMKY
«Bxon» B BepxHel mpaBoil 4acTu («B IIANKe») COOTBETCTBYIOIIEH CTPAHHULIBI.

Ipn HaxxaTHK Ha KHONIKY «BX0m» TOMKHO MPOUCXOANTH NEpEeHaIpaBIeHUE MOJIb30BaTENs Ha

CTpaHUuIly aYTCHTI/I(I)I/IKaL[I/II/I ECHA B COOTBETCTBHH C IMPUMCHACMBIM CLICHApHUEM ayTeHTI/I(I)I/IKaL[I/II/I.

15 Cwm. TIpunosxenne B.6.2.2.
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3.4.2 Ayrentudukanus nocpeacrsoM ECUA B kauecTBe 0THOT0 U3 BO3MOKHbBIX

BAPHAHTOB AYTEHTU(PUKALUMA

Ecnu cuctemoit ucnonssyercst ayreHTudukanus nocpeacrsom ECHUA B kauecTBe 0HOTO U3
BO3MOXXHBIX CIIOCOOOB ayTeHTH(PHKAIIUHU, TO PEKOMEHAYETCS pa3MelaTh CCbUIKY MM KHOTIKY «Bxoz
yepe3 ECHA» B manke COOTBETCTBYIOIIETO CaliTa, PACIOIOKHB €€ PSJIOM CO CCHIIKOHN (KHOIKOM),

MO3BOJISIONIECH BOWTH B CUCTEMY IIPH IMOMOIIH aTbTEPHATUBHOTO IIpOBaiiiepa ayTeHTU(hUKALIIY.

3.5 Bo3Bpar nojib30Barelifi B CHCTEMY, BLI3BABIIYI0 NPOPUIIb

noJsb3oBaresia B ECUA niam perucrpanuio nosb3oBaressi B ECUA

Ecnu UC BoizbiBaeT ECUA 11 mpoBeieHNs UASHTU(PUKAIIMHT U ayTeHTU(DUKAIIH
M0JIb30BAaTEJIs, TO MOJIH30BATENb OYAET BO3BPAIICH B CUCTEMY Cpa3y Mociie MPOBEACHUS
ayreHTuukanuu. B To xe Bpems UC Moxker HanpaBuTh mosb3oBareliss B ECHUA co cienyrommmu
LEJAMMU:

— UW3MEHEHWE JaHHBIX B JIMYHOM Mpoduie (Hampumep, MPOXOXKIACHHE MPOUEAYPhl MPOBEPKH

JTAHHBIX MOJIH30BATEIS);

—  OPOXOXKAEHUE MPOUEAYPHI PETUCTPALUH.

3.5.1 Bo3Bpart noJib30BaTteJieil B cucteMy, BbI3BaBunyio perucrpanuio B ECUA
[Toce mpoxoxkIeHHsI MPOLeyphl PErUCTPALIUU TOJIb30BATENb ABTOMAaTHUECKH Oy1eT
Bo3paatieH B MC. [l Bo3Bpara B IC 10 okoHuanus nponenypsl perucrpanuu 8 ECHA
M0JIb30BaTEII0 HEOOXOJMMO BOCIIOIb30BATHCS CTAHAAPTHBIMH CPECTBAMU HaBUTrallMu Opaysepa.
Uro6st ECUA BepHyna 1onb3oBaTesnsi B CUCTEMY IOCTIE BBIIOJIHEHUSI yKa3aHHOM onepaluy,
N C npu nepeHanpasiieHUH [10JIb30BaTeNs 10JKHA EPEAaTh KOPPEKTHBIM KOHTEKCT BO3BpATa.
KoHTekeT Bo3BpaTa onpenensercs CleyoluMI TapaMeTpamMu:
—  <cid> — MmHeMOHUKa HHPOPMAIIMOHHOM CHCTEMBI, IepeHaNpaBuBILeH mojbp3oBateis B ECUA;
— <rurl> — anpec, Ha KOTOpHII JOJDKEH OBITH BO3BpAIIEH MOJIB30BATENb IIOCIE COBEPIICHUS
HEOOXOIMMBIX JNeUCTBHU (ITOT aapec AoipkeH BKmoyarh B ceds URL cucrembl, yka3aHHBIN B
TexHoIOorHuecKOM mopTase);
— <imm> mnpu3HaK, MO3BOJIIONIMN ONpPEAETUTh HEOOXOAWMOCTh BO3BpaTa B CHUCTEMY IOCIIE
pErUCTpallMM YIPOLIEHHOM yYeTHOM 3amucu (Ipu BbI30BE cTpaHulpl perucrpanuun ECHA);
BO3BPAT IOCJE PETUCTPALMM YINPOUIEHHOM Yy4eTHOW 3amucu OyAeT MPOU3BEAEH TOJBKO IPH

nepeaaye npu3HaKa co 3HaueHUEM «truey.
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ITpumep CCBUIKM C KOPPEKTHBIM KOHTEKCTOM BO3BpaTa JUIsl MPOLEAYPHI pEruCTpaiu:

https://esia-portall.test.gosuslugi.ru/registration?cid=TESTSY S&rurl=http://test.ru&imm=true

3.5.2 B03BpaT moJib30BaTeE/JIist B CHUCTEMY, BbI3BaBIIIYIO l'lpO(l)I/IJ'lb moJib30BaTeJisd

ECHUA

B BeO-npunoxxennn «IIpoduins nonszoBarens ECMA» B TeueHue neiicTBUS MOIb30BaTEIbCKON
ceccuu Opay3epa o0ecrieunBaeTcsi BO3SMOXKHOCTb MTOJIb30BATEII0 IIEpEiTH 00paTHO B BHI3BABILYIO
ECHA cucteMy nocpeACTBOM HaKaTHsl Ha KHONIKY «BepHyTbCst Hazamy.

Uro6s1t ECHA BepHyIia 1ob30BaTesisl B CHCTEMY IIOCIIC BBITTOJIHEHHS YKa3aHHOU OIepariiy,

N C npu nepeHanpapieHuu N0OIb30BaTENs JODKHA IIEPeIaTh KOPPEKTHBIM KOHTEKCT BO3BpaTa.
KonTeker Bo3BpaTa onpenensercs cieIyoluMy apaMeTpamu:
—  <cid> — MmHeMOHUKa HHPOPMAIIMOHHOM CHCTEMBbI, IEpeHaNpaBUBILeH mojb3oBaTessi B ECUA;
— <rurl> — azmpec, Ha KOTOpBI JOHKEH OBITH BO3BpAILCH MOJb30BATEIb IOCIIC COBEPIICHUS
HEOOXOMUMBIX JIeicTBUI (3TOT ajgpec AobKeH BKiMoyaTh B ceOs URL cuctembl, yka3aHHBINA B
TexHOJIOTHYECKOM MopTale).

HpHMep CCBIJIKH C KOPPCKTHBIM KOHTCKCTOM BO3Bparta:

https://esia-portall.test.gosuslugi.ru/profile/user?cid=TESTSYS&rurl=http://test.ru
CJ'IGI[yeT IIOMHHUTB, 4TO IIOCJIC 3aKPbITUS I10JIB30BATCIICM 6paysepa KOHTCKCT BO3Bpara HEC

OyJIeT coxpaHeH.
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4  BEJIEHWE PETUCTPOB ECHA

[Tporneccel 1 MexaHU3MBI BeieHUs NaHHbIX peructpoB ECHA nmerot cBoto ciennduky B

3aBUCHUMOCTH OT pErucCTpa U TUIIAa I1OJIb30BaTCIIA. Hepequb MCXaHHU3MOB U ITPOLECCOB NPCACTABJICH B

Tabimue 3.
Ta6mmima 3 — OCHOBHBIC MEXaHU3MbI BesieHus periuctpoB ECUA
IIpouecc Peructp MexaHnusm Cotiimia a pasael
JAOKYMEHTAa
Peructpanus | Peructp Be6-unrepoeiic 411
(H3UIECKHX JIHIL [IporpammHsIif nHTEpDEiic, [Ipunoxenne I
noctynHbii yuepes CMOB
Peructp Be6-unrepdetic 412
IOPUAMYECKUX JIUI]
Peructp OI'B Be6-unrepoeiic 413
Peructp UC BeG-unrtepdeiic 414,415
VYupasnenue | Peructp Be6-unrepoeiic 421
JTAHHBIMH (U3NIECKUX JIHIL
Peructp Be6-unrtepdetic 422
FOPUINYECKUX JIULL [IporpamMmHBIil uHTEpdEiic HA [Ipunoxenue b
ocHoBe REST
Peructp OI'B Be6-unrepoeiic 4.2.3
IIporpammHbIif nHTEpQeiic Ha [Ipunoxenue b
ocnoe REST
Peructp UC Be6-unrepdoeiic 4.2.4
ITonyyenue Peructp IIporpammHbIif nHTEpQeiic Ha 4.3, llpunoxenue A
TAHHBIX (UBUYECKUX JIUIL ocHoBe SAML
[IporpaMMHBIil uHTEpdEIC HA 4.3, llpunoxenne b
ocHoe REST
Peructp IIporpammHbIif nHTEpGeEiic Ha 4.3, llpunoxenue A
FOPUTNYECKUX JTHI] ocHoBe SAML
[IporpaMMHBIil nHTEpdEiic Ha 4.3, lpunoxenne b
ocHoe REST
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Peructp OI'B [IporpammHbIif nHTEpGEiic Ha 4.3, llpunoxenue A

ocnose SAML

Peructp UC [IporpammHeIit mHTEpdEIC HA 4.3, Ipunoxenue b

ocunose REST

4.1
411

Perucrpauus

Perucrpanus ¢pusuyecKux JIUI U NOJTyYeHUE PosieH

B ECHA npenycMOTpeHBI CIIEIYIOIINE POIH M10JIb30BATENEH!

¢du3nveckue Iuia, MMEIIINe YIeTHYIO 3aMuch B peructpe ¢pusnueckux aun ECHA;
WH/IMBUyaJIbHbIE IPEANPUHUMATEINH, T.€. PU3NUECcKHe JIHIa UMEIOIUe PU3HAK
WH/JVBHIYaJIbHOTO IPEIIIPUHUMATE;

JIOJDKHOCTHBIE JIMIIA FOPUIUYECKUX JINIL, T.€. PU3nueckue Juia, npucoeannenusie B ECUA k
YYETHBIM 3anucsaM ropuaudeckux jmi ECUA;

JIOJKHOCTHBIE JIMIIa OPTraHOB U OpraHM3aluil, T.e. pu3nuecKue Jaula, IpUCcOeAUHEHHbIE B
ECHA x yuernsiM 3anucsim OI'B.

Hanuuune y IIOJIB30BAaTCIIA poIn ITO3BOJISAACT I/IH(bOpMaI_[I/IOHHBIM CHUCTEMAM,

B3aumoyeiicteytomuM ¢ ECUA, ucnonb3oBath 3Ty MHGOPMAIUIO ISl BBHIIOJHEHUS COOCTBEHHBIX

MPOIIECCOB (HAIIPUMED, JIJISI aBTOPU3AIIHH).

[Tonb3oBarenu moryt umers B ECHUA onHy win Heckosibko posieid. bazoBoil siBisercs posb

(I)I/I3I/I‘-ICCKOFO JIM1a: YTOOBI MOJIYYHUTh OJHY M3 YKA3aHHBIX poneﬁ, MOJIB30BAaTCJIb JOJI2KCH OBITh

MEPBOHAYATILHO 3aPCTUCTPUPOBAH B KaUCCTBEC (I)I/I3I/I‘ICCKOFO JIMIa.

B ECHA npenycMoTpeHbl yueTHBIE 3aUCH (PU3NUECKUX JIULL CIETYIOIINX TUIIOB, KaXKIbIH U3

KOTOPBIX COOTBETCTBYET ONMPEACITICHHOMY YPOBHIO I/II[GHTI/I(l)I/IKaHI/II/I I10JIb30BaTEIIA.

yIpOIeHHAs (HEITPOBEPEHHAs) yUeTHAs 3aIUCh (COECPKUT MUHUMAIBHBINA HA0Op TaHHBIX O
MOJIb30BaTENE);

cTaHaapTHast (MpoOBepeHHast) yueTHas 3aluCh (IaHHBIE O MOJb30Barese mposepensl B I MP);
MOATBEPIK/ICHHAS YUE€THAs 3aliCh (JTaHHBIE O TToJIb30oBaTee nmpoBepeHsl B BI MP, a muunocTh
M0JIb30BATENA—(PU3NUECKOr0 JIMIIA TOATBEPKI€HA OJJTHUM U3 JOCTYIHBIX CIOCOO0B
TIOJITBEPIKICHHS).

CXeMaTU4YHO CBS3b MCXKAY POJAMHA U TUIIAMU YYCTHBIX 3amnucen (1)I/I3I/I‘-ICCKOI“O JIM1a

0TOOpaXkeHa Ha pHuc. 5.
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Nonb3oBartenb cetn
UHTepHet

- L

VnpomeHHaﬂ y4yeTHanA 3anucb

.-

CraHpapTHan yyeTHasA 3anucb

-

MoaTBepKaeHHan yueTHana 3anucb

-

NHauBuAayanbHblA [onKHOCTHOE Nnuo [onKHOCTHOE NnLo
npeanpMHUMaTenb lopuAanYecKoro anua ors

Peructp Peructp OB
IOpUANYECKUX nL,

Pucynok 5 — Tunsl yueTHbIX 3anuceil v poau nojib3onatens B ECUA

4.1.1.1 PerncTpanus y4eTHOM 3anucu (puznyeckoro Juna

Perucrpanus ydeTHo# 3anucu GU3NYECKOro JUIa BO3MOXKHA CIEAYIOIIMMH CIIOCO0aMu:

1. CamocrosiTenpHasi perucTpamnusi ToONb30BaTeNs uepe3 BeO-uHTepdelric. B stom ciydae

MOJIb30BATEI0 CAMOCTOSTEIBHO HYKHO IIPOUTH CIIEAYIOIIUE IIaru:

— perucTparys yrnpoIeHHO (HEPOBEPEHHOW) YUETHOM 3aliCH MOJIb30BaTels (Tpedyercst
yKa3aTh (haMUINIO, UM, OJTUH U3 BO3MOXKHBIX MOJTBEPKICHHBIX KaHAJIOB KOMMYHUKAIIMH
— MOOHMITBHBIH TeNle(OH HITH aIpec JICKTPOHHOMN MOYTHI);

— IepeBOJI YUETHOM 3aIMCH B COCTOSHUE CTaHIapTHOM (ITpOBEpeHHOM) (BKIIIOYaeT B ce0s
3aM0JIHEHUE MOJB30BATENIEM JIMYHBIX JAHHBIX, HHUIIUUPOBAHUE MTPOLELYPHI TPOBEPKHU
nu4HbIX JaHHBIX B BI' VP 1 aBTOMaTnueckyro BepuQUKaIuio THIHbIX JaHHbIX B BI'UP).

— TIepEeBOJ YUETHOM 3aITUCH B COCTOSTHUE TIOJITBEPKACHHOM (BKITIOYAET B CEOst

MOATBCPIKACHUC IMYHOCTHU IMOJIB30BATCIISI OAHHUM U3 JOCTYITHBIX CII0CO00B
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MOATBEPIKICHUS — C TIOMOIIBIO OOpameHus: B oauH u3 LleHTpoB 06cny>KI/IBaHH;116,

OTIIPaBKOM KO/1a MOATBEPKIEHUS JINYHOCTHU 110 ITouTe Win ¢ noMoiupsto KOII).

2. Perucrpauus nosip3osarens B oqHoM U3 LleHTpoB o6cnyxuBanus, UC koToporo ocymiecTsiser
BBI3OB OIlEepaIuii ¢ UCIOJIb30BaHUEM ITporpammHoro untepderica ECUA, omybiukoBaHHOTO B
CMDOB. [leranpHas undopmanus o nporpaMmmaom uarepderice ECUA pasmeniena B
npunoxenuu . B pezynprare perucrpanuu B LleHTpe 00CIy>KuBaHUs 110JIb30BaTENb Cpa3y

MOJy4aeT NOATBEPKACHHYIO yueTHYIo 3anuch ECHUA.

4.1.1.2 Haznauenue poJieii
Haznauenue Bcex poneit pusznyeckoro nuna B ECUA ocymiecTBisieTcst ¢ TOMOIIBIO BeO-

unTepdeiical’.
JleranpHas HHQOPMAIHS O HA3HAYEHHH OCHOBHBIX POIei (PH3MUECKOro JIMIA IPeICTaBIeHa B

Tabimue 4.

Ta6mmma 4 — CriocoObl Ha3HAYEHUS POJIeH

Poub Cnoco6 Ha3HaYeHHUs POJIH

NHauBuyanbHbIM CamoctositennbHO  depe3 BeO-uHTepdeiic ECHUA ¢ momoripio
MpEeANPUHUMATEIb HanpasieHus 3asBku ¢ naHHbpMu U1, Brirouaromeid B ceOst:

- O®UO;

— HWHH ¢usnueckoro nuna;

— OI'PHUIL

3asBka npoxoauT npoepky B BI'MP. Ecnu B EI'PUII nelictBuTensHO
CyIIECTBYET 3allMChb C YKa3aHHbIMM JIaHHBIM, TO IIOJIb30BaTElb

MOJIY4acT poJib MHANBUAYAJIBHOT'O IIPEANIPUHUMATCIIA

JI0JDKHOCTHOE JTULIO ITonyuenne ponu pomxHoctHoro ymua FOJI B ECUMA mpoucxomur B

IOPUAMYECKOTO JINLA pe3yibTare:

— peructpanuu IOJI B ECHA, B 5TOM cilyyae perucTpupyromui
FOJI nmonw3oBarens mostydaet poiib 1ospkHOCTHOTO Jmta FOJI ¢

npaBamMu pykoBoautens (cum. 1. 4.1.2);

16 Tnst moaTBepsxaenHus TMIHOCTH LeHTPBI 06CTYKMBAHKS MOTYT UCTIOIb30BaTh COOTBETCTBYIOIIMI
nporpammusiii uaTepdeiic ECUA (cm. . I'.3 npunoxenust ).

Y Mnunuuposanue npurnamenus Ha NpucoeIMHEHKE OIb30BaTeNs K IopHarndeckoMy iy um OT'B
BO3MO>KHO C IOMOIIIBIO nTporpaMMHoro uHtepgerica ECUA. Jleranbnas nudopmanus — B
IIpunoxenun b.7.
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— TMpUIIaLIeHUs] PyKOBOJUTENIEM WM a]MUHUCTPATOPOM MPOPHIs
OJI 8 ECUA cotpyaHuKa.

[Ipouenypa mnpurnameHuss COTPyAHUKA Ui TPUCOECIUHEHHUS K
OpPraHM3allii BBINOJHIETCA C MOMOIIbIo Beb-mHTepdeiica ECHA,
Bxurouaet B ce0s cienyrouye maru:

1. PykoBoaurens niam agMuHucTpaTop yuetHoil 3anucu FOJI B ECUA
dbopmupyet ¢ momonibio BeO-unTepdeiica ECUA npurnamnienne Ha
MPUCOEANHEHNE K OpraHU3aliy, BKIIOYaoIee B ceOs:

— aJpec 3JIEKTPOHHOM MOYTHI M10JIb30BATENS;
—  ®UO nonab3oBarteis;
— CHWIJIC nonw3oBarens (OMNIHOHAIBHO).

2. ECHUA ormpaBnsier Ha yKa3aHHBIA aapec SJIEKTPOHHOH MOYTHI
MOJIb30BaTENsl MPUTTIAICHUE CO CChUIKOWM I MPUCOEIUHEHUs K
OpraHu3aIiH.

3. Tlonmp3oBarenb, UMEIOIIUI MOATBEPKACHHYIO YYETHYIO 3aIUCh,
Bxoaut B ECUA no cceuike B npurnamenuu. Eciu ero ®UO u
CHWJIC coBnagaer ¢ JaHHBIMU B MPUIVIAIIEHUH, TO OH
npucoeanHsiercs K ydyetHod 3amucu FOJI. Duzmyeckoe IO

MOJIy4aeT poJib JOKHOCTHOrO jauna FOJL.

HomxrocTtHOoe o OI'B

[Monyuenue ponu momkHoctHoro juna OI'B B ECHUA mpoucxoaut B
pe3yJipTare:

— peructpanuu OI'B B ECUA, B 3TOM cily4ae perucTpupyrommii
OI'B nons3oBaTeins mosrydaeT poiib JojpkHocTHOro auna OI'B ¢
npaBamu pykoBoautess (cM. 1. 4.1.3);

— TpUIVIALIEHNUs PYKOBOJUTEIEM WIIM aIMUHUCTPATOPOM MPOpUIIS
OI'B B ECHUA coTtpyaHuka.

[Iponenypa npurmnameHust coTpygHuka uis npucoeauHenus k OI'B
BBITIONHSAETCA ¢ MoMomibio BeG-uaTepdeiica ECUAY u amamormdna

IpoLeccy MPUCOEANHEHHSI COTPYAHMKA K yueTHOH 3anucu FOJI

18 Ylrumuupoanne NpurianmeHys Ha IPUCOETHHEHNE TIONB30BaTeNs K IOPHANIECKOMY JTHILY
BO3MOYKHO C IOMOIIbIO TporpamMmmuoro uarepdeiica ECUA. Jleransnas nndopmarus — B

[Tpunoxennn b.7.

% Ylmymmuposanne NpurianmeHns Ha NpUcOeTHMHEHNe mok30BaTens K OI'B BO3MOXHO ¢ OMOIIBIO
nporpammuoro unrepderica ECUA. Jleransnas nadopmanus — B [Ipunoxxenun b.7.
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OIII/IH nose3oBaresib ECUA Moxker OIHOBPCMCHHO SABJIATHCA NOJDKHOCTHBIM JIMIIOM B

Heckonbkux OI'B u FOJI, a Takke UMETh poJib OJHOTO UHAUBUAYATLHOTO MPEANPUHUMATEIIS.

4.1.2 Peructpaunusi OpUANYECKUX JUIL

Perucrparus FOJI (BHecenue 3anucu B peructp FOJI) ocymiecTBisieTcs: ¢ moMomso Beo-
unrepdeiica ECUA. Co3znaBars yueTHyro 3anuch FOJI MOXKHO TOJBKO W3 MOATBEP)KICHHON YUE€THON
3anmucy (PU3MYECKOTO JINIA — PYKOBOAMTEIS OPTaHU3ALUHU WITH MIPEJICTABUTEINS IOPHINIECKOTO JIUIIA,
MMEIOILETo MPaBo JeHCTBOBATH OT UMEHH OpPTraHU3aluK 0e3 JTOBEPEHHOCTH.

[Ipouenypa peructpaunu KOJI U3 moaATBEp K ACHHON YU4E€THOM 3alIUCH MOJIb30BATENS BKIIOYAET B
ceOs cienyromye maru:

1. Ilepexox Bo Bkiaaky «OpraHuzauuu» npouis Mosib30BaTeNs U MHUIMHPOBAHUE MPOLEAYPHI
perucrparuu.

2. llogxmroyeHwe cpeacTBa SJICKTPOHHOM moamucu. Jljis perucTpanuu IOpUIUYECKOro JuIa
TpeOyeTcsl MCMOIb30BaTh KBANU(UIIMPOBAHHYIO JJIEKTPOHHYIO MMOANUCH, BBIIAHHYIO Ha UMS
PYKOBOJUTENS HOPUINYECKOrO JIMIIA WIM Ha JIMIO, MMEIOLIEe IMpaBo JAEHCTBOBAaThH OT MMEHU
IOPUANYECKOro JIMLa O€3 T0BEPEHHOCTH.

3. 3amomunenue QopMbl C JaHHBIMA O IOPUAWYECKOM JIHMIIE U JaHHBIMA O PYKOBOJHUTENE
opranuzanuu. OCHOBHbBIE MOJIS MPE3aN0IHEHbI, TOCKOJIbKY OHU ObUIA CUMTAHBI U3 cepTH(HKaTa
JIEKTPOHHOW TOAMUCH, HEOOXOAMMO YyKa3aTh JHIIb PsJl JOMOJHHUTEIbHBIX CBEIECHUH 00
OpraHu3aIu:

— OpraHMU3alMOHHO-TIPaBOBYIO (pOpMY;

— aJpec JIEKTPOHHOM MOYTHI OPraHU3aLNN.

Ecnu B nuunbIX naHHbIX He Obl1 ykazaH MHH, To cienyer ykazate MHH monb3oBarens kak

¢dusmueckoro nuna (nim otmetuts, uto MHH otcyTeryer).

4. OxujaHue OKOHYAHMS aBTOMAaTHYECKOW IPOBEPKH JAHHBIX OpraHMU3allMM U PYKOBOAMUTENS
opranu3zaiuu B denepanbHON HaIoroBoi ciyxoe. Ecinu onmmbok He BOZHUKHET, TO IOPUANYECKOE
JUIO OYAET 3aperucTpupoBaHo, T.e. OyaeT BHeceHa 3anuch B peructp HOJI. Pykosogutens HOJI,
ocymecTBiIsBIIMN peructpauuio HOJI, aBTOMatM4ecku NOJYYUT pOJib JOJKHOCTHOTO JIMIA

nanHoro FOJI m mpaBa pykoBoauTens.

4.1.3 Perucrpauus OI'B

B peructp opranos u opranuzaiuit ECHA MoryT ObITh BKIIIOUEHBI TOJILKO OpTaHHU3aIIHH,
noananaronime nox aeicteue [locranosnenus [lpasurensctea Poccuiickoit denepanuu ot
28 Hos1Ops 2011 1. Ne 977.
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Perucrpanus OI'B ocymiectBisieTcst ¢ momoiisio enunoro Bed-untepgeiica ECUA,
npenycmorpernoro u ais FOJI. Cnenmduka 3akimodaercs B TOM, 4To pykoBoautens OI'B npu
pErUCTpalMy B Ka4eCTBE TUIIA CBOEH OPraHM3alMM yKa3bIBaeT «['ocynapcTBEHHBIN OpraH Hiu
OpraHu3alMs», YKa3bIBa€T CBOIO TEPPUTOPUATIBHYIO IPUHAIEKHOCTh U BEIOMpPAET CBOE BEIOMCTBO,
MOATBEPIKIAOIIEE CTATyC pEerucTpupyoieics opranuzanuu kak OI'B.

[Toce BbIMONHEHUS TPOBEPOK JAHHBIX OpraHU3aMK (POPMHUPYETCS 3aIPOC B BEAOMCTBO,
IIOATBEPKIAIOILEE CTaTyC perucTpupyromenica opranusanuu kak OI'B. Ecinu nanHOE BE1OMCTBO
HOJTBEPXKIALT, 4To opranuzanus umeer craryc OI'B, To yueTHoil 3anucu OyneT NpucBOEH 3TOT
NpU3HAK U oHa OyneT BkimoueHa B peructp OI'B. Ecnu He nmoaTBepkaaeT, 4To opraHusanus Oyaer

MMETh YUETHYIO 3aIKCh Iopuandeckoro guina (6e3 npusuaka OI'B).

4.1.4 Peructpauus HH(POPMALMOHHBIX CHCTEM
Peructpamuss MUC BbimonHsieTCsl opraHu3aiuei, spistonieiics oneparopoM aanHoit MC. Dta
OpraHuzalys npeaBapuTenbHO JODKHA ObITh 3apeructpupoBaHa B ECUA.
B ECHA nomxubl 0bITh 3apeructpupoBansl UC, koTopsie:
— wucnoab3yroT ECUA kak nmocraBumk uaeHtudukanuu (Identity Provider) ams uneHTndukanuu u
ayTeHTU()UKALUH TTOJIb30BaTENECH;
— wucnoab3yioT ECHA B xauecTBe mocTaBiiuka pecypea (s uaterpauu mo REST u OAuth 2.0);
— OCYIIECTBIISIIOT perucrpanuto nois3zopareneil B ECHA.

Hns peructpanmun MMC MoXHO Bocmosib30oBaThes (yHKIHEH TexHomornyeckoro moprana

ECHUAZ,

4.1.5 Peructpaumsi CHUCTEMHBIX I'PyNil

Jna cucrtem, unterpupoBaHHblx ¢ ECHUA, nmeercs BO3MOMKHOCTb IPOBEPATh HAIUYHE Yy
noJib30BaTese crnerupuueckux MOJHOMOYMH MO JOCTYNy K 3Toil cucreme. JlaHHas BO3MOXKHOCTb
obecnieunBaercss B ECHMA mocpeacTBoM MexaHW3Ma CHUCTEMHBIX Ipynn (Tpymnm JgocTyna) — Juis
MpoBeACHUsST aBTopu3aluu coTpyauukoB opranuzanuit (FOJI umu OI'B). Omneparop MC wmoxer
3apeTUCTPUPOBATH OJHY HIIM HECKOJBKO CHCTEMHBIX TPYII, KOTOpbIe OYAyT AOCTYITHBI OpTaHU3aIlHH;
YIIOJIHOMOYEHHBIE COTPYIHUKH OpraHU3alMid CMOTYT BKJIIOYATh/MCKIIOYATh CBOMX COTPYJHHKOB C
nomoinpto BeO-uHTepdeiica ECHUA (em. m. 4.2.2.3). Tlocne ayreHTUUKAIMK JaHHBIE O

MPUHA/JIEKHOCTH COTPYAHHMKA OpraHu3allii K cucTeMHBbIM rpynnam aanHoil UC Oynyt nepenaHsl B

20 paznen 6 Pernamenra.
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SAML-yTBepKACHUAXK, a TAKXKE JOCTYIHBI C IOMOILBIO IPOIPAaMMHOI0 MHTEpdeiica, OCHOBAHHOTO Ha

apxurekrype REST.

PeFI/ICTpaHI/IIO CUCTCMHBIX TIpylIl MOXHO OCYHICCTB/IAITH C ITOMOIIBIO TexHoJIOrn4ecKoro

noprana ECHUA, npu ycrnoBuM, 4YTO JaHHOM OpraHu3aldd NPEAOCTAaBICHO IMPaBO CO3JaHUS

COOCTBEHHBIX CHUCTEMHBIX TPYIII.

B ECHA npenycMOTpeHBI CIEe1YIOIIME TUIIBI TPYI 10CTYNA!

nyOJIM4Has — JOCTYINHAs Ul Ha3HAYCHMs BCEM OpraHU3alMsM. Y TOJHOMOYEHHbIH COTPYAHUK
OpraHu3aluy (He SBJSIOILEHCS BJIAeNbleM PYIIbl) BCEraa MOXKET BKIIOYATh B 3Ty IPYMILY
COTPYAHHUKOB CBOEH OpraHU3aluH;

OrpaHWYeHHO AocTynHas (mpuBartHas) rpynna st OI'B — mocTynHas BceM opraHu3anusi,
umMeromum npusnak OI'B;

OTPaHUYEHHO JOCTyNHas (NpUBaTHas) — JOCTYNHAas OPraHU3aLUSAM TOJBKO C pa3perieHust
BIIJIEJIbIIA CUCTEMHOM I'PYIIIBL. Y IOJITHOMOYEHHBIN COTPYJHUK OPraHU3alMK MOKET BKIIIOYATh
B 3Ty I'PYIIy COTPYAHUKOB CBOE€H OPraHU3allMK TOJBKO I1OCIIE MTOIYYCHHUS OpraHu3auuel 1pas
JIOCTyTIa CO CTOPOHBI OpraHU3alnu-BiIaleIblia CACTEMHOU IPYIIIIBL.

OpFaHI/ISaHI/IH-BHaHeHeH OI'paHUYCHHO ,HOCTyrIHOﬁ TPYIIIBI MOXET NPCAOCTABUTE OPraHU3alluu

JIOCTYM K TPYIIE B CACAYIOIINUX PEKUMAX:

4.2
421

C BO3MOXKHOCTBIO CBOOOTHOTO BKITIOYECHHUS B TPYIILY COTPYIHUKOB;

C BKJIOUEHHEM B TIPYMNIY COTPYIHUKOB TOJIBKO C IEPCOHAIBHBIM COIVIACOBAHUEM JTOTO
BKJIIOYEHHUSI CO CTOPOHBI OpraHM3alMU-BIIAAENbIa 3TOW rpynnsl. B aTom ciaydae nobGaBnenue
COTpYJHHUKA B IPYIILY C IOMOIIbIO BeO-uHTepdelica min NporpaMMHOr0o UHTepdeiica BIeUeT 3a
co0Ol HampaBICHME 3alpoca B YYETHYIO 3allMCh OpraHM3allMU-BIaJeNbla IPYIIbl Ui €ro
pPacCMOTPEHHUs; TOJBKO IIOCJIE COIIACOBAaHMS 3alpoca CO CTOPOHBI OpraHW3allMU-BIIaJeibla

COTPYAHUK OyzeT 100aBiieH B IPyIIy.

YupagjieHue J1aHHBIMU

YunpagsjieHue JaHHbIMU (PU3HYECKUX JIMIL

praBJ’ICHI/IC JaHHBIMHA HOHL3OB3.TCJ'I}I—(I)I/I3I/I‘-ICCKOF 0 JInIa OCYHIECTBIIACTCA UM CaMOCTOATCIIbHO

¢ nmomorsto BeO-uaTepdeiica ECUA. Jloctyn kK mpod o mob30BaTeNIst OCYIMIECTBIISETCS 1O CChUIKE:

https://esia-portall.test.gosuslugi.ru/profile/user/

K nepconanbHbIM faHHBIM, pazMenieHHbIM B ECUA, oTHOCSTCA:
OCHOBHas HH(pOPMALIUS:

- (amunus, UMs1, OTUYECTBO;
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https://subdomain.test.gosuslugi.ru/profile/user/

- IIOJ;

- JlaTa pOXKICHMUS;

- PEKBU3HUTHI YAOCTOBEPSIOLIEIO JIMYHOCTh JIOKyMEHTa (TOJBKO JJs  CTaHJApTHOM
(mpoBepeHHOI) ¥ IMOATBEPIKACHHOM YUCTHOM 3aIKCH);

- TpaXIaHCTBO (TOJILKO JUIi CTaHIAPTHOW (IPOBEPEHHOI) W TOATBEPXKICHHOW Y4YETHOU
3armcH).

—  UIEHTU(PUKATOPHI:

CHMIJIC (ToapKo i CTaHAApTHOMH (IPOBEPEHHOM) M IMOATBEPKACHHON YUCTHOM 3aIKCH ),
- HWHH (Tonpko AJis MOATBEPKICHHON YUYE€THOM 3aMHCH).

- AOKYMCHTBI:

BOJMTEIHCKOE YAOCTOBEPEHUE,
- CBHJICTEIILCTBO O POXKJICHHH,
- moauc OMC;
- 3arpaHHWYHBIN MACIOPT;
- BOEHHBIH OMIIET.
—  JaHHBIE O JETAX;

- KOHTaKTHas1 I/IH(l)OpMaIII/IﬂI

aZpec JIEKTPOHHOM MOYTHI;

- MOOWJIBHBIN TenedoH;

- JomManrHui TenedoH

- TIOYTOBBIN aJIpec;

- aJipec perucTparuu.

—  TPaHCIOPTHBIE CPEACTBA:
- TOCYHApCTBEHHBIM PErUCTPALMOHHBIA 3HAK TPAHCIOPTHOTO CPEACTBA M PEKBU3UTHI
CBHUJIETENIBCTBA O PETUCTPALMU TPAHCIIOPTHOTO CPENICTBA.

IIpouenypa perakTUpOBaHMS psAa MOJIEW Pa3iaudaeTcs B 3aBUCUMOCTH OT TOTO, SIBISETCS JIN
ydeTHas 3alucCh TOJIB30BATEN YIPOUICHHON (HENPOBEPEHHOM), CTaHIAPTHOW (TMPOBEPEHHOMN) WM
NOATBEpKAeHHOH. /Iy cTaHaapTHOM (IPOBEPEHHOM) M MOATBEPIKIACHHON YYeTHOHN 3aliCH U3MEHEHHE
pszia mojed BO3MOXKHO TOJIBKO ITOCHE NMPOBEPKU ATUX NaHHBIX B BI'MP. Jlo Tex mop, moka JaHHbIE HE
OyAyT MOATBEPKIEHBI, U3MEHEHUE JIaHHBIX HE MPOU30UIET.

Jlnis cranaapTHO# (POBEPEHHOM) U MOATBEP)KIACHHOW YIETHOM 3allUCH W3MEHCHHE OCHOBHBIX

AAaHHBIX BO3MOKHO TOJIBKO ITPU HAJIMYUHW MOATBCPIKACHHOI'O HOMCPA MOOHUIILHOTO TCJ'IC(I)OHa.
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4.2.2 YnpapiieHue JaHHbIMH IOPUIHYECKUX JHUII

VYropaBnenue panabiMA  FOJI  ocymiecTBisieTcs  CaMOCTOSITENIBHO — PYKOBOJWTEIEM WM
anvunmcTpaTopoM npodus FOJI ¢ momompio BeG-mHTepdeiica ECUAZL. JlocTynHsl cnemyrommue
byHKIMNU:

—  yhOpaBlieHHe UIeHTU(UKAIUOHHBIMU AaHHbIME FOJI;

—  ympasieHue corpyaaukamu FOJT;

—  ynpasnenue pumanamu KOJI;

—  ympaBlieHHE NPUHAJICKHOCTHIO COTPYIHMKOB K CHCTEMHBIM T'PYIIIaM (IpyInaM J0CTYIa).

Boiitu B npodune oprannzanun ECUA u ynpaBisTh JaHHBIMH OPTaHU3AIUH MOKET TOJBKO
YIOJIHOMOYEHHBIN COTPYJIHUK — T.€. IIOJIb30BATENb, KOTOPBIN SBIISIETCS PYKOBOJUTEIEM OpPraHU3alUu,
BBIIIOJIHMBIIMM PETUCTPALMIO OPraHM3allMd, WM KOTOPBIM BKJIKOYEH B TIPYNIy aJIMHUHUCTPATOPOB

npodwmiss ECUA.

4.2.2.1 YnpasJienue uaeHTH(PUKAUMOHHBIMH JaHHBIMHU FOJI

VY1I0THOMOYEHHBIN COTPYJHUK UMEET BO3MOKHOCTh PEJAKTUPOBATh cieayromue qaiubie FOJI:
—  OpraHu3alMOHHO-TIpaBoBas ¢hopma;
—  aJpec IEKTPOHHOU MOYTHI;
—  TIOYTOBBIH azpec;
—  TenedoH OpraHU3aIUY;

—  (akc opraHu3almy.

4.2.2.2 Yupasiaenue corpyauukamu FOJI

YIOTHOMOYEHHBIM COTpPYAHUK C momoluibio BeO-uHTepdeiica ECMA mmeer BO3MOXXHOCTB
IIPOCMOTPETH NEPEUEHb COTPYAHUKOB, T.€. II0Jb30BaTEIEH, IPUCOECIUHEHHBIX K Opranu3anuu. Takxke
OH MMEET BO3MOKHOCTD:

—  OTPENAKTHPOBATh CIEAYIOLINE NAHHBIE COTPYIHHKA:

- CIy)XeOHbIH agpec 3JeKTPOHHOM MMOUTHI;

- cIyXeOHbII HoMep TenedoHa;

- JIOJDKHOCTB.

— OTHpaBUTh MpUIJIALIEHHE I[0JIb30BATENI0 IS €ro MPHUCOEAMHEHHUS K OpraHu3auuu (CM.

n. 4.1.1.2), a Tak)Ke UCKIIIOYUTH COTPYIHUKA M3 OpraHU3aluu. [Ipy UCKIIIOYEHUH COTPYIHHKA

21 Taxske BO3MOXKHO yIpaBJIeHHE JaHHBIMU OPraHM3aIllH ¢ TIOMOIIBIO IPOTrPaMMHOTO nHTepdeiica Ha
ocHoBe REST (cwm. I[Ipunoxenue B).
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ECHA ypanset nosib30BarTess U3 BCEX CUCTEMHBIX IPYI U UCKIItodaeT coTpyaHuka usz FOJ1, npu

9TOM YUCTHAA 3allUChb COTPYAHUKA HC YAAJIACTCA U3 peructpa (1)1/131/I‘ICCKI/IX HI/II_IZZ.

4.2.2.3 YupasJjieHUe NPUHALJIEKHOCTHI0 COTPYAHUKOB K CUCTEMHBIM Ipynnam

Jlns perynupoBaHus TOCTyNa COTPYAHUKOB K MHTerpupoBaHHbiM ¢ ECUA nHdopmManmoHHbIM
CHCTEMaM YIOJIHOMOYEHHBIM COTPYAHMK OpPraHM3allMd HMMEET BO3MOXXHOCTH C IIOMOUIbIO BeO-
unrepdeiica ECUA BKIIOYATh M UCKIIOYATh COTPYHMKOB U3 CUCTEMHBIX IPYyII~,

['pynnsl foctyna (CUCTEMHbIE IPYMIIBI) CBSI3aHbl C HH(GOPMALIMOHHBIMU CUCTEMaMHM, AOCTYI K
KOTOPBIM OHHU PEryiaupyooT. Eciu coTpyAHUK opraHu3anuy ObUI BKJIIOYEH B CUCTEMHYIO IPYMILY, TO
COOTBETCTBYIOILIME [aHHBIE CMOXXeT oOpabarbiBath MC-Bnazenen JaHHON CHCTEMHOH TpyIIIbI:
uHbOpMaNKs O IPUHAIISKHOCTH K CUCTEMHOH TpyIme Oyaer mepenana B yrBepxkaeHusx SAML, a
TaKKe MOXET ObITh II0JlydeHa C IIOMOINBI0O HPOrPaMMHOrO0 HUHTepdeiica, OCHOBAaHHOIO Ha
apxutektypHoMm ctuiie REST.

OO61mas cxema B3aMMOJEHCTBUS BBIMJISIAUT CIEIYIOIIUM 00pa3oMm:

1. OI'B peructpupyer B8 ECUA undpopmarnmonnywo cuctemy (MC-1), moctyn KOTOpOW JOKHBI

II0JIy4aTh [IPEICTaBUTENN OpraHu3aluii, 3apeructpuposanbix B ECUA. I1pu peructpannn NUC-

1 nanubnii OI'B omnpenernsier Ha3BaHUE COOTBETCTBYIOLICH CHCTEMHOI rpymmbl (cM. m. 4.1.4),

HanpuMep «rpymma 1.

2. YTIOJTHOMOYEHHBIH COTPYIHUK OpraHu3aluu Hcroib3yer BeO-uHTepdeiic ECUA  mns

IIPOCMOTpA CYIIECTBYIOUIMX TPYII 10CTyNa. HaxoauT rpynmsl 10CTyma, CBSI3aHHBIE C CUCTEMOM

MC-1, ¥ BUMT, YTO B 9TOM TIepeuHe MOSBUIACh «Ipymma-1»24,

3. YnomHomoueHHblii cotpynHuk OJI nmoGaBiser B «rpymnmy-1» COTpYTHHKOB OpraHU3aIHH,

KOTOpBIM OH paspemiaer aeiicrBoBats B UC-1 ot umenu FOJIL.

4. Corpynnuk HOJI, BKIIOYEHHBI B CHUCTEMHYIO TpYINy «rpymnmna-1», ayreHTHQUUUpyeTcs ¢
nomoisio ECHA B UC-1.
5. UC-1 momyuaer cpenu SAML-yTBepkaeHNN HHPOPMALIUIO O TOM, YTO MOJB30BATEIh BKIFOUYEH

B «rpynmy-1» (mns storo anamusupyer yrBepkiaeHue memberOfGroups — cm. m. A5

OpUIOKEeHUs: A), M1 IPUHUMAET MOJIOKUTEIBHOE PELIeHHE O JAOCTYIE MOJIb30BATENs K CBOMM

pecypcam.

22 Bpmmii cotpymauk FOJI MoXeT TpoAOIKaTh HCIHONB30BaTh CBOIO ydeTHylo 3amuch ECUA,
HaIrpuMep, IS MOJIY4EHHUS TOCYIApCTBEHHBIX YCIIYT B 3JIEKTPOHHOM BHJE.
23 Ecniu cOOTBETCTBYIOMMME MH(DOPMAIIHOHHBIMU CHCTEMAMH MPEAyCMOTPEHBI TPYIIIBI JOCTYIA

(cucreMHble rpynmsl), M. 1. 4.1.5.
24 Ecau 510 myONIMYHAas IPyNNa MM OFPaHMYEHHO JOCTYIHASA IPYIIIa, J0CTYH K KOTOPOii PeI0CTaB/IEH JaHHOM
OpraHu3aluu.
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6. Ecmu ppyras unrerpupoBannas ¢ ECUA MC-2 npu ayreHtudukanuu odpadarsiBaer SAML-
YTBEP)KICHHUE O MPHHAJICKHOCTH MOJIB30BATENS K IPYIINaM, TO OHA HE YBUIUT WH(POPMAIIHIO O

«rpymre-1», noromy uto ganHas MC-2 He gBisieTcs BiIaAeibleM 3TOM TPYIIbI.

4.2.2.4 Yupasiaenue puanaaamu FOJ1

YIOTHOMOYEHHBIH COTPYAHUK C momolibio BeO-uHTepdeiica ECUMA mmeeT BO3MOXXHOCTBH
IPOCMOTPETH MepeueHb (PUITNATOB OpraHU3alUH, 3aPETUCTPUPOBATH HOBBIH (puiHa, a TaKxKe:
—  W3MEHUTH JlaHHbIE puinana;
—  YOPaBJATh COTPYAHUKAMHU (UIIHMANA U UX JaHHBIMU;
—  YOPaBJIATh NPUHALIEKHOCTHIO COTPYAHUKOB (pHIIMaNa K TPYIIaM.
VYka3aHHble oniepaluu ¢ GpuinagaMy aHaJIOTUYHbI COOTBETCTBYIOIIUM OINEPALUSAM C YUETHBIMU

3aIIuCsiIMHU OpF&HH?»&LIPIﬁ.

4.2.3 Ynpasiaenue 1anabivu OI'B
Vupasnenne nanabiMu OI'B ocymiecTBisieTcs MO aHAIOTHH C YIPABICHUEM OOBIYHBIMU
OpTaHU3aINH-IOPUINIECKUMU JIMIIAMH, T.€. C TOMOIIbI0 BeO-unTepdeiica ECUA.
VYupasnenue ganasimu OI'B Britouaet B ce0si:
—  ympasieHHue JODKHOCTHhIMU Junamu OI'B;
—  yIpaBJeHHUE MOTHOMOYUSMH JODKHOCTHBIX Juil OI'B;

— ynpasnenue ¢punnanamu OI'B.

4.2.3.1 Yupagsienue 10/LKHOCTHbIMH Junamu OI'B

JloGaBneHne IOKHOCTHBIX JIMII OCYILECTBIISIETCS B pe3yjibTaTe BBIOJHEHUs OIEpaLuu
NPUIJIAIIEHUsT T10JIb30BaTeNeii—(pU3nyeckux JUL, UMEIOIIUX MHOATBEPXKIECHHYIO YYETHYIO 3alllCh
ECHA. DtoT mporecc MOXKET BBIIOJIHATHCA C MOMOIIBIO BeO-npuioxeHus «[Ipopunb opranuzanuu

ECHA» no ananoruu c ynpasieHueM corpynaukamu FOJL.

4.2.3.2 YnpasJieHHe NOJTHOMOYHMAMH J0JKHOCTHBIX Ul OI'B

[TomHOMOYHS JOTKHOCTHOTO JIMIIA PEryIIUPYOTCA MPHU MOMOIINN MEXaHNU3Ma CUCTCMHBIX I'PDYIIII.

BrImonmaseTcs mo aHaJIoruu ¢ TEM, KaK 3TO pCaIM3yCTCA Y OPUANIYCCKUX JIUL, HC UMCIOIHX ITPU3HAKa

OI'B (cm. 1. 4.2.2.3).

4.2.3.3 Ynpasaenue puaunaaamu OI'B

VYnpasnenue ¢unuaramu OI'B BwIMOTHSETCS MO aHAJIOTHH C TEM, KaK 3TO peaju3yercs y

IOPUIMYESCKUX JIHII, He uMerorux npusHaka OI'B (cm. . 4.2.2.4).
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4.2.4 Ynpasiaenue 1anabivu UC
N3menenue nanubix MC ocymiecTBiaseTcsi B COOTBETCTBUM ¢ PerjnaMeHToM. YTOJTHOMOYEHHbIN
corpynHuk omepatopa HWC wuMeeT Takke BO3MOXKHOCTh C TIOMOIIBIO  BEO-TIPHIIOKCHUS
«Texnonorunueckuii nopran ECUA» ocyiecTBIATh ClEayIONINE I1eUCTBUS:
— 3arpyxarb u ynansath ceptudukarst UC;
— PpemaKTHpOBaTh CHUCTEMHBIE TpyNIbl (MpU HAJIUYMM HEOOXOJUMOTO TIOJHOMOYHUS Y

COOTBETCTBYIOIIECH OPraHU3aLIUN).

4.3 TlonyyeHue TaHHBIX

HNudopmannonnas cucrema, noaxiaoueHHas kK ECUA c nenbio uneHTudukanuy u
ayTeHTU(UKALNY, TTOTy4aeT HH(POpPMALIHIO O CyObEeKTaX, JaHHBIE O KOTOPBIX XPaHSITCS B perucTpax
ECHA. C stoit nensto B ECUA nipeycMOTpeHBI CleayIoIIre mMporpaMMHbIe HHTEPHENCHI:
1. [Tporpammusiii uaTepdeiic Ha ocHoBe SAML 2.0. UC, unrerpupoBannas ¢ ECUA, nmomyugaet
JaHHBIE MOJIb30BaTeNsl HAa MOMEHT ero ayreHTudukanuu B ECUA. Jleransnas undopmanus oo
HCIOJIb30BaHUU 3TOTO IPOrPaMMHOT0 UHTEpdeiica peacTaBiIeHa B MPUIOKEHHH A.
2. [Tporpammuslii nHTEpdeEiic Ha 6a3e apxuTekTypHOro cTis ‘“Representational State Transfer”
(REST). On no3Bonsier uaterpupoBaHibiM ¢ ECUA MHpOpMAIMOHHBIM CUCTEMaM IOJIy4aTh
noctyn kK xpansmuMmcs B ECHA ngaHHBIM B TMPOU3BOJBHBI MOMEHT BpEMEHH IOCTe
TIPeBAPUTENHLHOTO MOTyYeHHs pa3pelleHns OT Moib3oBarens>. ObecreunBaeTcs JOCTYN K
CJICAYIOIINM JaHHBIM:
— JaHHBIE O TMoOJb30BaTene (MACHTU(UKAIMOHHBIE JaHHBIC, JAHHBIE O TPAHCHOPTHBIX
CpeAcCTBax, JaHHBIE O BXOX/ICHUHU B OPTaHU3aIINN );

—  JaHHBIE 00 opranu3anuax (UIeHTHU(PUKAIMOHHbBIE TaHHbIE, JAHHBIE O COTPYIHUKAX);

— gaHHble 00 WMH(OPMAIMOHHBIX CHCTeMax (MASHTH(PUKAIMOHHBIE JaHHBIC, JaHHBIE 00
OpraHu3aIlH-BIAIECTbIIE).

HetanpHas undopmaius 00 UCTIOIB30BAHUH 3TOTO TPOTrPaMMHOTO HHTEpdeiica mpeIcTaBieHa

B [Ipunoxenusx b u B%,

25 33 uckmouenneM nomydenus AaHEbIx 006 UC (cm. m. b.7 npunoxenns b u m. B.3 npunoxenns B.
26 TTopsnok monkmovenns k ECHA ¢ Hembio HCMob30BaHKs IPOrPAMMHBIX HHTEp(hEHCOB OmucaH B
n. 9-10 PernamenTa.
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4.3.1 Oco0eHHOCTH MOJTy4YeHHUsI JAHHBIX PU3UYECKUX JIUILL

HonyanL JaHHBIC (1)I/ISI/I‘ICCKI/IX JINAIY (C JIFOOBIMH POJIsIMH, 3a UCKITFOYCHUEM OOJI>KHOCTHBIX JIMI]

OI'B) MO’XHO ¢ TOMOIIBIO TPOTPAaMMHBIX HHTEpdericoB, ocHoBaHHbIX HAa SAML 2.0 u REST.

[Tony4yenne naHHBIX PU3HMUECKUX JIML, UMEIOLINX POJIb T0JKHOCTHOTO Julia OI'B, Bo3MoHO ¢

MTOMOIIIbIO TPOTrPAaMMHBIX HHTEp(ericoB, ocHOBaHHBIX HAa SAML 2.0.

[Tpu monydeHun JaHHBIX (PU3MUECKUX JIULL C TTOMOIIbIO HHTepdeiica, OCHOBAHHOTO Ha

SAML 2.0, cnenyeT npuHUMATh BO BHUMAaHHE CIEAYIOIIHE OCOOCHHOCTH:

NC nony4vaer naHHBIC MOJb30BATENSI HA MOMEHT €ro ayTeHTH(UKALUH, KaK pe3yibTar, eCliu
JIAHHBIC O TOJIb30BATENIC MEHSUINCh B TEYeHHE OJHOH ceccuu, TO MC CMOXKET MONy4YHTh HX
TOJIBKO TTOCJIC MOBTOPHOH ayTeHTU(UKAIIMH TTOJIb30BATEIS;

NC umeeT BO3MOKHOCTD MOJy4aTh TOJBKO TE JJAHHBIC, KOTOPBIC OBLUTH ONpPE/ICICHBI HA CTAAUN
noaxmodenus UC k ECUA (cm. 1. 3.1.1).

HpI/I MOJIYYCHHUHN TAHHBIX q)HSquCKI/IX JIi1n ¢ IOMOIIIBIO I/IHTep(beﬁca, OCHOBAaHHOI'O Ha

apxutektype REST, cneayer npuHUMaTh BO BHUMaHUE CIEIYIOIINE OCOOEHHOCTH:

4.3.2

W C nostyyaeT TOCTYI K IaHHBIM O TI0JIb30BATENIE TOJIBKO MOCIIE SBHOTO Pa3pEIICHHs CO CTOPOHBI
nojb30Bareis. Y TOJb30BATENsI HMEETCS BO3MOXKHOCTH BIIOCJICICTBHHM OTO3BAaTh 3TO
paspeleHue;

JUTSL TIOJTyYEHHsI JIaHHBIX O MOJIb30BaTesIe HET HeoOXoauMocTu uHTerpupoBathest ¢ ECUA 1o

npotokory SAML s ayreHTH(QHUKAINN TIOIh30BaTENEH.

Oco0eHHOCTH MOJIyYeHUS JAHHBIX PUANYECKUX JIUIL

[Tpu nonydyeHny JaHHBIX IOPUINUECKHX JIUL] C TIOMOILBIO UHTEp(eiica, OCHOBAHHOTO Ha

SAML 2.0, ciegyeT npMHUMAaTh BO BHUMaHUE CIEAYIOIINE OCOOEHHOCTH:

NC mosxer mony4yaTh TOJbKO naHHble 00 ogHoM HOJI, B KOTOpOM COCTOMT (Ppu3HUECKOE IO,
nporuienniee ayTeHTHUKanuoo (moias3oBatenb BbIOpan FOJI, oT umeHH KoTOpol Oyaer
nerctBoBath B nanHou UC).

[Tpu nony4eHnn TaHHBIX FOPUANIECKHX JIUI] ¢ TOMOIIBI0 HHTEpdeiica, ocHoBaHHOTO Ha REST,

CJICAYCT IPUHUMATh BO BHUMAHHUC CJICAYIOIINC 0COOEHHOCTH:

BO3MOXKHO TOJTy4eHHe 001muX AaHHbIX 000 Bcex FOJI, coTpyIHUKOM KOTOPBIX SIBISIETCS TaHHOE
¢du3nveckoe JHIIO.

MOJHBIA JocTyn K AaHHbIM FOJI MOXeT maTrh TOJBKO YHOJHOMOYEHHBINM coTpyaHuk HOJI
(Hampumep, ero PyKOBOAMTENb), OObI4HBIN coTpynHuk HOJI MoxeT nath paspelieHue Ha

MMPOCMOTDP JIUIIIb OTPAHUYCHHOT'O o0BeMa JaHHBIX.
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Cxema MOJIYYCHHA JAaHHBIX O IMPUHAAJICIKHOCTH COTPYAHHNKA K CUCTCMHBIM I'pyIlliaM

npencrasieHa B 1. 4.2.2.3.

4.3.3 Ocobennoctu nmosydyenusi 1aHHbIX OI'B 1 moJTHOMOYM TOMKHOCTHBIX JIHIL
Hannbie 06 OI'B MoryT OBITH MOTYYEHBI C IOMOIIIBIO TPOTPaMMHOTO HHTEpdeETica,
OCHOBaHHOTO Ha mpoTokoyie SAML (B paMkax Moiy4eHus JaHHBIX O JODKHOCTHBIX Juiax OI'B,
ayreHTuduupoBanubix uepes ECUA, cm. 1. 4.3.1).
Ecnu IC npon3BoauT naeHTH(PUKALNIO U ayTeHTU(DUKAINIO TOJDKHOCTHBIX il OI'B ¢
nomouisio ECUA u y Hee BO3HHKaeT HEOOXOAUMOCTh MPOBEPATH HAJMUKE Y MOJIb30BATENS
crenu(pUIecKuX MOJTHOMOYHIA, TO PEKOMEH]IyeTCs UCIIOJIb30BaTh yTBepxkaeHus SAML

systemAuthority (cm. [Tpunoxenune A).

4.3.4 Ocobennoctu nmoxyyenus nanabix UC

[Tony4ats nanneie 00 uHTErpUpoBaHHbIX ¢ ECUA MH)OPMAMOHHBIX CHCTEMAaX MOKHO TOJIBKO
MOCPEACTBOM MPOTrPaMMHBIX HHTEP(EHCOB, OCHOBaHHBIX Ha apxuTekTypHoM ctiiie REST (cm. m. B.7
npuIoKeHus b).

YroOrl cucreMa mMoria ObITh uaeHTUHIHMpoBaHa cpenctBamu ECHUA, oHa 10/1kHa 3arpy3uTh B
ECHA cBoii ceprudukar (cm. 1. 4.2.4).

Urobsl cucrema Morna mnpousBoauTh ujaeHtTupukanuioo NMC yepes ECHUA, ona nomxkHa
NPEIBapUTENILHO TMOJNYYUTh pa3pelieHne Ha BbI30B cooTBercTByromero REST-cepsuca ECHA.
Heo6xoaumocte monyyath aaHHble 00 MC nomkHa ObITh yka3aHa B 3asBKe Ha CO3JaHHUE 3alllCU

peructpa nadopMaruoHHEIX cucteM B ECUA (cpenu neneit moaxmouenns UC B ECUA)?.

27 Cwm. paszen 6 Permamenta.
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NMPUNOXEHWE A. NCITOJIL30OBAHUE ECHA B
IEJSIX UIEHTUO®UKAIIUU U AYTEHTUOUKALIUU
MOCPEJICTBOM CTAHJIAPTA SAML 2.0

A.1 OOmue cBenenus o crangapre SAML 2.0

Baumopeiicteue MC ¢ ECHUA ¢ nenpio uaeHTuGUKaIUU 1 ayTeHTU(GUKAITUN OCYIIECTBIISICTCS
MOCPEACTBOM ICKTPOHHBIX COOOIICHHMIA, OCHOBaHHBIX Ha ctaHmapre SAML 2.0.

SAML 2.0 — ocnoBanssiit Ha XML cranaapt no oomeny nHpopmanueil (yTBepKIeHUusIMI) 00
ayTeHTU(UKALUY U aBTOPU3ALUU MEX]y TOBEPEHHBIMH JOMEHAMU O€30MaCHOCTH.

OcHoBHBIMH KOMITOHeHTaMU SAML 2.0 aBistroTcs:

1.  Vr1BepxnaeHnue — nuHGOpMaLHS O MOJUIMHHOCTH, aTpUOyTaX ¥ Ha3HAYCHUSX,

2. [TpoTokoi — npaBwiIa GOPMUPOBAHUS 3aIIPOCOB U OTBETOB B MPOIIECCE B3aUMOJICHCTBUN Yepes
SAML 2.0.

3. CaszpiBanne — otobpaxenue npotokon SAML 2.0 Ha TpaHCHOpTHBIE MPOTOKOJBI CBSI3U H

nepeaaun COOOIICHUM;

4. [Tpodune — coueranue yTBEpKICHHM, IPOTOKOJIOB U CBSI3bIBAaHUM 1J1s1 O/IEPKKU KOHKPETHOTO

COCHapus B3aHMOﬂeﬁCTBHH.

s S
Mpodunu

CouetaHue yrBep»(,u.ermﬁ. NPOTOKONOB NCBASLIBAHWA ANA NOAAEPHKKN KOHKPETHOrO CUeHapua

CBA3bIBAHUA

Orobpaxenne npotokonoe SANL Ha cTaHAapTHLIE NPOTOKONLI CBA3N U Nepeaaun
coobuienit

MpoTokonbl
3anpoc 1 0TBET ANA NONYYEHUA NOATBEPKASHNA U ynNpaBneHna
YAOCTOBEPEHNAMN

YyTBEpPXKAEHNA

WHpopmauua o nognuHHocTH, atpnbyTax n HasHaueHNAX

Pucynok 6 — OcHoBHBIE KOMIIOHEHTHI SAML 2.0
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SAML 2.0 onpexenseT CHHTaKCHUC W CEMAHTHKY YTBEpXKIEHHH, OTHOCAIIMXCS K
ayTeHTU(UKaIWU, aTpuOdyTaM W aBTOPU3ALMOHHON nHpopMmanuu. OmpenesneHbl CIEAYIONIHe THITBI
YTBEPKICHUI:

— YTBEpXKACHHE TIO ayTeHTHU(UKAUU — OIpeneNsieT, 4YTO JaHHBIH CyOBEKT mpomieln
ayTeHTH()HKALIUIO OTPEICICHHBIM CIIOCOOOM B OIIPEEICHHBIII MOMEHT BPEMEHH;

— YTBEpXKACHHE IO aBTOPH3AIMU — ONpEIENseT, HAa KaKkue JEHCTBHS aBTOPHU30BAH KOHKPETHBIN
CyOBeKT;

— YTBEpXKICHHE MO aTpudyTaM — OIpenenseT crenuduyeckyro MH(GOpManHi0 O KOHKPETHOM
cyOBeKTe.

SAML 2.0 onpexnensier crioco0 nepenauun yreepkaeHuid B mporokonax. B ECUA ucnons3yrores
cienyromue npotokoisl SAML 2.0 tuma 3anpoc/oTBerT:

— Authentication Request Protocol (mpotokoi 3anmpoca ayTeHTU(UKAIIMK) — OTPEACISIET CIIOCOObI,
KOTOPBIMH ayTEHTH()HIMPOBAHHBIN CYOBEKT MOMKET 3allPOCUTHh YTBEPKICHHS, COJCpIKaIlIne
ayTeHTH()HUKAMOHHBIC JAHHBIE U aTPUOYTHI CYOBEKTa;

— Single Logout Protocol (rmpoTokos equHOro BeIxoa) — OMpeAessieT MEXaHU3M OJIHOBPEMEHHOTO
3aBEpIICHNS AKTUBHBIX CECCUI, ACCOIIMMPOBAHHBIX C ayTeHTH()UIIPOBaHHBIM CyObEeKTOM. Brixon
MOYKET HHUIIMUPOBATHCS MOJIb30BATENIEM WM TIOCTABIINKOM HACHTU(DUKAIINY.

CeszeiBanust SAML 2.0 onpenensioT, Kak pa3iuyHble coolmienus nportokoioB SAML 2.0
MOTYT TIepelaBaThCsl MOBEPX TPAHCIOPTHBIX MpoTokoioB (Hampumep, SOAP, HTTP). B ECHUA
UCIONB3YIOTCS cienyomue cBsa3biBanus SAML 2.0:

— HTTP Redirect — ompenensier, kak coobmienust npotokosa SAML 2.0 mMoryt mepenaBaThCs,
ucnonn3ys coobmenns HTTP Redirect (orBetsl ¢ komoM coctostaust 302);

— HTTP POST — ompenenser, kak cooOmienuss nporokoia SAML 2.0 moryT mepenaBaTbesi ¢
ucnonb3oBanuem coodumennit HTTP POST.

[Mpodpmm SAML 2.0 onpenensiroT, Kakue YTBEPKACHUS, TIPOTOKOIBI U cBs3biBaHus SAML 2.0
MOTYT MHCIIOJIb30BaThbCsl B KOHKPETHBIX BapuaHTax wucnonb3oBaHus. B ECHA ucnonb3yrorcs
cienyromue npopuarn SAML 2.0:

— Web Browser SSO - ompezesnsieT, Kak pealn30BaTh OJHOKPATHYIO ayTCHTH()HKALHUIO B
CTaHJApTHBIX BeO-Opaysepax;

— Single Logout — onpenernsieT, Kak BBIMTOIHUTH OJHOBPEMEHHBIN BBIXOJ U3 BCEX CECCHUI.

Kak mnpaBuio, MocTaBHIMKY YCIyr TpeOyeTcst JeraibHas HHPOpMaLus O pe3yiabTarax
NPOBEICHHONW ayTeHTUHUKAMU. OTa HH(OpMAIUS COACPKHUTCS B KOHTEKCTE ayTeHTH(HUKAIMHU,

nepenaBaeMoM B yTBepxkaeHUsAX SAML 2.0. AyrentudukannonHbiii koHTekcT (authentication context)
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OIPCACIIACT CUHTAKCHUC JI OTIMCAaHUA MCXaHHU3MOB ayTeHTI/Iq)I/IKaI_[I/II/I.

A.2 OOurue pekoOMeHIAIMHU M0 peaJn3anun nHTepdeiicoB NOCTABIINKA

ycayr

Jns peanuzanuy HHTEPQEHCOB MOCTABIIMKA YCIYT MOKHO MCIOJIB30BaTh YK€ pa3paboTaHHbIE
Pa3IMYHbBIC PeATN3aLUHU OCTABIIUKOB YCIYT C OTKPBITHIM KOAOM. OJTHUM U3 TAKUX MOCTABUIHNKOB YCIIyT
aprsiercs OIOSAML, peanmusoBanHbi mOA pasnuuHble TATGOpMbl. Pasnuunbie peanu3anuu

OIOSAML MOYKHO MMOCMOTPETh Ha MH(POPMAITMOHHOM pecypce

http://digitaliser.dk/group/42063/resources.

[Tpumeuanue. B cOopku mocneauux Bepcuit OIOSAML paspaboTumku cTamu BKIIOYATH
oubmmoreku OpenSAML, kortopeie HecoBMectuMbl ¢ ECHUA. B macrosmmii moment ¢ ECHUA
copmectuma Bepcusi 2.4.1. OpenSAML. Ckayatb [JaHHYIO BEpPCHUI0O MOXHO IO CCBUIKE:

http://www.shibboleth.net/downloads/java-opensami/2.4.1.

Elie oHMM BO3MOKHBIM BapHAHTOM peaM3alliy MOCTaBIIMKa yeayr s cpex PHP sBistercs
SimpleSAMLphp. bonee moapobHyto wuHdpopmanuo o SimpleSAMLphp MoxHO mONyYnTh Ha

nHpopmarmoHHOM pecypcee http://simplesamlphp.org.

[Tpu camocTosATENbHOM peanu3anuu HHTepdelcoB mocTaBuMKa ycryr Ha Java uiun C++ ogHum
U3 BO3MOXHBIX BapHaHTOB SIBISIETCS WCIIONB30BaHUE HaOopa OMOIMOTEK C OTKPBHITHIM KOJOM
OpenSAML (ctporo Bepcuu 2.4.1.), KOTOpHI MOAIEPKUBAET padoTy co crermudukanusvu SAML
Bepcuu 1.0, 1.1 u 2.0. ITogpoOuyro nndopmaruto o oudnuorekax OpenSAML MOXKHO MOCMOTpETh Ha

MH(POPMALOHHOM pecypce https://wiki.shibboleth.net/confluence/display/OpenSAML/Home.

[Tpumeps! koaa o ucnonb3zoBannto OPenSAML ans Java npuBeneHs! B paznene A.7.

A.3 OOmue TpedoBaHMs K peaju3anuu UHTepgdeiica mocTaBuIuKa

yCayr
WuTtepdeiicsl nocTaBIuKa yCIyr JOJKHBI COOTBETCTBOBATH clieayromuM npopursim SAML 2.0:
— Web Browser SSO ¢ yderom pexomenmanuii Interoperable SAML 2.0 Web Browser SSO
Deployment Profile.
3ampoc k cucreme ECHA ot uHOpMalMOHHONH CHCTEMBl Ha MJICHTHU(UKALUIO U
ayTeHTH(HUKAIMIO TTOJb30BATENs JOJDKEH OBITh IOANMCAH C TOMOIIBIO 3aKPBITOTO KITFOYa

MH(OPMALIMOHHON CUCTEMBI C UCIIOJIb30BAHUEM CJIEIYIOIINX AITOPUTMOB:
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— anroput™ C14n muisi KaHOHUKAIM3aIU cooomeHus B opmare XML,

OTBeT ¢ pe3ynbTaTaMu UACHTHU(PHUKAIUU U ayTeHTU(PUKAIIMK TI0JIB30BaTeNsl, CPOPMUPOBAHHBIIH
cucremoit ECUA, monmuceiBaeTcs ¢ mMOMOIIbIO 3aKpeIToro kimoda cuctemsl ECUA u npeo6pasyercs ¢
UCTOJIB30BAHUEM OTKPBITOrO Kitoua HH(OpManuoHHOW cucTteMbl. Ilpu 3TOM wHcHoib3yroTcs
CIIEYIOIIHE AITOPUTMBI:

— anroput™ C14n ans kaHOHMKanM3auuu coodmenus B popmare XML,

3anpoc k cucreme ECUA or MC Ha 3aBeplieHHe aKTMBHOW CECCHUU TOJI30BATEIISl JOJKEH
OCYIIECTBIATHCS U3 Opay3epa Moab30BaTeNsl U JOJDKEH ObITh MOJNICAH C IIOMOILIBIO 3aKPBITOrO KITI0Ya
MH(POPMALIMOHHOMN CUCTEMBI C UCTIOIB30BAHUEM CIIEIYIOLINX AITOPUTMOB:

— cl4n.

B xadecTBe IpOTOKOIIA TOCTABKH JIOJDKEH UCIIONB30BaThesl MeTo cBsizbiBanust HT TP-redirect.

3anpoc ot cucremol ECHMA k HMC Ha 3aBepiieHHe aKTUBHOM CECCHUU TOJIb30BATEINS
MOJINKCKHIBACTCA C UCMOJb30BaHUEM 3akpbiToro kimoua cucreMbl ECUA. [lpu 3ToM Hcnonb3yroTcs
CJIEYIOIHE AITOPUTMBI:

— cl4n.

B xadecTBe poTOKOIIA TOCTABKU MCHONB3yeTcst MeTo/l cBsizbiBanust HTTP-redirect.

OTBerT ¢ pe3ynpTaTaMu 3aBEpUICHUS aKTUBHOW CECCUU TOJIB30BaTENsl OT HH(POPMAITMOHHON
cuctemsl kK cucteme ECUA nomxkeH ObITh MOANKUCAH C TTOMOIIBIO 3aKPBITOTO KJTF04a HH(OPMALMOHHON
CHCTEMBI C HCIIOJIb30BAHUEM CIIEIYIOIINX aJITOPUTMOB!

— cl4n.

B kauecTBe MPOTOKOJIA TOCTABKH JIOJDKEH HUCIIOJIL30BaThCs MeTO I cBsi3biBanust HTTP-redirect.

OTBeT C pe3yiabTaTaMu 3aBEpIICHUSI aKTUBHON CecCHU Moib3oBarensi oT cucteMbl ECUA k
MH(OPMALIMOHHON cHCTEME NEePeIAeTCs MOAIUCAHHBIM C TIOMOIIIBIO 3aKpBITOro Kitoua cuctembl ECUA
C MCIIOJIB30BAaHUEM CIIEAYIOLINX aITOPUTMOB:

— cl4n.

B kauecTBe MPOTOKOJIA TOCTABKH UCIONIB3yeTcst MeTo cBsi3biBanust HT TP-redirect.

A.4 Onucanue GopMaToB IEKTPOHHBIX cO00meHuin SAML 2.0 B

ECHA

B nmannom pasznene onuchiBatoTcs cienyromme npotokonsl SAML 2.0, ucnonszyembie ECHA
pu GOPMHUPOBAHUH ITEKTPOHHBIX COOOIIEHUI:
— TPOTOKOJI 3ampoca ayTeHTH(UKAIIIH;

— MPOTOKOJI €JMHOTO BBIXO/A.
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3anpoc ayreaTudpuxanun (AuthnRequest)

Bampoc ayrentudukanuu (AuthnRequest) mpencrasisier coboit XML-I0KyMEHT, KOTOPbBIH

COACPIKUT CICAYOINE DJICMCHTHI:

1.  sami2p:AuthnRequest — ommceiBaeT mapamerpsl 3ampoca AuthnRequest u  comepkut

CJIEAYIOIIHNE aTPUOYTHI:

AssertionConsumerServiceURL — URL mnpoBaiizepa ycnyr, npenHa3HaYeHHBIA IS
00pabOTKH OTBETOB OT MOCTABIIMKA UACHTH(DUKAIUN (HE0OSI3aTEIbHBIN);

Destination — URL-agpec HC-mocraBminka uaeHTH(UKAIMK, TpEAHA3HAYCHHBIA JUIs
obpabotku AuthnRequest;

ID — yHuKanbHBIN HAEHTUPUKATOP COOOIECHUS;

Issuelnstant — nata co3ganus 3amnpoca;

ProtocolBinding — ucnionib3yemas SAML nipuBsi3ka.

2. saml2:Issuer — naenTudukaTop MOCTaBIIMKA ycayr, oTnpasuBiiero AuthnRequest (sBisercs

BJIOKCHHBIM I10 OTHOIIICHHIO K 3ieMeHTy Saml2p:AuthnRequest).

Crpykrypa AuthnRequest:
saml2p:AuthnRequest saml2:1ssuer
Pucynok 7 — Ctpykrypa AuthnRequest
[Tpumep AuthnRequest:

<?xml version="1.0" encoding="UTF-8"?>
<saml2p:AuthnRequest
xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"

AssertionConsumerServiceURL="https://atc-

504:7002/0iosaml/saml/SAMLAssertionConsumer"

Destination="https://esia-

portall.test.gosuslugi.ru/idp/profile/SAML2/Redirect/SSO"

POST"

ForceAuthn="false"

ID=" 054240e4-b2a8-48e9-b4c6-e0b5e84d3a35"
IsPassive="false"

Issuelnstant="2012-02-28T06:43:35.704z2"
ProtocolBinding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-

Version="2.0">

<saml?2:Issuer
xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">sia test</saml2:Issuer>
</saml2p:AuthnRequest>

Hns crenepupoBanHoro SAML 2.0 coobmienus ¢ 3anpocom AuthnRequest nomkHO OBITH
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BhinosiHeHO cBsi3biBaHue (binding) ¢ mportokonom HTTP mo meroxy HTTP-Redirect ¢ yderom
CIIETYIOINX OCOOCHHOCTEIH:
—  CcOoOOIIeHNE TOMUCHIBACTCS C MTOMOIIBIO IEKTPOHHOW MOMANUCH MOCTABIIUKA YCIYT, MPUYEM
MOJIKCaHa JI0JKHA OBITh CTPOKA 3apoca Ha ayTeHTU(HUKAIMIO MTOJIH30BaTEI;
—  TIOJNMUCAHHOE COOOIIEHUE CKUMACTCS M KOJIUPYETCs B KoaupoBke Base64.
B mporecce cBs3piBanus opmupyercs koneunsiii URL AuthnRequest, kotopeiit B kauecTBe
GET-napamMeTpoB JOJIKEH COIEePKaTh:
— SAMLRequest — AuthRequest B koHEUHOM BH/IE;
— SigAlg — airopuT™ MOAMKCH 3aMpoca, ¢ MOMOIIbI0 KOTOPOTO BBIMTOJHSIIACEH MTOANUCH 3apoca
ayTeHTU(UKAIINH;
— Signature — noanKch, NOJTyYCHHAS B pe3y/IbTaTe MOAMMCAHUS 3apOca ayTCHTH(DUKAIIH.

[Tpumep URL AuthnRequest:

https://esia-
portall.test.gosuslugi.ru/idp/profile/SAML2/Redirect/SSO?SAMLRequest=£fZJBa%2BMwEIX%2FitBdlgzYWyPilLS1bK
FLO%2BzuYS9FkSepwIGyGtn051dxEtpS6EUg90abmfc0v37b92SEgNa/muaZzoASc8Z11ub50%2Bt%$2FesotelOep9LwIqOcRXt4b%2FA
2AkgdChOr3UdAhOCeYOW1dN7QBWNapZ$2FHpXMhDoEH73xPSVLRAgxtbrlDocShAbCaA08rx9r$2BhrjARXNnOhpWikJACSG5t$2F7Ygk
%2FHkfgNQcldGsc6HacVLhSOmnUwZrDzY6YjM0d5n3S7LAzcdgeextraHiag5GvobAATedM8UXLvg4Fp3ZpudY 9AycNdTVIEIcy22JR
SVPYVKS2FIrzTYm75)%2BVVVEJTeiK02S4koj2hE%$2BihEHeHAYtYs11SKXTEgmgl ZUKp% 2BpvMhmVEGPktXZghvrThH850vmIEL1u2
1XbPXUtJT8vUSZBPQcnJq6h8%2BJI%2FQzWF4%2FpItnd4EpO%2Fc%2F4ZtThfv36JxTs$3D&RelayState= 12db488a-a516-41e3-
801c-3e8£23547314&S1igAlg=http%$3A%2F$2Fwww.w3.0rg%2F2000%2F09%2Fxmldsig%23rsa—
shal&Signature=k1XL2WfE1KMHzaJtjjaL201lsoweYNMO6Xt50E20QgwRzVOBZ0T79HJIEjPMu3jBhDdmM4 7z1rswbhUFPV220Dbk5K
UXJ$2FS5FVPWXCTefnVCZGXHUBb1 SWuUCS2FoK1TSxumbenoommHNS5S$2FeYAP9SOKNNWS yEP3eJQOHkesTYuTKPmyP8%3D

OtBer Ha 3anpoc ayrenruduxamun (AuthnResponse).
B cnyuae ycremmHod ayTeHTH(HKAIMM MOCTaBIIMK HAEHTU(UKAIMU (OpMHpPYET OTBET Ha
3arpoc ayrtentudukamuum — AuthnResponse, koToperit comepxut yrBepxaeHue (Assertion) o6

ayrentudukanuu. AuthnResponse npeacrasnser coboit XML-10KyMeHT co cieayrolel CTpyKTypoil:
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ABTOp yTBEPXAEHNS

saml2:Issuer

MoaTBepaEHWe aBTOPCTBA YTBEPXKOEHUS!

saml2:Signature

I'Ionyanenb yTBEPXAEHUA

saml2:Subject

YcnoBusi AeiCTBUS yTBEPXKAEHNS

Assertion saml2:Condition

ATpunbyTbl O6BbEKTa yTBEPXKAEHNS

saml2:AuthnStatement

saml2:AttributeStatement

Pucynok 8 — Ctpykrypa AuthnResponse

Onementsl saml2:Issuer u saml2:Signature coaepxaT UIACHTU(UKATOP IOCTABIIMKA
UACHTUGUKAIMA W DIIEKTPOHHYIO MOJINCh, CO3/JaHHYIO C TOMOINBIO cepTH(dHKaTa MOCTaBIINKA
UJEHTU(DUKAIUH.

OnemenT saml2:Subject copepxxut nHpopmammo o AuthnRequest, KOTOpoMy COOTBETCTBYET

nanHblii AuthnResponse, u nmpeacrasiser co0oii ClIeAYIONIYIO CTPYKTYPY:

saml2:NamelD

saml2:Subject

saml2:SubjectConfirmation saml2:SubjectConfirmationData

Pucynok 9 — Ctpykrypa saml2:Subject

Onement  saml2:NamelD  comepXKUT  yHUKAIbHBIA  HMICHTU(PHUKATOP, PUCBOCHHBIN

MOCTABIIUKOM HIeHTH(UKAIIMU cooTBeTCTBYIOmEeMy AuthnRequest.
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Onement saml2:SubjectConfirmationData conepxuT HabOp aTpuOyTOB, B TOM YHUCIIE:

— InResponseTo — conepxut naentudukatop AuthnRequest (cootBeTcTByeT 3HaUEHHIO aTpUOyTa
ID);

— NotOnOrAfter — comepkuT aaty, 10 KOTopoii nanHbiii AuthnRequest pelicTBUTENCH.

— Recipient - URL  o0Opaborunka  AuthnResponse  (COOTBETCTBYyeT  3HAYEHHUIO
AssertionConsumerServiceURL).

Onement saml2:Condition cofepkUT onrcaHue yCIOBUH, IIPU KOTOPBIX JaHHbIH AuthnResponse
CUHMTACTCs JIEHCTBUTENbHBIM. JlaHHBIN 37eMeHT umeeT nBa atpubdyra — NotBefore m NotOnOrAfter,
KOTOPBIC YKa3bIBAIOT HA BPEMEHHOM ITPOMEKYTOK, B KOTOPBIH JaHHbIA AuthnResponse nelficTBurteneH.
Taxoke saml2:Condition umeer BiokeHHBIN dmeMeHT saml2:AudienceRestriction, KOTOPBI CONEPKUT
anemMeHT saml2:Audience ¢ ykazaHWEM YHHKAJIbHOTO MICHTH(UKATOPA MOCTaBIIMKa ycuyr (entity id).
Vuukanbuelii uaeHtudukarop cuctembl B ECUA (entity id) He moymkeH comepkaTh CHMBOJIOB
KUPHUIUTHIIBI.

Onementsl saml2:AuthnStatement u saml2:AttributeStatement comepxar uHpOpMau©O o
pe3ysibTaTax ayTeHTU(UKALUH.

OnemeHnT saml2: AuthnStatement umeer nBa atpudyra:

— Authninstant — nara ayrenTudukaimm;
— SessionIndex — yHUKaJbHBIA HMICHTU(PHUKATOP CECCHU TI0JIb30BaTeNsi (C TOMOIIBIO HETOo,
HAIpUMEp, BBITIOIHICTCS TIOBTOPHAs ayTeHTH(UKAIHS U oneparis Logout).

OnemeHT saml2:AttributeStatement coaep>XxuT aTpuOyThl MOJIB30BATENS U UMEET CIIEAYIOILYIO

CTPYKTYpY:
saml2:Attribute saml2:AttributeValue

saml2:AttributeStatement saml2:Attribute saml2:AttributeValue
saml2:Attribute saml2:AttributeValue

Pucynok 10 — CtpykTtypa saml2: AttributeStatement

Onement saml2:Attribute umeer Tpu arpudyra:

— FriendlyName — cokpaiieHHOe HaMEeHOBaHUE aTpUOYTa;
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— Name — nosiHOE HanMeHOBaHKE aTpUOyTa;
— NameFormat — ¢popmat moHOro HauMeHOBaHUs aTpUOyTa.
OnemeHT saml2:AttributeValues coctout m3 aByx arpuOyToB: xXmlns:xsi u xsi:itype. Otu
aTpuOyTHI ONpeAeSIOT GopMaT 3HAYeHUS aTprOyTa MOIb30BATEIS.
[Tpumep AuthnResponse npusezen B paznene A.9.
3anpoc 3aBepuieHUsi AKTUBHOI ceccru noJib3oBarteis (LogoutRequest)
3anpoc 3aBepiieHust aktuBHou ceccun (LogoutRequest) mpencrabiser coboit XML-10kymMeHT

CO CJIEAYIOUIEN CTPYKTYPOIl:

saml2:Issuer

saml2:LogoutRequest saml2:NamelD

| saml2:SessionIndex

Pucynok 11 — Crpykrypa LogoutRequest
3aBeplIeHHE aKTUBHOM CECCHM MOJb30BATENs MOKET ObITh MHUIIMHPOBAHO KaK CO CTOPOHBI

MOCTABIIMKA YCIYT, TaK U CO CTOPOHBI TOCTAaBIIMKA HueHTH(uKanuu. B ciyuae, ecnu 3aBeprieHne
CeCCHU MHUITUUPYET MOCTABIIUK yciIyT, To LogoutRequest momken coaepxarh 00s3aTeIbHBINA 2JIEMEHT
saml2:Sessionindex.

OnemenT saml2:LogoutRequest umeer cieayromue aTpuOyThI:

— Destination — cogepxut URL o6paborunka LogoutRequest. B ciyuae ecnu 3aBepiieHne ceccuu
MHUIMMPOBAHO MOCTAaBIIMKOM ycnyr, To coiepkuT URL mnocraBmuka uaeHTHQUKALWU, U
HA000POT, €CITM HHUIIMUPOBAH MOCTABIIMKOM HaeHTHGukammm — o URL SP.

— ID — comepxuT yHUKaJIbHBIA UASHTUPHUKATOP COOOLICHHUS.

— Issuelnstant — nara ¢popmupoBaHus COOOLICHHUS.

— Reason — npucyTcTByeT B cilyyae HHUIMAIN3AMN 3aBEPILICHHS CECCUU CO CTOPOHBI OCTABIIUKA
YCIIYT.

OnemeHT saml2:Issuer B kauecTBe 3HAUEHUS COACPKUT UAeHTHPHKaTOp (entity id) mHUIIMaTOpa
3aBepUICHUS] CECCUU — MO0 MOCTaBIINKA YCIYT, MO0 MOCTABIIUKA UACHTU(DUKAIIH.

OnemenT saml2:NamelD B kadecTBe 3HAU€HHUS COJEPKUT YHUKAJIBHBIN HIACHTU(DUKATOD
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MIPUCBOCHHBIN MOCTaBIIMKOM HJIEHTU(UKALMU coOTBETCTBYIoeMy AuthnRequest.

Onement saml2:Sessionlndex coaepX HUT YHHKaJbHBIA WACHTU(GHUKATOP IOJIb30BATEN,
CO3/IaHHBII NPU ayTeHTU(PHUKAILUY.

3anpoc Ha 3aBepIlieHUE CECCUU J0JKEH IPOU3BOAUTHCS U3 Opay3epa (0T UMEHU MOJIb30BaTeNs).
B kadecTBe mpoTOKOJIA TOCTaBKH JOJDKEH MCIIOJIb30BaThest MeTo cBsi3biBanuss HTTP-redirect.

ITpumepsl 3ampoca 3aBEpLICHUS CECCUU:

<?xml version="1.0" encoding="UTF-8"?>
<saml2p:LogoutRequest xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
Destination="https://esia-portall.test.gosuslugi.ru/idp/profile/SAML2/Redirect/SLO"
ID="_f51e2082-f899-476d-b88b-6dc743ch4969"
Issuelnstant="2012-03-01T13:46:01.984Z"
Reason="urn:oasis:names:tc:SAML.:2.0:logout:user"
Version="2.0"
xmlns:saml2="urn:oasis:names:tc:SAML.:2.0:assertion">
<saml2:Issuer>sia_test</saml2:lssuer>
<saml2:NamelD Format="urn:oasis:names:tc:SAML.:2.0:nameid-format:transient">
_4b58555ef34dal1fac0aa08e8987dbb3
</saml2:NamelD>
<saml2p:Sessionindex>
86e46a8d455acd02f5a9ef4072f7b66c46b4422bfc38631aabe50b8d3f032c43
</saml2p:Sessionindex>
</saml2p:LogoutRequest>

<?xml version="1.0" encoding="UTF-8"?>
<saml2p:LogoutRequest xmlns:saml2p="urn:oasis:names:tc:SAML.:2.0:protocol"
Destination="https://atc-504:7002/oiosaml|/saml/LogoutServiceH TTPRedirect"
ID="_5741a3cde023a8a669dd720e283642df"
Issuelnstant="2012-03-01T13:51:41.711Z"
Version="2.0">
<saml2:Issuer xmins:saml2="urn:oasis:names:tc:SAML.:2.0:assertion">
https://esia-portall.test.gosuslugi.ru/idp/shibboleth
</saml2:Issuer>
<saml2:NamelD xmlns:saml2="urn:oasis:names:tc:SAML.:2.0:assertion" Format="urn:oasis:names:tc:SAML.:2.0:nameid-format:transient™>
_4b58555ef34dal1fae0aa08e8987dbb3
</saml2:NamelD>
</saml2p:LogoutRequest>

OtBer Ha 3anpoc 3aBepuieHus akTuBHOI ceccun (LogoutResponse).
Otger Ha 3anpoc 3aBepieHus aktTuBHoOM ceccuu (LogoutResponse) npeacrasnser coboit XML-

JIOKYMEHT CO CIIEIYIOIIEH CTPYKTYpPOU:

saml2:Issuer

saml2:LogoutResponse

saml2:Status

Pucynok 12 — Ctpykrypa LogoutResponse

Onement saml2:LogoutResponse umeeT cieayromue aTpuoyTh:
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— Destination — comgepsxut URL o6paboTunka LogoutResponse. B ciyuae ecnu 3aBepiienue ceccun
WHUIUUPOBAHO MOCTABIIUKOM ychyr, To cojepkuT URL mocraBumuka uiaeHTHQUKAIUHU, U
HA000POT, €CIIM MHUIMUPOBAH MOCTaBIIMKOM uaeHTuukammu — 1o URL nmocraBmuka yciyr.

— ID — conepXuT yHUKAIbHBIA UIEHTU(DHUKATOP COOOIICHUS.

— InResponseTo — coaepxut unentudurarop LogoutRequest.

— Issuelnstant — gata ¢popMupoBaHus cOOOIIECHHUS.

OnemeHT saml2:Issuer, B 3aBUCMMOCTH OT HWHHUIMATOpa 3aBEpPILICHUS CECCUU, B KauecTBe
3HA4YEHUs COACPKUT uaeHTH(uKarop (entity id) uHuUIMaTOpa 3aBEPIICHUS CECCUU — JTMOO MOCTABIINKA
ycIyT, 1100 MOCTAaBUINKA UACHTU(DUKAIIUH.

OnemeHT saml2p:Status umeer BioxkeHHBIH 37emMeHT saml2p:StatusCode, umeronuii aTpulyT
Value, B kauecTBe 3HaYCHHsI KOTOPOTO MepeaeTcs CTaTyC Omnepariu.

[Ipy >TOM OTBET Ha 3ampoC 3aBEpIICHHUS CECCHMM He CcoaepkuT mapamerp RelayState,
NepeAaHHbIi N3HAYAIBHO MPHU ayTEHTU(PHUKAIIMH TIOTH30BATEIS.

HpI/IMepLI OTBCTAa Ha 3allpoC 3aBCPUHICHHA CCCCHU:

<?xml version="1.0" encoding="UTF-8"?>
<saml2p:LogoutResponse xmlns:saml2p="urn:oasis:names:tc:SAML.:2.0:protocol"
Destination="https://atc-504:7002/oiosaml/saml/LogoutServiceHT TPRedirectResponse"
ID="_a0b3a5h88cfob96d509ee7h9d497f693"
InResponseTo="_f51e2082-f899-476d-b88b-6dc743cb4969"
Issuelnstant="2012-03-01T13:45:41.041Z2"
Version="2.0">
<saml2:1ssuer xmiIns:saml2="urn:oasis:names:tc:SAML.:2.0:assertion"
Format="urn:oasis:names:tc:SAML.:2.0:nameid-format:entity">
https://esia-portall.test.gosuslugi.ru/idp/shibboleth
</saml2:Issuer>
<saml2p:Status>
<saml2p:StatusCode Value="urn:oasis:names:tc:SAML.:2.0:status:Success"/>
</saml|2p:Status>
</saml2p:LogoutResponse>

<?xml version="1.0" encoding="UTF-8"?>
<saml2p:LogoutResponse xmlns:saml2p="urn:oasis:names:tc:SAML.:2.0:protocol"
Destination="https://esia-portall.test.gosuslugi.ru/idp/profile/SAML2/POST/SLO"
ID="_472d992a-1e50-40ef-8207-fb556eee4893"
InResponseTo="_5741a3cde023a8a669dd720e283642df"
Issuelnstant="2012-03-01T13:52:08.177Z"
Version="2.0">
<saml2:Issuer xmins:samI2="urn:oasis:names:tc:SAML.:2.0:assertion">
sia_test
</saml2:Issuer>
<saml2p:Status>
<saml2p:StatusCode Value="urn:oasis:names:tc:SAML.:2.0:status:Success"/>
</saml2p:Status>

</saml2p:LogoutResponse>

A.S OnucaHue METaZAHHBIX MOCTABIUMKA YCJIYT

MeTtaianHbIe TOCTaBIIMKA YCIYT OMPENEISIOT CIOCO0 OMMCAHNUs KOHPUTYPallMOHHBIX JAaHHBIX
(manpumep, URL koHeuHBIX TOuek BeO-Cy:k0, kitoun ajs nposepku OII). /st onvicanus MeTaiaHHBIX

NC nocraBummka ycnyr ucnons3yercs s3bik XML. Ctpykrypa ¢aitna Metananusix MIC nocraBmumka
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YCIIyT TIpUBe/IeHa Ha pucyHke 13.

METAOAHHBLIE MOCTABLUWKA YCOYT

YHUKANbHBIM MOEHTUWKATOP CepBUG NpoBanaepa

| htpifisystem.gov.ru |

Ceptudnkar(el) X509 e chopmate DER w xogupoeke BASEG4
00:b4:31:98:0a:c4:bc:62:c1:88:aa:dc:b0:c8:bb:
33:35:19:05:0c:64:b9:3d:41:b2:96:5c:f3:31:e1

URL obpaboTt4mka cobeITUA MHMUMaLWMK aaeeplueHa ceccun B MC

https:/fisystem.gov.ru/oiosamlisaml/SAMLAssertionConsumer

|

URL oBpabotuuka cobbiTus ob yecnelwHom saseplieHnn ceccvn 8 ECHUA

I hitps:/ isystem.gov.ruioiosamlsaml’LogoutServiceHT TPRedirectResponse

URL obpaboTtuMka 0TBETOB NOCTABLUMKA MOEHTUMKALIMI

| hitps-//isystem.gov.ru/oiosamlisami'SANMLAsserionConsumer

CeccuoHblin MAeHTMMKATOP 3anpoca cepBuc Nposangepa

| 9ic42a82-1451-0238-9ch8-e39bcA 760407 |

MpoeHTudMKkaTop ceccuy NocTaBLUMKa MOEHTUgMKALMK

| 7c51a24-0387-4853.9cb8-e30bc14704c5 |

Boaepawaemsie aTpubyTsl Nonk3oBaTens

assurancelevel orgName
authnhethod orzg0GRN
birthDate orgPosition
firstName orgShoriName
gender orglype
globalR ole personCitizenship
lastName personEMail
memberOiGroups personNN.
T ke personivlohilePhone
orgAddress personOGREN
orzBranchk PP personSNILS
orgC cntacts personTrusted
oreld persanlype
orgINN principalC ontacts
orgK PP principalD ocum ents
orgl egalForm system.Authority
userld
userName

MoppepkrBaeMele PONKM M TUMNEI OPraHu3aLMi

SupportedGlobalRoles
P - Dirsiseckos 0o
E - dom&soctaoe o OPTAHHBAHA

SupportedOrgTypes
L - Kopumedacnos mao
B - Hemminyans sl TpennpioEmems:
A — Opras rocyBaporesineoil ET2CTE
Supported Authnhetheds
PWD - AETODHII0M 0 2P0
DS - Asropszzines mo K5TT

SupportedAccTypes
T - AETODHIZING TOMERD NODTEEISHHED V3
L - Azropiizine 5T 1 e V3
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Pucynok 13 — Ctpykrypa daiina meraganusix MC nocraBuiuka yciuyr (mpumep)
[lepeuens aTpuOyTOB MOJIB30BaTEN (OpraHU3alMM), COAEpXKAIIMXCSA B Qailie MeTaJaHHbBIX

MOCTaBIIMKA yCIYT, MpUBeAeH B Tabmuie 5. Cucremam, nnrerpupoBanHeiM ¢ ECUA, pekomeHyercs

HE WHCIONB30BaTh WIIM OTKa3aThCs OT HCIOJB30BAaHUS YycTapeBHIMX yTBepxkaeHuii SAML (cwm.

[Mpunoxenue /1.2).

Ecmu Y HOJB30BaTCIId WM OpraHu3alllii OTCYTCTBYIOT TC HJIM HHBIC anI/I6YTBI, TO OHH HC

nepenatorcs B SAML-yTBepkaeHusX.

Tabmuma 5 — [lepeuens aTpuOyTOB, copepKaIUXCs B (aiiyie MeTalaHHbIX TOCTABIIUKA yCIyT

Ne | ATpudyrt

Onucanune

Mpumeyanue

1. | assurancelevel

YpoOBeHb JOCTOBEPHOCTH
UICHTH(PUKAITIT
nonb3oBaTelrsi. Bo3sMOXHEI
CIICAYIOIINE 3HAYCHUS:
AL10 — ynpoienHas
(HempoBepeHHas) yueTHas
3aII1Ch;

AL15 — crannaprtHas
(mpoBepeHHas1) ydeTHast
3aI1Ch;

AL20 — moarBepkieHHas
yUYETHAs 3aIUCh;

AL30 — moaTBepkieHHas
ydeTHas 3aInch

(ayrentudukanus no KOII).

PCKOMCH,I[yeTCH HCIIOJIB30BAaTh

aTpuOyTHI:

personTrusted — st
OIIpCACIICHUA
IMOATBCPIKACHHBIX YUCTHBIX
3aInCeit;

authnMethod — mst
OIIpCACIICHUA MCTOa

aYTeHTI/Iq)I/IKaI_II/II/I .

2. | attachedToOrg

[Tpu3HaK BKIFOYEHHOCTH
(mpucoennHeHus) K

OpraHu3aIu

HCO6XOI[I/IMO HUCIIOJIB30BAaTh

globalRole

3. | authnMethod

Meron ayreHTHUKaALINN.
[IpuHuMaer caepyromue
BO3MOJKHBIE 3HAYECHUS:
PWD — ayrentuduxanuu

110 JIOTUHY U IapOJIrO,
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ATpuOyT

Onucanune

IIpumeyanue

DS — ayrentudukamnmu mo

OIL

authToken

Wnentudukatop ceccun
[0JIb30BATENS B CHCTEME

ECHA

birthDate

Hata poxxneHust

nonb3oBarens. llepenaercs B

dopmare DD-MM-YYYY

firstName

Hwms monp3oBarend. He

OoJtee 256 cUMBOJIOB

gender

IIon monp3oBaTes.
[IpuHuMaeT 3HaAYCHHS:
MALE — myxckoii;
FEMALE — sxeHckui.

globalRole

Pousbs monp30Barens.
[Ipunumaer cnepyromue
BO3MO>KHEIC 3HAYCHUS

P — ¢usnueckoe muio
(Physical person);

E — momxHOCTHOE U0

opranmsanuu (Employee).

inn

MHH nons3oBaTens

CoxpaneH 1151 o0ecreueHus

COBMeCTUMOCTH. BMecTo Hero

HCO6XOI[I/IMO HCIIOJIb30BaTh

personINN

10.

lastName

damunug nons3oBarend. He

OoJiee 256 CUMBOJIOB

11.

middleName

OruecTBO nonb3oBaresd. He

OoJiee 256 CUMBOJIOB

12.

memberOfGroups

[Tpunayie:kHOCTH
MOJIb30BATENS K TPYIIIaM

nocryna UC,

Hcnonb30Bath AJis onpeeneHust

MPUHAJICIKHOCTHU JOJIZKHOCTHBIX

mun FOJI k rpynnam nocryna MC
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Ne | ATpudyrt Onucanue Mpumeyanue
OCYILECTBIISAIOIIEH
HUJECHTU(DHUKAIIAIO 1
ayTeHTU()UKALINIO
JomkHOCTHEIX Jiuil FOJI.
[lepenaercs B Buae
MHEMOHHK CHCTEMHBIX
TPYII 4epe3 3ansITyro
13. | name WM nonb3oBaTens CoxpaneH 1151 o0ecrieueHus
coBMectuMocTu. Heodxoaumo
HCIIOJIb30BaTh lastName /
firstName / middleName
14. | nsild Muemonuka OI'B CoxpaneH i1 o0ecrieueHus
coBMecTuMocTu. Heodxomaumo
ucnonb3oBath 0IgOGRN u
orgType
15. | orgAddresses AJipec opraHu3aiuH. Kaxnplit afgpec B HacTosIIee

[Tepenaercs B Bume XML

JIOKyMEHTA

BPEMsI OIUCHIBACTCS CIICIYOIIUMHU

aTpuOyTamMu:

<addressType> — tun aapeca, B

HACTOSIIEEe BPEMS MOXKET

NPUHUMATh 3HAYCHUS:

- ORG_LEGAL - ropuanueckwii
azpec;

- ORG_POSTAL — nouroBbrit
azpec.

<contryChar3Code> — koj cTpaHsI

U3 Tpex cUuMBOJIOB (1151 Poccuu —

RUS);

<index> — uHueKc;

<region> — cyobexT PD;

<district> — BHyTpUTOpOICKOIA

paioH;
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Ne | ATpudyrt Onucanue Mpumeyanue
<settlement> — naceneHHbI
MYHKT; <Street> — ynuma;
<house> — nowm;
<COorpus> — xopmnyc,
<structure> — ctpoeHue;
<flat> — kBapTupa.
Bce aTtpuOyThl, HaunHas C
HHIEKCa, — He Ooiee 256
CHUMBOJIOB.
16. | orgBranchKPP KIIIT ¢punuana, nepenaercs
B (hopmare XXXXXXXX,
rae X — nudpsl
17. | orgBranchName Nwms punmmana
18. | orgContacts Tenedpon u Email Kaxxnplii KOHTaKT B HACTOSAIIEE

opranusanui. [lepenaercs B

Bune XML noxymenta

BpEMsI OTUCBHIBACTCS CIIEIYIOIIUMHU

aTpubyTamu:

<contactType> — Tun KOHTaKTa, B

HACTOsIIee BPEMSI MOXKET

NPUHUMATh 3HAYCHUS:

- PHN (tenedon);

- EML (appec anekrponHoM
MIOYTHI);

- FAX (daxc).

<value> — 3HaueHne KOHTAKTa, IS

tenedoHa u pakca umeet hopmat

F7(XXX)XXXXXXX*YYYYYY,

rae *YYYYYY — 1o0aBoYHBII

Homep (Tosbko mst PHN,

OMIIMOHAIBHO, He Oolee 6 1udp),

JUIS a/ipeca AIIEKTPOHHON MOYTHI —

He 6omee 2000 cHMBOJIOB;
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ATpuOyT

Onucanune

IIpumeyanue

<verificationStatus> — — craryc

MTOATBEPKICHUS KOHTAKTA, TJIe S —

noarsepxkieHo, N — He

MOATBEPIKICHO

19.

orgld

Nnentuduxarop

OpraHu3alnuu.

CoxpaHeH JIIA obecrnieyeHus

COBMECTHMOCTH. I[J'IH BHOBb

noakiroudaeMbix UC He00X0oaumo

ucnonb3oBath 0rgoid

20.

orgQid

Nnentudukarop
opranusanuu. JIroboe

TTOJIOXKHUTCIIBHOC YHCIIO

21.

orgKPP

KIIIT opranusanuu,
nepeaaetcs B popmare

XXXXXXXX, roe X —
U dpeI

22.

orgLegalForm

OpraHu3annoHHO-TIPaBOBas
(dbopma opraHuzaIuH.
[Tepenaercs Ha3BaHue
(hOpMBI 110 CIIPaBOYHUKY

OKOII®

23.

orgINN

WNHH opranuzauuun
nonb3oBarens. llepenaercs B
opmare XXXXXXXXXX,
rae X — uugpsl.

JlaHHBIH aTpudyT
YCTaHABIIMBAETCS TOJIBKO
JUIS ciydasi, Korja aTpulyT

globalRole = E

24,

orgName

HanmenoBanue
OpraHU3alMK MOJIb30BATEIIS.

He 60mnee 4000 cuMBOJIOB.
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ATpuOyT

Onucanune

IIpumeyanue

JlaHHBIM aTpuOyT
YCTaHABJIMBACTCS TOJIBKO
IUISL CITy4asi, Korjia aTpuoyT

globalRole = E

25.

orgShortName

Kparkoe HanmeHOBaHHE
opranuzanuu. He 6omnee 500

CHUMBOJIOB

26.

orgOGRN

OI'PH opranuzamuu
nosb3oBarens. [lepenaercs B
dhopmate
XXXXXXXXXXXXX, toe
X — mudpsr.

JlanHblit aTpudyT
yCTaHaBJINBAETCS TOJIBKO
IUISL CITydasi, Korjia aTpuoyT

globalRole = E

27.

orgPosition

JIOMKHOCTB MOJIB30BATENS B
opranmuzanuu. He 6omee 256

CHUMBOJIOB

28.

orgType

Tun opranuzanuu.
IIpuHuMaer cinepyromue
BO3MO>KHbIE 3HAUECHHUS:

B — uHauBHMIyaIbHBIN
MpeaNpUHUMATEh
(Businessman);

L — ropunuueckoe IO
(Legal entity);

A — opran
HCIIOJIHUTENIBHOM BJIaCTH
(Agency).

JlanHblit aTpuOyT

YCTaHaBJIMNBACTCA TOJIBKO
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ATpuOyT

Onucanune

IIpumeyanue

JUIs ciydvasi, Korjaa aTpulyT

globalRole = E

29.

personCitizenship

I'pasknaHCcTBO NOJIB30BATEINS
I'pasxnancTBO nepenaercs 1no
cripaBoyHUKy OKCM.
3nayenue mia Poccuu —

«RUS»

30.

personEMail

Anpec 3JIeKTPOHHOMN TOYTHI
nosib3oBatens. He 6omee

2000 cuMBOJIOB

31.

personINN

WNHH nons3oBares.
[Tepenaetcs B hopmare
XXXXXXXXXXXX, roe X
— 1 peI.

JlaHHBI aTpUOyT
YCTaHABIINBACTCS TOIBKO
JUIS ciydasi, Korja aTpulyT

personType =R

32.

personMobilePhone

Homep moOunbHOTO
Tesie(hOHa OIB30BATEIS.
Ilepenaercs B popmare

+7(XXX)XXXXXXX, toe X
— 1@ psI

33.

personOGRN

OI'PHUII nons3oBatens.
Ilepenaercs B popmare
XXXAXXX XXX XXXXXX,
rae X — uugpsl.

JlaHHBIH aTpuOyT
yCTaHABJIMBAETCS TOJIBKO
JUIS ciydasi, Korja aTpulyT

orgType =B
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ATpuOyT

Onucanune

IIpumeyanue

34.

personSNILS

CHUWJIC nonp3oBaTens.
[Tepenaercs B hopmare
XXX-XXX-XXX XX, rne X
— IUQPEL.

JlaHHBIN aTpuOyT
yCTaHABIIUBAETCS TOJIBKO
JUTSL CTAaHAAPTHBIX
(IpoBEPEHHBIX) U
MOATBEPIKICHHBIX YUYETHBIX

3anmcen

35.

personTrusted

[TonrBepxneHHas uinu
HEIOATBEPKICHHAs
(ympolieHHas uiu
CTaHJapTHas) ydeTHas
3aMuch MOJIb30BATENS

Y — noaTBepKIeHHas
y4YeTHas 3aIlUCh;

N — HenoTBep: K IeHHAs
(ympoteHHas wim
CTaH/IapTHasl) y4eTHas

3alliuCh

36.

personType

KaTerome IIOJIB30BAaTCJIA.

CoxpaneH 1151 obecrieueHus
coBMectumocTtu. Heobxomaumo

ucnoss3oBath personCitizenship

37.

principalContacts

KonrtaktHBIC JaHHBIC
I1OJIB30BAaTCIIA. Hepez[aeTCH B

Bune XML noxymenTa

Kaxx11p1i1 KOHTaKT B HAacTOsALIEE
BpEMs ONTUCHIBAETCS CIEAYIOIUMU
aTpubyTamu:

<contactType> — Tun KOHTaKTa, B
HACTOSAIIEE BPEMS MOKET
MPUHUMATh 3HAUYCHUS:

- EML (aapec snexTpoHHOM

MIOYTHI);
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ATpuOyT

Onucanune

IIpumeyanue

- MBT (MoOunbHBIH TenehoH);

- PHN (momamnauii Tenedon);

- CEM (cnyxe0Hblit aapec
3JIEKTPOHHOU IOYTHI
TI0JI30BATEJIsI, TOIBKO IS
citydasi, Korja arpu0yT
globalRole = E);

- CPH (cmyxe0HbIil HOMEp
TeseoHa MoJIb30BaTelI,
TOJILKO YIS CITydasi, KOT/1a
atpuoyT globalRole = E).

<value> — 3HaueHne KOHTAKTa, I

TeneoHOB UMeeT Gpopmar

+7(XXX)XXXXXXX, st agpeca

AJIEKTPOHHOM TOYTHI — HE OoJiee

2000 cuMBOIOB;

<verificationStatus> — craryc

MOJITBEPKICHUS] KOHTAKTa, T1e S —

noareepxkaeHo, N — He

MOATBEPKICHO

38.

principalDocuments

JIOKyMEHTBI MOJIb30BaTeIsl.
[Tepenaercs B Bune XML

JIOKyMEHTA

Kaxiplif JOKyMeHT B HacTosIIee
BpEMsI ONUCBIBAETCS CIEYIOIUMHU
aTpuOyTamMu:

<documentType> — tun
JOKYMEHTa, B HACTOSIIEE BPeMs
3TO:

01 — macnoprt rpaxknanuHa PO;
02 — TOKyMEHT HHOCTPAHHOTO
rpaXIaHNHA;

05 — BouTENBCKOE
yIIOCTOBEPEHHE;

06 — mosmuc OMC;
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ATpuOyT

Onucanune

IIpumeyanue

07 — 3arpanmacnopr;,
<XX> — CBHJETEILCTBO O
POXKICHHH:

— 08 — cBuzerensCcTBO O
poxaeHun (03 THIH3AIII
JIOKYMEHTA);

— 18 — cBUgETENBCTBO O
poxnaenuu P@;

— 28 — CBUIETEIBCTBO O
POXKJICHUH HHOCTPAHHOTO
rocyJ1apcTBa;

— 38 — cBUIETEIBCTBO O
poxaenuu CCCP;

09 — BuJT HA )KUTEIILCTBO;

10 — pa3pernieHre Ha BpeMEHHOE
MIPO’KUBAHMUE,;

11 — BoCHHBII OHUIIET.

<series> — cepus TOKyMeHTa, 4
CUMBOJIA JIJIS TACTIOPTa
rpaxxnanuHa PO;

<number> — HOMep JOKyMeHTa, 6
CUMBOJIOB JIJTSl TTACTIOPTA
rpaxxaanuHa P@;

<issueDate> — nara Bpigaun
JoKyMeHTa B ¢popmare YYYY-
MM-DDTO00:00:00;
<verificationStatus> — craryc
MOATBEPXKICHUS JOKYMEHTa, TJIe S
— noaTBepxkaeHo, N — He

MOATBCPIKIACHO,
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ATpuOyT

Onucanune

IIpumeyanue

<issuedBy> — opraH, BbIAaBIIHii
JIOKYMEHT, CTpOKa He GoJiee ueM U3

2000 cuMBOIIOB

39. | principal Addresses Anpec monb3oBaTeds. Kaxnp1ii agpec B HacTosimIee
ITepenaercs B Bume XML BpEMsI OITUCHIBACTCS CIICAYIOIIUMHU
JOKYMEHTa aTpuOyTamu:
<addressType> — tun aapeca, B
HACTOSIIEE BPEMS 3TO
«PERSON_REGISTRATION» —
aJipec perucTpaiu,
«PERSON_LIVE» — angpec
IPOKUBAHUS.
<contryChar3Code > —
TPEeXOYKBEHHBIN KOJI CTPAHBI.
<index> — napaekc.
<house> — Homep moma.
<COrpus> — xkopiyc.
<flat> — kopmyc.
40. | snils CHUJIC nonp3oBarens. CoxpaneH Ju1s o0ecrieueHus
JlanHbli aTpuOyT coBmectTumocTH. Heobxonumo
YCTaHABJINBAETCS TOJIBKO ucrnonbp3oBath personSNILS
JUISL CJTy4asi, KOrjia aTpuoyT
personType =R
41. | systemAuthority [TonmHOMOYMS TOMKHOCTHOTO | Mcronb30BaTh 1u1sl OnpeaesieHus

muua OI'B. Ilepenaercs B
Buge XML C ykazaHnuem
MHEMOHHKH MOJTHOMOYHUS U

MHEMOHUKHU CUCTEMBI

MOJIHOMOYHH JTOJPKHOCTHBIX JIMII
OI'B u IOJI. Ins onpenenenus
MPUHAJIC)KHOCTH MPEICTABUTEIICH

OPUINYCCKUX JIUI K I'pyInamM
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Ne | ATpudyrt Onucanue Mpumeyanue

J0CTYyIIa UCII0JIb30BATb

memberOfGroups?®

42. | userld UwncnoBoii uAeHTHPUKATOP
Y4ETHOH 3aIUCHU
MOJIb30BATENSl B CUCTEME
ECHA. JTIro6oe

ITOJIOXKHUTCIBHOC YHCIIO

43. | userName JloruH moip30BaTedsl. CoxpaneH Ji1s obecrieueHus
coBmectumocTr. Heobxomumo
HCIIONB30BaTh Userld,

personSNILS

44. | userType Tun nosib3oBaTest CoxpaneH 1151 o0ecrieueHus
coBmecTumocTH. Heooxomumo

ucnoins3oBath globalRole

A.6 Illabuon daiiia MeTaJaHHBIX

<?xml version="1.0" encoding="UTF-8"?>
<!--TODO
HeofOxomomMo yKaszaThb YHMKAJIBHEM (B paMKax [NOCTAaBIMKAa uieHTubmkaumm) entityID cepBmC nposaiinepa.
PexoMeHOyeTCs, dUTOOB 3HaueHme arTpubyTa entityID CcOOTBETCTBOBAJIO HOMEHY MHOOPMALMOHHOM CUCTEMEH.
YHMKAIBHEM UOEeHTMOUKATOp cucTeMmel B ECUA (entity id) He momkeH comepXaTb CMMBOJIOB KMPMJLIMLUEI. Hanpumep,
http://moscow.rt.ru
==>
<md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata"
xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion”" xmlns:esia="urn:esia:shibboleth:2.0:mdext"
entityID="http://moscow.rt.ru">
<md:SPSSODescriptor AuthnRequestsSigned="true" WantAssertionsSigned="true"
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
<md:KeyDescriptor use="signing">
<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509Data>
<ds:X509Certificate>
<!--TODO
Coma HeoOXOIMMO BCTAaBUTH cepTudmkaT sjeKTpoHHOM nomnmucu X509 cepBuc npomanmepa
dopmaTra DER B KOOMpoBKe Base64
==>
</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>

28 B mensx obecredeHnsl COBMECTUMOCTH CHCTEMEI, TIONYdaBIIHNe paHee MOTHOMOUHS FOPHIHYECKHX
JMIl B yTBep K aAeHUH SystemAuthority, mpomoinkar mony4ars 3TH JaHHBIE B 9TOM yTBepkIeHUU. OTHAKO
JanpHellee pa3BUTHE (PYHKUIHMOHAJA TMOJHOMOYMN OyAeT NMPOUCXOAUTh B TEPMHUHOJIOTHUU TPYIII
JOCTYIIa, B CBS3U C YEM STUM CHCTEMaM PEKOMEH/IYETCsl 0TKa3aThCs OT UCTIONB30BaHus SystemAuthority
U aHanu3upoBaTh yrBepxkiaeHus memberOfGroups. Ilpu perucrpanmun B ECHUA HoBhix UC,
OpHEHTUPOBaHHbIX Ha pabory c¢ HOJI, onn OyayT MMeTh BO3MOXKHOCTH 3aperuMCTPUPOBATH TOJIBKO
cUcTeMHble rpynnsl. JlaHHbIE 0 HUX OyayT nepenaBarbes B yreepxkaeHnn memberOfGroups.
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<md:KeyDescriptor use="encryption">
<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509Data>
<ds:X509Certificate>
<!--TODO
Cioa HeOoOXOOMMO BCTaBMUTb CepTMOMKAT KJIOUa BJIEKTPOHHON nozmmucu X509 cepsuc
npoeannepa dopmara DER B KOIMPOBKE Baseb64
-—>
</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>
<!--TODO
Heo®OxoOomMMoO 3BamnoyIHUThL aTpuOyTH BHBO0Ba oOpaboTumka cepBucC nposamzepa (rer SinglelLogoutService),
oTBedamlero 3a o6paboTKy COOBTUM BaBeplieHusa ceccuit (logout) :

- Location - endpoint oBpaboTumka COOHITMI CEPBMC IpoBallepa, OTBeuvawueIo 3a 00paboTKy
COO@U.IeHI/HZ OT MNnocCTaBIIMKa I/I,]IeHTI/I@I/IKaLU/H/I O TOM, 4YTO IIOJIB3OBATEJIb MHUIMMPOBAJL coBOBITHE 3aBeplueHud ceccum
[IOJIE30BATENS;

- ResponselLocation - endpoint URL oOpaboTumka COOHTMI CEpBMC NpoBallepa, OTBeuYawumeIo 3a
06paboTKy COOOWEHMM OT NOCTaBUMKA MOSHTUOMKALMM OO YCHEMHOM BHIIOJHEHMUM ONepaluy 3aBEepUEeHMS CeCCUM
[IOJIE30BATENS .

-—>

<md:SingleLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="endpoint URL" ResponselLocation="endpoint URL"/>

<!--TODO

Heobxommmo sBanonHuTh aTpmbyT Location rera AssertionConsumerService, onpegmenswoummy endpoint
obpaboTumka COOHBITUM CEPBMC NpoOBalIepa, OTBeUanmero 3a ofpaboTky OTBeTa OT NOCTaBUMKA MIOSHTMOMKALMM Ha
AuthnRequest samnpoc cepBuc npoeaizepa.

-—>

<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="endpoint URL" index="0" isDefault="true"/>

</md:SPSSODescriptor>
<md:AttributeAuthorityDescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:1.1l:protocol

urn:oasis:names:tc:SAML:2.0:protocol">

<saml:Attribute NameFormat="urn:mace:shibboleth:1.0:nameldentifier" Name="transientId"><!--
CeCcCHOHB MAOSHTUOMKATOP 3ampoca CepBUC npoBanmepa--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="authToken" Name="urn:mace:dir:attribute:authToken"><!--lnenTnpmrarop ceccmum MNOCTaBIMKA
noeHTubnkauun--></saml :Attribute>

<!--TODO

Jlajlee cJlenyeT CHOMCOK IOOMOJIHMTEJIbHBEIX aTpuOyTOB MNOJIE30BATEJNSI, KOTOPHE MOTYT OHTH BKJIOUEHHl B OTBET
NocTaBuMKa MIOeHTUOMkauumu Ha AuthnRequest szanpoc cepBuc nporanzepa.

HeoBxomMMO OCTaBUTB TOJIBKO Te aTpMOyYTH, KOTOPEHE HeoOxommMmel JC.

—=>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="userId" Name="urn:mace:dir:attribute:userId"><!--VHMKanbHEYM MIOSHTUPUKATOP IOJIL30BATEJS B
paMKax [IOCTaBUIMKa MAeHTMOuraumy--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="authnMethod" Name="urn:esia:authnMethod"><!--MeTon ayTeHTMOMUKALMUM C IOMOUELD KOTOPOITO
[IOJIb30BATENIb [IPOWEJl ayTeHTubmraumo--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="globalRole" Name="urn:esia:globalRole"><!--Pojb Nnom KOTOPO¥ ayTEeHTUOULMPOBAJICS
nosb30BaTenb--></saml :Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="lastName" Name="urn:mace:dir:attribute:lastName"><!--dammims nosb30BaTEII——
></saml :Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="firstName" Name="urn:mace:dir:attribute:firstName"><!--VMsa nojb30BaTEeI——
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="middleName" Name="urn:mace:dir:attribute:middleName"><!--OTuecTBO NOJIL30BATEJISI——
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personINN" Name="urn:esia:personINN"><!--JHH nosb3oBarensa--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personSNILS" Name="urn:esia:personSNILS"><!--CHWIC nojsb30oBaresns--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personOGRN" Name="urn:esia:personOGRN"><!--OT'PHUI nojb30Barens--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personEMail" Name="urn:esia:personEMail"><!--5JIeKTPOHHEI aJpecC MOJIb30BaATEJA——
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="assuranceLevel" Name="urn:esia:assurancelLevel"><!--YpoBeHb HNOCTOBEPHOCTM MISHTUOMUKALUNI
nojb3o0oBareng--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="birthDate" Name="urn:esia:birthDate"><!--llara poxneHus nojb3oBareys--></saml:Attribute>
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<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="gender" Name="urn:esia:gender"><!--Ilos nosib30BarTesna--></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="memberOfGroups" Name="urn:esia:memberOfGroups"><!--I[IpMHaIJIEXHOCTL IOJIE30BATEJNS K IPyINaM
nocryna--></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="systemAuthority" Name="urn:esia:systemAuthority"><!--I[loHOMOUMS IOJIKHOCTHOT'O JIMLa——
></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personCitizenship" Name="urn:esia:personCitizenship"><!--T'paxmaHCTBO MNOJIb30BaATEJIA~—
></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personMobilePhone" Name="urn:esia:personMobilePhone"><!--Homep MOOMJILHOTO TejedoHa
nojb30Bareng--></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personTrusted" Name="urn:esia:personTrusted"><!--TlonTBepXIeHHAasd WJIM HENONTBEPXIEHHAI
yueTHasd 3anuch MOoJib30BarTesnsa--></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="principalAddresses" Name="urn:esia:principalAddresses"><!--Anpeca mNHOJb30BaATEJI——
></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="principalContacts" Name="urn:esia:principalContacts"><!--KoHTakKkTHLHE IaHHEE I10JIb30BaTEJIS——
></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="principalDocuments" Name="urn:esia:principalDocuments"><!--JOKyMeHTE [OJIb30BATEJIA~—
></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgType" Name="urn:esia:orgType"><!--Tun opraHms3auuu OOJib30BarTeya--></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgName" Name="urn:esia:orgName"><!--VIMa opraHmsauuy NOJb30BaTeyd--></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="0orgOGRN" Name="urn:esia:orgOGRN"><!--OT'PH opraHm3aumuy Nojb30BarTens--></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgINN" Name="urn:esia:orgINN"><!--JHH opraHmMs3aummu nojib30BaTeys--></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgPosition" Name="urn:esia:orgPosition"><!--JlOJXKHOCTbL [OJIL30BATEJII B OpTraHM3aLUNM——
></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgAddresses" Name="urn:esia:orgAddresses"><!--Anpec opraumzaumm--></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgBranchKPP" Name="urn:esia:orgBranchKPP"><!--KIII oummana--></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgContacts" Name="urn:esia:orgContacts"><!--Tenedpon m Email opraHmsaumm--
></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="org0id" Name="urn:esia:orgOid"><!--lgenTndpnxkarop opraHmzaumm--></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgKPP" Name="urn:esia:orgKPP"><!--KIII opraumszaummu--></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgLegalForm" Name="urn:esia:orgLegalForm"><!--OpraHmMs3alOHHO-NIPaBOBas GopMa OpraHM3aLUU—
-></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgShortName" Name="urn:esia:orgShortName"><!--KpaTkoe HauMMeHOBaHME OpPTaHM3ALUU-—
></saml:Attribute>
</md:AttributeAuthorityDescriptor>
<md:0rganization>
<!--TODO
HeoBxommMMO BaloOJIHUTHL ONMCAaHME OpTaHM3alMM K KOTOPOM OTHOCUTCS MHTeTrpupyemas c ECUA UC:
- OrganizationName - wmMa opraHMB3aLMM;
- OrganizationDisplayName - uMs opTaHM3alLMM, KOTOPas MOXET OTOOpaxaTbCs IOJIb30BATEJAM IIPU
NPOBEIEHUM MNPOLEnypsl ayTeHTUdmMraumm;
- OrganizationURL - URL web-calT KOMIaHWUMU.
-—>
<md:OrganizationName xml:lang="ru">0A0 «Pocrenexom»</md:OrganizationName>
<md:OrganizationDisplayName xml:lang="ru">Pocrenekom</md:OrganizationDisplayName>
<md:OrganizationURL xml:lang="en">http://www.rt.ru</md:0OrganizationURL>
</md:0Organization>
<!--TODO
HeoBxoOmMMO BaNOJIHUTL aTPUOYTH OpTaHM3alMy, K KOTOPOM OTHOCUTCS MHTeTrpupyemas c ECVA mHbopMallMOHHAS
cucTeMa:
- Company - mMMsa OpTaHMB3aluy, KOTOpas OCYyWEeCTBJSeT 3KCIIyaTaumo UC;
- EmailAddress - sJeKTpPOHHas nouTa SKcIjlyaTaumm MUC.
-=>
<md:ContactPerson contactType="technical">
<md:Company>0A0 «PocTenexom»</md:Company>
<md:EmailAddress>support@rt.ru</md:EmailAddress>
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</md:ContactPerson>

Kl kkokokkk——>
<!--EXTENSIONS-->
Kl kkkkkokokkk——>

<md:Extensions>

<!--TODO

Ilajiee cienyeT CIOMCOK MOOOEPXMBAEMBIX [IOCTAaBIMKOM YCJyT IJIOOAJIBHEIX POJIENM IOJIb30OBaTEJIEM, a TakKxe
NOoAOIePXMBaEMEIe TUIE OpTaHM3aumil (OJIS POJIM HOJDKHOCTHOE JIMIO OpTaHM3aLmu) .

HeO@XO,HI/IMO OCTaBUTBb TOJIBKO Te POJIM M THUIIEL OpTaHM3aluuy, KOTOPEE IIONINEPXMBAKNTCHA IIOCTAaBIMKOM
yCayT.

[lpyMeuaHre. B ciyuae HEKOPPEeKTHOM obpaboTku Tera <md:Extensions> Bameil peanmMsalMeil NOCTaBIMKA
YCJIyT', HOAaHHHEM Ter MOXHO BaKOMMEHTMPOBATH.

-—>

<!--TODO

B cnyuae, ecam UC He nonmepxmupaeT paboTy C poJbio "IOKHOCTHOE JMLO opraHm3aummu" IaHHBM TeT He
obsa3aTeseH.

B cnyuae, ecim UC nommepxmuBaeT IJIOOANbHY PpoJib "IOKHOCTHOE JIMLO OpraHm3auum'’ HeoOXOIMMO TaKXe
yKasaTrb paboTy C HOOJDKHOCTHEIMM JIMLAMM KaKMX TUIIOB OpraHms3aumu JC NOOOEpXMBAET.

B cnyuae, ecam UC nommepxmBaeT IJioOajibHYW0 poJib "IOJDKHOCTHOE JIMLO opTaHms3aumum" (3TOoT ciydan
BKJIOYaeT OTCyTCcTBMA Tera SupportedGlobalRoles), HO Ter SupportedOrgTypes orTcyrcrByeT - ECHA BymeT
CUMTaThb, 4YTO nc nogmepxmupaeT BCe TUIIEL OpTaHM3alun.

——>

<!--B canyuae orcyTcTBusa Tera SupportedGlobalRoles, ECHA OynmeT cumTaThb, uTo JMC HOOIEpPXMBAET BCE
TJI00aNbHEIE POJIM——>

<esia:SupportedGlobalRoles>

<esia:GlobalRole ID="P"></esia:GlobalRole> <!-- dusmuueckKoe JMULO ——>
<esia:GlobalRole ID="E"> <!-- JIOJIXHOCTHOE JIMLO OpPTaHMBaLUM ——>
<esia:SupportedOrgTypes>
<esia:0rgType ID="L"/> <!-- pumuyeckoe JuLIO —->
<esia:0rgType ID="B"/> <!-- VHIOIMBUIOyaJIbHLE NPEONPUHUMATEIb——>
<esia:0rgType ID="A"/> <!-- OpraH MCIOJHMUTEJILHOM BJACTU ——>

</esia:SupportedOrgTypes>
</esia:GlobalRole>
</esia:SupportedGlobalRoles>
<esia:SupportedAuthnMethods>
<esia:AuthnMethod ID="PWD"/> <!-- ABTOpMB3auLMUd IO NAPOJIO ——>
<esia:AuthnMethod ID="DS"/> <!-- ABTopmszaumus no K3I -->
</esia:SupportedAuthnMethods>
<esia:SupportedAccTypes>
<esia:AccType ID="T"/> <!-- ABTOPM3aLMUA TOJBKO NONTBEPXIEHHHX Y3 —-->
<esia:AccType ID="L"/> <!-- ABTOpM3aumMs YNPOUWEHHEX Y3, HO BKJOYad NOLATBEPXIEHHBE ——>
</esia:SupportedAccTypes>
</md:Extensions>
</md:EntityDescriptor>

A.7 Pexomenaaunum no ykazaunuiw URL-aapecoB u BbIOOpY

HAEeHTH(PUKATOPA MOCTABIIMKA YCJIYT

Bce URL-anpeca B MeTaiaHHBIX JJI IPOAYKTUBHOM Cpebl HE NOJDKHBI coaep:xarh IP agpeca —
00s13aTeNIbHO yKa3aHHe JOMEHHOTO MMEHH MopTaia HHPOPMALMOHHON CUCTEMBI.
IIpumepsr:

1. TIpaBunsno mns EquHOro moprana rocyapcTBEHHBIX YCIYT ((PyHKITHHN):

<md:SingleLogoutService
ResponseLocation="http://www.gosuslugi.ru/pgu/saml/LogoutServiceHTTPRedirectResponse"
Location="https://www.gosuslugi.ru/pgu/saml/LogoutServiceHTTPRedirect"
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"/> <md:AssertionConsumerService
Location="https://www.gosuslugi.ru/pgu/saml/SAMLAssertionConsumer"
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" isDefault="true" index="0"/>

2.  HemnpaBuibsHo 1yt EquHOTO mopTrana rocy1apcTBEHHBIX YCIyT ((hyHKINN):

<md:SingleLogoutService
Responselocation="http://109.207.1.97/pgu/saml/LogoutServiceHTTPRedirectResponse"
Location="https://109.207.1.97/pgu/saml/LogoutServiceHTTPRedirect"
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"/> <md:AssertionConsumerService
Location="https://109.207.1.97/pgu/saml/SAMLAssertionConsumer"
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" isDefault="true" index="0"/>
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[Ipu BBIOOpPEe wuAEHTH(HUKATOpPa TOCTaBIIMKa yciuyr (entitylD) B mpomykTuBHO#M cpene
PEKOMEHIYETCSI PYKOBOJICTBOBATHCSI CISAYIONTUMHU PUHIIATIAMU:

1. Ilone EntityID nmomkHO omHO3Ha4HO cooTBeTcTBOBaTh URL moprama wmHpopmanmoHHOM|
cuctemsbl koTopas unrerpupyercs ¢ UC ECHUA. [1pumepsl:
— Enaunsblii nopran rocyaapctBeHHbix yeayr (byrkuii): entitylD="http://www.gosuslugi.ru™;
— Poccuiickas obuiectBenHas nnunmatupa: entitylD="https://www.roi.ru".

2. VYkazansseii B mone entitylD URL we moimken comepkarh IP ampec — o0si3aTenbHO yka3aHue
JIOMEHHOTO UMEHH MopTana uHpopMannoHHOU cuctemsl. [IpumMepsr:
— Enuusblii nopran rocyaapcrBeHHbix yeayr (byrkmuii): entitylD="http://www.gosuslugi.ru”;
— HexoppekrHsiii mpumep: entitylD="http://109.207.1.97".

3. VYkazaunbiii B moje entitylD URL He gomkeH cofep:kaTh CUMBOJIOB KUPUILITHIIBL.

A.8 Ilpumepsl koaa Ha sa3bIKe Java Mo ucnojb30BaHul® OpenSAML

IIpumep Koaa mocraBUIMKA YCJIYT

public class Resource extends HttpServlet {
private static SamlConsumer consumer = new SamlConsumer () ;
public void doGet (HttpServletRequest request, HttpServletResponse response)
{
requestMessage = consumer.buildRequestMessage () ;
response.sendRedirect (requestMessage) ;
}
public void doPost (HttpServletRequest request, HttpServletResponse response)
{
responseMessage = request.getParameter ("SAMLResponse") .toString();
result = consumer.processResponseMessage (responseMessage) ;

IIpumep kona cozpanus 3anpoca <AuthnRequest>

// Co3pmanme sjeMeHTa <Issuer>

// issuerUrl - sT0 url cepBUC-NpOBanIepa, KOTOPHEI IeHepupyeT coobmenre <authnRequest>

String issuerUrl = "http://localhost:8080/saml-demo/resource";

IssuerBuilder issuerBuilder = new IssuerBuilder();

Issuer issuer = issuerBuilder.buildObject ("urn:oasis:names:tc:SAML:2.0:assertion","Issuer", "samlp");
issuer.setValue (issuerUrl) ;

// cospmanme 3anpoca <AutnRequest>

DateTime issueInstant = new DateTime () ;

AuthnRequestBuilder authRequestBuilder = new AuthnRequestBuilder () ;

AuthnRequest authRequest = authRequestBuilder.buildObject ("urn:oasis:names:tc:SAML:2.0:protocol",
"AuthnRequest", "samlp");

authRequest.setForceAuthn (new Boolean (false));

authRequest.setIsPassive (new Boolean(false));

authRequest.setIssuelnstant (issuelnstant) ;

authRequest.setProtocolBinding ("urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST") ;
authRequest.setAssertionConsumerServiceURL (issuerUrl) ;

authRequest.setIssuer (issuer);

authRequest.setID (aRandomId) ;

authRequest.setVersion (SAMLVersion.VERSION 20);

CoobOmenne <AuthnRequest> wmoxeT coaepkaTh | JIpPyrHe ODJIEMEHTHI, Takue Kak
<NamelDPolicy>, <RequestedAuthnContext>. 3OTu »s1eMeHTBl CO37alOTCI W JT00ABISIOTCA B

<AuthnRequest> aHaJIOTHYHBIM 00pa3OM.
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CrenepupoBanHblii 3anpoc  <AuthnRequest> nomken ObiTh mpeoOpaszoBano (Mmarshaled) c
ucrosib3oBanueM “org.opensaml.xml.io.Marshaller” u nomxen ObITh 3aK0IMPOBaH B KoHpoBKe Base64
B URL ¢ ucnone3oBanuem org.opensaml.xml.util.Base64.

CunrtbiBanue orBeTa <Response>

Jns cumthiBaHus oTBeTa <Response™>, Hampumep, W3 CepBieTa, OTBET H3BIICKACTCS U3

crpykrypsl “HttpServletRequest™:

responseMessage = request.getParameter ("SAMLResponse") .toString();

W3BneuenHoe coobmieHue “responseMessage” neobxoaumo mpeodpasosats (Unmarshal) u usBiacun
coobmienue <Response>:

DocumentBuilderFactory documentBuilderFactory = DocumentBuilderFactory.newInstance();
documentBuilderFactory.setNamespaceAware (true) ;

DocumentBuilder docBuilder = documentBuilderFactory.newDocumentBuilder () ;

Document document = docBuilder.parse (new ByteArrayInputStream(authRegStr.trim() .getBytes()));
Element element = document.getDocumentElement () ;

UnmarshallerFactory unmarshallerFactory = Configuration.getUnmarshallerFactory() ;
Unmarshaller unmarshaller = unmarshallerFactory.getUnmarshaller (element) ;

Response response = (Response) unmarshaller.unmarshall (element) ;

Hanee ¢ u3BiaeueHHsiM SAML 2.0 Response message MOXXHO BBINOJHATH omneparuu. Hampumep,

usBiedem Subject's Name Id u ceprudukar:

String subject = response.getAssertions().get (0).getSubject () .getNameID() .getValue () ;
String certificate =
response.getSignature () .getKeyInfo () .getX509Datas () .get (0) .getX509Certificates () .get (0) .getValue();

A.9 IIpumep AuthnResponse

<?xml version="1.0" encoding="UTF-8"?>
<saml2:Assertion xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"
ID=" f634aledd5a52c852641c0943475edd7" Issuelnstant="2012-03-01T06:30:00.3072" Version="2.0"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<saml2:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity">https://esia-
portall.test.gosuslugi.ru/idp/shibboleth</saml2:Issuer>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference URI="#_f634aledd5a52c852641c0943475edd7">
<ds:Transforms>
<ds:Transform
Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<ec:InclusiveNamespaces
xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" PrefixList="xs"/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>6p7pdI3FulCoSG2kZbGOtWlGCag=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>
</ds:SignatureValue>
<ds:KeyInfo>
<ds:X509Data>
<ds:X509Certificate>
</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</ds:Signature>
<saml2:Subject>
<saml2:NameID Format="urn:oasis:names:tc:SAML:2.0:nameid-
format:transient"> aB8e8800fal74£f41782184cbbd2lee05f</saml2:NameID>
<saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer">

92



<saml2:SubjectConfirmationData Address="127.0.0.1" InResponseTo="_34efabSb7-47e6-
41bb-b51b-fcb57b7a3£87" NotOnOrAfter="2012-03-01T06:35:00.307Z" Recipient="https://atc-
504:7002/0iosaml/saml/SAMLAssertionConsumer"/>
</saml?2:SubjectConfirmation>
</saml2:Subject>
<saml2:Conditions NotBefore="2012-03-01T06:30:00.307Z2" NotOnOrAfter="2012-03-01T06:35:00.307Z">
<saml2:AudienceRestriction>
<saml2:Audience>sia test</saml2:Audience>
</saml?2:AudienceRestriction>
</saml2:Conditions>
<saml2:AuthnStatement AuthnInstant="2012-03-01T06:30:00.182Z"
SessionIndex="211£f42£f443924066aec4d5bc8740bcel7a93ba3358d9e7003333db957540116b">
<saml2:SubjectLocality Address="127.0.0.1"/>
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport</
saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>
<saml2:AttributeStatement>
<saml2:Attribute FriendlyName="personSNILS" Name="urn:esia:personSNILS"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">000-000-000 00</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="userId" Name="urn:mace:dir:attribute:userId"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">2006101</saml2:Attributevalue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="snils" Name="urn:mace:dir:attribute:snils"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">000-000-000 00</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="authnMethod" Name="urn:esia:authnMethod"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">PWD</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="principalStatus"
Name="urn:mace:dir:attribute:principalStatus" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">A</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="globalRole" Name="urn:esia:globalRole"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">P</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="personEMail" Name="urn:esia:personkEMail"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">sdf@ddd.ru</saml2:AttributeValue>
</saml2:Attribute>
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">SNILS</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="personType" Name="urn:esia:personType"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">R</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="authToken" Name="urn:mace:dir:attribute:authToken"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">b0db6£fdl1-d674-47bb-8£22-9£8291e59255</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="userName" Name="urn:esia:userName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">000-000-000 00</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="middleName" Name="urn:mace:dir:attribute:middleName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
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<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">IMmurpuennuu</saml2:Attributevalue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="attachedToOrg" Name="urn:esia:attachedToOrg"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">1</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="firstName" Name="urn:mace:dir:attribute:firstName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">IOuurpuii</saml2:Attributevalue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="lastName" Name="urn:mace:dir:attribute:lastName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">IMurpner</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="portalVersion"
Name="urn:mace:dir:attribute:portalVersion" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">P</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="userType" Name="urn:mace:dir:attribute:userType"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">P</saml2:AttributeValue>
</saml2:Attribute>
</saml2:AttributeStatement>
</saml2:Assertion>

94



NMPUNOXEHWE B. CEPBUCHI ECUA HA BA3E
MMOJAXOJIA REST

b.1 OOmmue cBenenus o nporpaMmmuom untepgeiice ECUA

B pamkax pasButus ECHA peann3oBaH NpHUKIaAHONW MpOrpaMMHBIM WHTepderc Ha 0aze
apxutekTypHoro cruis “Representational State Transfer” (REST). O mo3BosisseT HHTEIrPHPOBAHHBIM C
ECHA uHpOpMaLIMOHHBIM CHCTEMAaM I0JIy4aTh AOCTYH K XpansmmMcs B ECUA pecypcawm, T.e. TaHHBIM
(HampuMmep, O MOIB30BATENAX WIM APYTUX WHPOPMAITMOHHBIX CHUCTEMax), a TAaKK€ BBITIONHATH Pl
ornepanuu.

BbI30B IpUKIIaTHOTO MPOTrPAMMHOT0 HHTEp(deiica BOZMOKEH TOJILKO TEMU WHTETPUPOBAHHBIMU
¢ ECHA cucremamu, KOTOpbI€ UMEIOT Ha 3TO COOTBETCTBYIOIIME MoJHOMOuYns. KoHTposb ocTyma k
pecypcam ECHA ocymectBisier cepBuc apropuszaumun ECHUA, peanusyrommii Mojeinb KOHTPOJS
J0CTyIa, OCHOBaHHYIO Ha crenudukanusax OAuth 2.0 (cm. [Ipunoxenue B).

s 0003HaYeHHsI pecypcoB HCIOJIb3YIOTCS clieluanbHble uaeHTuGuKaTopbl. CaMu pecypcsl
OpPraHHU30BAHBI MEPAPXUYCCKH, YPOBHHU pa3JeICHBl KOCOM uepTtoii — “/”. Pecypchl Ooiiee «HU3KOTOY
YPOBHS SIBJISIFOTCSI COCTAaBHBIMU YACTSIMU «POIUTEIHCKOTO YPOBHSI»:

B ECHA ucnonbp3yercs ABa THUIIA PECYPCOB:

—  OoKyMenm COJIEPXHUT HWHPOPMALHUIO 00 OTHENbHOM O0OBeKTe B 0a3e JaHHBIX, KOTOPBIH
XapaKTEepPU3yeTCs] HEKOTOPBIMU NOJIIMM M 3HadeHussMu. Hanpumep, ripu 1ocTyne K JOKYMEHTY
00 opraHm3aIiy CepBUC BO3BpaIllaeT HauMeHoBaHue opranuzanuu, ee tTurm, OI'PH u np. Kpome
TOTO0, B IOKYMEHTE MOTYT COJEPKAThCsl CChUIKA Ha CBA3aHHbBIE PECYPCHI: TAK, B JIOKYMEHTE 00
OpraHM3allK pa3MeNatoTCs yKa3aTeln Ha pecypchl (AOKYMEHTBI) IO €€ COTPYIHUKAM;

— KOJeKyusl TIPEACTaBIseT COOOM CHHMCOK HEKOTOPBIX PECypcoB, HalpuUMep, JOKYMEHTOB.
[lepeuens opraHuzamuii, COTPYIHUKOB OTACIBHOM OPraHU3alMU — MNPUMEPHI KOJUIEKIIUH.
Pecypchl, KOTOpBI BKITIOYEHBI B KOJUIEKIIMIO, CHA0KEHBI COOCTBEHHBIMU HUIECHTH(PHKATOPAMHU
(uri).  OObryHO It 00O3HAYEHHUS  KOJUIEKIIMH  HCIOJNB3YIOTCS ~ MHOKECTBEHHBIC
CylIecTBUTENbHBIE (0rgS, Sbjs u ap.).

Hns Be3oBa cepuca ECHA, mo3BOJSAIONIErO MOJYYUTh JAOCTYI K 3allMIIEHHOMY pecypcy,
CHCTeMa-KIMEHT JIOJDKHA HarpaBuTh B hitps-aapec mporpammuoro uatepdeirica ECUA 3ampoc. Jlns
3TOro (B 3aBHCHUMOCTH OT THIIA 3ampoca) Ucnoiab3yroTcs Metonsl GET unu POST. B kaxmom 3ampoce
JOJDKEH OBITh YKa3aH WIAEHTH(UKATOp pecypca, K KOTOpOMYy 3ampammuBaetcs goctyn. Kpome Toro, B

3arpoc Ha Bb130B REST-API nomken ObITh 100aBjIeH cieayronmii header:

Authorization: Bearer <access token>
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<access token> — wmapkep nocTyna, MpeaBapUTEIbHO TONIYYCHHBI Y CEpBUCA aBTOPH3ALUU
ECHUA. Cpox paeiicTBus MapKepa IOCTyNMa pa3linyeH i KaKIoW MH()OPMAIMOHHOW CHCTEMBI H
HacTpauBaeTcss Aamunuctparopom B TexnomorumdyeckoM noptaie ECHUA. OH He MOJKEH UCTeYb Ha
MOMEHT BbI30Ba. Mapkep JocTyna 10JKeH ObITh BBIIAH CUCTEME-KIMEHTY Ha <SCOPE>, MO3BOJISIOLINI
MOJyYUTh 3alpamidBaeMblil 3amuineHHblid pecypc. [Ipumep 3ampoca Ha moiyueHHE CBEICHHUU 00

opranuszanuu ¢ uaeHtuduxaropom 1000000000:

GET /rs/orgs/1000000000 HTTP/1.1\r\n
Authorization: Bearer 75b2c7cbb8dad403491c224c9e431lcef9\r\n
Host: esia-portall.test.gosuslugi.rul\r\n
Accept: */*\r\n
\r\n
B cnydae ycmenrHoi mpoBepKH 3ampoca MPOrpaMMHBIN WHTEpQeic BO3BpallaeT JaHHBIC O
3alUIICHHOM pecCypce. HpI/I HCBO3MOXXHOCTH BBIIIOJIHUTDH 3aIIPpOC BO3BpAIIACTCA KO OILINOKH.
[Tpu BBI30BE cepBUCa MOTYT OBITh 3aJ1aHbI TApaMETPHI 3arpoca (query), KoTopbie 0(hOpMITSIFOTCS
CTaHJapTHBIM criocoboM. Crlenyronmid 3ampoc MO3BOJMT IMOJYYUTh TEpBble 15 opraHu3anuii us3

COOTBETCTBYIOLICH KOJUICKI[UH OrgS:

GET /rs/orgs?pagelndex=0&pageSize=15 HTTP/1.1\r\n
Authorization: Bearer 75b2c7cbb8dad03491c224c9e431lcefI\r\n
Host: esia-portall.test.gosuslugi.ru\r\n
Accept: */*\r\n
\r\n
HpI/I BBI3OBC CCPBUCA MOKET OBITH YKa3zaHa KOHKPETHasA CXe€eMa NpPEeaoCTaBJCHUS JaHHbIX 00
00BEKTE. I[J'IH 3TOTr0 H606XOI[I/IMO AaTh CChIIKY Ha COOTBETCTBYIOIIYIO CXEMY B 3ar0JIOBKE 3aIlpocCe (C

nomoiso ACCEPT. Hampumep:
GET /rs/prns/402 HTTP/1.1\r\n
Authorization: Bearer 75b2c7cbd9db403489c224c9e431lcef9\r\n
Host: esia-portall.test.gosuslugi.rul\r\n
Accept: application/json; schema="https://esia-portall.test.gosuslugi.ru/rs/model/prn/Person-1"\r\n
JlaHHbII 3ampoc MO3BOJSET MOJMYYUTh CBEICHHS O ToJib3oBaTene ¢ uaeHTudukatopom 402,
chopMHupOBaHHBIE cOrTacHO cxeme Person-1. 3to o3Hauaert, uto no mepe pazsutusi ECUA moxeT ObITh
W3MEHEH Iepe/iaBaeMblil aTpUOYTHBINM COCTAaB JaHHBIX O MOJIb30BATENE, B PE3yNIbTaTe Yero MOsBIAETCS
HOBBIE cXxeMbl — Person-2, Person-3 u 1.1. B cBsi3u ¢ 3TUM IS MOTYYEHHs] HEU3MEHHOTO COCTaBa
aTpuOyTOB PEKOMEHIYETCS B 3alPOCE YKa3bIBaTh KOHKPETHYIO cXxeMy. Eciii B kauecTBe CXeMbl yKa3aHa
cxema /model/prn/Person 6e3 sBHOro yka3aHusi BEPCHH, TO BO3BpallaeTcs MocienHssi Bepcus. Eciu
cXeMa He yKa3aHa BOOOIIe, TO TaKXKe BO3BpAIIACTCS MMOCIETHSS BEPCUS CXEMBI.
B otBere Ha xoppekTHBIN 3ampoc Bbiaercs JSON-I0KyMEHT, KOTOPBIH MpeACTaBIseT co00i
HaOOp map KiIIOY/3HAYCHHWE WM MacchB 3HaueHuil. B 3aromoBke (headers) orsera comepikatcs
CIEAYIOIIUE JaHHbIE:

1. Ccouiku (links) na cBsi3anHbIe pecypcbl. Hampumep, ecim B 3anpoce yka3zaH pecype ¢ JaHHBIMH

KOHKpPETHOTO TmoJb3oBatens (Prns/402), To cceUikM OYyAyT COAEpKATh PECYpChl C €ro
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KOHTAKTHBIMU JAaHHBIMU, JOKYMCHTAMHU, aApcCaM, TPAHCIIOPTHBIMU CPCACTBAMH, a4 TAKIKC Ha
«POAMTENILCKUI» PECYPC € IIEPEYHEM BCEX I0JIb30BATEIIEH B CUCTEME.

2. Tun mnpenoctaBisembix gaHHBIX (Content-Type) ¢ yka3aHHEM CXEMBI NPEIOCTaBIAEMBIX
JaHHBIX. HaHpHMep, €CJIM 3allpallinBar0TCA JAaHHBIC O ITOJIB30BATCIIC B CXEME Person-l, TO 6y)1eT
ykazaHo cieayromiee 3Hadenue: Content-Type: [application/json; g=.2; schema="https://esia-
portall.test.gosuslugi.ru/rs/model/prn/Person-1"]

[Tpumep pasnena headers (pa3pbIBbl CTPOK JaHbI I yA0OCTBA YTCHUS):

Link:
[<https://esia-portall.test.gosuslugi.ru/rs/prns/402/docs>; rel=documents; schema="https://esia-
portall.test.gosuslugi.ru/rs/model/docs/Documents-1",
<https://esia-portall.test.gosuslugi.ru/rs/prns/402/addrs>; rel=addresses;schema="https://esia-
portall.test.gosuslugi.ru/rs/model/addrs/Addresses-1",

<https://esia-portall.test.gosuslugi.ru/rs/prns/402/ctts>;rel=contacts;schema="https://esia-
portall.test.gosuslugi.ru/rs/model/ctts/Contacts-1",

<https://esia-portall.test.gosuslugi.ru/rs/prns/>;rel=parent;schema="https://esia-
portall.test.gosuslugi.ru/rs/model/prns/Persons-1"]

Date: [Tue, 26 Nov 2013 10:04:24 GMT]

Transfer-Encoding: [chunked]

Location: [http://esia-portall.test.gosuslugi.ru/rs/prns/402]

server: [grizzly/2.2.16]

Content-Type: [application/json; g=.2; schema="https://esia-
portall.test.gosuslugi.ru/rs/model/prn/Person-1"]

ConeprkarenpHasi 4acTh OTBETA Ha 3aI1poc coJepKUTes B paszaene body. [Ipuvep Bo3BpamniaeMbIx

TaHHBIX (Pa3pbIBbI CTPOK JIAHBI ISl YA00CTBA YTEHUS) O PUBUYECKOM JIUIIE:

{

"stateFacts": ["Identifiable"],
"firstName":"IleTp",
"lastName": "lleTpos",
"birthDate": "19.03.1996" ,
"gender" . "M" 0
"trusted":"true",
"citizenship":"RUS",
"snils":"111-111-111 11",
"updatedOn":"1385460263"

}

Kaxxnoe onucanne o0beKkTa WK KOJUIEKIIUHN COAEPKUT napaMetp stateFacts, ykaspiBaromuii Ha
HEKOTOpHBIE (DaKThI O MPEIOCTABIAEMBIX CBEACHUIX. Bo3MoXkHBI crienyroniue 3Hauenus stateFacts:
— Identifiable - umeer unenTuukarop (HampruMep, 3T0 KOHKPETHBIM KOHTAKT WK IOKYMEHT);
— hasSize - umeer pasmep (HampuMmep, JUIS KOJUICKIIMM YKa3blBaeT Ha YHCIO 3JIEMEHTOB
KOJUICKIIUN );
— FirstPage - mepBas cTpaHuIa CIIKCKa;
— LastPage - mocnenHsist cTpaHuIia CIIUCKa;
— Paginated - mocTpaHHYHBII CIHCOK;
— EntityRoot- kopHeBoii 00beKT;
— ReadOnly - 06beKT TOMBKO TSI YTEHUS.
[Tapametp stateFacts mo3BosisieT, B YacCTHOCTH, NPOHM3BOAUTH pa3/IeieHHE BBIBOJUMBIX
pe3yabTaToB Mo cTpaHunaM. Cleayromuii OTBET MPeICTaBIseT cOOON MEPBYIO CTPAHHUILY HEKOTOPOTO

nepeyHs (pparMeHT, pa3pbIBbl CTPOKH JIaHbI sl yA0OCTBA YTEHUS):
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{

"stateFacts": ["Paginated","FirstPage"],

"elements": [
"https://esia-portall.test.gosuslugi.ru/rs/prns/400",
"https://esia-portall.test.gosuslugi.ru/rs/prns/401"

] 4

"pageSize":"2",
"pageIndex":"1"

)

W3 1aHHOTO OTBETA BUJIHO, YTO Ha KaXKI0W CTPAaHHUIIE OTOOPAKACTCS 1O 2 IIEMEHTA.

s psima omepanuii MOIACPKUBACTCS BOSMOXKHOCTD ecmpaueanus (embedding) cBsi3aHHBIX
mAaHHBIX. J[IS 3TOrO B 3ampoce COOTBETCTBYIOIIETO pecypca HEeoOXOJMMO YKa3blBaTh IMapamMeTp
«embedy, a B kauecTBe €ro 3HaYEHUSI — CYIIHOCTh, KOTOPYIO TPeOYyeTCs BKIOUUTH B OTBET 3aIpoca.

Hanpumep, npu 3ampoce cienyromero pecypca OyayT oToOpaxaTbCsl ccubliKi Ha KOHTAKThI

nonbp3osareist 100000:

https://esia-portall.test.gosuslugi.ru/rs/prns/100000/ctts
OpHako ykasaHue mapamerpa «embed» [Mo3BOJIIET TMONYYUTh JaHHBIE O KOHTAKTax

HEMOCPEICTBEHHO B OTBETE HA CJIEAYIOUIMHI 3ampoc:
https://esia-portall.test.gosuslugi.ru/rs/prns/100000/ctts?embed=(elements)

B sTom citydae 3anpoc qaHHOTO pecypcea OyaeT Bo3Bpamiarh OTBET ((pparMeHT, pa3phiBbl CTPOKH
JaHbl A7 y100CTBA YTCHHUS):

{

"stateFacts": ["hasSize"],
"elements": [
{
"stateFacts": [
"Identifiable"
]7
"id": 194,
"type": "MBT",
"vrfStu": "VERIFIED",
"value": "+7(910)1234567"
}
]l
"size": 1

B nanHOoM ciyuyae Ha MecTe CChUIOK Ha CBSI3aHHBIE AJIEMEHThI BCTPAUBAIOTCS JaHHBIE KOHTAKTOB.
IIpu BcTpamBaHUM COXpPaHSAETCS BO3MOXKHOCTB IOJIYy4aTh CXEMBbl BO3BpAlaEMbIX DPECYpPCOB,
HaIpuMep:

https://esia-portall.test.gosuslugi.ru/rs/prns/100000/ctts?embed=(elements-1)
B >Tom CJIy4ac JaHHbIC 00 nireMeHTax 6y,HYT BO3BpalIaThCA COIJIACHO nepBoﬁ CXEMC.

Takxe BO3MOXHO BCTpanBaHHE HECKOJIBKHX PECYpPCOB B 3alpoCe, HalpUMep:

https://esia-portall.test.gosuslugi.ru/rs/orgs/100000/emps?embed=(elements.person)
B 3TOM ClIyda€ B OTBETC BMECTO CCBHIJIOK Ha COTPYAHHUKOB OpraHU3aIINH 6Yqu‘HepeHaBaTBCﬂ

NepCcoHaANbHbBIE JJaHHbIE COTPYAHUKOB opranu3anuu: @O, otyecTBo, 1aTa U MECTO POXKACHUS, MOT U
T.1. Habop naHHBIX 3aBUCUT OT MH(OpMAINH, YKa3aHHOM B Mpo¢uiie COTPYAHUKA.

HpI/I BCTparBaHUU HECKOJIBKHUX PECYPCOB TAKIKEC BO3MOKHO YKAa3aHWEC Ha BEPCUU, HAIIPUMEDP:

https://esia-portall.test.gosuslugi.ru/rs/orgs/100000/emps?embed=(elements-1.person-1)
HCpC‘ICHL CCBIJIOK, KOTOPBIE MOT'YT OBITH BCTPOCHBI:

— J1aHHbIE O QUBHYECKUX JTUIAX:
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b.2

KOHTaKTHBIC TaHHBIE (contacts);

anpeca (addresses);

JIOKyMeHTHI (documents);

TpaHCIIOPTHBIE cpeacTBa (vehicles);

OpraHu3aIH, K KOTOPBIM MPUHAIIISKUT (PU3UIECKOE IO (organizations);
JaHHbIE 00 OpraHU3aLMsIX:

KOHTaKTHBIC JJaHHBIE (contacts);

anpeca (addresses);

TpaHCIOpPTHEIE cpencTBa (vehicles);
JTAaHHBIE O COTPYIHUKAX OpPraHU3alUU:

JIaHHBIE O COTPYAHUKE Kak (usndeckoM suiie (person).
JaHHBIE TI0 CChUIKaM, OTOOpa)kaéMbIM B COJEp)KaHUU OTBETa B pasfene «elementsy
(BO3MOXKHOCTH BCTpamBaHHA elements ecTh BesJe, rie mapaMerp stateFacts mMeeT 3HaYeHHE
“hasSize”).
Jlanee npuBeieHbI OMMCAHMS CIEAYIONINX onepanuil mporpammuoro uatepdeiica ECUA:
MIPeI0CTaBIIEHNE TIEPCOHANBHBIX JAHHBIX MOJIb30BaTENCiH;
npoBepka (akTa yaaneHus: yu€THo# 3anucu nojib3zoBarenss ECUA;
IIPEIOCTABIIEHUE CBEICHUN O BXOXK/IEHUU M0JIb30BATENs B TPYIIIIBI M OPraHU3aLNu;
MpeIOCTaBIIEHUE JAHHBIX U3 MPO(UIISL OpraHU3allHH;
MPEAOCTABIIEHUE CIIUCKA YYACTHUKOB TPYIIIbI MM OPraHU3allny;
IIPEAOCTABIICHUE CBEJICHUM O BXOKJICHUH I10JIb30BATENEH B ITPYIIIIBL,
yIpaBiieHUE TaHHBIMH OpPraHU3aluu;

npeaoCTaBJICHUC CBEJICHUI O CY6I>€KTG.

IIpenocTaBiieHHe MEPCOHAJBLHBIX TaHHBIX MOJIb30BaTe e

I[J'IS[ MOJIYYCHH A NCPCOHAJIBHBIX JAHHBIX O ITOJB30BATCIAX CUCTCMA-KIIMCHT AOJIPKHA HAIIPaBUTh

B https-ampec REST-API cucremsr ECUA? 3ampoc meTomom GET. B 3ampoce J1omkeH ObITH yKa3aH

pecypce, coaepkanuii HeoOxoauMele naHHble. Mepapxus unentudukaropos stux pecypcos B ECUA

UMECT CJ'IC,Z[YIOH_IHﬁ BU:

/prns/{oid}/{collection_name}/{collection_entity_id}, rxe:

prns — nepeyeHsb (KOJUIEKIIHS ) MoJIb30BaTesei, 3apeructprupoBaiHbix B ECUA;

29 B tecToBoii cpene cepeuc noctymen mo URL https://esia-portall.test.gosuslugi.ru/rs/prns
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— {oid} — Buyrpennuii uneHTudUKaTOp 0OBEKTA, B TOM YKCIC Moib3oBaTels, B ECUA;
— {collection_name} — ccbuika Ha mnepedeHb (KOJUICKIIMIO) THIIOB JAaHHBIX, YKa3aHHBIX
0JIb30BAaTEJIEM C JAHHBIM 0id, BO3MOYKHbBIC 3HAUCHHS:
- CttS — KOHTaKTHEIC JaHHBIC;
- addrs — anmpeca;
- doCs — JOKyMEHTBI MOJIb30BATEIIS;
- 0rgs — opraHu3aiuu, COTPYTHHUKOM KOTOPBIX SIBIISICTCS TaHHBIN MOTb30BaTEb;
- kids — neTu nons3oBareis;
- Vhls — TpaHcIOpTHBIE CpeCTBA MMOJIB30BATEIIS.
— {collection_entity id} — BHyTpeHHuI uaeHTH(UKATOP dJIEMEHTA (HapUMEp, KOHTAKTa WIIH
noKyMeHTa) mojb3oBateisi B ECUA.
B 3ampoc momkeH ObITh no0aBieH header ¢ mMapkepom J0CTyIa, MO3BOJSIOIIAM IOTYYHUTh
JOCTYI K JaHHOMY pecypcy (6o scope id_doc ¢ mapamerpamu, 1100 OJMH WIIM HECKOJIBKO SCOPE,
06eCIIeuNBAONINX JOCTYH K EPCOHAIBHBIM JaHHEIM T0JIb30BATENs, C TapaMeTPaMu-L).

[Tpumep 3ampoca (BBI30B cepBHCca B cpesie pa3paboTKu):

GET /rs/prns/6924 HTTP/1.1\r\n

Authorization: Bearer 75b2c7cbb8da403491c224c9e431cef9\r\n
Host: esia-portall.test.gosuslugi.rul\r\n

Accept: */*\r\n

\r\n

Hannblie, kotopbie ECHA Bo3BpaliaeT B OTBET Ha 3ampoc, MpeicTaBiIeHbl B Tabauie 6.

Ta6J'II/II_[a 6 —HapaMeTpLI OTBCTA Ha 3aI1pOC O NCPCOHAJIBHBIX JaHHBIX ITOJIb30BATCIIA

URI
Ne | 3ampammBaemoro | Onmcanue pecypca IIpenocraBisieMble JaHHbIE
pecypca
1. | /prns/{oid} JlaHHBIC O JlaHHBIE 0 DU3HUECKOM JIHIIE:
10JIb30BAaTeEJIE C <rldDoc> — uneHTU(HUKATOP TEKYILETO JOKYMEHTA
UACHTU(DUKATOPOM | MOJIb30BATEIS;
prn-id <firstName> — nms;

<lastName> — dpamuus;

<middleName> — oruecTBO;

<birthDate> — nata poxnenus (B popmare
«IAMM.ITTT»);

<birthPlace> — mecTo poxneHus mosab30BaTes;
<gender> - mo;

<trusted> — Tun y4eTHoi#t 3amucu (MMOATBEPIKICHA
(“true”) / me moarBepkacHa (“false”));

%0 Hampumep, fullname, contacts, email (cm. Tlpunoxenue B.4). Bee 5Tu SCOPE Takyke MO3BOJIAIOT
MOJIYYUTh JJAHHBIC O MPU3HAKE TOATBEPKICHHOCTH YUETHOM 3aIiCH MOJIb30BaTelsl (ATpHOYT
<trusted>). [1pu 3anpoce y cepBuca aBropuzanuu ECUA mapkepa qocTyna Ha yKa3aHHBIE SCOpE He
HYXHO B Ka4eCTBE IapaMeTpa yKa3blBaTh 0id 3TOr0 MOJIb30BaTes.
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URI
3anpamuBaeMoro

pecypca

Onucanue pecypca

IIpenocraBiiseMble JaHHbIE

<citizenship> - rpaxxaancTBO (MACHTHPUKATOP
CTpaHbI IPaXKIAHCTBA);

<snils> - CHUJIC;

<inn> - HH;

<updatedOn> - gara mocieaHero H3MEHEHHUS
YUYETHOM 3aIKCH MOJIb30BaTENs (337aeTCs KaK
KOJIMUYECTBO ceKyH, npowmeamux ¢ 00:00:00 UTC
1 staBaps 1970 rona);

<verifying> - nporecc NpoBEpPKH JaHHBIX
(true/false);

<status> - craryc Y3 (Registered —
sapeructpuponana/Deleted — ynasena).

/prns/{oid}/ctts

[Iepeuenn
KOHTAKTOB
(GU3NIECKOTO ITUIa

[TepedeHb KOHTAKTOB (DU3MUECKOTO JIHIIA (B BHIC
CCBUIOK Ha pecypc C ykazanuem {ctt_id},
COJIEprKalNil TaHHBIE O KAXKJIOM KOHTAKTE)

/prns/{oid}/ctts/{ctt
_id}

Caenenus 00
OT/CIBHON 3amicHy B
NepeYHe KOHTAKTOB
(bu3nIecKoro IUIa

KoHTakTHBIE TaHHBIE:

<type> — THII 3aIKiCH, MOKET IMETh 3HAUCHUS:
“MBT” — MoOMIIbHBIN TeNe(OH;

- “PHN” — nomamnuii TenedoH;
“EML” — snekTpoHHas mo4ra.

<vrfStu> — cBeICHUS O «ITOATBEPKICHHOCTI

KOHTAKTOB, MOYKET UMETh 3HAUCHMUS:
“NOT_VERIFIED” — He noaTBepK/IeH;

- “VERIFIED” — noarBepxaeH.
B nacrosmee Bpems cratyc “VERIFIED”
MO3KET OBITh TOJBKO Y MOOMIBHOTO TenedoHa
(“MBT”) u anpeca 31€KTPOHHON MOYTHI
(“EML).

<value> — 3HaueHME KOHTAKTA,

<vrfValStu> — HeoOs13aTenbHbII Tapamerp,

YKa3bIBAETCS B ClTydae, €CJIM KOHTAKT HaXOJUTCS B

mpolecce MoATBepkKAeHUs. MoKeT IpUHUMATh

CIIeTyOIIee 3HAUCHUE!
“VERIFYING” — B npouiecce moATBEPKACHHUS.
B nacrosimee Bpems cratyc “VERIFYING”
MO3KET OBITh TOJIBKO Y MOOMIBHOTO TenedoHa
(“MBT”) u anpeca 31€KTPOHHOM MOYTHI
(“EML).

<verifyingValue> — 3nHaueHue KOHTaKTa,

HAXOJISIIETOCS B MPOLIECCE MOATBEPIKICHHUS.

/prns/{oid}/addrs

[Iepeuens agpecos
(buzmvecKoro nuIa

[Tepeuens aapecoB (HhuU3MUECKOro Iuia (B BUIE
CCBUTOK Ha pecypc C ykazanuem {addr_id},
COJIepIKAIUil TAHHBIE O KaKIOM ajipece)

/prns/{oid}/addrs/{
addr_id}

Csenenus 00
OTJIEJILHOM 3aIIiCH B

Anpeca:
<type> — Tumn 3anucu, MOKeT UMETh 3HAYCHUS:
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3ampammuBaeMoro
pecypca

URI

Onucanue pecypca

IIpenocraBiiseMble JaHHbIE

NepeyuHe aIpecoB
(busnvecKkoro mmna

“PLV” — anpec mecTa IpOKUBAHUS;

“PRG” — anpec MecTa perucTpaiuu.
<zipCode> — unyexc;
<countryld> — uaeHTrduUKaTOp CTPAHBI,
<addressStr> — aapec B Bue CTpOKH (HE BKIIIOYAsI
JIOM, CTPOEHHE, KOPITYC, HOMEP KBapTHPHI);
<building> — cTpoenue;
<frame> — kopmyc;
<house> — nowm;
<flat> — kBaptupa;
<fiasCode> — xox KJIAJIP;
<region> — pervoHx;
<city> — ropoz;
<district> — BHyTpUTOpOICKO# paiioH;
<area> — paioH;
<settlement> — nocenenue;
<additionArea> — for. TeppuTOpHS;
<additionAreaStreet> — ynuiia Ha 011. TEPPUTOPHH;
<street> — ynuna.

/prns/{oid}/docs

Ilepeuenn
JIOKYMEHTOB
(bu3nyecKoro numa

[TepedyeHb JOKYMEHTOB (PU3HUECKOTO JIHIA (B BUJIE
CCBUIOK Ha pecypc ¢ ykazanuem {doc_id},
COJIEp KAl TaHHbBIE O KaKIOM JIOKYMEHTE)

/prns/{oid}/docs/{d

oc_id}

Caenenus 00
OT/IeNIbHOM 3aIiCH B
nepeyHe
JOKYMEHTOB
(u3nyeckoro iuua

JIOKyMEHTBI:

<type> — TUII 3aITUCH, MOXET UMETh 3HAYCHUS:
“RF_PASSPORT” — nmacnopt rpaxxjanusa P®;
“FID_DOC” — 1oKyMeHT HHOCTPaHHOTO
rpa)x/1aHNHa;

- “RF_DRIVING_LICENSE” — BonuTensckoe
YIO0CTOBEpPEHHUE.

- “MLTR_ID” — BoeHHbIi1 Ouier;

- “FRGN_PASS” — 3arpaHuuHbIii acIopT;

- “MDCL_PLCY” — nomuc OMC;

- “RF_BRTH_CERT” — cBUAETEIBCTBO O
poxxnenuu — Pocens;

- “FID_BRTH_CERT” — cBUI€TE€THCTBO O
POXJIEHUH — JIpyrasi CTpaHa;

- “OLD_BRTH_CERT” — cBUAETENHCTBO O
poxnenun — CCCP.

<vIfStu> — cBeIeHUsI O «ITOATBEPKICHHOCTHY

JIOKYMEHTOB, MOXET UMETh 3HAYCHMUS:
“NOT_VERIFIED” — He noATBEpK/IEH;

- “VERIFIED” — noareepxaeH.

<actNo> — Homep akToBOM 3anucu (A5

cBuaetenscTBa o poxaennu PO u CCCP);

<series> — cepust JOKyMEHTA;

<number> — HoMep JTOKyMeHTa;
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URI

Ne | 3ampammuBaemoro | Onucanue pecypca IIpenocraBJ/isiemble TaHHbIE
pecypca
<issueDate> - nata BbIIaYM JOKYMEHTA;
<issueld> — xox moapasaeeHus;
<issuedBy> — keM BbIJaH;
<expiryDate> - cpok JeiiCTBHS JOKYMEHTA,;
<lastName> — ¢amuius (J1st 3arpaHUIHOTO
nacropTa);
<firstName> — ums (Ji71s1 3arpaHUYHOrO MMACIOPTA).
8. | /prns/{oid}/orgs [lepeuenn [Tepeuensb opranu3alii, COTpYIHUKOM KOTOPBIX
OpraHu3anuii, siBJsieTcsl pu3ndeckoe Mo ¢ AaHHbM {0id} (B
COTPYTHUKOM BUJIE CCHIJIOK Ha pecypc ¢ ykaszanuem {0id},
KOTOPBIX SIBIISICTCS COZIEPIKAIIN JAHHBIE O KaXKI0M OpraHu3aIlim )
JaHHOE (PU3HUYECKOE
JIUIIO
9. | /prns/{oid}/kids [epeuens 3amuceii o | [lepedyens aereit Gpusudeckoro iuia (B BUIE
JeTX (U3HUYECKOro | CChIJIOK Ha pecypc ¢ ykasanuem {Kid_id},
JHIa COJICpIKAIlUil TAHHBIC O KAKIOM peOCHKE)
10. | /prns/{oid}/kids/{k | CencHust 00 Hertu:
id_id} otaensHoM 3anuck B | <firstName> — ums pebenka;
nepeyHe aerei <lastName> — ¢amuius pebeHKa;
(buU3MYECKOro Iuma <middleName> — otuecTBO pebeHKa;
<birthDate> — nara poxxaeHus;
<gender> — mour;
<snils> - CHUJIC;
<inn> - 1HH;
<trusted> — npu3HaK MOATBEPKACHHOCTU JIaHHBIX O
pebenke (moaTBepkaeHsI (“true”) / e
noaTBepxkaeHbI (“false™));
<updatedOn> — mara mocieaHero u3MeHEHUs
JIAHHBIX 0 peOCHKE (3a/1aeTCs KaK KOJIUYIECTBO
cexynz, npomenmux ¢ 00:00:00 UTC 1 suBaps
1970 rona)
11. | /prns/{oid}/kids/{k | ITepeuenn [TepeueHb TOKYMEHTOB peOEHKA TaHHOTO
id_id}/docs JTOKYMEHTOB ¢busnueckoro juiia (B BUIE CCHUIOK Ha Pecypc ¢
peOenka ykazanueM {doc_id}, cogepskamiuii TaHHBIE O
(bu3uIecKoro JuIa KaKJIOM JJOKYMEHTE)
12. | /prns/{oid}/kids/{k | CencHust 00 JIoKyMeHTBI peOeHKa OMUCHIBAIOTCS 110 aHAJIOTHHU C

id_id}/docs/{doc_i
d}

OTJIEJILHOM 3aIKCH B
nepevHe
JIOKYMEHTOB
pebenka
(bu3MUecKoro nuia

JOKyMeHTaMu (u3nuecKoro nuna. s nereit
IpeyCMOTPEHBI CIIEAYIOIIUE THITBI (<type>)
JIOKYMEHTOB:
“MDCL_PLCY” — nomuc OMC;
- “RF_BRTH_CERT” — cBUIETENBCTBO O
poxaenun — Poccus;
-  “FID_BRTH_CERT” — cBUIETEIHCTBO O
POKIICHUH — ApyTasi CTPaHa;
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URI

Ne | 3ampammuBaemoro | Onucanue pecypca IIpenocraBJ/isiemble TaHHbIE
pecypca
“OLD_BRTH_CERT” — cBUAETEIBCTBO O
POXKIACHUU — CCCP3,
13. | /prns/{oid}/vhls [MepeueHn [TepeueHb TPAHCIIOPTHBIX CPEICTB, KOTOPHIMH
TPAHCIIOPTHBIX BJIJICET JAHHBIN MTOJIb30BATEIb
CpEJICTB
14. | prns/{oid}/vhis?em | Ilepeuenn [TepeueHb TPaHCIOPTHBIX CPEICTB, KOTOPHIMU
bed=(vehicles.elem | TpancnopTHBIX BJIQJICCT JIAHHBIN MMOIH30BATEIh, COJACPKAIIUN
ents) CPEJICTB C IaHHBIMU | HH(POPMAIHIO O Ka)KIOM TPAHCIIOPTHOM CPEIICTBE
0 KaXKI0M
TPaHCIIOPTHOM
CpE/ICTBE
15. | /prns/{oid}/vhis/{v | TpaucnoptHoe <name> — uMst aBTOMOOMJIS (HAIIpuMep, MapKa UiTu
hl-id} CPEACTBO JPYyroe MoJib30BaTe/IbCKOE OMUCAHUE);
II0JIb30BATECIIA <numberPlate> — rocynapcTBeHHbII

PEruCTPallMOHHBIN 3HAK;
<regCertificate> — qanHbIie CBUIETEIHLCTBA O
rOCy/IapCTBCHHON PETUCTPAIINH, BKIIOYACT B CeOsI
aTpUOyTHI:

— <Series> - cepusi CBUCTEIbCTBA;

— <number> - HOMEpP CBUIETEIILCTBA.

[pu oTOOpakeHUU BCeX KOJUICKIIUI UCIIONIb3YeTCsl MEXaHu3M paging.

[Tpumep oTBeTa Ha 3aIIPOC KOHTAKTHBIX JAHHBIX (PU3HUYECKOTO JHIa ((parMeHT, pa3pbIBBI CTPOK

JaHbl A7 y100CTBA YTCHHUS):

{

"stateFacts":

["Identifiable"],

"type":"MBT",
"vrfStu" :"VERIFIED",
"value":"+7(777)7777T7TT"

}

HpHMep OTBCTA Ha 3aIllpOC KOHKPETHOI'O aZipeca (1)I/I3I/IIIGCKOFO JIMIa ((bpal"MeHT, Pa3pbIBBI CTPOK

JaHbl A7 y10OCTBA YTCHHUS):

{

BopoHex ropon,

"stateFacts": ["Identifiable"],

"eTag": "672951A704B88A0063A35C3F49409152B087A49A",
"id": 21423,

"type": "PRG",

"region": "BopoHexckas O6yacTs",

"addressStr": "BopoHexckas o6JjiacThb,

"frame": "5",

"fiasCode": "Sbf5ddff-6353-4a3d-80c4-6£fb27£00c6cl",
"city": "Bopouex I'opom",

"countryId": "RUS",

[IKpn Masax-1 Teppuropua",

[Tpumep oTBeTa Ha 3aMpOC KOHKPETHOTO JTOKyMEHTa (U3MYecKOro jJuna ((pparMeHt, pa3phiBbl

CTPOK JaHbl JJIs1 yI00CTBA UTEHUS):

{

31 Jlyst mpocMOTpa MONHBIX JAHHEIX O pebeHKa ¢ €ro JOKyMEHTaMH MOKHO HCIIOJIb30BaTh PEXKUM BeTpanbanus (embed). B
9THX HEJIX He0OX0auMo caenath 3anpoc merogom GET mo crenyromemy aapecy:
/prns/{oid}/kids/{kid_id}?embed=(documents.elements)
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"stateFacts": ["Identifiable"],
"type":"RF_PASSPORT",
"vrfStu":"VERIFIED",
"series":"3333",
"number":"333333",
"issueDate":"1383249600",
"issueId":"333333"

}

[Ipumep oTBeTa Ha 3ampoC KOHKPETHOI'O TPAHCHOPTHOIO CPEICTBAa (DU3UUECKOTro JIUIA

(pparmeHT, pa3peIBBI CTPOK JaHBI ISl YA0OCTBA YTCHUS):

{
"stateFacts": ["Identifiable"],
"name": "Xonma",
"numberPlate": "A1330H177",
"regCertificate": {
"series": "77YE",
"number": "204623"

[Ipumep oTBeTa Ha 3ampOC BCEX TPAHCHOPTHBIX CPEICTB (PU3UYECKOTO JIHIlA, TOTYyYECHHBIN C
HICTIONB30BAHAEM BO3MOXKHOCTEH BCTpamBaHMS? ((DparMeHT, pasphiBBI CTPOK AAaHBI IS yH06CTBA

YTCHUS):

{
"stateFacts": ["Paginated"],
"size": 5,
"pageSize": 5,
"pageIndex": 2,
"totalSize": 12,
"eTag": "EG6DAE96DADEICA29F5C50979BBB7C8BF4422FD62",
"elements": [{
"stateFacts": ["Identifiable"],
"id": 6590,
"name": "TOYOTA",
"numberPlate": "A111AAl136",
"regCertificate": {"series": "1234","number": "123456"},
"eTag": "F69EEA8910E298E97C8E6249A130A7195DFETF1A"},

b.3 Ilposepka (pakrTa yaajeHusi y4THOM 3aIUCH U CBA3AHHBIX C Hel

NMEePCOHAJILHBIX JaHHBIX MoJib3oBaTessa u3 ECHA

Bb130B naHHO# omepauuu mnpeaocTasisieT MHTerpupoBaHHbIM ¢ ECHUA uHpOpMannoHHBIM
cucTeMaM JaHHble 00 ynaneHHbIX nonb3oBareisix B ECHUA (upentudukarop monb3oBarens). s
MOJTyYeHHs TIepeUHsl yJaJICHHBIX IMOJb30BaTeel CUCTeMa-KIMEeHT JIO0JDKHA HampaBuTh B https-aapec
REST-API cucremsr ECHA 3anpoc merogom GET. B 3ampoce nomkeH OBITH yKazaH pecypc,
coZiepKalIii HeoOXOoAMMbIe JaHHble. B KauecTBe 3TOro pecypca HCIONIB3YETCS CTaHIApTHBIN
UACHTUDUKATOP pecypca € IMEepPCOHAIBHBIMU JIaHHBIMHU I0JIb30BaTeNei (/prns), BO3BpallarolIui
NepeyeHb 3aperuCTPUPOBAHHBIX B CHCTeMe Mojb3oBatened (cMm. pazzen b.2). Cnenuduka BbI30Ba

JTAaHHOM orepanuu COCTOUT B TOM, UTO 3alIpOC OOJDKEH COACPKATh CICAYIOINUE ITapaMETPhI:

%2 3anpomennslii pecype: /prns/100000?embed=(vehicles.elements) nmm
/prns/100000/vhls?embed=(vehicles.elements)
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— <status> - craryc nosib3oBareis, 10keH umeTs 3HaueHue “DELETED”;

— <updatedSince> - para, HauMHas C KOTOPOW HEOOXOJMMO OTOOpa3UTh YIAICHHBIX
noJbp30BaTese. 3a1aeTcs Kak KonudecTBo cexkyHn/ i, mpomeamux ¢ 00:00:00 UTC 1 suBaps 1970
roja.

B 3anpoc momken ObiTh jo0aBiaeH header ¢ mapkepom gocTyma, MO3BOJISIOUIMM IOJIYYUTH
JOCTYII K JaHHOMY pecypcey (scope http://esia.gosuslugi.ru/tech_inf ¢ mapamerpamu).

[Tpumep 3ampoca (BbI30B cepBHca B cpezie pa3paboTKu):

GET /rs/prns?status=DELETED&updatedSince=1384218061 HTTP/1.1\r\n
Authorization: Bearer 75b2c7cbb8da403491c224c9e431cef9\r\n
Host: esia-portall.test.gosuslugi.rul\r\n
Accept: */*\r\n
\r\n
B xadecTBe oTBeTa nepeaacTca n€pecuUCHb (I)I/ISI/I‘IGCKI/IX JIMII, YOAJICHHBIX C YKaSaHHOﬁ JaThbl. 9T10T
IEPEUYCHb TIPCACTABIACT co00#1 CHUCOK CCBUIOK Ha pecypc € YKazaHHEM {Old}, coz[epxcamnﬁ

UICHTH(PHUKATOPBI BCEX YIAICHHBIX (PU3MUSCKUX JIUI] C YKa3aHHOH B 3aIIpOCE JIATHhI.

b.4 IlpenocrasjieHre JaHHBIX U3 NPOPUISE OPraHU3ALUA

JIsst TosTydeHust IaHHBIX 00 OpraHM3alusIX CUCTeMa-KIMEHT J0JDKHA HampaBuTh B https-agpec
REST-API cucremp: ECUA® 3anpoc meronom GET. B 3ampoce nomkeH OBITh yKa3zaH pecypc,
coJieprKaIuii HeoOXoaumble nanHbie. Mnentudukarop storo pecypca B ECHA umeer ciienyromuii BUI:

lorgs/{orgOid}/{collection_name}/{collection_entity id}, rae:

— 0rgs — koJuIeKIus opranuzanuii, umeromuxcs B ECUA;
— orgOid — BuyrpenHuil uneHtudukarop opranmszaiuu B ECUA; mis ompenenenus orgOid

COOTBETCTBYIOIIEH OpraHU3alul HeOOX0AMMO HCIONB30BaTh atpulyT 0rgoid, mepenaromuiics

B yTBepkaeHuIx SAML,;

— {collection_name} — ccbuika Ha mepedyeHb (KOJUICKIMIO) THIIOB JaHHBIX OpPraHU3aluu C
yKa3aHHBIM 0id, BO3MOXHbIEC 3HAUCHHS:
- CttS — KOHTaKTHbIE JAHHBIE;
- addrs — axgpeca;
- Vhls — TpaHCcTIOpTHBIE CpE/ICTBA,;
- brhs — ¢punmaner opranmzanym.

— {collection_entity_id} — BHyTpeHHMII HICHTH(QUKATOP KOHTAKTa, ajapeca, TPAHCIOPTHOTO
cpeacTBa uiu ¢uimana.

B 3ampoc momken ObiTh mobaBien header ¢ mapkepoM I0CTyIa, MO3BOJSIONIMM IOJYYUTh

33 B tecToBoii cpene cepruc noctyren no URL https://esia-portall.test.gosuslugi.ru/rs/orgs
106



JOCTYII K TAaHHOMY pecypcy (SCOPE B 3aBUCHUMOCTH OT TIOJTHOMOYHA CUCTEMBI).

[Ipumep 3ampoca (BbI30B cepBUCa B cpefie pa3pabOTKH):

GET /rs/orgs/1000000000 HTTP/1.1\r\n
Authorization:
Host: esia-portall.test.gosuslugi.rul\r\n
Accept: */*\r\n

\r\n

Bearer 75b2c7cbb8dad403491c224c9e431cef9\r\n

Jannsie, kotropeie ECHA Bo3BpamaeT B OTBET Ha 3alpoC, MPEACTABICHBI B TaOIUIE 7.

Tabnuua 7 —ITapamMeTpbl OTBETa Ha 3aPOCHI O TAHHBIX OPraHU3aALUN

URI
Ne | 3ampammuBaemoro | Onucanue pecypca IIpenocraBJ/isieMble JaHHbIE
pecypca
1. | /orgs/{orgQOid} JlanHbIe 00 | [laHHbIC 00 OpraHU3aLuK:
OpraHu3aIuH c | <shortName> — cokpalleHHOe HaWMEHOBaHHUE
UICHTU(QUKATOPOM | OpraHH3aIHH;
{orgOid} <fullName> — monHOe HaMMEHOBAHKE OPraHU3AIHHT;

<type> — tun opranuzanuu. s rocygapcTBEHHBIX
opranuzaruii — “AGENCY”, my1s ropuInuecKkux JIni
- “LEGAL”;

<ogrn>— OI'PH opranuzauuu;

<inn> - UHH oprauuzanuu;

<leg> - ko1 OpraHU3aIMOHHO-TIPABOBON (HOPMBI I10
ob1epoccuiickomy KJIacCUPUKATOpy
OpraHU3aIMOHHO-TIPABOBBIX (HOPM;

<kpp> - KIIII opranusanuu;,

<agencyTerRange> — TeppUTOpHAIbHAS
IIPUHAJIEKHOCTh OI'B (TONbKO JUIS
roCyJapCTBEHHBIX OpraHu3anuii, KoaA 1O
cinpaBouHUKy «CyObexTsl Poccuiickoil penepannn»
(CCPD), TSt Poccuiickoit denepaunn
ucnonbzyetcs kox 00;

<agencyType> — Tun OI'B (tompko s
rocy/apcTBEHHBIX OpraHu3anuii)®;

<staffCount> —  KkoOJHMYECTBO  COTPYJHHKOB
OpraHu3aIumy,

<branchesCount> - KOJIMYECTBO  (PHITMAIIOB

opranuzaiuu (toisko A FOJI u OT'B).

% B nacTostiee BpeMs HCTIONB3YIOTCS CIEAYIONIHE KO
10.FED - ®enepanbHbIif OpraH UCTIOHUTELHON BIACTH
11.REG - Opran ucnosHuTe bHOH BracTu cyobekra PO

12.LCL - Opran MecTHOTO caMOYIIPaBJICHHS

13.PVD - [lonBenoMcTBeHHas: opraHu3aius GpeaepajsbHOro opraHa UCTIOIHUTEILHON BIACTH

20.GOV - I'ocymapcTBEeHHOE YUPEIKICHHE
21.MCL - MyHunumnagpHOe yupesKIeHHIe
30.FND - I'ocynapcTBeHHBIN BHEOIOKETHBIA (HOH/T

31.PFN - I[TogBenoMcTBEeHHAs! OpTaHU3AIIMS TOCYIapPCTBEHHON BHEOIOPKETHOTO JOHIa

40.MFC - MHOTO)YHKIIMOHATBHBIH IEHTP

41.LEG - 3akoHOoJaTenbHbIN (IIPEeICTaBUTENbHBIN) OpraH rocy1apcTBEHHON BJIACTH CyOBEKTa

Poccuiickoit ®eneparnn
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URI

NepeyHe aipecoB
OpTraHHU3aII’

Ne | 3ampammuBaemoro | Onucanue pecypca IIpenocraBJ/isiemble TaHHbIE
pecypca
2. | lorgs/{orgOid}/brh | Ilepeuenr ¢unmanor | [lepeuens ¢unmanoB opraHu3anuu (B BUAE CCHUIOK
S OpraHU3aIHH Ha pecypc C ykazanuem {branch_id}, coxepxariuii
JTAHHBIC 0 KKIOM (riinae)
3. | /lorgs/{orgOid}/brh | Cenenus o punmane | Jauusie o puaunae:
s/{branch_id} OpraHHU3aluH <name> — ums punuana,
<kpp> — KIIII ¢punmana;
<leg> — Ko OpraHU3aIMOHHO-TIPABOBOI (POPMBI O
0011IepoCCUiickoMy KJIacCH(pUKATOPY
OpraHu3alMOHHO-TIPABOBBIX (POPM;
<staffCount> — koaruecTBO COTPYIHUKOB (HIHATA.
JInst mpocMOTpa KOHTaKTHBIX JaHHBIX W aIpecoB
bunuana ciuemyeT BOCIOIb30BAaThCS —pecypcamu
lorgs/{orgOid}/brhs/{branch_id}/ctts u
/orgs/{orgOid}/brhs/{branch_id}/addrs
cootBeTcTBeHHO. CTpPyKTypa 3THX  peCypcoB
aHaJIOTHYHA pecypcaM rOJIOBHOM OpraHu3aluu
4. | Jorgs/{orgOid}/ctts | [lepeueHs [lepeueHb KOHTAKTOB OpraHU3aliy (B BUJE CCHUIOK
KOHTAaKTOB Ha pecypc C ykaszanuem {Ctt_id}, comeprxamuii
OpraHu3aIuu JIAHHBIC O KaJKJIOM KOHTAKTE)
5. | /lorgs/{orgOid}/ctts | CBenenus 06 KoHTaKTHBIE JaHHBIE:
[{ctt_id} OT/ICJIbHOM 3anucu B | <type> — TUI 3alUCH, MOKET UMETh 3HAYCHUSI:
MepeyHe KOHTAKTOB “PHN” — Ttenedon;
OpraHu3aLuu “OFX” — (axc;
“OEM” — snekTpoHHas moyTa.
<vrfStu> — cBefIeHUs O «ITOATBEPKICHHOCTI
KOHTAaKTOB, MOYKET UMETh 3HAUCHHSI:
“NOT_VERIFIED” — He noaTBepK/eH;
“VERIFIED” — noatBep/eH.
<value> — 3HaueHre KOHTAKTa
6. | /orgs/{orgOid}/add | ITepeucHs aapecos [Tepeuens agpecoB opranu3aiyu (B BHIE CChLTOK
rs OpraHHU3aLUH Ha pecypc C ykasanuem {addr_id}, cogepskamuii
JIAHHBIE 0 KXJIOM aJ[pece)
7. | lotg/{orgOid}/addr | CBenenus 06 KoHTakTHBIC JaHHBIEC:
s/{addr_id} OT/ICJIBHOM 3anKcu B | <type> — TUII 3allUCH, MOKET UMETh 3HAUCHHUS:

“OLG” — ropuanyeckuil aapec;

“OPS” — daxTuueckuii agpec;
<zipCode> — unpekc;
<countryld> — unenTuduKaTOp CTPAHBI;
<addressStr> — aapec B BUE CTPOKH (HE BKIIFOYAs
JIOM, CTPOEHHE, KOPITyC, HOMEP KBapTUPBI);
<building> — crpoenue;
<frame> — koprmyc;
<house> — nowm;
<flat> — xBapTupa;
<fiasCode> — xox PUAC;
<region> — peruox;
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URI
Ne | 3ampammBaemMoro

pecypca

Onucanue pecypca

IIp(HIOC111BJ[ﬂehdble)Iaﬂ{HEJe

<city> —ropon;

<district> — BHyTpUTrOpOACKO# paiioH;

<area> — paioH;

<settlement> — nocenenue;

<additionArea> — nom. TeppuTopHs;
<additionAreaStreet> — ynuua Ha A0I1. TEPPUTOPHH;
<street> — ynuna.

CpCACTB C JaHHBIMU

8. | /orgs/{orgOid}/vhl | IlepeucHs [TepedeHb TPAHCIIOPTHBIX CPEICTB, KOTOPHIMU
S TPAHCIOPTHBIX BJIAJICCT JIAHHASI OPTaHU3AIINS
CpEICTB
9. | orgs/{orgOid}/vhls | IlepeueHs [TepeueHb TPAHCIIOPTHBIX CPEJCTB, KOTOPHIMH
?embed=(vehicles) | rpancrmopTHBIX BJIaJICCT JaHHAs OPraHU3al[Ks, COACPKAIIHIA

HH(pOpMAIHIO O KaKIOM TPAHCIIOPTHOM CPEJICTBE

orgs/{orgQid}/vhls | o kaxmom
?embed=(elements- | TpancriopTHOM
1) CpeiCTBE
10. | /orgs/{orgOid}/vhl | TpaucnoptHoe <name> - uMst aBTOMOOMJIS (HampuMep, MapKa HiIu
s/{vhl-id} CPEACTBO JPYyroe MoJib30BaTe/IbCKOE OMUCAHUE);
OpraHu3aIH <numberPlate> - rocynapcTBeHHBII

pEerucTpalioHHbIN 3HAK;
<regCertificate> — naHHbIC CBUCTEIBCTBA O
roCyJapCTBEHHOI perucTpaiuu, BKI0YaeT B ceos
aTpuOyTHI:

—  <series> - Cepus CBUICTEIbCTBA,

— <number> - HOMep CBUIETEIIBCTBA.

HpHMep OTBCTA C KPAaTKUM HAMMCHOBAHUCM OPraHU3aliun (paBpBIBBI CTPOKH OAaHbI JJIA y,HO6CTBa

YTCHUSA):

{
"stateFacts":

"shortName": "Bauxk"

["Identifiable"],

IIpHMep OTB€Ta C KOHTAKTHBIMH JaHHBIMH 00 aapecax opraHusalvi IpHU HCIOJIb30BaHUU

BO3MOKHOCTEH BCTpamBaHMS > (Pa3phIBbI CTPOKH JAHBI IS yI0OCTBA UTEHHUS):

{

"stateFacts": ["hasSize"],
"elements": [

{

"stateFacts": ["Identifiable"],
"id": 62,

"type": "OLG",

"region": "Mockma I'opom",
"addressStr": "MockBa I'opoz,
"countryId": "RUS",
"zipCode": "125635",
"street": "AHTapckas ymuua'",
"house": "10",

"flat": "96"

}

AHrapckasa yamuua',

% 3anpoc pecypca: /orgs/100000/addrs?embed=(elements)
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"size": 1
]IpHMEp OTBCTAa Ha 3alpoC BCCX TPAHCIIOPTHBIX CPEACTB OpraHu3aluu, HOqueHHLﬁi C
HUCIOJIL30BAHUEM BO3MOYKHOCTEH BCTpaI/IBaHI/IHB'6 ((bpal"MeHT, Pa3pbIBbl CTPOK JaHbI JIA y,HO6CTBa

YTCHUSA):
{

"stateFacts": ["Paginated"],

"size": 5,

"pageSize": 5,

"pageIndex": 2,

"totalSize": 12,

"eTag": "E6DAE96DADEICA29F5C50979BBB7C8BF4422FD62",

"elements": [{
"stateFacts": ["Identifiable"],
"id": 6590,
"name": "TOYOTA",
"numberPlate": "A111AA136",
"regCertificate": {"series": "1234","number": "123456"},

"eTag": "F69EEA8910E298E97C8E6249A130A7195DFE7F1A"},

b.5 IlpexocraBiieHHe CIMCKA YYACTHUKOB OPraHM3alUu.

Jnist mosryyeHust TaHHBIX 00 yJacTHUKAX OpraHU3allMy CUCTEMa-KIHEeHT OJDKHA HAIPaBUTH O
B https-anpec REST-API cucremsr ECUA®" 3ampoc metonom GET. B 3ampoce nomkeH ObITh yKa3aH
pecype, coaepkamuii HeoOXoaumble naHHble. Mnentudukatop srtoro pecypca B ECHUA wumeer
CIICYIOLIHIA BUJ JUISl TIOJIYYCHHsI CIIMUCKA COTPYIHHMKOB OpraHM3allii HEOOXOIMMO HCIIOJIb30BaTh Uf
/orgs/{orgOid}/emps/{prn_oid}, rae:

— emps — mepedyeHb (KOJJICKIMs) COTPYAHHUKOB OpraHu3anuii ¢ mandeiv  {0rgOid}; mis
omnpezaenenuss 0rgOid cooTBeTCTBYyIOIIEH OpraHU3aIMKd HEOOXOIMMO HCIOJIb30BaTh aTPHOYT
orgOid, nepenaromuiics B yreepxaeHusx SAML;

- prn_oid — BHyTpeHHU# uaeHTUPHUKAaTOp (usnueckoro ymia B ECUA.
B 3ampoc momkeH ObITh qo0aBieH header ¢ mMapkepom J0CTyIa, MO3BOJSIOMIAM IOTYYHUTh
JOCTYII K JaHHOMY pecypcey (scope http://esia.gosuslugi.ru/org_emps ¢ mapametpamu).

[Ipumep 3ampoca (BbI30B cepBUCa B cpefie pa3pabOTKH):

GET /rs/orgs/1000000000/emps HTTP/1.1\r\n

Authorization: Bearer 75b2c7cbb8dad03491c224c9e431lcefI\r\n
Host: esia-portall.test.gosuslugi.rul\r\n

Accept: */*\r\n

\r\n

Hanusie, kotropsie ECHA Bo3BpamaeT B OTBET Ha 3aMpoc, MPeACTaBICHBI B TAOIHUIIE

3 3anpomennsiii pecype: /0rgs/1000000000/vhis?embed=(vehicles) nmm
/orgs/1000000000/vhis?embed=(elements-1)
37 Cepsuc moctynen mo URL https://esia-portall.test.gosulsugi.ru/rs/orgs

110



Tabauua 8.

Tabmuua 8 —[lapameTpsl oTBeTa Ha 3apoc 00 Y4aCTHUKAX OPraHU3AIIH

URI
Ne | zampammuBaemoro | Onucanue pecypca IIpenocraBJ/isiemble TaHHbIE
pecypca
1. | /orgs/{orgOid}/em | Ilepeuenn [TepeueHb COTPYOHHKOB JAaHHOW OpraHu3anuu (B
ps COTPYIHHKOB BUJIC CCBUIOK Ha pecypc C ykazaHuem {prn_oid},
OpraHHu3aIuH COJICpIKAIlUi TaHHBIC O KAKIOM COTpyaHuKe). [Ipu
HaIMIUK (DUITHATIOB Yy OpraHU3aldM, MPH 3aIpoce
Oymer BO3BpamlaTbhCsi IEPEYeHb COTPYIHHKOB
TOJIBKO TOJIOBHOM OpTraHH3aIHH.
2. | lorgs/{orgOid}/em | daunusie 0 | JlaHHBIC O COTPYIHHKE:
ps/{prn_oid} COTPYIHHKE <position> — TOKHOCTS;
OpraHHU3aIuH c
unenTudukaropom | <chief> — ceenenns o Tom, sABIAETCS M COTPYAHUK
{prn_oid} PYKOBOJMTEIIEM OPTaHU3aLNH (B 3TOM CIy4ae UMEET

3Hayenue “true”) wiu mer (“false”);

<orgOid> — wuacHTU(HUKATOP  OpraHU3aluy,
COTPYAHUKOM KOTOPOH SIBJISIETCS ITOJIb30BATEb;

<brhOid> — UACHTU(UKATOD ¢dunmana
OpraHu3aluy, COTPYAHUKOM KOTOPOil sIBISieTCS

N0JIb30BaTENb (€CIU COTPYIOHHUK IIPUCOEIMHEH K
bumaany);

<blocked> — mnpu3Hak OJOKHUPOBKH COTPYJIHHKA
(umeer 3HaueHue “true” uim “false”).

I[J'IH IMpoOCMOTpa NMEepeUHsA COTPYAHUKOB (blxmnana OopraHu3alun HeO6XOI[I/IMO YKa3aThb B 3aIlIpocCe

napametp brhOid u 3Hauenue uneHTHdUKaTopa cooTBeTCTBYIOIIEr0 (rnana. [Ipumep CChUIKH, IO

KOTOpO¥ OyJIeT BO3BpaIlleH TIepeIeHb COTPYAHUKOB (prmnana ¢ uaeHtudukaropom 1004082214:

https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000001/emps?brh0id=1004082214
[Ipu oToOpaskeHnn BceX KOJUIEKIUM (0rgs, emps) UCIOJIb3yeTCs MEXaHU3M paging.

IIpumep oTBeTa Ha 3ampoc

CBEICHUH O [E€peYHe

COTPYAHMKOB OpraHu3anuu C

uaentudpukaropom 1000000000 (pparMeHT, pa3phIBbI CTPOK AaHbI I y100CTBA YTSHHUSA):

{

"stateFacts":

"elements": [
"https://esia-portall
"https://esia-portall
"https://esia-portall.test.gosuslugi
"https://esia-portall.test.gosuslugi
"https://esia-portall.test.gosuslugi
"https://esia-portall.test.gosuslugi
"https://esia-portall.test.gosuslugi
"https://esia-portall.test.gosuslugi
] ’

"size":"8"

}

["hasSize"],

.test.gosuslugi
.test.gosuslugi

.ru/rs/orgs/1000000000/emps/222896320",
.ru/rs/orgs/1000000000/emps/240612402",
.ru/rs/orgs/1000000000/emps/243280304",
.ru/rs/orgs/1000000000/emps/243280305",
.ru/rs/orgs/1000000000/emps/243280312",
.ru/rs/orgs/1000000000/emps/1000000008",
.ru/rs/orgs/1000000000/emps/1000000009",
.ru/rs/orgs/1000000000/emps/1000000385"
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IIpumep

OTBCTA C KOHTAKTHBIMH JAHHBIMH O COTPYAHUKAX OPraHU3aluu IMPU UCIOJb30BAHUU

BO3MOKHOCTHU BCTPAUBAHUA S (Pa3phIBbl CTPOKH JAHBI IS YI0OCTBA UTEHHUS):

{

"stateFacts"
"elements":

{

: ["Paginated", "FirstPage", "LastPage"],
[

"stateFacts": ["Identifiable"],
"prnOid": 1000000125,

"org0Oid": 100000,

"chief": false,

"corporateContact": "mail@example.com",
"person": {
"stateFacts": ["Identifiable"],
"firstName": "lleTp",
"lastName": "Ilerpor",
"middleName": "IlerpoBuu",
"gender": "M",

"updatedOn": 1387519441

"stateFacts": ["Identifiable"],
"prnOid": 1000004892,
"orgOid": 100000,

"position": "PykoBomureinb",

"chief": true,

"person": {
"stateFacts": ["Identifiable"],
"firstName": "VBau",
"lastName": "lBaHOB",
"middleName": "MBaHoBMuU",
"gender": "M",

}
]7
"pageSize":
"pageIndex":

"updatedOn": 1387466948

100,
1

b.6 IlpexocraBieHue cBeleHUH 0 BXOKACHUHU MOJIb30BATE/IsI B TPYIIIbI

I[J'IH MOJIYYCHHA JAHHBIX O BXOKIACHUU IMOJIB30BATCIIA B I'PYIIIILI OpTaHU3alUN CUCTEMA-KIIMCHT

JIOJKHA HATIPaBUTH 10 B https-agpec REST-API cucremer ECA® 3anpoc meromom GET. B 3ampoce

JIOJKEH OBITh yKa3aH pecypce, CoAepKaliuii HeOOX0UMBbIE JaHHbIE.

B 3amnpoc momxen ObiTh noOaBieH header ¢ mapkepoM [OCTyma, MO3BOJISIOIIMM IMOJTYYHTh

JOCTYH K IAaHHOMY pecypcy — Scope http://esia.gosuslugi.ru/org_emps ¢ nmapamerpamu. [iist goctyna K

MIOJIHOMY TEPEYHIO IPYII, BIaJEibleM KOTOPBIX SIBJISETCS JaHHAas OpraHu3anus, HeoOXoauMm Scope

http://esia.gosuslugi.ru/org qrps.

IIpumep

3ampoca (BbI30B cepBHUCa B Cpefie pa3paboTKH):

GET /rs/orgs/1000000000/grps HTTP/1.1\r\n

Authorization:

Bearer 75b2c7cbb8dad403491c224c9e431cef9\r\n

Host: esia-portall.test.gosuslugi.ru\r\n
Accept: */*\r\n

\r\n

% 3anpoc pecypca: /orgs/100000/emps?embed=(elements.person)
39 Cepsuc noctynen mo URL https://esia-portall.test.gosulsugi.ru/rs/orgs

112


http://esia.gosuslugi.ru/org_grps

Hannsbie, kotropsie ECHA Bo3BpalaeT B OTBET Ha 3ampoc, npejacranieHsl B Tabnuma 9.

Tabmuua 9 —[TapaMeTpbl OTBETa Ha 3aPOC O BXOKIECHUH COTPYIHUKOB OPTaHU3ALUHU B TPYIIIIBI

URI
Ne | 3ampammBaemoro | Onucanue pecypca IIpexocraBiisiemble JaHHbIE
pecypca
1. | /orgs/{orgOid}/grp | Ilepeuenn rpymi | [lepedeHb rpyIm, BIagciblieM KOTOPBIX SBIISETCS
S OpraHu3aIH JIaHHAs opraHu3aius (B BUIE NepeyuHs cTpok grp_id

— YKa3bIBAIOLIUX HAa MHEMOHHKY HMEIOIIUXCS B
pamMkKax JaHHOM opraHuszauuu rpymm). s
MOJIyYEHHUsSI 3TOrO TMEPEYHs TPYII 3alpoc TOJIKEH
ObITh no0aBieH header ¢ mapkepom gocTyma Ha
scope http://esia.gosuslugi.ru/org_ful

2. | lorgs/{orgOid}/grp | danubie o rpymme

JlaHHbl€ 0 TpyI1IIE:

s/{grp_id} OpraHH3aLiH ¢ | <pame> — nuis:
MHEMOHMKOM  {Qrp-
id} <description> — onucanue;
<system> — cBejieHHsI O TOM, SIBJIACTCS JIM TPYyIIIa
CHUCTEMHOM (B 9TOM cllydyae UMeEeT 3HaueHue “true”)
i Het (“false™).
Taxxe npu 3anpoce TaHHBIX O KOHKPETHOU rpyIIe
BO3BPAIIAIOTCS CCBUIKH (links) Ha
UH()OPMAIMOHHBIC CHCTEMBI, K KOTOPBIM OTHOCSITCSI
JTAHHBIE TPYIIIIBI
3. | /orgs/{orgOid}/em | Ilepeuerr  rpymm, | [lepeueHr Tpymm, WICHOM KOTOPBIX SBJISIETCS
ps/{prn_oid}/grps | wieHOM  KOTOpBIX | COTPYJHUK C MaHHBIM {prn_oid} (B BHIE mepedHs
SIBJISICTCS.  JIAHHBINA | CTPOK Qrp_id — yKa3pIBaIOIMX Ha MHEMOHHUKY
COTPYAHHUK UMEIOIUXCS B PAMKaxX JaHHOI OpraHU3aiuy TPYIII)

HpI/I 3aIIpoCe MCPEUYHA T'PYIIL, YICHOM KOTOPBIX SABJISACTCA JaHHBIN COTPYAHHUK, 0T06pa>KaeTc;{

NepeyeHb CChUIOK B cienyrouieM (popmare:

lorgs/{orgOid}/emps/{prn_oid}/grps/{grp_id}/{it_sys_id},

roe it sys id — MHemoHHKa

MH(POPMAIMOHHOM CHCTEMBI, B PaMKax KOTOPOH AeHCTBYeT naHHas rpynna. [Ipumep ccpliiku Ha rpynmy:

http://esia-portall.test.gosuslugi.ru/rs/orgs/1000000224/emps/1000000105/grps/ORG_ADMIN/ESIA
JlaHHas cchlUIKa 03HAUYaeT, 4To MoJib30BaTens ¢ uaeHtugukatopom 1000000105 kak coTpyaHUK

opranmzanuu 1000000224 BkiroyeH B

rpyamy

AIMUHUCTPATOPOB HpO(l)I/IJ'ISI OopraHuzanniun

(ORG_ADMIN) cucremsr ECUA (mMHemonuka ESIA). BeimosHuB 3anpoc Mo JaHHOW CCBIIKE MOXHO

MOJIYYUTh KPaTKYI0 HH(POPMAIIUIO O IPyIIe, KOTopas BKIIOYAET B ceOsl.

— MHEMOHHKY rpynmsl (grp_id);
— Ha3BaHHe Tpynisl (Name);

— omnwucanue rpymmsl (description);

— TMPHU3HAK TOTO, YTO IPYIINA SBJSIETCS] CACTEMHO# (System);

— MHEMOHHKA CHCTEMBbI-BIIajiesIbIla rpymisl (itSystem).
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Hanpuwmep:

"stateFacts": [
"Identifiable"

]l
"grp id": "ORG ADMIN",

"name": "AOMMHMCTPaTOPH HpOodmiIa opraHm3aumum",

"description": "CoTpyIOHMKM OpTaHMB3aLMM, UMELIMEe IPaBO IPUIJIALIATHE COTPYIOHMKOB, a TakKXe BKJIOUATH
COTPYOHMKOB B TpyNnnel goctyna',

"system": "true",

"itSystem": "ESIA"

Ecnu rpynna He sSBIseTCS CUCTEMHOM U HE IPUBSA3aHAa HU K KaKOM CHCTEME, TO CChUIKA HA HEe
uMeeT cieayoumii popmar:

lorgs/{orgOid}/emps/{prn_oid}/grps/{grp_id}

B xparkux gaHHbIX 00 3TOH rpymme aTpuoyT “system” Oyzxer umetsb 3HaueHue “false”.

IIpu 3ampoce mnepeuHs IpyNI, WIEHOM KOTOPBIX SIBISIETCA JaHHBIA COTPYJHHUK, HUMEETCS
BO3MOKHOCTb IOJIYYUTh TOJIBKO TE€ TPYIMIIbI, KOTOPbIE OTHOCATCA K OINpeesIeHHONW MH()OpPMaMOHHON
cucreme. Jlyig sToro HeEoOX0AMMO J00aBUTH YCIOBHE HAa OTOOp TIpynn BbIOpaHHOW CHUCTEMBI
(itSystemName), paBHOe MHEMOHHMKE JaHHON cucTeMbl. [Ipumep 3ampoca Ha MOJYYEHUE TPYIII

cuctembl ECUA (ESIA), B KOTOpbIE BKITIOYCH COTPY/THHK:

GET /rs/orgs/1000000224/emps/1000000105/grps?itSystemName=ESIA HTTP/1.1\r\n
Authorization: Bearer 75b2c7cbb8dad03491c224c9e431lcef9\r\n

Host: esia-portall.test.gosuslugi.ru\r\n

Accept: */*\r\n

\r\n

b.7 YupasiieHue T1aHHBIMHM OPraHU3aLUMN

[Tporpammubie uHTepdeiicel Ha ocHoBe REST obecrneunmBaioT BO3MOXXKHOCThH yIIPaBJICHUS

JAHHBIMU OpraHU3aluu JUIsl UH(QOPMALMOHHBIX CUCTEM 3TOM opranuzauuu. OdecrnedeHa BO3MOKHOCTb:

U3MEHSATh JJaHHbIe TPOQUII OpraHu3aIiH;

—  YHOPaBIATh NPUMIAIIEHUSAMU JTOJKHOCTHBIM JIMLAM, 3apeructpupoBanHbiM B ECUA, Ha
MIPUCOEANHEHNE K YUETHOM 3alKCH COOTBETCTBYIOIIEH OpraHN3aluy;

— YIpaBIATh CIYXEOHBIMU JAHHBIMU IPUCOEAMHEHHBIX COTPYIHHUKOB, a TaK)Ke OJIOKUPOBAThH U
YAAIATh JOJKHOCTHBIX JIUL] OPTaHU3alINN;

—  YHOPaBIATh NOJTHOMOYMSIMH JOJIKHOCTHBIX JIUL TOCPEACTBOM U3MEHEHUS UX WICHCTBA B
rpynmnax A0CTyIma;

— TPEeAOCTaBIATH M OT3BIBATh JIOCTYI K HEMYOJIUYHBIM IpYIIaMm,

— 7100aBIATh U U3MEHATH JaHHbIE (PUITHATIOB OpraHU3aIUH.

JInst OCYIIECTBICHHUS JaHHBIX OIepalMii CHCTeMa OpraHM3alliH JOJDKHA HarnpaBuTh B hitps-

anpec nporpammHoro uaTepdetica ECUA 3anpoc metogom POST, PUT nimm DELETE. Jlannsrii 3ampoc
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B 00111eM BHJIE BKJIIOYAET B ce0s1 HOBBIE aTprOyThl opranu3zanuu. Kpome Toro, 3anpoc 10mKeH BKIIOYaTh
B ce0sI CIIEAYIONIUE TaHHBIC:
— Mapkep J0CTyIa, BBIAAHHBIA CUCTEME Ha SCOPE (B 3aBUCUMOCTH OT ITOJIHOMOYUN CHCTEMBI) C
napameTpom 0rg_0id, mpuHUMAIOIIUM 3HaYeHHE UICHTU(UKATOPA OpTaHU3AIIHY;
— Ter o0beKTa — METKa U3MEHAEMOro 00bEKTa (3Ta MEeTKa yKa3bIBaeTcs B 3arojoBke “If-Match” u

B psiJic Cy4aeB B Telle 3ampoca B mapamerpe "eTag");

Jis nomydyeHus uHGOpMAlMM O METKE M3MEHAEMOro o0O0beKTa HEeoO0XOAUMO clenaTh
cranfapTHbIN 3anpoc MetogoM GET Ha momyueHue m3MeHseMOro pecypca — KOHKPETHBIX JaHHBIX
opraHu3anyu (€ciu MOCIeAYIOMUI 3anpoc JeNaeTcs Ha afpec KOHTeHepa, To TpeOyeTcs yKa3blBaTh
Ter KOHTeHHepa).

[Tpumep MeTKU U3MEHAEMOT0 00BEKTa (BBIIEICHO MOMYKUPHBIM HIPU(TOM):

"stateFacts": [

"Identifiable"”

] r

"eTag": "4C50511FD3F404974C9AC8AB9C15683378DCO5F8",
"oid": 1000000001,

"shortName": "TecroBas opraHmu3auua”,
"fullName": " TecToBas opraHmuzauus ",
"type": "LEGAL",

"ogrn": "1047702026701",

"inn": "0000000000",

"leg": "65142"

Bb.7.1 N3meHeHue JaHHBIX NPOPUJIS OPraHU3ALUN

IIporpaMMHBIi HHTEpQEIC MO3BOISET BHITOJIHUTE CIEAYIONINE ONEepaIiu:

3a/1aTh (MI3MEHUTH) OPraHU3aMOHHO-TIPAaBOBYIO (JOPMY OpraHU3aluy;

— 3aj7aTh, U3MEHUTH U YIAIHUTh CIIy>K€OHbIEe KOHTAKThI OpraHu3aluu (apec 3JIeKTPOHHOH MOYTHl,
Homep TenedoHa u dakca).

— 3a/aTh, U3MEHUTH U yIaJIUTh MIOYTOBBIN agpec opraHu3aluy;

— 3a4aTb, UISMCHUTH U YIAJIUTh TPAHCIIOPTHBIC CPCACTBA OpTaHU3allUH.

Bb.7.1.1PegakTnpoBaHue OPraHu3anMOHHO-NIPABOBON (P)OPMBI OPraHUu3aluu

Jlnst i3MEHEeHUs OpraHNu3allMOHHO-TIPABOBOM (HOPMBI OpraHU3AIMHU JTOJDKEH OBITh BHIMOTHEH
3ampoc MerogoM POST ma https-anpec nporpammuoro untepdeiica ECUA*. B 3aronoske 3ampoca
JIOJDKEH OBITh YKa3aH MapKep JOCTYIa U Ter 00bekTa (MEeTKa, MoJTydeHHas! PH 3aIpoce pecypea
https://esia-portall.test.gosuslugi.ru/rs/orgs/{oid}). B Temo 3ampoca 10mKHBI OBITH BKIFOUYEHBI:

— <eTag> — Ter u3MeHseMoro o0beKTa (JJaHHBIX OPraHU3aliN);

40 Cepeuc noctymen mo URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}
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— <leg> — HOBBII KOJI OPraHU3AIMOHHO-TIPABOBOI (OPMBI 110 OOIIEPOCCUICKOMY
KJ1accu(hUKATOPy OPraHU3aIMOHHO-TTPABOBBIX (POPM.

HpI/IMep 3arpoca (pa3pBIBBI CTPOKHU HaHbI IJIA y,[[OGCTBa ‘ITGHI/I}I)Z
POST /rs/orgs/1000000001 HTTP/1.1
Host: esia-portall.test.gosulsugi.ru
Authorization: Bearer
eyJhbGci0iJSUZzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciI6MX0.HeKYMBlwx4LAE-dEnAw9cDLrky—
g51330827J-p0OiNC6Zct-KrZerA3AE6MTaHMicggdrJls4lBg
Content-Type: application/json
If-Match: "DC48A40EEEE25605ED940193398AF417EE752055"
Cache-Control: no-cache

{"eTag": "DC48A40EEEE25605ED940193398AF417EE752055",
"leg": "65142"}

B kauectBe orBeTa ECHUA BO3BpalliaeT 1aHHbIE OpraHU3allii ¢ K3MEHEHHOW OpraHu3al[MOHHO-

IPaBOBOM (HOPMOIA.

b.7.1.2PepakTpoBaHue KOHTAKTOB OPraHU3aluu
Jlns moGaBieHUsT KOHTAKTa OPraHU3aluK JIOJDKEH OBITh BBIMOJIHEH 3arpoc MetoaoM POST Ha
https-aapec nmporpammuoro naTepdeiica ECA*L. B 3aronoske 3anmpoca 10KeH ObITh yKa3aH MapKep
JOCTYIIa M TET KOHTelHepa ¢ aapecamu (MeTKa, TOJIy4YeHHas pH 3ampoce pecypca https://esia-
portall.test.gosuslugi.ru/rs/orgs/{oid}/ctts). B Teno 3ampoca H0KHBI OBITH BKIIOYEHBI:
— <type> — Tun n1006aBIsIeMOT0 KOHTaKTa, IpruHUMaeT 3HadeHune “OEM” mns aapeca
anekTpoHHoU nmoutsl, “OPH” — tenedona, “OFX” — dakca,
— <value> — 3naueHue KOHTAKTA.

[Tpumep 3ampoca (pa3peIBbl CTPOKU AaHbI U1 yI00CTBA YTEHUS):

POST /rs/orgs/1000000001/ctts HTTP/1.1

Host: esia-portall.test.gosulsugi.ru

Authorization: Bearer
eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciI6MX0.HeKYMBlwx4LAE-dEnAw9cDLrky—
g5133Q0827J-pOiNC6Zct-KrZerA3AE6MTaHMicgqdrJls4LBg

Content-Type: application/json

If-Match: "DC48A40EEEE25605ED940193398AF417EE752055"

Cache-Control: no-cache

{ "type" . "OEM" 0
"value": "test@test.com"}

J5is M3MEeHEeHnsT KOHTAaKTa OpraHu3aIiy JOJDKEH OBITh BHITIOTHEH 3arpoc MetogoM POST Ha
https-aapec nporpammuoro untepdeiica ECUA*2, B 3aronoske 3ampoca I0JKeH ObITh yKa3aH MapKep
JOCTyIa 1 Ter 00beKkTa (MeTKa, mojy4eHHas pu 3arpoce pecypcea https://esia-
portall.test.gosuslugi.ru/rs/orgs/{oid}/ctts/{ctt_id}). B teno 3anpoca 10/KHBI OBITH BKITIOUEHBI:

— <eTag> — Ter u3MeHseMoro o0beKTa (KOHTAKTa);

41 Cepsuc noctynen mo URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/ctts
42 Cepeuc noctynen mo URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/ctts/{ctt_id}
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— <type> — Tum U3MeHsAEeMOT0 KOHTaKTa, mpuHuMaeT 3HaueHune “OEM” nnst agpeca snexkTpoHHOM
noutsl, “OPH” — Tenedona, “OFX” — daxca,;

— <value> — 3HaueHne KOHTAKTA.

[Tpumep 3ampoca (pa3pbIBbI CTPOKU AaHbI JUI y00CTBA YTCHUA):

POST /rs/orgs/1000000001/ctts/58099 HTTP/1.1

Host: esia-portall.test.gosulsugi.ru

Authorization: Bearer
eyJhbGci0iJSUZzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciI6MX0.HeKYMBlwx4LAE-dEnAw9cDLrky—
g5133Q827J-pOiNC6Zct-KrZerA3AE6MTaHMicgqJdrJls4LBg

Content-Type: application/json

If-Match: "O0l1EABOABIB69D4178158841E8096AE5DD9A233C "

Cache-Control: no-cache

{ "eTag": "O011EABOAB1B69D4178158841E8096AES5DD9A233C",
"type" . "OPH",
"value": "+7(999)9999888" }

M3MmeHeHne KOHTaKTa BO3MOXHO 1 0e3 ykazanus B URL 3anpoca naentudurkaropa KOHTakTa, B
ATOM CJTy4ae KOHTAKT OyJeT H3MEHEH, HO eMy OyeT MPUCBOCH APYroi HICHTHU(PUKATOP.

Jlns ynaneHus: KOHTaKTa OpraHu3alliy J0JDKEH ObITh BBINONHEH 3anpoc Metoqom DELETE Ha
https-ampec nmporpammuoro untepdeiica ECUA*. B 3aronoske 3anpoca J10/KeH ObITh yKa3aH MapKep
JOCTYTIA U TET YAAISIEMOr0 O0BEKTA.

[Tpumep 3ampoca (pa3pbIBbI CTPOKH AAaHbI UIS yI00CTBA YTCHU):

DELETE /rs/orgs/1000000001/ctts/58099 HTTP/1.1

Host: esia-portall.test.gosulsugi.ru

Authorization: Bearer
eyJhbGci0iJSUZzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciIoMX0.HeKYMBlwx4LAE-dEnAw9cDLrky—
g51330827J-p0OiNC6Zct-KrZerA3AE6MTaHMicggdrJls4LBg

Content-Type: application/json

If-Match: "DC48A40EEEE25605ED940193398AF417EE752055"

Cache-Control: no-cache

Bb.7.1.3PegakTupoBanue Mo4TOBOro a/ipeca OpraHnu3anum
Jlyist nobaBIIeHHs TOYTOBOTO aJIpeca OpraHU3aIliid HeOOXOMMO cienatTh 3anpoc merogom POST
Ha https-agpec nporpammuoro naTepdeiica ECA*. 3aronoBok 3ampoca T0mKeH BKIIOYATh B cels
MapKep J0CTyIa W Ter KOHTeWHepa aapecoB (MeTKa, MOJydeHHas mpu 3ampoce pecypca https://esia-
portall.test.gosuslugi.ru/rs/orgs/{oid}/addrs).
Teno 3ampoca JOMKHO BKJIIOYATh CIEIYIOIINE JaHHbIE (YKa3bIBaIOTCS BCE JAaHHBIE, KOTOPHIE
JOJDKHBI OTOOpaKaThCs B aJIpece 3TOrO TUTIA):
— tun anpeca (type), npuaumaet 3nauenue "OPS";
— peruoH (region);
— kox ®UAC (fiasCode);

43 Cepauc noctynen mo URL https:/esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/ctts/{ctt_id}
4 Cepsuc noctymen mo URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/addrs
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— crpoka aapeca (addressStr), Hanpumep, "MockBa ropos, TBepckas ynuma";
— wuaentudukarop crpansl (countryld), ans Poccun — "RUS";

— mnouroBbli uHACKC (zipCode);

— ynuna (street);

— 1om (house);

— kBaptupa (flat);

— kopmyc (frame);

— crpoenue (building).

[Tpumep 3ampoca (pa3pbIBbl CTPOKU AaHbI AJisl y100CTBA UTEHHUSA):

POST /rs/orgs/1000000001/addrs HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5¢cCI6IkpXVCIsInZlciIoMX0
Content-Type: application/json

If-Match: "DE3372D5A4E2499C38C24E03C1919C9CA97FCFEF78"

Cache-Control: no-cache

{
"type": "OPS",

"region": "IllckoBckas OBmacTs",

"fiasCode": "5Sbf5ddff-6353-4a3d-80c4-6£fb27£00c6cl",

"addressStr": "IlckoBckas obyacTb, HeBenbckuit paioH, HeBenb ropon, Heeenb 1 mnocesioxk u (mpu)
cranuus (n) ",

"city": "HeBesv Topoxn",

"area": "Hemenbckuy ParonH",

"countryId": "RUS",

"zipCode": "182500",

"street": "HeBesp 1 Ilocesiok u(mnpm) craHuumsa (m)",

"house": "5"’

"flat": "5"

HN3meHeHnue aapeca OCymeCTBIIACTCA IO aHAJIOTHHU C )106&BJ'I€HI/I€M, HEOOITYCTUMO J€JIaTh 3aIIpOC

C YKa3aHHEM KOHKPETHOTO UACHTU(UKATOpa ajpeca.

I[J'IH YAQAJICHUA IIOYTOBOro aapeca OpraHu3anuu HCO6XOI[I/IMO CACIaTh 3aIlpoC METOJAO0M

DELETE na https-agpec nporpammuoro untepdeiica ECA*®, 3aronosok 3ampoca J0IKeH BKIHOYATh

B ce0s Mapkep JOCTyla M Ter yaaiaseMoro ajapeca (MeTka, MOJy4eHHas TMpH 3ampoce pecypca

https://esia-portall.test.gosuslugi.ru/rs/orgs/{oid}/addrs/{addr_id}).

[Tpumep 3ampoca (pa3pbIBbl CTPOKHU AaHbl AJis1 y100CTBa UTEHHUS):

DELETE /rs/orgs/1000000001/addrs/13854 HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciIoMX0
Content-Type: application/json

If-Match: "DE3372D5A4E2499C38C24E03C1919C9CA97FCFE78"

Cache-Control: no-cache

Bb.7.1.4¥YnpasBiieHre TPAHCHIOPTHBIMH CPEICTBAMH OPraHU3aluH

5 Cepsuc noctynen nmo URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/addrs/{addr_id}
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Jlnst joOaBieHMs 3aMKMCH O TPAHCIIOPTHOM CPEICTBE HEOOXO0MMO cienaTh 3anpoc Ha https-agpec
nporpammuoro untepdeiica ECUA meromom POST. 3aromoBok 3ampoca fomkeH BKIIOYATh B cebs
MapKep JI0CTyIa, Ter KOHTEHHepa TPaHCIOPTHBIX CPeaCcTB (METKa, MOTyueHHAs TIPH 3ampoce pecypea
https://esia-portall.test.gosuslugi.ru/rs/orgs/{oid}/vhls).

Teno 3ampoca JODKHO BKJIIOYATH CIEIYIONINE TaHHbIC:

— <name> — Ha3BaHKEe TPAHCIIOPTHOTO CPE/ICTBA;
— <numberPlate> — rocymapcTBEeHHBII HOMEPHOI 3HAK;
— <regCertificate> — qanHbIe CBUIETCIILCTBA O PETHCTPALIUU:

- <series> — cepus;

- <number> — Homep.

IIpumep 3ampoca:

POST /rs/orgs/1000000001/vhls HTTP/1.1
Host: esia-portall.test.gosuslugi.ru
Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5¢cCI6IkpXVCIsInZlc
Content-Type: application/json
If-Match: "3FEA16CB36AFC793234553C1C7CAAF89CD79A32D"
{
"name": "BA3",
"numberPlate": "AI1330H199",
"regCertificate":{
"series": "1234",
"number": "123456"
}
}

J1y1s i3MEHEHUS 3alKCH O TPAHCIIOPTHOM CPEJICTBE HEOOXOAMMO ceaTh 3ampoc Ha https-ampec
nporpammHuoro untepdeiica ECUA metomom POST#. 3aronoBok 3ampoca J0IKeH BKJIIOYATh B ce0s
MapKep JOCTyIa, Ter 3alliCU TPAaHCIIOPTHOTO cpeacTBa (METKa, MONyYeHHas MPH 3ampoce pecypca
https://esia-portall.test.gosuslugi.ru/rs/orgs/{oid}/vhls/{vhl-id}).

Teno 3anpoca JOMHKHO BKIIOYATh CIEAYIOIIUE JaHHBIE:

— <eTag> — Ter 3anucu TPaHCIIOPTHOI'O CPEJICTBA,

— <name> — Ha3BaHUE TPAHCIIOPTHOTO CPEJCTBA;

— <numberPlate> — rocynapcTBeHHBIIT HOMEPHOI 3HAK;

— <regCertificate> — naHHBIC CBHIETEIBCTBA O PETHCTPALINH:
- <series> — cepus;
- <number> — HOMED.

[Tpumep 3ampoca (pa3pbIBbI CTPOKU AaHbI U1 yI00CTBA YTECHU):

POST /rs/orgs/1000000001/vhls/1000037688 HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc
If-Match: "3FEAL16CB36AFC793234553C1C7CAAF89CD79A32D"

{

46 Cepauc nocrynen mo URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/vhls
47 Cepsuc moctymnen mo URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/vhis/{vhl_id}
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"eTag": "3FEA16CB36AFC793234553C1C7CAAF89CD79A32D",
"name": "HomBemi BA3",
"numberPlate": "A1440H199",
"regCertificate": {
"series": "1234",
"number": "123456"
}
}

Jlyis ynajeHus 3ammucu 0 TPAHCIIOPTHOM CPEICTBE HEOOX0IuMo caenaTh 3anpoc Ha https-ampec
nporpammuoro uarepdeiica ECUA metomom DELETE®, 3aronosok 3anpoca gomkeH BKIIOYATh B cebs
MapKep JOCTYyIa, Ter 3allUCH TPAHCIIOPTHOTO CpejcTBa (METKa, MOJydeHHAas MPH 3arpoce pecypcea
https://esia-portall.test.gosuslugi.ru/rs/orgs/{oid}/vhls/{vhi-id}).

[Tpumep 3ampoca (pa3pbIBbI CTPOKU AaHbI JUI yA0OCTBA YTCHUS):

DELETE /rs/orgs/1000000001/vhls/1000037688 HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc
Content-Type: application/json

If-Match: "F040CD4DD62478E6843177FF33BB6BALAFSECF8E"

Cache-Control: no-cache

Bb.7.2 YnpasieHnue npurjameHusiMH J0JKHOCTHBIM JIMIAM,
3apeructpupoBanubiM B ECUA, Ha npucoenHeHUe K Y4€THOM 3alIMCH

COOTBCTCTByIOHIeﬁ opraHm3anuu
[Tporpammusiii uaTepdeiic ECHA mo3BosSeT BBIOIHATE CICAYIOMUe (yHKITUH:
— MPOCMOTP OTIPABJICHHBIX, HO HE MPUHSTHIX MPUTTIAIICHU;
— (dopMHUpOBaHNME HOBOTO MPUIJIALICHHUS;
— OT3bIB paHee OTIPABJIEHHOTO IPUTJIAIICHHS.
JIsst mpocMOTpa OTIPABICHHBIX MPUTIALICHHH HE0OX0MMO cesaTh 3anpoc Ha https-anpec
nporpammuoro untepdeiica ECUA metomom GET#. 3aronosok 3ampoca JokeH BKIIIOYATh B Ce6s

mapkep gocrymna. [Ipumep 3anpoca:

GET /rs/orgs/1000000001/invts HTTP/1.1
Host: esia-portall.test.gosuslugi.ru
Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc

B kauectBe orBeta ECHA BO3Bpalnaer nepeyeHb NpUIIalieHuid Ha IPUCOEINHEHUE K JaHHON

OopraHu3anuu. HpI/IMep OTBETA.

{

"stateFacts": [
"LastPage",
"Paginated",
"FirstPage"

] 4

"pageSize": 10,

"pageIndex": 1,

"elements": [
"https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000001/invts/671621",
"https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000001/invts/671620",

48 Cepauc noctynen mo URL https:/esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/vhis/{vhl_id}
49 Cepsuc noctynen mo URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/invts
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"https://esia-portall.test.gosuslugi.ru/rs/orgs/1000000001/invts/671600"

JIast mOydeHWsl JaHHBIX 00 OTAEIbHOM MPUTJIANICHHHA HEOOXOIMMO BBIMOIHHUTEH 3aIpoc
meromoM GET 1o agpecy ¢ JaHHBIMH KOHKPETHOTO puriamieHus. Kaxaoe npurianeHue OnuchbiBacTCs
CIICIYIOLIMMH TTapaMeTpaMu:

— <invtld> — uaeHTUdUKATOP MPHUIITALICHHUS;

— <eTag> — Ter 3anucu NMPUTJIAICHNUS,

— <email> — agpec, Ha KOTOPBII OBLIO OTIIPABICHO MPUTIIANICHHUE;

— <firstName> — umst mpuriIaniaeMoro COTpy/HHKa,;

— <lastName> — pamuius IpuUriIanaeMoro COTpyaHUKa;

— <middleName> — oTuecTBO NPHUIIIAIIAEMOTI0 COTPYAHUKA (HEOOSI3aTEIBHO);
—  <snils>— CHUJIC npuriairaeMoro coTpyanuka (Heo0s3aTebHO);

G‘I’?

— <status> — cratyc npuriameHus (mpuHuMaet 3HauyeHue “A” (aktuBHO) U “I” (MHULIMUPOBaHO,

HO HE OTIPABJICHO));

— <createdOn> — nata oTnpaBiCHHS PUTITAIICHUS;

— <groups> — rpyira, B KOTOpYy0 OyJeT BKJIIOUEH IMOJIb30BaTeNb (YKa3bIBAETCS MHEMOHUKA
rpymnnbl) (He0Os3aTENbHO).

[Tpumep onucaHusi TPUTITALICHUS:

"stateFacts": [
"Identifiable"
] r
"eTag": "E4EFE25E314136A0EBODC4EB6S8DF4B5C185D3E4E",
"invtId": 671600,
"email": "test@mail.ru",
"firstName": "MBau",
"lastName": "lBaHOB",
"middleName": "Bramummposuu",
"StatuS": "A",
"createdOn": "23.10.2015",
"groups": [
"ORG ADMIN"
]

YToObI OTIIPaBHUTH MPHUIJIALICHHE, HEOOXOAMMO CeIaTh 3anpoc Ha https-aapec mporpaMMHOro
unrepdeiica ECUA metomom PUT®, 3aronoBok 3ampoca 10MKeH BKIIFOYATh B cebst MapKep JOCTYyMa, a
TEJIO 3ampoca J0JDKHO BKIIIOYATh CIEAYIOIINE TaHHbIE:

— <email> — agpec, Ha KOTOPBIil OTIIPABIIATH MPHUTIIAIICHHE;
— <firstName> — umst mpuriIaniaeMoro COTpyJHHKa,
— <lastName> — ¢amuius IPUTIANIaAeMOro COTPY/IHUKA;

— <middleName> — oTuecTBO MPHUTIIAIIIAEMOT0 COTPYAHUKA (HEOOSI3aTeIbHO);

%0 Cepeuc noctymnen mo URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/invts
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— <snils> — CHUJIC npuriamaemMoro CoTpyaHuka (Heo0s3aTebHoO).

HpHMep 3aIrpoca (paSPBIBBI CTPOKHU OaHbI JJIA y,[[O6CTBa ‘{TCHI/IH)I
PUT /rs/orgs/1000000001/invts HTTP/1.1
Host: esia-portall.test.gosuslugi.ru
Authorization: Bearer
eyJhbGci0iJSUZzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciIoMX0eyJleHAIOJEONDYyMTU2ND
Content-Type: application/json
Cache-Control: no-cache

{
"email": "test@yandex.ru",
"snils": "000-333-333 66",
"firstName": "Mwumxawmn",
"lastName": "lVBaHoB",
"middleName": "VBanoBMu"

YT1o0bl yHaIuTh MpUTIALICHHE, HEOOXOAMMO ClenaTh 3ampoc Ha https-agpec mporpamMHOTo
nntepdeiica ECUA meronom DELETE®!. 3aronoBok 3ampoca moIKeH BKIIOUAaTh B ceOs Mapkep

nocryna. [Ipumep 3anpoca:

DELETE /rs/orgs/1000000001/invts/671774 HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer
eyJhbGci0iJSUZzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciIoMX0eyJleHAIOJEONDYyMTU2ND
Content-Type: application/json

Cache-Control: no-cache

B.7.3 Ynpasiaenue ciry:keOHbIMU JAHHBIMH NPHCOCAUHEHHBIX COTPYIHUKOB, a

TaKKe 6.)101mp0131ca 1 yaJd€HHE JOIZKHOCTHBIX JIUI OPraHm3anun
JUis M3MEHEHHUsl JaHHBIX COTPYAHMKA OpPraHU3allMi, B TOM YHUCIIE — W3MEHEHMs IpU3HaKa
OJIOKMPOBKM — HEOOXOMUMO cjenath 3ampoc Ha https-ampec mporpammuoro unrtepdeiica ECUA
merogom POST®2, 3aronoBok 3ampoca AOMKEH BKIIOYATh B ce0Gs MapKep AOCTyNa, Ter JaHHBIX
COTpY/IHUKA (meTka, MOJTydeHHAs npu 3anpoce pecypca https://esia-
portall.test.gosuslugi.ru/rs/orgs/{oid}/emps/{emp_id}).
Teno 3ampoca JOHKHO BKIJIIOYATh CIIEAYIOLINE JaHHbIEe (BCe MapaMeTpbl 00s3aTeIbHbI):
- <eTag> — TC€T JaHHBIX COTPYIHHKA,
— <position> — T0KHOCTH COTPYIAHUKA,;
— <corporateContact> — agpec JIeKTPOHHOW TTOYTHI COTPYTHUKA;
— <blocked> — mpusnak 610kupoBkH (“false” — He 3a0n0kupoBaH, “true” — He 3a0JIOKHMPOBaH).
Ecnu kaxoii-nmu6o napamerp He OyeT yKa3aH, TO OH OyZeT OUMIIEH.

[Tpumep 3ampoca (pa3pbIBbI CTPOKU AaHbI U1 yI00CTBA YTECHU):

POST /rs/orgs/1000000001/emps/1000000128 HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer
eyJhbGciO0iJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciI6oMX0eyJleHAIOJEONDYyMTU2ND
Content-Type: application/json

%1 Cepruc noctynen mo URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/invts/{invt_id}
%2 Cepsuc noctynen mo URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/emps/{emp_id}
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If-Match: "523E509CBEB781E992EFC503CBC878AC67BAD414"
Cache-Control: no-cache

{
"eTag": "523E509CBEB781E992EFC503CBC878AC67BAD414",
"position": "mosxHocCcTh",
"corporateContact": "test@example3.com",
"blocked": false
}

s ynaneHus COTpyIHHKa HEoOXOIuMMO ciaenath 3ampoc Ha https-agpec mporpamMMHOIro
untepdeiica ECUA meronom DELETE®. 3aronoBok 3ampoca JOIKEH BKIIOYAaTh B ceOs MapKep

noctyna. [Tpumep 3anpoca:

DELETE /rs/orgs/1000000001/emps/1000000128 HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc
Content-Type: application/json

b.7.4 YnpasiieHue NOJTHOMOYUAMU A0JIKHOCTHBIX JIMI IOCPEICTBOM U3MEHEHMSI

HX WICHCTBA B Irpynmnax aocrymna

UTOoOBI BKIIFOUHTH COTPYAHHUKA B TPYIITY, HEOOXOIUMO 3HATH €r0 UACHTU(DHUKATOP, MHEMOHUKY
IPYIIIbl © MHEMOHHUKY CUCTEMBI, K KOTOPOU MPUHAUICKUT JaHHAs CPYIIIA.

JloGaBieHne coTpyqHUKaA B IPYIIy ocyliecTBisieTcs 3anpocoM merogoM PUT Ha crnemyromuit

https-aapec nporpammuoro untepdeiica ECUA:

https://esia-portall.test.gosulsugi.ru/rs/orgs/1000000001/emps/{emp id}/grps/{grp id}/{it sys_ id}
[MTapametp <it_sys_id> — MHeMOHHKa HHPOPMAIIMOHHOW CUCTEMBI, B paMKax KOTOPOW cO3/1aHa

naHHas rpynma. [Ipumep 3anpoca:

PUT /rs/orgs/1000000001/emps/1000023747/grps/ORG_ADMIN/ESIA HTTP/1.1
Host: esia-portall.test.gosuslugi.ru
Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5¢cCI6IkpXVCIsInZlc

JlaHHbIi 3ampoc BKJIIOYAaeT cOTpyaHMKa ¢ wuaeHTH(ukaropom 1000023747 B rpynmy
«AIMHHHUCTPATOPHI PO opraHu3anumny, npuHamexamneiit ECUA.

JI1s ucKIItoYeHus COTPYIHMKA U3 TPYIIBI HY>)KHO BBI3BaTh NporpamMMHbii nuutepdeiic ECUA no
yKa3aHHOMY BBIIIE ajipecy (azxpec ais Jo0aBieHus coTpyAHMKa B rpymy) merogom DELETE. Ilpumep

3amnpoca:

DELETE /rs/orgs/1000000001/emps/1000023747/grps/ORG ADMIN/ESIA HTTP/1.1
Host: esia-portall.test.gosuslugi.ru
Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc

B.7.5 Ynpasienue 10cTynom K HenmyO0JJUYHBIM IpyInaM
[IporpaMMHBbIii  HHTEpdeic MO3BONSIET NPEIOCTaBUTh JPYrod OpraHu3aluyd JOCTYN K
HenyONIn4YHOW rpymnme (ecau OpraHu3alys, BbI3BIBAIOIIAS CEPBHC, SBISIETCS BIIAAEIbLIEM JaHHON

prHHBI), a TaK’KC OTO3BAThb NOCTYII.

%3 Cepuc noctynen mo URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/emps/{emp_id}
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[Tycts opranmsanusi ¢ uneHtuduxaropom 1000000001 — Brmageneny NpuBaTHOW T'PYIIIBI
RA.USR_CFM («Omneparopbl CUCTEMBI MOATBEPKACHUS JTHYHOCTH»). C TOMOIIBIO MPOTrPAMMHOTO
uHTepdeiica Ta OpraHu3alus MOXKET:

— TIOCMOTpPETh NEepevyeHb OPraHU3aIMii, KOTOPHIM ITPEJOCTaBICHA JaHHAS TPYTINa;
— J1aTb HEKOTOPOW OpPraHM3aluu JOCTYI K JaHHOM IPYIIIE;
— 0TO3BaTh Y OpraHU3alMy JOCTYI K TPYIIIE.

Jns mpocMoTpa ciMcKka OpraHu3alii, KOTOPBIM MPEIOCTaBIEH JOCTYN K YKa3aHHOW TpyIIie,
HeoOXOMMO BBITIONHUTE 3ampoc MerogoM GET B ampec mporpammuoro mutepdeiica ECUA®. B
3aroJI0OBKe 3arpoca JI0JbKeH ObITh yKa3aH Mapkep AocTymna. FiMeeTcst BO3MOKHOCTD BbI3BaTh ATOT CEPBHC
¢ ¢yukuueii BcTpamBanus (embed), yToObI cpa3y ObUI BHJEH MEpPEUCHb OPTraHU3aIMi, KOTOPHIM

npepocranieH poctyi. [Ipumep 3ampoca:

GET /rs/orgs/1000000001/emps/1000023747/grps/RA.USR CFM/perms?embed= (elements) HTTP/1.1
Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5¢cCI6IkpXVCIsInZlc
Cache-Control: no-cache

IIpHMep 0TBC€TA, U3 KOTOPOr0 BHUAHO, YTO HAOCTYII HNPCAOCTABIICH YCTBIPEM OpTraHU3allUusAM

(ykazanbsl ux OI'PH u uneHTH)UKATOPHI pa3penieHuil):

"stateFacts": [
"hasSize"
]l
"size": 4,
"elements": [
{
"stateFacts": [
"Identifiable"
]I
"permId": 732,
"ogrn": "1047707030513"

"stateFacts": [
"Identifiable"

]l

"permId": 21,

"ogrn": "1023101651154"

"stateFacts": [
"Identifiable"

] r

"permId": 104,

"ogrn": "1027700367507"

"stateFacts": [
"Identifiable"

]I

"permId": 107,

"ogrn": "1027802761282"

% Cepsuc noctynen no URL https://esia-
portall.test.gosulsugi.ru/rs/orgs/{org_oid}/grps/{grp_id}/perms
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s noGaBiieHHsI OpraHW3allyd B ATOT MEpPeueHb HEOOXOJMMO BBIMOJHUTH 3apPOC METOIAOM
POST B aapec aToro xe mporpammuoro untepdeiica ECA®. B 3aronoBke 3ampoca J0IKEH OBITH
yKa3aH Mapkep AocTyna. B Tene 3anpoca JOKHBI ObITh YKa3aHbI TAPAMETPHI:
— <ogrn>— OI'PH opranu3zauuy;
—  <rqCfm> — npu3HaK, OnpeneIsoNINi, YTO BKIIIOYEHHE B TPYIIITY TPeOyeT MepCOHaIbHOTO
COTJIACOBaHUS CO CTOPOHBI BIIAJICIIbIIa TPYIIA (U1 TOTO OH JIOJDKSH UMETh 3HaYeHue “true”).

HpHMep 3aIrpoca (paBpBIBBI CTPOKHU OaHbI JJIA y,Z[O6CTBa ‘ITCHI/IH)I
POST /rs/orgs/1000000001/grps/RA.USR CFM/perms/ HTTP/1.1
Host: esia-portall.test.gosuslugi.ru
Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc
Content-Type: application/json
Cache-Control: no-cache

{ "ogrn": "1047796940465",
"rgCfm": false }
Jnst oT3pIBa JIOCTyNa HEOOXOAMMO BBINMOJIHUTH 3ampoc merogom DELETE mo agpecy

KOHKpeTHOro pasperenus. [Ipumep 3anpoca:

DELETE/rs/orgs/1000000001/grps/RA.USR CFM/perms/1103 HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc
Cache-Control: no-cache

Bb.7.6 lo6aBiieHre U U3MEHEHHE JAHHBIX (UIHAIOB OpPraHu3alul

[Tporpammusiii naTepdeiic ECUA mo3BosnsieT BBIIOIHATD CIEAYIOIIUE OTePAIUH:

— 100aBUTh (uiIHal OpraHu3alvy;
— W3MEHWTH JaHHBIC (PUIINAIa OPTaHU3AIIH.

Jlist noGaBieH s 3aKCcH O Brirane HeoOXoIMMO cienaTh 3anpoc Ha https-aapec mporpaMmMHOro
unrepdeiica ECUA meronom POST®®. 3aronosok 3ampoca 1omikeH BKIIOUATh B ceOs MapKep A0CTYTIa,
Ter KoHTeiHepa ¢unuanoB (MeTKa, MONyYeHHass mOpu  3ampoce pecypca  https://esia-
portall.test.gosuslugi.ru/rs/orgs/{oid}/brhs).

Teno 3ampoca JOIKHO BKIIOYATH CIIETYIOIINE TaHHbIE:

— <name> — Ha3BaHue punuana,
— <kpp> — KIIII ¢punmnana,

[Tpumep 3ampoca (pa3pbIBbl CTPOKU JaHbl AJis y100CTBA UTEHHUS):

POST /rs/orgs/1000000001/brhs HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc
Content-Type: application/json

If-Match: "3FEA16CB36AFC793234553C1C7CAAF89CD79A32D"

% Cepsuc noctynen no URL https://esia-
portall.test.gosulsugi.ru/rs/orgs/{org_oid}/grps/{grp_id}/perms
% Cepauc moctymen mo URL https:/esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/brhs
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{ "name": "®umman KIII 111111112",
"kpp": "111111112" }

Jlist usmenenus 3anucu o gumane — ero Hazeanus win KIIIT — HeoOXxoammo cenars 3amnpoc Ha
https-agpec nporpammuoro untepdeiica ECUA metomom POST®. 3aronoBok 3ampoca IOIKeH
BKJIFOYaTh B ceOsi Mapkep IOCTyIa, Ter 3amucu (uinana (MeTKa, MoJydeHHas Ipu 3ampoce pecypca
https://esia-portall.test.gosuslugi.ru/rs/orgs/{oid}/brhs/{brh-id}).

Teno 3anpoca 10JKHO BKJIIOYATh CIIEAYIOIINE JaHHbIE:

— <name> — Ha3BaHue Quauaia,;
— <kpp> — KIIII ¢pununana.

[Tpumep 3ampoca (pa3peIBbI CTPOKH AAaHbI UIS yI00CTBA YTCHU):

POST /rs/orgs/1000000001/brhs/1004083064 HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlc
If-Match: "3FEA16CB36AFC793234553C1C7CAAF89CD79A32D"

{ "name": "HoeBemt o¢umman",
"kpp": "111111113" }

b.8 IlpenocraBiieHue ciMCcKa N3MEHEHHBIX MOJIb30BaTe e WM

OpraHu3aluii 3a Nepuo BpeMeHu

Bb130B naHHOW omepanuu mnpeaocTaBiseT uHterpupoBaHHbiM ¢ ECHUA uHdopmanmoHHBIM
cUCTeMaM JaHHble 00 WM3MEHEHHBIX IO0JIb30BaTesIX Wiau opranuzauuii B ECHUA. [lnsg nomydenus
nepeyHsl U3MEHEHHBIX M0JIb30BaTeNel MM OpraHu3aliii CUCTeMa-KIMEHT JIOJDKHA HarpaBuTh B https-
anpec REST-API cucremsr ECUA 3anpoc metonom GET. B 3ampoce nomkeH ObITh yKazaH pecypc,
cofiepKalIuii HeoOXOoAMMBbIE JaHHble. B KauecTBe 3TOro pecypca HCHOJb3YETCS CTaHJIAPTHBIN
UJEHTU(UKATOP pecypca C MEePCOHAIBHBIMH JaHHBIMU TOJIb30BaTeleil (/prns), BO3BpaIArOIINI
NepeueHb 3apPErUCTPUPOBAHHBIX B CUCTEME ITOJIb30BaTeNe (cM. pasaen b.2) wim cTanaapTHBIN pecypc
CO CITUCKOM opraHm3amuii (/0rgs), Bo3Bpamaronuii koyuiekiuoo opranusannii (cMm. b.4). Crnennduka
BBI30BA JIaHHOM OIEPALIMK COCTOUT B TOM, UTO 3aIpOC JOJDKEH COAEPKATh CIEAYIOUINI apaMeTp:

— <updatedSince> - pmara, HauyMHAs C KOTOPOW HEOOXOAMMO OTOOPa3UTh H3MEHEHHBIX
MoJIb30BaTeNe. 3a1aeTcs Kak Konnm4yecTBo cexkyH 1, mpomenmux ¢ 00:00:00 UTC 1 suBaps 1970
roja.

B 3ampoc momxen ObITh noGaBieH header ¢ mapkepoM J0OCTyma, MO3BOJISIONIMM IMOJTYYUTh
JOCTYII K TaHHOMY pecypcey (scope http://esia.gosuslugi.ru/tech_inf).

[Tpumep 3ampoca crrcKa U3MEHEHHBIX OpraHU3aIri (BBI30B CEPBHCA B Cpejie pa3paOdOTKH):

GET /rs/prns?updatedSince=1384218061 HTTP/1.1\r\n

5" Cepsuc noctymen mo URL https://esia-portall.test.gosulsugi.ru/rs/orgs/{org_oid}/brhs/{brh_id}
126



Authorization: Bearer 75b2c7cbb8da403491c224c9e431lcef9\r\n
Host: esia-portall.test.gosuslugi.ru\r\n
Accept: */*\r\n
\r\n

B kadecTBe oTBeTa mepegaeTcs MepedeHb MOJIb30BaTeIeH WM OpPraHU3alfi, OOHOBJICHHBIX C
YKa3aHHOU JaThl. DTOT NMEPEUYCHb NPECTABISIET COOOM CIMCOK CCBUIOK Ha pecypc ¢ ykazanuem {oid},
COI[ep)KaH_II/Iﬁ I/I,I[eHTI/I(bI/IKaTOpI)I BCEX WU3MEHEHHBIX II0JIb30BaTElIEd WU OpraHI/I3aHI/Iﬁ C MOMCHTa

YKaSaHHOﬁ B 3aI1pOCE NaThl.

b.9 HNmmnopr yuyeTHOH 3alIMCH I0JIb30BATEIS

[IporpammubIii  mHTEpdEic, OCHOBaHHBIM Ha apxutekTypHoMm ctuwine REST, B memax
obecneuenus ummnopra B ECUA yuernsix 3anuceii qpyrux MC, oGecnieunBaeT BO3MOKHOCTh POBEPKH
HaJu4Msl YYETHOM 3aluCH IOJIb30BATENs, a B Cly4yae €€ OTCYTCTBHUSA, PETHCTPALUU IOJIb30BATENs B
ECHA. Anroputm, no KOTOpOMY HPOU3BOAUTCS UMIOPT YYETHOW 3alMCH, MPUBOJUTCS HAa PUCYHKE

Hiwke (cMm. Pucynok 14).
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Jiis »MIopTa y4eTHBIX 3alKcell CUCTeMa-KIMEHT JOoJDKHA HanpaBuTh B https-angpec REST-API

cuctembl ECUA 3ampoc meromom POST: https://esia.gosuslugi.ru/esia-rs/api/public/v2/prns/import (s

MIPOJYKTUBHOU CPEJIbI).

B 3aIlIpoCC HA UMITIOPT y‘lCTHOﬁ 3aIUCH MEPCAAIOTCA CICAYIOINE JAaHHBIC IT0JIb30BATECIIA:

HanmenoBanmne | Onmcanue | O0s13aTEJILHOCTH
Ne IIpumeyanus
napaMerpa napaMerpa napaMerpa
1. firstName Nwms Y TekcroBas cTpoka, cojeprkarias He
6osiee 256 CUMBOJIOB.
2. lastName damunus Y TekcroBas cTpoka, cojeprkarias He
6osiee 256 CUMBOJIOB.
3. middleName OTuecTBO Y TekcToBas CTpoKa, copeprkaIias He
Oounee 256 cumBooB. Heobs3aTenpHo,
B CJIy4ae e€CJIM OTYECTBO OTCYTCTBYET
B IIACTIOpTE.
4. birthDate Hara Y dopmar: JAMM.ITTT
POXICHUS
5. birthPlace Mecto N TekcroBas cTpoKa, cojepxanas He
POKIACHUS oostee 700 CHMBOJIOB.
6. citizenship ['paxx1ancTBO N/Y Hcnonb3yeTcst TpeXOyKBEHHBIN KO
1o CTpaHbl, HaripuMep, A Poccun o
Kjaccuukar JOJDKEH MpUHUMaTh 3HadueHue RUS.
opy OKCM ITo yMOI4aHUIO IPUHUMAETCS
3Havyenue “RUS”.
O0s13aTerneH B ciiydae, ecliv
yYKa3aHHBIN TOKyMEHT OTJIUYEH OT
nacriopra PO.
1. gender ITon Y IlepedeHs TOMYCTUMBIX 3HAYECHHM:
o “M” — MyXCKOH;
e “F” — KeHCKUM.
8. snils CHUJIC Y ®opmar: “XXX-XXX-XXX XX”
9. KOHTAaKT Y
9.1. |type Tun Y IlepedeHs TOMYCTUMBIX 3HAYECHUM:
KOHTaKTa o “MBT” — MmoOunbHBIN
tenedoH (00s3aTebHbIH
napamerp);
e “EML” — snekTpoHHas modyra
(HeoOs13aTeNbHBIN mapamMeTp).
9.2. |value 3HaueHue Y dopwmar:
o “EX(XXX)XXXXXXX” (st
type =“ MBT”);
e TEKCTOBas CTpoka B (opmare
agpeca AJIEKTPOHHOM IMOYTHI
(mst type = “ EML”).
10. JIOKYMEHT Y
10.1. | type Tun Y IlepedeHb TOMYCTUMBIX 3HAYECHHM:
JIOKyMEHTa e “RF_PASSPORT” — macnopt
rpaxaanuHa P@;
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HauMeHoBanue

Onucanune

0O0a3aTeILHOCTD

Ne IIpuMmeyanus
napaMerpa napaMerpa napaMerpa

e “FID_DOC” —  nmoKymeHT
MHOCTPAaHHOTO  TpakJaHWHA,
YAOCTOBEPSAIOLINHI JINYHOCTD Ha
tepputopuu PD;

o “FRGN_PASS” —
3arpaHUYHbIN acropT
rpaxaanuHa PO.

10.2. | series cepust Y/N Jlns macriopra rpaxaanuHa PO B
dopmate XXXX.
Jnst 3arpaHyHOTO Macmnopra
rpaxaannaa PO B popmate XX.
HeoOs3atenpHblii 11t TOKyMEHTa
WHOCTPAHHOTO IPAKIAHUHA.
10.3. | number HOMED Y Jlns macnopra rpaxxaanuHa PO B
dhopmare XXXXXX.
J1yst 3arpaHYHOTO Macmnopra
rpaxnannHa PO B popmare
XXXXXXX.
10.4. | latinLastName damuust Y/N TonbKo AJIs 3arpaHUIHOTO TTACTIOPTA
(JTaTHHHIICH ) rpaxaanuHa PO.
10.5. | latinFirstName | Nms Y/N TonbKo AJIs 3arpaHUIHOTO TTACTIOPTA
(JTaTUHHIICH ) rpaxaanuHa PO.
10.6. | issueld Homep Y/N Tonbko i acnopTa rpaxIaHuHa
MoJIpa3jielicH PO.
usl, Heobs3arenbHbIi A1 TOKyMEHTA
BBIJIaBIIIETO WHOCTPAHHOTO IpaXKAaHUHA U
nacropT 3arpaHUYHOTO MACIIOPTa IPaKIaHIHA
PO.
10.7. | issuedBy HaumenoBan Y/N TonbKo I aciopTa rpaKIaHnHA
ue P®.
MOJpa3iesieH Heo0s3aTensHO 1151 JOKyMEHTa
us, WHOCTPAHHOTO TpaXKAaHUHA U
BBIJIaBIIIETO 3arpaHUYHOTO MACIOPTa IPaKIaHIHA
acmnopr PO.
10.8. | issueDate Jlara BeIgaun Y dopmar: JJAMMITIT
nacropra
10.9. | expireDate Hata Y/N TonbKO 7151 3arpaHUYHOTO MACIopTa
OKOHYaHHUS rpaxxaanuHa PO.
CpoKa ®opwmart: JAMM.ITIT
JIEUCTBHUS
JIOKYMEHTa
11. azpec N
11.1. | type Tun agpeca Y [lepeueHb HOMYCTUMBIX 3HAUEHU:
e “PLV” —anpec npoXuBaHus;
e “PRG” —anpec perucrpaumu.
11.2. | addressStr AnpecHast Y TEeKCTOBas CTPOKa, coeprkamias
CTpOKa AIIEMEHTHI ajjpeca (TepedyrncIsoTCs
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HanmenoBanmne | Onucanume | O0s13aTEJILHOCTH
Ne IIpuMmeyanus
napamerpa napamerpa napamerpa
yepe3 pa3AesuTedb «,», He 6oiee 2000
CHMBOJIOB)
11.3. | countryld TpexOykBeHH N B dopmare XXX.
BII KOJ
CTpaHbl
11.4. | zipCode WNunexc N TekcToBasi cTpoka, cojepxanias He
6omee 256 CUMBOJIOB.
11.5. | region O6nactp N TekcroBas cTpoka, cojeprkarias He
6osiee 256 CUMBOJIOB.
11.6. | area Paiion N TekcroBas cTpoka, cojeprkarias He
6osiee 256 CUMBOJIOB.
11.7. | city I'opon N TekcToBas cTpoka, cojeprkarias He
6onee 256 cCUMBOJIOB.
11.8. | district Oxpyr N TekcToBas cTpoka, coepikaiias He
6onee 256 cCUMBOJIOB.
11.9. | settlement Hacenennprit N TekcToBas cTpoka, cojeprkarias He
ITYHKT 6onee 256 cUMBOJIOB.
11.10, street Vnuna N TekcToBas cTpoka, cojieprkaiias He
6onee 256 cCUMBOJIOB.
11.11, additionArea VTouHenue N TekcToBasi CTpoKa, cojepKarias He
10 PETHOHY 0onee 256 cUMBOJIOB.
POXKUBAHUS
11.12] additionAreaStr | Yrounenue N TekcToBas cTpoKa, cojepikaias He
eet 0 YJIHIIE 6omee 256 CUMBOJIOB.
11.13] house Hom N TekcToBast cTpoka, coeprxarias He
6onee 256 CUMBOJIOB.
11.14] building Crpoenue N TekcToBas cTpoKa, cojiepikaIias He
6onee 256 CUMBOJIOB.
11.15, frame Kopmyc N TekcToBast cTpoka, copepKanas He
6onee 256 CUMBOJIOB.
11.16/ flat KBaprtupa N TekcToBas cTpoka, copeprkanas He
6onee 256 CUMBOJIOB.
11.17) fiasCode Koxg ®UAC N dopmart: «XXXXXXXX-XXXX-
XXXX-XXXX-XXXXXXXXXXX X

B 3ampoc momxen ObiTh nmoGaenen header (Authorization: Bearer) ¢ paHee moiy4eHHBIM

MapKepoM

JOCTYTIa,

BBITaHHBIN

Ha

CIIEUAIbHBIN

scope

(http://esia.gosuslugi.ru/ext_imp),

IIO3BOJISIONIUH OCYHICCTBJIATDH aBTOMAaTUYECKUI HUMIIOPT y‘ICTHOf/'I 3alyucCu I10JIb30BaTCIIA. I[aHHBIfI

MapKEp BbIAACTCA TOJIBKO AOBCPECHHBIM CHCTCMaM, UMCIOIIHUM IIPaBO MMIIOPTA MOIL30BaTENIell TaKUM

o0Opa3oM; Bbllaya MapKepa OCYIIECTBISETCS B paMKaX MOJENIN KOHTPOJS JOCTylla Ha OCHOBE

nojxHoMounii cuctemsl-kineHTa ([Ipunoxenue B.3), T.e. mpaBo Ha 3ampoc TaKOro Mapkepa J0CTyma

yCTaHaBIIMBAETCs oneparopoM FkciuryaTanun ECHUA.

B 3aronoske (Header) 3anmpoca meroga umnorpa, nmomumo mnapamerpa Authorization (mapkep

nocryna, Bearer<mpobem><teno Mapkepa™>), HeOOXOAMMO TepeaBaTh JBa MapameTpa:
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e Request-Data - Teno mapametpos 3anpoca (JSON), 3akogupoBanHoe B base64;
e Request-Data-Sign - moamucek 3amnpoca - moanucantnoe cepruduxarom MC-nmotpedbures
(cuctemsbl, HampaBJstollel 3anpoc Ha umMmnopt) teno (JSON) mapamerpos 3ampoca.
Request-Data-Sign — moamnuck 3anpoca B ¢popmare PKCS#7 detached signature B komupoBke
UTF-8 ot ot JSON ¢ mapamerpamu 3anpoca. Request-Data-Sign gomxen ObITh 3ak01upoBaH B hopmare
base64 url safe. Micmons3yeMblii a1 IPOBEPKH MOJAMUCH CEPTU(HHUKAT JTOJDKEH OBITh MPEIBAPUTEIHLHO
3apeructpupoBan B ECMA u npuBsizan k yderHod 3amucu cucteMbl-kiuenta B ECHUA. ECHUA
nojaepxxuBaer ceprudukatsl B popmare X.509. ECUA mnongnepxuBaeT anroput™ (OpMHpPOBAHUS
anektporHoi noanucu ['OCT P 34.10-2012 u anroputm kpunrtorpaduueckoro x3muposanus [OCT P
34.11-2012.

[Tpumep 3ampoca (BBI30B cepBHCa B cpenie pa3paboTKH):

POST https://esia.gosuslugi.ru/esia-rs/api/public/v2/prns/import HTTP/1.1

Accept-Encoding: gzip,deflate

Content-Type: application/json

Authorization: Bearer
eyJhbGci0iJSUzIINiIsInNidCI6ImF]jY2VzcyIsInR5cCI6IkpXVCISsInZlciI6oMX0.eyJleHAIOJEONjEyMzIOMDU
sInNjb3BlIjoiaHROcDpcLlwvZXNpYS5nb3Nlc2x1Z2kucnVeL2V4dF9pbXAiLCIpc3MiOiJodHRWOlwvXC91lc21lhlm
dvc3VzbHVnaS5ydvwvIiwidXJuOmVzaWE6c21kIjoiZDdkNGYzZWYtZIJN1OSOOMWVhLT1iODUtY2MyODA3SMTQzOWUyY T
1widXJuOmVzaWE6c2JgX21kIjoxMDAWMDAWMDAYLCJIJbGl1bnRfaWQiO0i JURVNUXINZUIRFTVOJTVRBPULIQiLCIpYXQ1
OjEONJExXNDYwWMDVO . Kw—

Kxh7ckYU 5xWTiUGAVn3rkFSp6TtfopivPfXnvgyPcqRmmPDsqjR tJyhLED8w8iVéhjk2euchvid4aXx¥lm r716EXS
DiAae2WUdO0rrGEb-SKIHS5hXEBRWBIOTP1g-xA-Q3Lc-717yt6SAZAJtvUKKzaryYWDi -
r9wYZuR5kN2XQ08175n85HhP1KcnERWQ] T8DfQXEoaHP6rBqc9YECktI1UF] ZADk1IN1u60jqIkGEf FROGYPF7TVGNMEU
jJR469E0d1I3MLA1ImSh8MdHW mePoR19EquQPUtHwrtEALpYFLiiqvBwlnX4UQvZ7DWOlwfbwTl6pNHEfoY2FAUASIwW
Request-Data-Sign:
MIAGCSqGSIb3DQEHAGCAMIACAQExDZANBglghkgBZOMEAGEFADCABgkghkiGOwOBBWEAAKCAMIIDJTCCAGOCBFhKg5U
wDQYJKoZIhvcNAQELBQAWVZELMAKGALUEBhMCUl1UxDzANBgNVBAgMBk1vc2NvdzENMASGALUECgwEVGVzdDENMASGAL
UECWWEVGVzdDEZMBCGALIUEAWWQVGVZzdCBSZXNOIFNS5c3R1bTAeFwOxNjEyMDkxMDEyMzdaFw0xNzEyMDkxMDEyMzdaM
FcxCzAJBgNVBAYTALJVMO8wDQYDVQQIDAZNDL3N]jb3cxDTALBgNVBAOMBER1c3Q0xDTALBgNVBASMBFR1 c30xGTAXBgNV
BAMMEFR1c3QgUmVzdCBTeXNOZWOwggEiMAOGCSqGSIb3DQEBAQUAA4 IBDWAWGGEKAOIBAQCBYESM2 R1BrtltyJl5Aw
CW_tChh2euZC3FEqQWDY6TFA1Vyy9y04gM 5P1WruplhA9dCCbft5JFsz4n nE71MMRaI34tqTyyo24xzX VrhgTIi05
mtlY5dbldeiPVNT3aUCjFleZDXoUbCanQiZkPa_CHGOOMBhuVuQWOVzw3FufAlEXDjNPUORRvaYoBWOK_3SnyS7_
88xJn- yQQVwu0TQkSuqpOsylfBM-

Wgl0U5x4bJ2NSeL71AzZ]jCL mh1daQTOxEwB1VLUMlc5srMyw QHQ1McsNrgrnx3zhFFNLS5Sk LrSxgxOsC4sgBwlo
udVayUUvGbge nxu7P3AgMBAAEWDQYJKoZIhvcNAQELBQADgGgEBABXKOCIN]QMyvtJvZNRyM21GwQOklaBZugRErJmp
LAR7auYLbZnwEdt1I8KEJBOQW6pTb99rnQs—T-
qZiCthPYlexXGeVCXk5dJWSiGE_SdrjWVSOH83iUAZLvBPi3NlVW2GCNOleSlZE9HVGYJTII5I_X—dw64—
2NYETLIYPQ7HWwAEWY09ucLILM]GKYBe5FrwiulAyD20-1nIpYtXdLSpf1KangPlPdlxmxEBXMQUMOKg7dTE~
q2gYfZLNUKsAezrat tHGHTPRngwiWQHmwly rXXodlgcNxeilT dvcOo JfkNmgGCcOSRXSx1BWSWGynLeBBjYMy9VN8
XYQOPpQAADGCAfUwggHXAgGEBMF8wVzZELMAKGALIUEBhMCU1UxDzANBgNVBAgMBk1vc2NvdzENMASGAL1UECgwEVGVzdDENM
ASGALUECWWEVGVzdDEZMBcGAIUEAWWQVGVzZdCBSZXNOIFN5c3R1bQIEWEgGD1ITANBglghkgBZOMEAGEFAKBPpMBgGCSAG
SIb3DQOEJAZzELBgkghkiGI9wOBBWEWHAYJK0OZIThveNAQKFMO8XDTE3MDYyMDEINTAINVowLwYJKoZIThveNAQKEMSIEIOpP
wKJInoLommyNROKDD1WVsWuBdY fowQ4byOiN-
gSPe2MAOGCSqGSIb3DQEBAQUABIIBADINWxdZeqGBg8 4WqRs9H4SLde SukclAG6hNjlcbTgxzthzzmln JQEZOTYa
P9bQdTEhOVKZXxFXC JjPBMQauZPJcleOR5DDB 7X4MAgGpMQObhpTQz3Sg7acJuddWuYxL92BDk4qyzuwgJdQIplVJi
ckBvC78XeJVolwd4 jx5CVENn3pUIPdKxib6dalevB6CsxD98JcsvWZ3u~—

H3LOO0 ApUOUHeF84r3AZ5mtILY]j2w608rMAmsTDe7CAUXvVDUAP905cTPk57rDNaW96d5J3SUtmZdx2nGBS41kJYWIND
iqyfHJ7X4nZVOS0glbT JnaXtxrZTWp9BJo6oNKJaagQAAAAAAAA

Request-Data:
ew0OKICAiZmlyc3ROYW11Ijoiw5DCmMOQwrLDKMKww5DCvcOQwr7DkMKyIiwNCiAgImxhc3ROYW11Ijoiw5DCmMOQwrL
DkMKww5DCvSIsDQogICJIJtaWRkbGVOYW11Ijoiw5DCmMOQwr LDKMKww5DCvcOQwr 7DkMKyw5DCUMORwWOCiLAOKICALYm
1ydGhEYXR1IjoiMDEUMDEUMTk50SIsDQogICJiaXJ0aFBsYWN1Ijoiw5DCnMOQwr 7DkcKBwS5DCusOQwrLDkMKwIiwNC
iAgImdlbmR1ciI6Ik0iLAOKICALc25pbHMiOi IWMDAtMDAWLTAWMCAWNYISDQogICIIb250YWNOCcyI6IHSNCiAgGICAL
ZWx 1bWVudHMi0iBbDQogICAGICB7DQogICAGICAGICI0eXB1IjogIlklCVCIsDQogICAGICAgGICI2YWx1ZSI6ICIrNyg
50TkpOTk50Tk50SINCiAgICAGIHOSDQogICAgGICB7DQogICAgGICAGICI0eXB1IjogIkVNTCIsDQOogICAGICAGICI2YW
x1ZSI6ICJ0ZXNOQHR1c3QudHMiDQogICAgGICBIDQOgICAGXQOKICBILAOKICALIZGYjdWllbnRzIjogewOKICAgICJIlb
GVtZW50cyI6IFSNCiAgICAGIHSNCiAgGICAGICAGINR5cGUi01JSR19QQVNTUEISVCISDQogICAGICAGICIZZXIpZXMi
O0iIyMjIyIiwNCiAgICAgICAgIm51bWJIlciI6Ijg40Tk50SIsDQOgICAGICAGICIpPc3N1ZULkIjoiMTEXMDAXIiwNCiA
gICAgICAgImlzc3V1ZEJ5Ijoiw5DCoMOQwaPDkMKSw5DC1CDDkMK zLsOQwpz DkMK—
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w5HCgcOQwrrDkMKyw5HC1iyIsDQogICAgICAgGICIpc3N1ZURhAGUiO1iIx0OC4wMy4yMDE2Ig0KICAGICAGEQOKICAGIFO
NCiAgfSwNCiAgImFkZHJ1c3N1lcyI6ewOKICAGICI1IbGVLZW50cyI6IFsNCiAgICAgIHSNCiAgICAgICJ0eXB1IjogIl
BMViIsDQogICAgGICAiIYWRkcmVzclNOciI6IsOQwprDkMK1w5DCvMOQwrXDkcKAWSDCvsOQwrLDkcKBw5DCusOQwrDDk
cKPIMOQwp 7DkMKxw5DCu80QwrDDkcKBwSHCgsORwows IMOQwgLDKkMKww5HCiMORWOLDKkMKww5DCs80Qwr 7DkMK7w5HC
JMORwWOHDKMK 6w5DCuMOQwrkgw5DCoMOQwrDDkMK5w5DCvsOQwr 0s IMOQwqj DkMK1w5HCgMOQwrXDkMKzw5DCtcORwoOg
gw5DCn80Qwr7DkcKBw5DCtcOQwrvDkKkMK-w5DCuiDDkMKzw5DCvsSORWODDKMK—

w5DCtMORWOHDKMK 6w5DCvsOQwr PDKMK—

ICAgICDDkcKCw5DCuMOQwr DKMKwIiwNCiAgICAgQICJjb3VudHJI5SWQi0iAiUIVTIiwNCiAgICAgGICJI6aXBDb2R1Ijo
gIjMS5NDAWMCIsDQogICAgICAicmVnaWouljogIsOQwprDkMK1w5DCvMOQwrXDkcKAwSDCvsOQwrLDkcKBw5DCusOQwr
DDkcKPIMOQwp7DkMKxw5DCu80QwrDDkcKBw5SHCgsORWOWiLAOKICAGICAGIMFYyZWE1OiAiw5DCosOQwrDDkcKIwSHCY
sOQwrDDkMKzw5DCvsOQwrvDkcKMwSHCgcOQwrrDkMK4w5DCuSDDkMKgw5DCsMOQwrnDkMK—
w5DCVSIsDQogICAgGICALIY210eSI6ICLDkMKow5DCtcORWODDKMK1w5DCs80QwrXDkcKIIMOQwp DKMK-—
w5HCgcOQwrXDkMK7w5DCvsOQwrogw5DCs80Qwr 7DkcKAWSDCvsOQwrTDkcKBw5DCusOQwr 7DkMKzw5DCviDDkcKCw5D
CuMOQwr DkKMKwIiwNCiAgICAgICJkaXNOcmljdCI6ICLDkMKOw5DCtcORwWOI1LAOKICAGQICAGINNIdHRSZW11bnQioi
Aiw5DCo80RwWOHDkcKCw5HCIC3DkMKQwW5DCvcOQwr fDkMKww5HCgSDDKkMKfw5DCvsORwWOHDKMK1w5DCu80Qwr 7DkMK6 T
1wNCiAgICAgICJIzdHJI1ZXQi01iAiw5DCocOQwr7DkMKyw5DCtcORwWOLDkcKBw5DCusOQwrDDkcKPIMOQwgPDkMK7w5DC
UuMORwWObDkKkMKwIiwNCiAgICAgICIhZGRpdGlvbkFyZWEiOiAiw5DCoMOQwrXDkMKzw5DCuMOQwr 7DkMK9 IMOQwgHDkMK
ww5DCtMOQwr 7DkMKyw5DCvsOQwrUgw5DCvcOQwrXDkMK6w5DCvsOQwrwtw5DCt SDDkcKCw5DCvsOQwr LDkMKww5HCgM
OQwrjDkcKIw5DCtcORWOHDkcKCw5DCssOQwr41iLAOKICAGICAGIMFkZG10aW9uQXJ1YVNOcmV1dCI6ICLDkMKiw5DCt
cORWOHDkcKCIiwNCiAgICAgICJob3VzZSI6ICI4ANi8xIiwNCiAgICAGICIidWlsZGluZyI6ICJIJ1ITIiwNCiAgICAgICIm
CmFtZSI6ICIyMDTDkcKDIiwNCiAgICAgICImbGFOIjogIsOQwr DKMK-
w5DCvC40MTkiLAOKICAGICAGIMZPpYXNDb2R1IjogIjc3LTAtMDAWLTAWMC OwMDAtMDAWLTQyMzY tMDAWMC OwMDA1DQO
NCiAgICAgGICAGfQOKICAGICAGEQOKICAGIFONCiAgGEQOKEQ

Cache-Control: no-cache

Content-Length: 1476

Host: esia-portall.test.gosulsugi.ru

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (java 1.5)

{
"firstName":"VBaHoB",
"lastName":"lBaH",
"middleName" : "ViBaHOBUU",
"birthDate":"01.01.1999",
"birthPlace":"Mocksa",
"gender" . "M" o
"snils":"000-000-000 07",
"contacts": {
"elements": [
{ "type": "MBT",
"value": "+7(999)9999999"
}l
{

"type" . "EML",
"value": "test@test.ts"

]
}I
"documents": {
"elements": [
{
"type":"RF_PASSPORT",
"series":"2222",
"number":"889999",
"issueId":"111001",
"issuedBy":"PYBI r.MoCkBH",
"issueDate":"18.03.2016"

]
}I
"addresses": {
"elements": [
{
"type": "PLV",
"addressStr":" KemepoBckas oBjyacTb, TamTarojbCkui paroH, lleperem nocejiok I'OPOLCKOI'O
Tunna, YCTb—-AH3ac nocejiok, CoBerckasa yauua'",
"countryId": "RUS",
"zipCode": "652975",
"region": "KemepoBckas O6mactb",
"area": "TawmTarosbckuy Parion",
"city": "lleperem I[locesiok roponckoro twumna'",
"settlement": "VYcrer-AH3ac Ilocejok",
"house": "Ilom 19",
"fiasCode": "Sbf5ddff-6353-4a3d-80c4-6£fb27£00c6cl"
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}

1
}

ITo nonyuyennsM nanHbiM B ECUA BbInosiHA€TCS NOMCK YYETHOM 3anucu. B 3aBucumoctu ot

toro, HaiiieHa B ECHA yueTHas 3anuch, yA0BIETBOPAIOIIAs IIOJyUYEHHBIM JaHHBIM W HET, OllepaLis

HMIIOPTA MOXKET 3aBCPIIUTHECA OAHHUM U3 CICAYIOIHNX PE3YIbTAaTOB!:

noyib30BatTeib yxke 3apeructpupoBan B ECHUA (moarBepxkaeHHas ydeTHasl 3allvcCh
Harinena no CHWJIC, nanubie macnopTa u TenedoHa CoOBMaaaoT);

HEKOTOpbIC aTpuOyTHl HE coBManaroT (yueTHas 3anuch Haiinena mo CHUJIC, Ho He Bce
aTprOyThI COBIIAIAIOT);

nonb3oBarens ECUA ycnemHo noarBepkieH (HaiiieHa cTaHAAapTHas WM TOTOBas K
noatBepxkaeHuto ydetnas 3anuck no CHWJIC, nannble macmopra u TenedoHa
COBIMAJAIOT, HAWIEHHAS YUY€THAsI 3aIIUCh YCIEITHO MOATBEPKICHA);

nonb3oBarenb ECHMA ycmemHo mnepenoaTBepxkaeH (HailigeHa Y3, MOATBEp)KIEHHAs
yepe3 [loury Poccun, nanneie macnopra u TenedoHa COBMAAAIOT, HAlCHHAS y4eTHas
3aIUCh YCIICIIHO TIEPETOITBEPKIACHA);

CO37aHa 3asBKa Ha TOATBEP)KICHHE YIPOUICHHOW Y4eTHON 3amucu (HaljeHa
YIpOILEHHAsl YU€THasl 3aIIUCh M0 OJTHOMY MJIM HECKOJILKHM KOHTAaKTaM, CO3/laHa 3asiBKa
HAa 3aIlyCK MPOBEPOK JAHHBIX B BEJOMCTBaX M MOATBEPKICHHE, TIOTYyYeH HOMEP 3asiBKU
Ha TOATBEPKICHUE);

CO3/1aHa 3asBKa Ha PETUCTpaIuio (He HalJeHa ydeTHas 3aluch IMOJb30BaTeNsl, B TOM
YHUCJIe YINPOIIECHHAs, CO37aHa 3asBKAa HAa PETUCTPAIUIO, TMOJTYYEeH HOMEDP 3asiBKU Ha

PETUCTpAIIHIO).

B otBete nepeaaroTCd CICAYIOMNUC MMapaMETpPhbI:

Ne

HaumenoBanue

Onucanue napamerpa Ipumeyanus
napamerpa

1.

requestld Kon 3asBku Ha peructpanuo Bo3Bpaiaercs B ciiy4yae co31aHus

3asBKU Ha pEruCTpanulo.

2.

code Kopx 3aBepuienus onepanuu MokeT ObITh BO3pAIllEH B BUJIE

3HA4YCHMIL:
— O wmm | — BBINOJIHEH UMIOPT
Y4ETHOM 3aMUCH;
— 2 — co3daHa 3asBKa Ha UMIIOPT
(peructparuio) YIETHOU
3aIucu;
—  KOJI OIINOKH, BAPUAHTHI
nipuBeieHbl B Tabmwma 10.

description TekcToBOe onucaHue Koaa Onucanue 1151 KOAOB YCIEUTHOTO

3aBEpLICHUs OllepaLUU nMrnopra yuétHoit 3anucu B ECHUA
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HauMeHoBanue

Ne Onucanue napamerpa IIpumeuyanus
napaMerpa
(code =0, 1 wu 2) u aus code =
ESIA-03200
4. message TekcroBoe onucanne Kozaa Omnucanue U1 KOJI0B OIIHOOK IpU

OLIMOKH BBHIMOJIHEHUS onlepaliy | uMIopte yué€THoi 3anucu B ECUA
(3a uckimrouenrem koaa ESIA-
03200)

BapuanTb! ook puBEACHEI B

Tabmuma 10

I[aﬂee IIPHUBOJATCA BapHaHThl OTBETOB CEPBHCA, IIPU 3aBEPIICHUHU OII€pallid UMIIOpTA.

[Tpumep oTBeTa Ha 3anpoc (IoJab30BaTeNb yxke 3apeructpupoBad B ECUA, yueTHas 3anuch yxe

MOJITBEPIK/ICHA paHee):

HTTP/1.1 200 OK

Server: nginx/1.4.6 (Ubuntu)

Date: Thu, 21 Apr 2016 13:43:37 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
X-Powered-By: Servlet/3.0 JSP/2.2

{"code":"0", "description":"Person already has trusted account in ESIA"}

[Ipumep oTBeTa Ha 3ampoc (ydeTHas 3alich MOJIb30BaTeNs yCHemHo noarsepxacaa B ECUA):

HTTP/1.1 200 OK

Server: nginx/1.4.6 (Ubuntu)

Date: Thu, 21 Apr 2016 13:43:37 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
X-Powered-By: Servlet/3.0 JSP/2.2

{"code":"1", "description":"Person successfully confirmed as trusted in ESIA"}

[Ipumep oTBeTa Ha 3ampoc (y4eTHas 3aluCh I0JI30BATENS YCIEIIHO MEPENOATBEPKIEHA B

ECHA):

HTTP/1.1 200 OK

Server: nginx/1.4.6 (Ubuntu)

Date: Thu, 21 Apr 2016 13:43:37 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
X-Powered-By: Servlet/3.0 JSP/2.2

{"code":"1", "description":"Person successfully reconfirmed as trusted in ESIA"}

HpHMep OTBCTA Ha 3aIpocC (3ar1poc Ha pETUCTpallUI0 YCIICIIHO OTIPABJICH, CO3/1aHAa 3asiBKa Ha

PETUCTPALIHIO):

HTTP/1.1 200 OK

Server: nginx/1.4.6 (Ubuntu)

Date: Thu, 21 Apr 2016 13:43:37 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
X-Powered-By: Servlet/3.0 JSP/2.2

{"requestId":"AAAAF3A1379F965664CB56FCE55BD8CCA2F38368985607E75E23", "code":"2",

"description":"Request to register person as trusted in ESIA has been accepted
successfully."}
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IIpumep oTBeTa Ha 3ampoc (HaiieHa YIpOLIEHHass YYeTHas 3aluch, CO3/laHa 3asBKa Ha

IIOATBEPKICHUE!

HTTP/1.1 200 OK

Server: nginx/1.4.6 (Ubuntu)

Date: Thu, 21 Apr 2016 13:43:37 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
X-Powered-By: Servlet/3.0 JSP/2.2

{"requestId":"AAAAF3A1379F965664CB56FCE55BD8CCA2F38368985607E75E23",

"code" : u3u,

"description":"Request to conform simplified person as trusted in ESIA has been accepted

successfully."}

[Tpumep oTBeTa Ha 3ampoc (OMmMUOKa UMIIOPTA, HEKOTOPBIE aTPUOYTHI 3arpoca HE COBIAJAIOT C

yueTHOH 3anuceio B ECUA — tpeOyercsi KOppeKTUPOBKA IMapaMeTpOB 3alpoca WM YYETHOW 3alKCH B

ECHA):

HTTP/1.1 400 Bad Request

Server: nginx/1.4.6 (Ubuntu)

Date: Thu, 21 Apr 2016 13:43:37 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
X-Powered-By: Servlet/3.0 JSP/2.2

{"code":"ESIA-03200",

"description":"Import account error.

Person have to check entered

data or fill in the data in his account in ESIA."}

B Ta6J'II/II_Ie HHIKC IMIPECACTABJICHBI KOAbI OTBETOB OT CEPBUCA UMIIOPTA.

Tab6muma 10 — Koael u onucanue ommOOK OT CepBHCa HMIIOPTa

Ne Kon Bo3Bpara Omucanne koxa KommenTapuu
BO3BpaTa
1. | ESIA-000001 BuyTtpennsis ommbka JlaHHBII KO/ BO3BpaTa COOTBETCTBYET
CHUTYaIlUH, KOT/1a OOHapy)KeHa HEU3BECTHAS
omunoKa
o | ESIA-005029 Scope is not allowed VY cHucTeMBI, OCYIIECTBIISFOIIEH 3ampoc K
CEepBHCY UMIIOPTA, OTCYTBYET pa3pelleHue Ha
JOCTYI K cKoymy ext_imp (Hanpumep,
yKa3aHHBIN B 3aIIPOCE MapKep J0CTyIa He
naéT mpaBo JOCTyMa K cKoymy ext_imp)
3. ESIA-030002 3aI1oJIHUTE T10JIE Onno u3 noneit «@amunusty, «Mmay»,
«OTYeCTBOY MPHIILIO C MYCTHIM 3HAYCHUEM
4 | ESIA-030003 HesepHo yka3aHbI
napameTpsl 3arpoca
5. | ESIA-030007 Henomyctumeie [Tosst 3ampoca comepikar HEAOMYCTHMBIE
CHUMBOJIBI B MOJIAX CHUMBOJIBI «<», «>» HIIH «&»
3ampoca
6. | ESIA-030504 Ceprudukar
AIEKTPOHHOU MOIMUCH
UMEET HEKOPPEKTHYIO
cTpykTypy. ObpaTurech
B YAOCTOBEPSIOLINI
LCHTP
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ESIA-03200

Bo3MoxHO, 9TO
IIOJIB30BATEIIb
3aperuCTPUPOBaH,
HEOOXOIMMO
MIPOBEPUTH BBEJCHHBIC
JIaHHBIE TIaCIIopTa
(cepuro, HOMeEp, ATy
BBIJIAYH ) WU
3anonHuTh nX B ECUA

Heo0OxonuMo ckoppeKTHpOBaTh JaHHBIE

M0JIb30BaTENsl B IapaMeTpax 3anpoca (ceputo,

HOMEp, J1aTy BbIJauu) WU apaMeTpbl
yuetHo# 3anucu B ECUA

ESIA-032006

YKa3aH HEKOPPEKTHBIN
TUI KOHTaKTa

ESIA-032101

VYKka3zaH HEKOPPEKTHBIN
aJIpec IEKTPOHHOU
MIOYTHI

10.

ESIA-032102

B ctpykType anpeca
AIIEKTPOHHOM MOYTHI (B
MMEHHU U JOMEHE)
JIOJIKHBI OTCYTCTBOBAaTh
TOYKHU B Ha4yaJje U
koHue. Hanmpumep,
mymail.mymail@exam
ple.com - BepHO;
mymail.@.example.co
M — HEBEPHO

11.

ESIA-032103

YKa3zaH HEKOPPEKTHBIN
dbopMaT UMEeHH IS
azpeca AJIEKTPOHHOU
nouTsl. JlocTymnHele
CHUMBOJIBI: JIATHHCKHE
OykBbI a-Z U A-Z,
uudpser 0-9 u 3HAKH
nyHKTyarun (#$%*+-
=" _{}I~)

12.

ESIA-032104

VKa3zaH HEKOPPEKTHBIN
dbopmar 1omeHa aJis
azpeca dJIEeKTPOHHOMN
noutsl. JlocTynHbIe
CHUMBOJIBL: JIATUHCKUE
OykBbI a-zZ U A-Z,
udpst 0-9 1 3HAKU
nyHKTyarmu (#$%*+-
=27 _{}I~)

13.

ESIA-032105

Henonycrtumo
UCTIOJIh30BAaTh JIBA U
Ooutee paza moaps
CIICTYIOIIII€ CHMBOJIBI:
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14.

ESIA-032110

He ykazan aapec
ANEKTPOHHOMU MOYThI
IIPU BBI30BE METO/A
HMIIOPTA U YKa3aHHUU
IIyCTOr'O 3HAYEHUs B
atpubyre EML

JlaHHBII KO BO3BpaTa COOTBETCTBYET
CUTYalluH, KOTJa B 3alpoce MepeiaH myCcTou
napametp EML

15.

ESIA-032200

He ykazan Homep
MOOUITBEHOTO TenedoHa

16.

ESIA-032201

Homep MmoGuiasHOTO
TenedoHa COEPKUT
HEJIOMYCTHMBIC
CHUMBOJIBI

17.

ESIA-032202

Homep moGuiasHOTO
TenedoHa yka3aH B
HEBepHOM (opmare

18.

ESIA-032203

YKa3aH HEKOPPEKTHBIN
HOMEp MOOMIIBHOTO
tenedoHa

19.

ESIA-032205

YKa3zaHHBIA HOMED
TenedoHa yxe
UCTIONIB3YETCS IISt
perucTpanuy y4eTHoi
3aIuCH

JlanHbIN KO OIIMOKK BO3BpAIIAETCs IPU
IIOBTOPHOM MMIIOPTE, KOI/1a HA YKa3aHHBIN B
3arpoce Homep TesedoHa yxKe ecTh 3asiBKa Ha
PETUCTPALIAIO HOBOM Y3, OT MOJIb30BaTENA
noJsryyeHo noarsepxaeHue no CMC u
3anyIlleHbl IPOBEPKU NaHHBIX B BI'P.

20.

ESIA-033000

He ykazan tun
JIOKYMEHTa

21.

ESIA-033001

Beenure cepuro
JOKYMEHTa

22.

ESIA-033002

Beenure Homep
JOKYMEHTa

23.

ESIA-033003

He yka3ana nara
BbIJIAYM JJOKYMEHTA

24,

ESIA-033004

He ykxa3zano Be1omcTBO,
BBIJIABIIEE JTOKYMEHT

25.

ESIA-033005

YKaxkurte 1aTy BblIayd
JIOKYMEHTa

26.

ESIA-033006

HekoppekTHas nara
BBIJJA4YM JOKYMEHTa

27.

ESIA-033007

Vkaxure nary
OKOHYAHUS CpOKa
JIEHCTBHSI IOKYMEHTA

Ecnu 3arpannacnopt yka3zaH B KayecTBe
JIOKYMEHTA, YJIOCTOBEPSAIOIIETO JIMYHOCTh

28.

ESIA-033008

HekoppekrtHas nata
OKOHYAHUS CpOKa
JENCTBUS TOKYMEHTA

Ecnm 3arpannacnopT yka3zaH B KaUecTBE
JIOKYMEHTA, YAOCTOBEPSIOIIEro JUYHOCTD

29.

ESIA-033009

JlaTa okoHYaHMS CpoKa
JIEMCTBUS IOKYMEHTA
JIOJKHA OBITH MEHBIIIE
YyeM JiaTa BblJIauu

Ecnu 3arpannacnopt yka3zaH B KauecTBe
JIOKYMEHTA, YJIOCTOBEPSAIOIIETO JIMYHOCTh
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30.

ESIA-033010

Document type is
wrong

YKa3zaH HEBEPHBIN TUI JOKYMEHTA,
YIOCTOBEPSIOIETO JTUYHOCTh

31.

ESIA-033011

JlnrHa Ha3BaHMS
BEJIOMCTBA, BBIIABIIICTO
JIOKYMEHT, JIOJDKHA
OBITH MEHBIIIC
{xonuuectBo}
CHUMBOJIOB

32.

ESIA-033100

Cepus nacnopra
JIOJDKHA COCTOSITH M3
{kommuecTBO} 1IN (Dp

33.

ESIA-033101

Cepus nacopra MOXeET
COZIEpIKaTh TOJIBKO

1 @po1

34.

ESIA-033102

Howmep macnopra
JIOJDKEH COCTOSITh U3
{konmyecTBO} Hdp

35.

ESIA-033103

Howmep macnopra
MOXET COAEPKATh
TOJIBKO U PBI

36.

ESIA-033104

Bsenure xon
nojpa3ieJIicHUs B
1acrnopre

37.

ESIA-033105

Kox nompasiencnus B
HacIopTe J0JDKeH
COCTOSITh W3
{xonmuectBo} mmdp

38.

ESIA-033106

Kon nonpasnenenus B
MACTIOPTE MOXKET
COJIepKaTh TOJIBKO

1 dpo1

39.

ESIA-033109

RF Passport issuer
element wrong length

Hesepnas nnuna nons «Beinany nms
nacnopra PO

40.

ESIA-033110

RF Passport issuer
element wrong
character

B none «Beinan» nacnopra PO ykazan
HEJIOIIyCTUMBIN CUMBOJI

41.

ESIA-033201

Cepus 1oKymMeHTa
MOJKET COAEPKATh
TOJIbKO LIU(PBI, TUPE,
OYKBBI PyCCKOTO U
JATUHCKOTO andaBuTa

42.

ESIA-033202

Homep noxymeHnra
MOJKET COAEPKATh
TOJIbKO LIU(PBI, TUPE,
OYKBBI PyCCKOTO U
JATUHCKOTO andaBuTa

43.

ESIA-033300

Cepus nokymeHTa
JIOJDKHA COCTOSITh U3
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{komuyecTBO}
CHUMBOJIOB

44,

ESIA-033301

Cepust TOKyMeHTa
MOYKET COJIEPHKaTh
TOJIBKO ITUGPBI U OYKBBI
pycckoro andasuta

45.

ESIA-033302

Homep noxymenTa
JIOJIKEH COCTOATD U3
{kommuecTBO} 1IN (DP

46.

ESIA-033303

Homep noxymeHnra
MOJKET COIEPKATh
TOJILKO IU(PBHI

47.

ESIA-034000

ZipCode element is
empty

He yxa3an unnexc s aapeca PO. Ioine
«MHaeKC» NPUCYTCTBYET, HO HE 3aII0JHEHO

48.

ESIA-034001

ZipCode format is
wrong

Hesepnslit popmat nnaexca

49,

ESIA-034002

Address type is wrong

HesepHb1ii THI anpeca

50.

ESIA-034004

AddressStr element is
empty

He yka3ano 3nauenue nomus addressStr

51.

ESIA-034005

Address elements
House, Building, Frame
are null

B aapece He yka3aHbl 3HaUeHUS
JIOM/KOpITyC/CTpOCHUE

52.

ESIA-034006

Address element
countryld is wrong

Yka3aH HEBEpHBI KOJ] CTpaHbl

53.

ESIA-035100

He ykazana pamunus

54.

ESIA-035101

He ykazano nms

55.

ESIA-035102

ITone moxer
COJIEPKaTh TOJIBKO
OYKBBI pyCCKOTO HJIN
JATUHCKOTO
andasBuTOB, HUDPHI,
neduc, npoben,
anoctpod, TOuKy,
3anATyr0. 3ansaras
JIOTTYCTHMa TOJIBKO B
cepenuHe ciosa. B
10JI€ HEI0IyCTUMO
OJIHOBPEMEHHO
HCIIOJIb30BaTh PYCCKUE
U JJATUHCKHE OYKBBI

56.

ESIA-035103

He yxa3an non

S7.

ESIA-035104

Vkaxure nary
POKICHMUSI

58.

ESIA-035105

HekoppekTHas nara
POXKJICHUS

59.

ESIA-035106

Vkaxure r PAKIAHCTBO
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60.

ESIA-035107

VYkaxure
UACHTH()UKAITMOHHBII
JIOKYMEHT

61.

ESIA-035108

YKa3zaHHBINA JOKYMEHT
HE SIBJIETCS
UACHTU(DUKAITTOHHBIM
JJOKYMEHTOM

62.

ESIA-035109

YkazanHsle
UIECHTU(DUKAITMOHHBIH
JIOKYMEHT U
IPaKJIaHCTBO HE
COOTBETCTBYIOT APYT

ApYyTyY

63.

ESIA-035110

Ykazauslit moa
{HaumeHOBaHKE} HE
COOTBETCTBYET
CJIOBApIO

64.

ESIA-035111

VYkazaHHoe
IPaXIaHCTBO
{HanmMeHOBaHME} HE
COOTBETCTBYET
CIIOBApIO

65.

ESIA-035112

Vkaxxure MecTo
POKACHUS

66.

ESIA-035113

VYkaxkure BuI Ha
JKUTENLCTBO MIIH
paspelieHue Ha
BPEMEHHOE
MPOKUBAHUE

67.

ESIA-035115

VkazaHHas cTpaHa
POKIECHUS
{HanmeHoBanue} He
COOTBETCTBYET
CIIOBApIO

68.

ESIA-035116

B V3 nonb3oBarens He
nposepeH B bI'P
JIOKYMEHT,
YAOCTOBEPSIOIIUI
JUYHOCTD

69.

ESIA-035117

KonmnuecTBO CUMBOIOB
HE TOJIZKHO HpeBBIHIaTI)
700 cUMBOJIOB

s nonst «Kem Bbiian» (macropr)

70.

ESIA-035118

ITone moxer
coJiepkKaThb TOIBKO
OYKBBI pYCCKOTO HJIH
JATUHCKOTO
andaBuTOB, HUDPHI,
nedwuc, mpoben,
anoctpod, TOUKy,

Jost momst «Amsiy»
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3amATyro. 3arnsTas
JIOTTyCTUMa TOJBKO B
cepenuHe ciosa. B
M0JI€ HEIOMYCTUMO
OJITHOBPEMEHHO
HCII0JIb30BATh PYCCKUE
1 JJAaTUHCKHUE OYKBBI

71. | ESIA-035119 KonnvectBo cumBomnoB | st mons «MecTopokaeHHe»
HE JIOJKHO MPEBBINIATh
700 cuMBOIIOB

72. ESIA-035120 KonnyectBo cumBoioB | [{ist mons «MecTopoXKIeHHEY, €CITH 3HAUCHUE
B CJIOBE HE JIOJKHO yKa3aHo 0oJiee OJJHOTO CJIOBa, TO OTACIBHOE
npesbimath 30 CJIOBO HE JOJIKHO npeBblaTh 30 CUMBOJIOB
CHMBOJIOB

73. | ESIA-036100 Beeaure CHUIC He yxazan CHWIC

74. | ESIA-036101 HexoppekTtHsriii hopmat
CHIWIC

75. | ESIA-036102 Beenennsiit CHUJIC VYkazaunsiii CHUJIC HexkoppekTeH (HeBepHas
HE CYIIECTBYET KOHTPOJIbHASI CYMMa)

76. | ESIA-039601 Haiinennas JlaHHbIN KO/ BO3BpaTa COOTBETCTBYET
VIPOIIEHHAs 3aMUCh CUTYalluH, KOTJa HaliJleHa YIpOIIeHHas
y’Ke TIOATBEPKIACTCS y4eTHas 3allUCh 110 KOHTAKTY, HO B HEH yxKe

WIYT NpOBEPKHU NaHHbIX B BI 1IP

77 | ESIA-039602 B naiinennoit Y3
OTCYTCTBYET
MOJATBEPKICHHBIN
HOMep TeseoHa

78. | ESIA-039603 Yka3aHHBIN B 3amrpoce
HOMep TeseoHa He
CBIIAJIAET C
MOJITBEPK/IEHHBIM B
Halinennoun Y3

79. | ESIA-039812 Homep moOuinbpHOTO JlaHHBII1 KO/ BO3BpaTa COOTBETCTBYET
TenedoHa yxe CUTYaIlNH, KOTJIa HoMep TenedoHa
UCTIOJIb3YeTCs B APYTroi | MOATBEPIKJIEH B IPYroil yueTHOH 3anucu
yueTHOM 3anucu. Bol MeHee 30 cyTOK Ha3aj U ero UCIojIb30BaHUE
CMOXeTe IIPU PETUCTPALIMU HOBOW YYETHOU 3amucu
3aperuCTPUPOBATH HEBO3MOKXHO
YUETHYIO 3aMUCh Ha
ATOT HOMEp TenedoHa
HE paHee JJI.MM.ITIT.

BoccranoBure noctyn
K YU4ETHOU 3amiCH UIN
YKaKATE JPYrol HOMep
MOOMJIBHOTO TeneoHa
g0. | ESIA-039815 Yka3zaHHBII HOMED JlaHHBII KO/ BO3BpaTa COOTBETCTBYET

TenedoHa yxe
UCTIONIB3YETCS IIISt
perucTpalyy y4eTHo

CUTYyallMH, KOT1a CYIECTBYET 3asiBKA HA
PEruCTpalMI0 HOBOW YYETHOM 3allMCH Ha
YKa3aHHBIN [IPHU TIOBTOPHOM HMIIOPTE
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3aIllMCH U OKUIAETCS tenedoH, Ho enie oxumgaercss CMC-
CMC ¢ MOATBEPKJICHUE OT MOJIB30BaTeNs (IIPOLLIO0
MOJTBEPKICHUEM MeHee 3 THei)
COTJIaCHS PETUCTPAINH
g1. | ESIA-910307 Registration Hcrexio BpeMst 0KHIaHUS OTBETHOTO SMS-
Endorsement by SMS is | coo0iiieHus ¢ coriacueM Ha perucTpauio
falied WA UCYEPIIAHO KOJMYECTBO MOIMBITOK
OTIIPaBKH OTBETHOT'O SMS-COO0IIEHUS (BpeMs
OXKU/IaHUs — 3 CYTOK, KOJIMYECTBO MOTBITOK —
3 mrt.)
82. ESIA-039805 VY4eTHas 3ammuch yxe JlaHHBIN KO BO3BpaIIaeTcs B Ciiydae, Korjaa
aKTUBHA Ha MOMEHT 3aIlpoca cTaTryca o UMIOPTY
HI0JIH30BATENb 3aPETUCTPUPOBAIT U
MOATBEPIUI APYTYI0 Y3
g3. | ESIA-039810 Homep MmoOuiasHOTO JlaHHBIN KO/ BO3BpaTa COOTBETCTBYET
TenedoHa yxe CUTYaIlH, KOTJ[a YKa3aHHBIH HOMEP
UCTIOJIB3YETCsI B IPYroi | TeneoHa UCTIONB3YEeTCs B IPYroi yU4eTHON
yY4eTHOM 3anucu. Ecim | 3anucu
BBI YK€
PETUCTPHUPOBAIUCH,
nonpoOyiiTe BOUTH B
CBOIO YUETHYIO 3aITUCh.
Ecnu BbI HE
PETUCTPUPOBAIHCH,
YKa)XUTE IPYroil Homep
MOOUITBHOTO TenedoHa
WIH yaJUTe HOMEP
tenedoHa u3 Gopmel
pETUCTpaIHH.
g4. | ESIA-032010 Y none30Barens yxe JlaHHBIN KO/ OMIMOKH BO3BPAIIACTCS TIPH
3aJlaH 3TOT THII MOBTOPHOU TOTBITKE TMOATBEPKICHUS YKe
KOHTaKTa TTOJITBEPIKICHHOTO KOHTAKTA MOJIb30BATEIIS
g5. | ESIA-039803 Email yxe YkazaHHBIN a/ipec IIEKTPOHHOH ITOYTHI yiKe
UCIIONIB3YETCS B IPYTOM | MCIOJIb3YETCS M YCIEIIHO MOATBEPKICH B
YYETHOU 3aIuCH. npyroit Y3
Boccranosure noctyn
K YU4ETHOU 3amiCcH Uiu
YKaXHTe Jpyroi email

CI/ICTCMa, HCIIOJIb3YA HMEIOITUICS I/IILCHTI/I(I)I/IKB.TOP 3as4BKHW Ha PCTUCTPALUIO IMOJIb30BATCIIA,

MOJKET y3HaTh CTaTyC 3asBKH, a TAKXKe MPUINHY OLINOKY (IIpH ee HaIW4YuK). J{J1s moaydeHus JTaHHBIX O

XOJI¢ BBIITOJIHCHHUS TTPOBEPOK CHCTEMA J0DKHA BBRITIOMHUTE 3anpoc MetogoM GET B https-aapec REST-
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API cucremsr ECUA®S, 3anpoc Takske JOKeH cofepskaTh MapKep J0CTyHa CHCTEMBI Ha CKOyTI ext_imp.

IIpumep 3ampoca:

GET https://esia-portall.test.gosuslugi.ru/rs/reqgs/
AAAASFT79379F965664CB739F5BDCOFD8E24797A576A4F056322D
Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciI6M

B xauectBe otBeTa ECHA BO3BpaImaeT jSON ¢ mapamMeTpamu, yKasaHHbBIMH B Ta01. 11.

Tabnuna 11 — ITapameTpsl 0TBETa Ha 3aIPOC O CTATYCE MPOBEPKH TAHHBIX I10JIb30BATEIS

Ne IMapameTp

Oo0s3aTeiIb-

HOCTb

Onucanune

1. status

Cratyc 3a4BKH Ha PETUCTPALMIO T0Ib30BATEN.

MoxeT npuHUMaTh 3HAYCHUSI:

— VALIDATING — uner npoBepka JaHHBIX
yueTHo# 3anucu B BI'UP;

— VALIDATION_FAILED - ommb6ka npu
MPOBEPKE JTaHHBIX yueTHOU 3anucu B bI'HP,
JeTanu3anus OMNOKH COOEPKUTCS B
mapametpe errorStatusinfo;

— SUCCEEDED - oneparus ycrenrHo

BBITIIOJTHCHA.

2. | personOid

Unentndukarop 3aperucTpupoBaHHON YUETHON
3anucH (BO3BpaIaeTCs B CIydae YCIENIHO
BBITIOJTHEHHON ONEpaliuyi UMIIOPTa YYETHOU
3anucu B ECHA)

3. flowDetails

BosBpamiaer nanHble 0 3a1a4e, €€ cTaTyc U — IpU
HaJIMYMU — 00 omuoKe.
Bxuttouaet B cebst creayromue aTpuOyThI:
— uMs (name), NPUHUMAIOIIEE CIIEAYIOIINe
3HAYCHUSI:
e 0 MOMEHTa 3aBEpUICHUS HPOBEPKHU
CHUJIC:

- raRegistrationEndorsement —
MIOJITBEPIKICHHUE MOJTb30BATEIIEM
peructpannu no CMC;

- 5endSMS — otmpaBka mapoJst st
NEPBOTO BXO/A;

- validateSnils — nposepka ®UO,
CHWJIC u natel poxxaenus B [IOP
Poccuu;

e  [IOCIIE YIIEUIHOTO 3aBEPILCHHUS IPOBEPKH
CHUJIC u co3manus ynporéaHon ¥Y3:
- validateRfPassport — mpoepka
rnacrnopTHseIX 1aHHbIX B MBJI Poccun.
— craryc (status), MPUHUMAIOITUI CIICTYIOIIHE
3HAYCHUS:
- S — ycmeuHo BBHINONHEHA;
- P —Bpabore;

58 B cpene pa3paboTkn

CEepBHC

JOCTYTICH o URL https://esia-

portall.test.gosuslugi.ru/rs/reqs/{requestld}, rae requestld — yHukanbHbIN HACHTU(HUKATOP 3aBKUA HA

IIPOBEPKY JTAHHBIX MOJIb30BATEIIS.
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- W - oxuaeT peakiuu 1moib30BaTeNs HiIu
MPEBIAYIIETrO CBSI3aHHOTO 3a/1aHMUS;

- | — ”HAOHMATU3UPOBAHA;

- C - onepanus oTMEHEHa;

- F — omm0Oka BBITOTHEHMYSI.

— ommbOKa (error, HE003aTEIHLHO ), BKIFOYAFOIIAS

B ce0s Koz ormmOKu (COode) u TeKCTOBOE
ornrcanue (Message).

4. | errorStatusinfo N HetanpHast naGopMarms 06 ommoke (mpu
Hammann). GopMmar:

— code — xox OmKOKY;

— Message — TeKCTOBOE OITMCAHME ONTHOKH.

[Ipumep oTBeTa Ha 3ampoc O CTAaTyce BBHIMOJIHEHHs 3asBKU (yCIIEUIHAs perucTpamny y4eTHOU

3anucu npu umrnopte B ECUA):

{"stateFacts":["Identifiable"], "status":"SUCCEEDED", "person0id":1000352622}
HpHMep OTBCTA Ha 3aIllpOC O CTATYCC BLINIOJIHCHUS 3asIBKU (peFI/ICTpaLII/IH yquHoﬁ 3alliCH IIpH

umnopre B ECUA He BoinosineHa — omuoOka npu nposepke @O, CHWUJIC u narsl poxaenus B [IOP

Poccun):
{
"stateFacts":["Identifiable"],
"status": "VALIDATION FAILED",
"flowDetails":

[

{
"name":"raRegistrationEndorsement",
"status":"S"

}7

{

"name": "validateSnils",
"status": "F",
"error":{"code": "ESIA-910001",
"message": "lleHCHMOHHEN QOHI Poccuiyckol dermepaluy He HOATBEPIMJI CyHEeCTBOBAaHME

CHUJIC c yKasaHHEIMM pekBuUsmTamm" }
}I
{

"name": "sendSMS",
"status": "C"
}
]I
"errorStatusInfo":

{

"code": "ESIA-910001",

"message": "lleHcumoHHEM GoHI Poccurickoi demepaummu He NOOTBepImil cyumecTBoBaume CHUIIC c
YyKa3aHHBMM PeKBMU3UTaMmM"

}
}

HpHMep OTBCTA Ha 3aIllpOC O CTATYCC BLINIOJIHCHUA 3asIBKU (pCFI/ICTpaLII/IH yquHOﬁ 3aIlUcCH Ipu

ummnopte B ECUA He BbINoJHEHa — OIIKMOKA TP MPOBEPKE MaCMopTHHIX AaHHbIX B MBJI Poccum):

{
"stateFacts":["Identifiable"],
"status": "VALIDATION FAILED",
"flowDetails":
[
{
"name": "validateRfPassport",
"status": "F",
"error":{"code": "ESIA-910100",
"message": "B&nbsp;aBToMaTUUECKOM PEeXMME He&NbsSp;yOajloCh NPOM3BECTM MNPOBEPKY
Bamwero nacnopra."}
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"errorStatusInfo":

{

}

"message":

"code": "ESIA-910100",
"B&nbsp; aBTOMaTUUYECKOM PexXMMe He&Nbsp;yInajloChk IPOM3BECTM [IPOBEPKY Ballero

nacnopra."

b.10 CepBuc noaTBepkaeHus onepauui no perucrpanuu Y3 yepes

HHTErpanuoHHbIi Moayab EIITY

Jlns peructpanuu yueTHOM 3anucyu HeoOX0IMMO BBITIOJHUTH OTIPaBKY 3amnpoca meroaa POST:

https://esia.gosuslugi.ru/esia-rs/api/public/v2/prns/import/REST_API/0 (a5 npoyKTUBHOM cpejibl).

Bxonnble mapameTpbl 3ampoca omnucaHel B npuioxenue b.9 Mmnopr yderHoi 3amucu

I10JIB30BAaTCJIA.

[Tpumep 3ampoca (BBI30B cepBHCca B cpesie pa3paboTKu):

POST https://esia.gosuslugi.ru/esia-rs/api/public/v2/prns/import/REST API/0 HTTP/1.1

Accept-Encoding: gzip,deflate
Content-Type: application/json
Authorization: Bearer

eyJ2ZXI10JEsInR5cCI6IkpXVCIsINNIidCI6ImFjY2VzcyIsImFsZyI6IkdPULIQzNDEWINO.eyJzY29wZSI6ImhOdHA
6XC9cL2VzaWEUz29zdXNsdWdpLnJ1lXC9leHRfaWlwIiwiaXNzIjoiaHROcDpcLlwvZXNpYS5nb3N1lc2x1lZ2kucnVely
IsInVybjplc21lhOnNpZCI6IjOwYJBmNzhhILWYOZmItNDhiYS1iNjFhLTI3M2NmOTN1ZDdmYiIsInVybjplc21hOnNia
19pZCI6MTAWMDAWMDAWMiwiZXhwIjoxNTUS0TgzNzUyLCIpYXQiOJEINTk40TczNTIsImNsaWVudF9pZCI6I1RFULRE

UllTIn0.V4RffDAsEEQDhBazZ4VJ-tT9dmdWgC5qOU-Zx1Vtf0dSQsSBILwWOFpQI18s—

nMStgDG1InnUSR4sgtX4RMWS5TITQ
Cache-Control: no-cache
Content-Length: 1476

Host: esia-portall.test.gosulsugi.ru
Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (java 1.5)

{
"snils": "000-000-000 01",

"contacts": {
"elements": [
{
"type" . "MBT",

"value": "+7(900)0000000"
}
]

}l

"firstName": "lBaunor",

"lastName": "lBan",

"middleName": "VBaHOoBMU",

"gender": "M",

"trusted": "true",

"birthDate": "01.01.1990",

"birthPlace": "Bopouex",

"citizenship": "RUS",

"documents": {

"elements": [
{

"issueDate": "18.03.2016",
"issueId": "725453",
"issuedBy": "PYBI rT.Mocksu",
"number": "111111",
"series": "1000",
"type": "RF PASSPORT"
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B 3anpoc momxen ObiTh m0o0aBneH header (Authorization: Bearer) ¢ panee morydeHHBIM
MapKepoM JIOCTYyIa, BBIIAaHHBIN Ha crenuanbHbli scope (http://esia.gosuslugi.ru/ext imp),
MO3BOJISIIOIINN OCYIIECTBIISATH aBTOMATUYECKUI UMIIOPT YUYETHOM 3amucH moJib3oBarens. JJaHHbii
MapKep BbAAETCA TOJIBKO JOBEPEHHBIM CUCTEMAaM, UMEIOLINM IIPAaBO UMIIOPTa MOJIb30BaTENeH TaKUM
o0pa3om; BblIaua MapKepa OCYIIECTBISETCS B paMKax MOZEIN KOHTPOJIS IOCTyIa Ha OCHOBE
IIOJIHOMOYUI CUCTEMBI-KJINEHTA, T.€. [IPABO HA 3allpOC TAKOI'0 MapKepa JA0CTyIa yCTaHABIMBAETCS
onepaTopoM 3kcrryatanuu ECHUA.

Tak >xe 3ampoc AOKEH OBbITh MOMANKCAH AJIEKTPOHHOW MOIMHCHIO CUCTEMBI, KOTOpas
umnoptupyer ydernywo 3anuck B ECHA (Request-Data-Sign), u coxmepxare Teno 3ampoca,
3akonupoBanHoe B popmare URL-Safe Base64 (Request-Data).

[To mepcoHalbHBIM JaHHBIM, YKa3aHHBIM B 3alpOCE, BBIMIOJIHSAETCS MOMCK YYETHOHN 3alucy B
ECHA. B 3aBucumoctu ot Toro, HaiiieHa B ECUA yueTrHas 3anuch, yJOBIETBOPSAIONIAs OJTYYEHHBIM
JAHHBIM WJIM HET, ONIEPALlUsl HUMIIOPTA MOYKET 3aBEPIINTHCS OJTHUM U3 CIEIYIOIIUX PE3yIbTaTOB:

[Tpumep oTBeTa Ha 3anpoc (10Jb30BaTeNb yxe 3apeructpupoBad B ECUA, yueTHas 3anuch yxe

MOJITBEPIK/ICHA paHee):

Connection: keep-alive
X-Powered-By: Servlet/3.0 JSP/2.2

{"code":"0", "description":"Person already has trusted account in ESIA"}
HpHMep OTBCTa Ha 3aIIipocC (sanpoc Ha pETUCTpallUi0 YCIICHIHO OTIPABJICH, CO3J1daHAa 3asiBKa Ha

pPErucTpanuio):

Connection: keep-alive
X-Powered-By: Servlet/3.0 JSP/2.2

{
"requestId": "AAAAIDGE3E9F965664CB2F7F7C2CDEE19DCD83922B5E71CFB8B3",

"COde"I ll2ll,
"description": "Request to register person as trusted in ESIA has been accepted
successfully."

}
B oTBeTe niepenaroTces cienyonpe mapaMeTpsi:

HaunmeHoBanue
Ne Onucanue napamerpa IIpumeyanus
napamerpa

1. requestld Kon 3asBku Ha peructpanuto Bo3Bpaiaercs B ciiyvyae co31aHus
3as1BKM Ha PETUCTPAIHIO.

2. code Kon 3aBepienns onepanuu MoskeT ObITh BO3paIIEH B BUIE

3HAUYCHMI:

— 0 wmm 1 — BBIIIONIHEHA
peructpanus y4€THOM 3aMucu;

— 2 — co3maHa 3asgBKa Ha
perucTpaltio YYETHOMN 3aIUCH;

—  KOJI OIINOKH, BAPUAHTHI
nipuBeieHbl B Tabmwma 10.

3. description TekcToBoe onucanue Koaa Onucanue 111 KOJIOB YCHEIHOTO
3aBEpLICHUs OllepaLIUU nMropra yuétHoit 3anucu B ECUA
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HaumeHnoBanue
Ne Onucanue napamerpa IIpumeuyanus
napamMerpa
(code =0, 1 wu 2) u aus code =
ESIA-03200
4, message TekcToBOE OIMUCaHKE KOIa BapuaHThl 011MOOK IPUBE/ICHEI B
o6k BeimonHeHust oneparuy | Tabimua 10

B ciyyae coznanust 3asiBKM Ha pErUCTPALIUIO, MTOJIH30BATEII0 HA HOMEP MOOMIBHOTO Tesie(oHa,

yKa3aHHOTO B 3ampoce, Oyaet ornpasieHa CMC-kon noarsepxkacHus. IlomydeHHBINA KO

HeoOxoaumo otmpaButh B ECUA. [l aToro TpeOyeTcs BBIOJHUTH OTIPaBKY 3ampoca metoaa POST:

https://esia.gosuslugi.ru/esia-rs/api/public/v2/confirmation/compare (st IpOyKTUBHOM CPE/Ibl).

B 3anpoce Ha noareepkeHue koaa (13 CMC) nepenarorcs cieayromue JaHHble:

HaumenoBanue

OTHPABJICHHBIH MOJIH30BATEIIO
Ha HOMEp MOOMJIBHOTO

Ne Onucanue napamerpa IMpumeyanus
napamerpa
1. requestld Kon 3asBku Ha peructpanuo Bo3Bpaiaercs B ciyvyae co31aHus
3asiBKM Ha PErHCTPAIHIO.
2. Code Kon noareepxaenus, Hamnpagnsiercs nonas3oBaresnto, B

cllyyae CO3JjaHHs 3asBKH Ha
perucrpanmio.

tenedoHa.

[Tpumep 3ampoca (BBI30B cepBHCca B cpesie pa3paboTKu):

{

"requestId": "AAAA8DC2359F965664CB21FEFBDD922BA0OBD8DAAEE6727EBS80A",

"code": "2783"

}

ITo nonyuennsiM naHHbIM B ECHUA BbInosiHsA€TCS NpOBEpKa Koja MOATBEpXkAcHUA. B orBere

nepeaaroTCs CJICAYOIIUC MMapaMETPhI:

Ne HanmeHnoBaHue mapamerpa Onucanue napamerpa

1. requestld Kon 3asBku Ha perucrpanuio

2. createdTime Bpewmst co3panus 3anpoca

3. mobile Homep MoOuimbHOTO

4. status Cratyc BBIIIOJHEHUS ONIEpalUH

5. confirmationWay [Tpu3Haka moaTBEPKACHUS

6. availableAttemptsCount OcragIeecst KOJIMYECTBO MOMBITOK BBOJA KOJ/Ia
IOITBEPIKICHUSI.

7. maxInputAttemptsCount MakcumanbHOE KOJIMYECTBO BBOJIA
IOITBEPIKICHUSI.

8. periodsForNextGeneration WurepBan Bpemenn Mexay nepeornpaBkoir CMC.

9. resendCount KonunuecTtBo nonsiTok 1o nepeornpaske CMC ¢
KOJIOM TIOATBEPIKICHHSI.

10. timeToLive CpoOK >KM3HH KOJIa TIOATBEPKICHHSI.

HpHMep OTBETA B CJIy4ac €CJIM KOJ NMOATBECPKACHHUA YKa3aH IIPaBUIILHO.

{

"requestId":"AAAAOEF8369F965664CB48D753590B7269A3CF453DD0554E4DBA",

"createdTime":1557766520905,
"mobile":"79000000000",
"status":"OK",
"confirmationWay":"REST API",
"availableAttemptsCount":5,
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"maxInputAttemptsCount":5,
"periodsForNextGeneration": [
60000,
60000,
60000
] ’
"resendCount":1,
"timeToLive":86400000
}

B Tabmuiie HUKe epeunciIeHbl BO3MOKHBIC CTAaTyChI (1mojie: Status) BIMOIHEHHS OTIePAIIUK:

Ne HanmeHoBaHMe mapamerpa Onucanue napamerpa
1. OK Kon moarBepkieHus ykazaH BEpHO
2. WAIT Kon moaTBepsxieHns yka3aH HE BEpHO
3. NOT_FOUND Nudopmanusi 1aHHOM KOZE MOITBEPKACHUS HE
HaiiZieHa
4, TOO_FAST_RESEND HeBo3moskHo BeImosHUTH niepeoTnpaBky CMC c

KOHOMJHHHBepmﬂGHHeM.CjMOMeHTaOTHpaBKH
IIOCJIICOAHET O CMC MpouuIo CIUIIKOM MaJlo
Bpemenu (Ilapamerp: periodsForNextGeneration)

5. RESEND_LIMIT_IS_REACHED [ToBropHas nepeornpaBka CMC HEBO3MOXKHA
(ITapametp: resendCount)

6. EXPIRED Hcrek cpok KU3HM KOJAA IMTOATBEPIKICHHS
(ITapametp: timeToLive)

,Z[JISI BO3MOXHOCTH HEPCOTIIPABKH KOJAa NOATBCPIKACHUA I10JIL30BATCIIIO, Tpe6yeTcs{ BBITIOJTHUTDH
oTIpaBky 3anpoca meroga POST:
https://esia.gosuslugi.ru/esia-rs/api/public/v2/confirmation/resend/requestld (s mpoayKTHBHO#M

cpensl). B 3anpoce HeoOX0MMO yKa3bIBaTh KO 3asBKU Ha peructpanmto ([Tapamerp: requestld).

Bb.11 YnpaBienue uzoopaxkenneM (aBaTapoM) B npoduie

IMoJb30BaTCJidd
[Tporpammubie mHTepdeiicel Ha ocHoBe REST o0ecreunBaroT BO3MOKHOCTH YIIPABJICHHS
n3o00pakeHueM (aBaTapoM) mosib3oBatens. ObecrnedeHa BO3MOKHOCT:
— ToJtydath uzoOpaxenwue (aBatap) noaszoBarens mo OID;
— TMOJIydaTh UCXOAHOE u300pakeHue (aBarap) monn3oBatens mo OID.
JIyis OCYIIECTBIICHHUS JTaHHBIX OMEpalyii CUCTeMa OpraHu3alMK JOJDKHA HampaBuTh B https-

anpec nporpammuoro unrepgeiica ECUA 3anpoc metonom GET.

b.11.1 IHonyyenne c:xxaroro nzodpaxenus (aBarapa) noiab3zosartess no OlID

J11s mostydeHus cKaToro Kpyrioro u3oopaxeHus (aBatapa) JOJKEH ObITh BBIIIOIHEH 3a1poc
metozom GET na https-aapec nporpammuoro untepdeiica ECUA®. 3aronoBox ganHoro 3ampoca

% Cepruc nocrynen mo URL https://esia-portall.test.gosuslugi.ru/esia-
rs/api/public/v1/pso/{prn_oid}/avt/circle
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JIOJKEH BKIIIOYATh B ce0sl MapKep J0CTyINa, BhIAAHHBIN crUcTeMe Ui paboThI C aBaTapoM
noJip3oBaress (USr_avt?oid={p.prn_oid}). Beigaua mapkepa oCyIecTBISIETCS B paMKax MOJICIH
KOHTPOJIS JIOCTYIIa Ha OCHOBE MoJHOMOYHi cuctembl-kiueHTa ([Ipunoxenue B.3), T.e. mpaBo Ha
3ampoc TaKOro Mapkepa J0CTyla ycTaHaBiauBaeTcsa oneparopom skcrutyarauuun ECUA. [pu
aBTOpHU3ALIMK HEOOXOMMO yKa3aTh B 3arojioBke — Authorization ¢ moJIy4eHHBIM TOKEHOM.

B kaugectBe orBera ECHUA Bo3Bparaer MajaeHbKOE KPYTioe H300paKeHUe, UCIIOIb3YIOIeecs
Ha cTpaHule apTopu3anuu u B npoduiie ECHUA, unu ommbKy mpu OTCYTCTBUU U300paKeHHUS.

[Tpumep 3ampoca:

GET http://esia-portall.test.gosuslugi.ru/esia-rs/api/public/v1/pso/1000299282/avt/circle
Authorization: Bearer
eyJ2ZXI1i0jEsInR5cCI6IkpXVCIsInNidCI6IMFjY2VzcyIsImFsZyI6I1JTMjU2In0.eyJuYmYiOjEIMjgyMDglMzE
sInNjb3BlIjoib3BlbmlkIHVzcl9hdnQ b21kPTEWMDAYyOTkyODIiLCJpc3MiOiJodHRWOlwvXC91lc2lhLmdve3VzbH
VnaS5ydvwvIiwidXJuOmVzaWE6c21kIjoiMDI4ZjkONWISMJEWN2ZiMjcO5MTE4YTM10GM2M2ZiNDRhMzdjOGZ1i0TAYM
JA10GOxZj1hMjdiNjIzMDg5Z2jQ3YSIsInVybjplc21hOnNial 9pZCI6MTAWMDISOTI4MiwiZXhwljoxNTI4MJEyMTMx
LCIpYXQiOjEIM]jgyMDglMzEs ImNsaWVudF9pZCI6I1RFUIRfULITINO . Lgv8Zm9J8sGEHIMGppY zWXGn KaQcWeERx
k53C-BkXAVxsMboEXwVcnmva5hRuSuo  wcVwf3rY DQ 90Hgd3vZ30-iEFciDJxVVAMz2sVIHQXvUzOHET-
VAMIwEsWUMurKeV7uCPYgrlrjagsRivzIgMc0eo0j1ZMrM20hUJTWVKZZgz T~
IxCBjyVoUwcPafBmkAmyOvt1RVj1LjgBZg5BNeXvUCv819cc4S0e9ql-e6AEjZIHTNYEVolng la8iem—
UVVPRm]jszyffrl1lJSzSkDvds3809wYbfzk8ckA2b-95acNDtsN8esDdGbBg6c-xMpfmyNpALSlcluPkmkg

IIpumep ycriemHoro oreera:

{
"url": "/0/0/0/0/0/113/33/424e0939-3055-4945-b510-0650ea2c97aa.png"

}
[TosrygenHOe N300paskeHNE pacrioaraeTcs Mo CChUIKE:

https://esia-portall.test.gosuslugi.ru/useravatar/{ccouika Ha n300pakeHUE}, HATIPUMED:
https://esia-portall.test.gosuslugi.ru/useravatar/0/0/0/0/0/113/33/424e0939-3055-4945-b510-

0650ea2c97aa.png
HpI/IMep OTBCTA B cnyqae, CCJIM aBaTap HC Haﬁ,[[eHZ

{
"code": "ESIA-040404",
"message": "ValidationCommonErrorEnum.avatar.notfound"

b.11.2 IHoayuyeHue ucxoaHoOro u3oopaxkenusi (aparapa) noab3osaresi mo OID

Jj1g osTydeHust MCXOHOrO KBaIpaTHOTO N300paxeHus (aBaTapa) JOKEH ObITh BBINOJIHEH
3ampoc MetonoM GET Ha https-aapec nporpammuoro untepdeiica ECUA®C. 3aronosok narHOrO
3arpoca JOJKEeH BKIIIOUaTh B ce0sl MapKep JI0CTYIa, BhIIAHHBIN cUCTeME il paboThl ¢ aBaTapoM
nosib3oBaTesst (Usr_avt?oid={p.prn_oid}). Begaua mapkepa oCyIIecTBISETCS B paMKax MOJICITH
KOHTPOJIS IOCTYIIa Ha OCHOBE MOJTHOMOYH cucTeMbl-KiaueHTa ([Ipunoxenne B.3), T.e. mpaBo Ha
3aIpoc TaKOro MapKepa JOCTyIa yCTaHaBIMBaeTCs onepatopoM skcruryatauuu ECUA. Tlpn
aBTOpH3AIIMK HEOOXOAMMO yKa3aTh B 3arosioBke — Authorization ¢ moxy4eHHBIM TOKEHOM.

B xauectBe otBeTa ECHA BO3BpaIaeT kBajipaTHOE UCXOAHOE M300pakeHUE MOJIb30BaTeNs
WM OIIMOKY MPU OTCYTCTBUH U300paKEHUS.

ITpumep 3ampoca:

cer http://esia-portall.test.gosuslugi.ru/esia-rs/api/public/v1/pso/1000299282/avt/square
Authorization: Bearer
eyJ2ZXI10JEsInR5cCI6IkpXVCIsInNNidCI6ImFjY2VzcyIsImFsZyI6I1JTMjU2In0.eyJuYmYiOjEIM]jgyMDglMzE
sInNjb3BlIjoib3BlbmlkIHVzcl9hdnQ b21kPTEWMDAYOTkyODIiLCJpc3MiOiJodHRWOlwvXC91lc21lhLmdve3VzbH
VnaSSydvwvIiwidXJuOmVzaWE6c21kIjoiMDI4ZjkONWISMIEWN2Z1iMjc5MTE4YTMIOGM2M2ZiNDRhMzdjOGZi0TAYM
JAL0GQOxZ3j1hMjdiNjIzMDg5Z23Q3YSIsInVybjplc21hOnNial 9pZCI6MTAWMDISOTI4MiwiZXhwIjoxNTI4MjEyMTMx
LCIpYXQiOjEIM]jgyMDglMzEs ImNsaWVudF9pZCI6I1RFUIRfULITINO . Lqv8Zm9J8sGEHIMGppY zWXGn KaQcWeERx
k53C-BkXAVxsMboEXwVcnmva5hRuSuo  wcVwf3rY DQ 90Hgd3vZ30-iEFciDJxVVAMz2sVIHQXvUzOHET-
VAMIwfsWUMurKeV7uCPYgrlrjagsRivzIgMc0eo0jlZMrM2ohUJTWVKZZgzT~

8 Cepsuc mocrymen mo URL https://esia-portall.test.gosuslugi.ru/esia-
rs/api/public/v1l/pso/{prn_oid}/avt/square
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http://esia-portal1.test.gosuslugi.ru/esia-rs/api/public/v1/pso/1000299282/avt/circle
https://esia-portal1.test.gosuslugi.ru/useravatar/%7bссылка
https://esia-portal1.test.gosuslugi.ru/useravatar/0/0/0/0/0/113/33/424e0939-3055-4945-b510-0650ea2c97aa.png
https://esia-portal1.test.gosuslugi.ru/useravatar/0/0/0/0/0/113/33/424e0939-3055-4945-b510-0650ea2c97aa.png

IxCBjyVoUwcPafBmkAmyOvt1RVj1LjgBZg5BNeXvUCv819cc4S0e9ql-e6AEjZIHTNYEVolng la8iem—
UVVPRmjszyffr1JSzSkDvds3809wYbfzk8ckA2b-95acNDtsN8esDdGbBg6c-xMpfmyNpALSlcluPkmkg

[Tpumep ycrenrHoro oTBeTa:
{

"url": "/0/0/0/0/0/113/33/424e0939-3055-4945-b510-0650ea2c97aa.png"
}

HOJ’IY‘IGHHOC I/1306pa)KCHI/IC pacmoiara€Tcs 1mo CCbLUIKE:
https://esia-portall.test.gosuslugi.ru/useravatar/{ccbuika Ha n300paskeHHE}, HAPUMED:
https://esia-portal1.test.gosuslugi.ru/useravatar/0/0/0/0/0/113/33/424e0939-3055-4945-b510-
0650ea2c97aa.png

[Ipumep oTBeTa B Ccitydae, €Ciii HCXOIHBIN aBaTap HE HAUJACH:

{
"code": "ESIA-040404",
"message": "ValidationCommonErrorEnum.avatar.notfound"

}

b.12 CepBuc ynpasienusi BHemnnnvMu UC nenrpamn

00C/Iy’>KUBAHUSA OPTraHU3alMH

b.12.1 CepBuc REST API ynpasienus IO

Metonaps! 1uist pabotsl ¢ 11O oprannzanuu:

1. Cosznanue neHTpa 00CITy>KUBAHHUS.
2. V3MeHeHMe NaHHBIX IIEHTPa OOCITYKUBAHHUS.
3. VYnanenue neHTpa oOCITyKHUBAHUS.

Co3nanue neHTpa 00CIYKMBAHUS

Anpec Meroaa:
URL: esia-rs/api/public/vl/orgs/{org oid}/rcs

Bxoanble mapamMerpsl:
Ha Bxonx cepBuUC T0JKEH MOIY4aTh OOBEKT, ONMUCHIBAIOLINNA HEHTP 00CTYKUBAHUS, KOTOPBIN
He00X0IMMO 100aBUTh K OpraHU3aI|H.

ITapamerpsb u3 URL:
org_oid — ngeHTudunkaTop opraHnsauumn, B kotopon gobaensetcsa LIO;

ITapameTtpsI Tes1a 3anipoca:
address - CTPYKTYpMpOBaHHbI agpec mecTta pacnonoxeHus LLO B cocTase:

type — Tmn agpeca — ansa LIO Bceraa paBeH «RAy;

addressStr — agpec, CTpoKoBOe npeacTaBrieHne - agpec 6e3 ykazaHus Homepa aoma, kopnyca,
CTPOEHVS U KBaAPTUPbI;

countryld - 3-Xx CUMBOSbHbIV KOA CTpaHbl No cnpaBo4YHUKy OKCM;
zipCode - NoYTOBbIN NHAEKC;

fiasCode — ®UAC kopg (ypoBeHb 7...9) agpeca mecTa pacnonoxenusa LIO ;
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region - HasBaHue cybbekta PP cornacHo cnpaBo4yHuky CCP®;
area - panoH;

city - ropog;

district - BHyTpUropoacKkon pamoH;

settlement - HACENEHHbIN NYHKT;

street - Ha3BaHue ynubl;

additionArea - gononHUTENbHasA TEPPUTOPUS;
additionAreaStreet - HazBaHWe ynvLbl Ha AOMOMHUTENBHON TEPPUTOPUN;
house - Homep ooma;

building- cTtpoeHue;

frame - kopnyc;

lat - wnpoTa (reokoopamHaTa);

Ing - ponroTa (reokoopavHaTta).

contact — koHTakTHas nHgopmaums LIO - Homep(a) TenedoHa(oB) n/unu agpec(a) aneKTPOHHOW NOYThI;
name — HanmeHoBaHue LO;
features — BoamoxkHoctn LJO, nepeuncnenue "rer", "reg”, "del”, "cfm" , "rbi*;

pdos - paspelueHns Ha oTobpaxkeHne onepauui, nepeyncnenune "rer", "reg”, "del”, "cfm" , "rbi";
information — gononHUTENbHasa MHopMaLKs;

opnModes — pexwum pabotsl O, nepeuuncnenne: "WEEKENDS", "EARLY", "LATE";
WEEKENDS - paboTaeT no BbIXOAHbIM;

EARLY — oTkpbiTO € 8:00 yTpa;

LATE — 3akpbiBaeTcsa nos3xe 19:00 Beyepa.

WEEKENDS, EARLY - paboTtaeT no BbIxogHbIM (0TKpbITO ¢ 8:00 yTpa);
WEEKENDS, LATE - paboTaeT no BbIXoAHbIM, 3akpbiBaeTcs nodxe 19:00 Beyepa;

EARLY, LATE — pa6oTaeT ¢ 8:00 yTpa u 3akpbiBaeTcs noaxe 19:00 Beuvepa;

N o ok DN RE

WEEKENDS, EARLY, LATE - paboTtaeT no BbixogHblM (paboTtaet ¢ 8:00 yTpa 1 3akpbiBaeTcs
noaxe 19:00 Beyepa).

operationTime — Bpems paboTsl LIO;

HTTP metox: POST

Teno 3ampoca: application/json;charset=UTF-8

IIpumep 3anpoca:

POST esia-rs/api/public/v1/0orgs/1000000001/rcs HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer
eyJhbGci0iJSUzZIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciIoMX0eyJleHAIOFJEONDYyMTU2ND
Content-Type: application/json

Cache-Control: no-cache

{

"name" : "KmmeHTckmy ueHTp B OIIC 143960",
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"operationTime" : "mu. 11.00-20.00, BT. - mnr. 09.00-20.00, c6. 09.00-18.00, BC. - BHIX.",
"information" : "HeoBxomumMm mnacrnopT u HoMep CHUJIC",
"features" [ "rcxr", "reg", "del" ],
"address" {

"type" "RA",

"addressStr" : "KemepoBckasa O6iacTb, TawmTarojbckmuy PamnoH, lleperem IIoCceJIOK I'OPOICKOI'O

Tuna",

"countryId" : "RUS",

"zipCode" : "123104",

"region" "Kemeposckaa O6jacTe",

"area" "Peryon CamoBoe HeKOM-e ToBapuumecTsBo",

"city" "lleperem Ilocesiok ropoxnckoro tumna",

"district" : "mer",

"settlement" : "Ycrb-AH3ac IloceJsiok",

"street" "CopeTckas Yauua'",

"additionAreaStreet" : "exkr",

"house" "86/1",

"building" : "é",

"frame" "204y",

"flat" "mom.419",

"fiasCode" : "2604e353-b9dd-4542-a8bf-020c8£982797",

"lat": 55.757911,
"Ing": 37.600681

by
"contact"
"type"
"value"
by
"opnModes"
"raTypeId"

{
" RAC " ,
"8-800-550-07-70"

[ "LATE", "WEEKENDS", "EARLY" ],
8

3unauenus tuna L{O (raTypeld)

Kox

1

10
11
12

HasBanmue

MOI]

TeppuTopHallbHOE YIIPaBIEHUE COLMAIBHOMN 3alIUThl HACEICHUS
[{eHTp 3aHATOCTH HACETIECHUS

Teppuropuanbaoe otaenenue 3AIC

Y 10CTOBEPSAOLIUN LIEHTP

l'ocynapcTBeHHOE Ka3eHHOE yUpexKACHUE
AJIMUHUCTpaAUs MyHULIUIIATBHOTO 00pa3oBaHus
bankoBckas opranusanus

Ortnenenne [Hoursr Poccun

Teppuropuainbaoe otaenenue Pocrenexom
Teppuropuansaoe ynpasienue [1OP

TepputopuansHoe ynpasienue MBJ]
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Kon HazBanmue

13 TeppuropuansHoe otaesieHrne @oHAa COLMATBHOIO CTPAXOBAHUS
14 PONB
15 OOlB

IIpumep ycnemHoro orsera:

{

"oid": "1000000234",
"message": "Success|Fail"

}

IIpumep oTBeTa ¢ OIIUOKON:

{

"code": "ESIA-038000",
"message": "opraHmzaumsa He HaugeHa'"

}

// wmmentudmraTop cosmaHHoro [0

IlepeyeHb BO3MOKHBIX BO3BpPalllaeMbIX OLIHOOK:

Kon Onucanue

ESIA-038903 OtrcyrcTByer HazBanue 1O

ESIA-038904 He yka3ano Bpems pa6otsl 11O
(operationTime)

ESIA-038905 He yxazan Tum 1O (raTypeld)

ESIA-038906 VY 11O 0TCyTCTBYIOT KOHTAKTHI

ESIA-034008 He yka3zan ajpec

ESIA-034004 AnpecHas CTpoka mmycras

ESIA-034003 OtcyrtcrByet unnekc B aapece [{O

ESIA-038000 Opranuzanys He HaiieHa

ESIA-038902 OrcyrcTByet ¢uua fts [1O (B 3ampoce He
ykasansl pazpeménnsie 11O oneparmn)

ESIA-005043 Opranuzanus He uMeeT (Hu4H ra (OpraHuzanus
HE UMEET pa3pelieHys Ha OTlepaluy CO3IaHHs,
WU3MEHEHUSI, yIaJICHUS [IEHTPOB
00CITy>)KUBaHMS])

ESIA-005040 VY opranusanuy HeT TPYIIIbI
TECH_CONSOLE" (y opranuszanuu HeT
TpyIIBI TocTyna (COTPYIHUKOB) Uil paOOTHI €
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Texnonornueckum nopraiom ECHUA
(ucnonb3oBanus Rest API))

Tpebyembin scope:
org_ra?org_oid={p.org_oid}&mode=w

N3MeHeHUe JaHHBIX LIEHTPA 00CTyKUBAHUSA

Anpec Mmeroaa:
URL: esia-rs/api/public/vl1/orgs/{org oid}/rcs/{ra oid}

BxojHble mapamMeTphbl:
Ha BXxo/1 cepBHUC I0JKEH TOIY4aTh 0OBEKT, ONMUCHIBAIOIIHIA IIEHTP 00CTYKHBAHHUS, TaHHBIE KOTOPOTO
HEeO00XOAUMO U3MEHUTD.

ITapamerpsl u3 URL:
org_oid — ngeHTudukaTop opraHmsaLmu,
ra_oid — ngeHtndpukatop LO,

ITapameTpsI Tej1a 3ampoca:
address - CTpyKTyprpOBaHHbIN agpec mecta pacnonoxeHus LIO B cocTase:

type — Tun agpeca — ans LJO Bceraa paseH «RA»;

addressStr — agpec, CTpokoBoe npeacTaBneHve - agpec 6e3 ykasaHusi Homepa aoma, kopryca,
CTPOEHUS U KBAPTUPbI;

countryld - 3-x CMMBOIbHbIN KOA CTpaHbl No cnpaBovHuky OKCM;
zipCode - NoYTOBbIN MHAEKC;

fiasCode — kog ®PUAC (ypoBeHb 7...9) agpeca mecTa pacnosnoxeHusa LIO
region - HasBaHue cybbekta P® cornacHo cnpaBoyHuky CCP®;

area - panoH;

city - ropog;

district - BHyTpUropoacKkon pamoH;

settlement - HACENEHHbIN NYHKT;

street - Ha3BaHWe ynuubl;

additionArea - gononHUTENbHAA TEPPUTOPUS;

additionAreaStreet - HazBaHWe ynuLbl Ha JONONHUTENBLHOW TEPPUTOPUN;
house - Homep goma;

building- cTpoeHue;

frame - kopnyc;

lat - wnpoTa (reokoopamHaTta);

Ing - ponroTa (reokoopanHaTta).

contact — koHTakTHas nHdopmaums LIO - Homep(a) TenedoHa(oB) n/mnu agpec(a) aNeKTPOHHOW MOYThbI;;
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name — HanveHoBaHue L|O;
features — ycnyrmn LJO, nepeuncnenne "rcr”, "reg”, "del", "cfm", "rbi";

pdos - paspellueHus Ha oTobpaxeHune onepauui, nepeuncredve "rer, "reg", "del”, "cfm” , "rbi";
information — gononHMTensHasa nHpopmauus;

opnModes — pexxum paboTbl LIO, nepeuncnenne "WEEKENDS", "EARLY", "LATE";
operationTime — Bpems paboTbl LIO;

HTTP metoa: PUT

Mpumep 3anpoca:

PUT esia-rs/api/public/v1/0rgs/1000000001/rcs/1000000234 HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer
eyJhbGci0iJSUzZIINiIsInNidCI6ImEFjY2VzcyIsInR5cCI6IkpXVCIsInZlciIoMX0eyJleHAIOJEONDYyMTU2ND
Content-Type: application/json

Cache-Control: no-cache

"name" : "KnmeHTckuy ueHTp B OIIC 143960",
"operationTime" : "nmu. 11.00-20.00, BT. - nr. 09.00-20.00, c6. 09.00-18.00, BC. - BEHIX.",
"information" : "HeofxomumMm nacrnopT u HoMep CHUJIC",
"features" : [ "rcr", "reg", "del" 1],
"address" : {

"type" : "RA",

"addressStr" : "KemepoBckasa O6ynacTb, Tamrarojabckmuy Paion, lleperem IIocejloK TOPOACKOIO

Tuna",

"countryId" : "RUS",

"zipCode" : "123104",

"region" : "Kemeporckas Ob6mactn",

"area" : "Permon CamoBoe HEeKOM-e& ToBapuiecTso",

"city" : "lleperewm I[locenok ropomcxkoro twura',

"district" : "Her",

"settlement" : "Ycrb-AH3ac Ilocejiok",

"street" : "Comerckasa Yauua',

"additionAreaStreet" : "exkT"

"house" : "86/1",

"building" : "é&",

"frame" : "204y",

"flat" : "mom.419",

"fiasCode" : "2604e353-b9dd-4542-a8bf-020c8£982797",

"lat": 55.757911,
"lng": 37.600681
b

"contact" : {
"type " : " RAC " ,
"value" : "8-800-550-07-70"
by
"opnModes" : [ "LATE", "WEEKENDS", "EARLY" ],
"raTypeId" : 8

}

IIpumep ycnemHoro orgera:
{

"oid": "1000000234", // wmmentudmraTop mU3IMeHEHHOTO [0
"message": "Success|Fail" //Fail B ciyyae KakKOMW-TO HENPEeIBUISHHOM OWMOKN

IIpumep oTBeTa ¢ OIINOKON:

{
"code": "ESIA-038000",

156



"message": "opraHmzaumuda He HauzeHa"

}

Hepeqeﬂb BO3MO’KHBIX BO3BpalllacMbIX OIIHOOK:

Kon Onucanune

ESIA-038903 OtcyrcrByer Ha3zBanue 11O

ESIA-038904 He ykxazano Bpemst pa6otst 11O
(operationTime)

ESIA-038905 He yxazan i 1O (raTypeld)

ESIA-038906 Y 11O OTCYTCTBYIOT KOHTaKThI

ESIA-034008 He yka3zan aapec

ESIA-034004 AJlpecHasi CTpOKa mycras

ESIA-034003 OtcyrcTByet nnaekc B aapece 11O

ESIA-038000 Opranuzanys He HaiJieHa

ESIA-038900 IlenTp obcnyKuBaHus HE HAJIEH

ESIA-039813 IenTtp o6cnykuBaHus 3a0J10KHPOBAH

ESIA-038902 OtcyrcTByer ¢uua fts L1O (B 3ampoce He

ykazanbl paszpeménnbie 1{O oneparun)

ESIA-005034 HexoppekTHblil naeHTuhUKATOp LEHTpa
oOciyxuBanus (Harpumep, 11O He
NPUHAAISKUT YKa3aHHOU B 3ampoce
OpraHM3aIiH)

ESIA-005043 Opranmnzanus He uMeeT Gudn ra (OpraHu3aus
HE UMEET pa3pelIeHus Ha OTNepaluy CO3/IaHHs,
M3MEHEHHS, YIaJICeHUs IEHTPOB
00CITyKIBaHUS)

ESIA-005040 VY opranusanyy HeT TPYIIIbI
TECH_CONSOLE" (y opranuzaiuu HeT
IpyHIbl AOCTYMA (COTPYIHUKOB) JIJIs1 paOOTHI €
Texnonornueckum nopraiom ECHUA
(ucnonb3oBanus Rest API))

Tpedyemblii SCOpe:

org_ra?org_oid={p.org_oid}&mode=w

Yaanenue neHTpa 00CayKUBAHUSA

Anpec MeToaa:
URL: esia-rs/api/public/vl/orgs/{org oid}/rcs/{ra_ oid}
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BxoaHble mapameTphbi:
Ha Bxozx cepBuUC 10JKEH NOIY4aTh OOBEKT, ONUCHIBAIOLINNA HEHTP 00CIYKUBAHUSA, KOTOPBIH
HEO0XO0AMMO YAIUTh U3 OPraHU3aIHH.

ITapamerpsl u3 URL:
org_oid — ugeHTndrkaTop OpraHv3aLmu, U3 KOTopoii HyHo yaanuts LIO;
ra_oid — ngeHtndukatop LO,

HTTP meron: DELETE

ITIpumep 3anmpoca:

DELETE esia-rs/api/public/v1/orgs/1000000001/rcs/1000000234 HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer
eyJhbGci0iJSUzI1INiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciI6oMX0eyJleHAIOJEONDY
yMTU2ND

Content-Type: application/json

Cache-Control: no-cache

IIpumep ycnemHoro orsera:

"oid": "1000000234", // wmpeHTudMKaTOp ymasyEHHOTO IO
"message": "Success|Fail" // Fail B cilyyae KakKOM-TO HENPEIBUISHHOMN OWMOKU

CTpyKTypa oTBETa C OLIMOKOIi:
{
"code": "ESIA-038000",
"message": "opraHuszauus He HauzeHa"

}

IlepeyeHb BO3MOKHBIX BO3BpPalllaeMbIX OLIHOOK:

Koxa Onucanne

ESIA-038000 Opranuzanys He HaiiJieHa

ESIA-038900 IlenTp 0OCTy)KUBaHUS HE HAWJICH

ESIA-039813 Ientp o6cmyx)uBaHUs 3a0JIOKUPOBaH

ESIA-005034 HexoppeKTHbIi naeHTUDHUKATOP LIEHTpa 00CTyKUBaHUS
(marmpumep, 11O He npuHAATIEKUT YKa3aHHOU B 3ampoce
OpraHu3aIiN)

ESIA-005043 Opranuzanus He uMeeT (puuM ra (OpraHu3aius He UMeeT
pas3pelIeHrs Ha oTepaly CO3/1aHus, U3MEHEeHHUS, YAaJICHUS
LEHTPOB 00CTYKIBaHUS)

ESIA-005040 VY opranmszarmmu Het rpynnsl TECH _CONSOLE" (y opranuzanumn
HET IPYIIIbI JOCTYMA (COTPYIHUKOB) ISl pabOTHI C
Texuonornueckum nopraioM ECUA (ucnons3zoBanust Rest API))
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Tpedyemblii SCOpe:
org_ra?org_oid={p.org_oid}&mode=w

b.12.2 CepBuc REST API 6e3ycsioBHOT0 100aB/1eHUA COTPYAHUKOB B

OpraHu3anuio
Bos3moxno IMPUCOCANMHCHUE K OpraHu3alii TOJbKO HO,Z[TBep)KI[éHHBIX V3 COTPYAHHKOB.

OcymecTBisieTcst mouck npucoenuusemoro corpynuuka no CHUIIC (13 mepedns B Tene 3ampoca) ¢
nocienyromel mpopepkoit Ha coBnagenne ®UO (u3 Tena 3anpoca u HaieHHON Y 3).

Aapec MeTojaa:
URL: esia-rs/api/public/vl/orgs/{org oid}/invts/force

BxoaHble mapaMeTpbl
Ha BXxox cepBUC TOMKEH MOTYYaTh KOJUIEKIIHIO O0BEKTOB, OMMCHIBAIONINX Y 3 MMOJIb30BaTENCH,
KOTOPBIX HEOOXOIMMO 00aBUTh B OpraHU3alKI0 Oe3 OTIPABKH MpUTIIalicHus Ha e-mail.

Mapamerps u3 URL:
org_oid — ngeHTMdUKaTop OpraHnsaLmmn, B KOTOPYH HYXXHO [00aBnsaTb Y3 nonb3oBaTtenen;

ITapameTpsI Tes1a 3ampoca:
firstName — nms;

lastName — dpamunus;
middleName — oT4yecTBO;
snils — CHAJIC

ITo yMoruanu10, MAKCHMAJIBbHOE KOJIUYeCTBO N0JIb30BaTesieil B oAHoM 3anpoce 100.
HTTP merox: POST

IIpumep 3anpoca:

POST esia-rs/api/public/v1/orgs/1000000001/invts/force HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer
eyJhbGci0iJSUzIINiIsInNidCI6ImEFjY2VzcyIsInR5cCI6IkpXVCIsInZlciIoMX0eyJleHAIOjEONDY
yMTU2ND

Content-Type: application/json

Cache-Control: no-cache

"snils™: "000-000-000 01",
"firstName": "Muxawmn",
"lastName": "MBauor",
"middleName": "VBanoBwmu"
}y
{
"snils": "000-000-000 O1",
"firstName": "IleTp",
"lastName": "IleTrposr",
"middleName": "IleTpoBuu"
}y
{
"snils": "000-000-0 O1",
"firstName": "BammMm",
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"lastName": "Bangumor",

"middleName": "BamumoBuu"
b
{
"snils": "000-000-000 99",
"firstName": "Huxkosan",
"lastName": "Huxojsaer'",
"middleName": "HuxojaeBuu'"

JlaHHbBIE B OTBETE C PE3yJIbTATOM OyAYyT OTCOPTUPOBAHBI B TOM K€ NOPSJKE, KaK U IIPU 3a1poce.

ITIpumep oTBeTa:
{

"message": "Success|Partial success|Fail",
"results": [
{ "snils":"000-000-000 01", "message": "Success"},
{ "snils":"000-000-000 02", "message": "Success"},
{ "snils":"000-000-0 01", "message": "ESIA-036101"},
// ... orTBeT OyIeT OTCOPTMPOBAH B TOM Xe& [NOPAIKEe, KaK U NpU 3amnpoce
{ "snils":"000-000-000 99", "message": "Success"}

Hepeqeﬂb BO3MO’KHBIX BO3BpalllacMbIX OIIHOOK:

Kon Onucanue

ESIA-038000 Opranuzanys He HailleHa

ESIA-036101 Hexoppektnsiit popmar CHUJIC

ESIA-036102 Hesepnast kouTponpHas cymma CHUJIC

ESIA-020002 [Tonp30BaTesnp HE HAWICH

ESIA-039951 [Tonp30BaTenpb yxe MPUCOSAUHEH K
OpraHu3aIu

Tpedyemplii Scope:

org_invts_force?org_oid={p.org_oid}&mode=w

b.12.3 CepBuc REST API nonydenus cnucka IO opranuzanum

Metonast quist pabotsl ¢ 11O opranuzanmu:

1. INonyuenue cnucka L1O.
2. Tlouck I1O opraHu3amum.
Honyuyenue cnucka IO

IIpocmotp nepeuns 11O opranuzannu ¢ napameTpaMu
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Anpec MeTojaa:
URL: esia-

rs/api/public/vl/orgs/{org oid}/rcs?embed=(elements.address,elements.contact) &wpdo

=true

BxoaHble mapamMerpbl:
Crmcok JOOJIKEH BBIBOJAUTHCA IOCTPAHHUYHO.

IMapamerps u3 URL:
org_oid— ngeHTudukaTop opraHnsauum

pagelndex — HoOMep TeKyLlen CTpaHuLbl cnucka

wpdo - napameTp, 006aBNSAOLWMIA B OTBET 3HaYeHue pdos - paspelleHnst Ha oTobpaxkeHre onepauuii;

HTTP merox: GET

IMpumep 3anpoca:
GET esia-

rs/api/public/v1/0rgs/1000000001/rcs?embed=(elements.address, elements.contact) &pag

eSize=3&wpdo HTTP/1.1

Content-Type: application/json
Authorization: Bearer

eyJ2ZXI103JEsInR5cCI6IkpXVCIsInNidCI6ImEjY2VzecyIsImFsZyI6I1JTMjU2In0

Content-Type: application/json
Cache-Control: no-cache

IIpumep oTBeTa:
{

"stateFacts": [
"FirstPage",
"Paginated"

1,

"pageSize": 3,

"pageIndex": 1,

"totalSize": 5,

"elements": [

{
"stateFacts": [
"Identifiable"
1,
"oid": 1000327280,

"name": "MockBa ropoxn, TeBepckom OBynabBap 20",
"active": true,
"blocked": false,
"operationTime": "10:00 - 20:00",
"information": "{}",
"features": [
"del"
1,
"address": {
"stateFacts": [
"Identifiable"
1,
"id": 18442,
"type": "RA",
"addressStr": "MockBa TOpoOIn,
"countryId": "RUS",
"house": "20",

Teepckoy OynsBap",
"fiasCode": "0c5b2444-70a0-4932-980c-b4dc0d3£02b5",
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"zipCode": "125009",

"building": "1",

"street": "TBepckou Bymnbrap",

"lat": 55.761045,

"lng": 37.602344,

"region": "Mockea I'opozn",

"fiasCode2": "0c5b2444-70a0-4932-980c-b4dc0d3£02b5",

"eTag": "10AA54C325DE25DOFAB7FDE1250DEB843148D007"
by
"contact": {

"stateFacts": [

"Identifiable"
I
"id": 14244862,

"type": "RAC",

"vrfStu": "false",

"value": "899999999",

"eTag": "67EE505F77FDEB8DDSE7E82558CC34C61651FAGL2"
I
"pdos": [

"del"
1,
"eTag": "03227235143A38A08D9969348FB7AACEDBACRBICIO"
"stateFacts": [

"Identifiable"

1,
"oid": 1000327281,

"name": "MockBa ropoxn, Teepckoyu OynabBap 27 c6",
"active": true,
"blocked": false,
"operationTime": "8:00 - 18:00",
"information": "{}",
"features": [
"rcr"
I
"address": {
"stateFacts": [
"Identifiable"
I
"id": 18443,
"type": "RA",
"addressStr": "Mockea ropon, Tsepckou Oynesap",
"fiasCode": "0c5b2444-70a0-4932-980c-b4dc0d3£02b5",
"countryId": "RUS",
"house": "27",
"zipCode": "123104",
"building": "6",
"street": "Teepckou Bymnbeap",

"lat"™: 55.763404,

"lng": 37.60273,

"region": "Mockea I'opozx",

"fiasCode2": "2604e353-b9dd-4542-a8bf-020c8£982797",

"eTag": "3EBD14C4F4682AEF8A57655E56696C7DCB464CDD"
I
"contact": {

"stateFacts": [

"Identifiable"
1,
"id": 14244861,

"type": "RAC",

"vrfStu": "false",

"value": "894565655",

"eTag": "616657BADBCBB1E3750AA1R12DE3B2D35D80F2DE"
b
"pdos": [
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I

"rer"

"eTag": "596525D1667B9AD2EDCA1AS5714E359EA266EDOB2"

"stateFacts": [

I

"Identifiable"

"oid": 1000327282,

"name": "JleonTberBCckuil llepeysiok 2/26",
"active": true,

"blocked": false,

"operationTime": "8:00 - 20:00",
"information": "{}",

"features": [

I

"ofm"

"address": {

Iy

"stateFacts": [
"Identifiable"
I
"id": 18444,
"type": "RA",
"addressStr": "MockBa Topon, JIEOHTbEBCKMUM IepeyJsiok",
"fiasCode": "0c5b2444-70a0-4932-980c-b4dc0d3£02b5",
"countryId": "RUS",
"house": "2/26",
"zipCode": "125009",
"building": "2",
"street": "JleoHTbeBCkUM I[lepeysiok",
"lat"™: 55.757911,
"lng": 37.600681,
"region": "Mockea I'opozm",
"fiasCode2": "6d703385-d883-488f-9c39-fcadcc82abb8",
"eTag": "1955CFFD980B039E0842E0163E977F248662963C"

"contact": {

"stateFacts": [
"Identifiable"

I
"id": 14244860,

"type": "RAC",
"vrfStu": "false",
"value": "8965461556",
"eTag": "E4DODFDA96194E9DEOF34C3428F4B9070A51F2F5"
I
"pdos": [
"cfm"
1,
"eTag": "7B701FD975C5466BDA0F92E3C2BEFOC5D5FDB178"

IlepeyeHb BO3MOKHBIX BO3BpalIaeMbIX OIIH0OK:

Kon

Onucanue

ESIA-038000

Opranu3zanys He HalJieHa

Tpedyemplii Scope:

org_ra?org_oid={p.org_oid}
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Houck HO opranuszanun

Ajapec pecra:
URL: esia-rs/api/public/vl/orgs/{org oid}/rcs/find

Bxoanble mapamerpsbl
Crucok JAOJIKCH BBIBOJAUTHCS NOCTPAHHUYHO.

ITapamerpsl u3 URL:
org_oid — ngeHTudunkaTop opraHmsauumn

pagelndex — HoMep TeKyLel cTpaHULbl CNUCKa (MO YMOMYaHUI0 NPUHMMAETCS Kak = 1)
pageSize — konu4yecTBo anemeHToB (LJO) cnncka Ha cTpaHuue (no ymonyaHuio npuHumMaeTtcs kak = 100)

embed - Heobsi3aTeNbHLIN NapaMeTp, HO Anst TOro, YTOObI MONYYMTh B OTBETE AaHHbIE O HaraeHHoM LIO,
Heobxoammo, 4Tobbl OH 6bin = (elements.address,elements.contact)

Wde - NapameTp, nob6aBnALLNA B OTBET 3HAYEHNE pdos - paspeLleHns Ha OTO6pa)KeHVIe onepauu;

ITapameTpsI Tes1a 3ampoca:

features — ycnyrn O, nepeuuncnenue "rcr", "reg”, "del", "cfm", "rbi";

opnModes — pexum pabotbl O, nepeuncnenne "WEEKENDS", "EARLY", "LATE";
WEEKENDS - paboTaeT no BbIXOOHbIM;

EARLY — oTkpbITO € 8:00 yTpa;

LATE — 3akpbiBaeTcsa nos3xe 19:00 Beyepa.

WEEKENDS, EARLY - paboTtaeT no BbIxogHbIM (0TKpbITO ¢ 8:00 yTpa);
WEEKENDS, LATE - paboTaeT no BbIXoAHbIM, 3akpbiBaeTca nodxe 19:00 Beyepa;

EARLY, LATE — pa6oTaeT ¢ 8:00 yTpa u 3akpbiBaeTcs noaxe 19:00 Beuvepa;

N o ok~ wDdhE

WEEKENDS, EARLY, LATE - paboTtaeT no BbixogHblM (paboTtaeTt ¢ 8:00 yTpa 1 3akpbiBaeTcs

noaxe 19:00 Beyepa).
name - HasBaHue LIO, BO3MOXHO yka3aHve HernomnHoro HasBaHus (MoUCKk No CoBNaAeHUo YacTu UMEHN).
IHouck no yciaosuro «M»

HTTP meron: POST

IIpumep 3anpoca:

POST esia-

rs/api/public/v1/orgs/1000000001/rcs/find?embed= (elements.address,elements.contact
) &wpdo=true HTTP/1.1

Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer
eyJhbGci0iJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciIoMX0eyJleHAIOjEONDY
yMTU2ND

Content-Type: application/json

Cache-Control: no-cache

"features": ["del"],
"opnModes": ["LATE", "WEEKENDS"],
"name": "TBepckoy OyabBap 20"
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IIpumep orBera:
{

"stateFacts": [
"FirstPage",
"Paginated",
"LastPage"

I

"size": 1,

"pageSize": 100,

"pageIndex": 1,

"elements": [

{
"stateFacts": [
"Identifiable"
I
"oid": 1000327280,

"name": "Mockea ropoxn, TBepckou Oymnbsap 20",
"active": true,
"blocked": false,
"operationTime": "10:00 - 20:00",
"information": "{}",
"features": [
"del"
I
"address": {
"stateFacts": [
"Identifiable"
I
"id": 18442,
"type": "RA",
"addressStr": "MockmBa ropon, Tsepckom Oynbsap'",
"fiasCode": "0c5b2444-70a0-4932-980c-b4dc0d3£f02b5",
"countryId": "RUS",
"house": "20",
"zipCode": "125009",
"building": "1",
"street": "TBepckom Bynemap",

"lat": 55.761045,
"lng": 37.602344,
"region": "Mockea IT'opozn",

"fiasCode2": "2604e353-b9dd-4542-a8bf-020c8£982797",
"eTag": "10AA54C325DE25DOFAB7FDE1250DEB843148D007"

o
"contact": {
"stateFacts": [
"Identifiable"
1,
"id": 14244862,

"type": "RAC",

"vrfStu": "false",

"value": "899999999",

"eTag": "67EE505F77FDEB8DDSE7E82558CC34C61651FAG2"
b
"pdos": [

"del"

1,

"opnModes": [
"LATE",
"WEEKENDS",
"EARLY"

I

"eTag": "AS2ABED7388EB183F11E3DFI9B8535234964AD9B8"
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IlepeyeHb BO3MOKHBIX BO3BpalIaeMbIX OIINOOK:

Kon Onucanue

ESIA-038000 Opranuzanus He HaiiieHa

Tpebdyemblii SCOPE:
org_ra?org_oid={p.org_oid})

b.124 Cepsuc REST API npuxkpenienusi corpyaHukoB k 1O

Bosmoskno npucoenunenne kK 1O Tonbko moaTBEpKIEHHBIX Y3 COTPYAHUKOB OpraHU3aIiu.
[Touck Y3 ocymectisiercss no CHUJIC Tonpko B mOATBEPKAEHHBIX Y 3.

Aapec MeToja:
URL: esia-rs/api/public/vl/orgs/{org oid}/rcs/{rc oid}/invts/force

Bxoanbie mapamerpbl:
Ha BXxozx cepBuUC T0JKEH MOTY4aTh KOJUIEKIIMIO OOBEKTOB, ONMUCHIBAIOLINX Y 3 MOJIb30BaTeNeH,
KOTOpBIX HeoOXxoaumo npukpenuts K L{O.

Ilo YMOJTYAaHUK, MAKCUMAJIBHOE€ KOJIUYE€CTBO noJb30BaTejieil B 0OHOM 3alpoce 100.

org_oid — ngeHtTudmkatop opraHunsauum, Kk LLO koTopor npukpennsieTcs nonb3oBaTterb;
rc_oid — ngeHtndumkatop LJO, kK KOTOpOMY HYXXHO NpukpennTb Y3 nonb3oBaTtens;

ITapameTpsl TeJ1a 3anpoca:
firstName — nms;

lastName — dpamunus;
middleName — oT4yecTBO;
snils - CHUJIC

HTTP meron: POST

IIpumep 3anpoca:

POST esia-rs/api/public/v1/orgs/1000000001/rcs/1000000234/invts/force HTTP/1.1
Host: esia-portall.test.gosuslugi.ru

Authorization: Bearer
eyJhbGci0iJgSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciIoMX0eyJleHAIOJEONDY
yMTU2ND

Content-Type: application/json

Cache-Control: no-cache

"snils": "000-000-000 O1™,
"firstName": "Muxawun",
"lastName": "MBaunor",
"middleName": "MBaunoBuu'"

"snils": "000-000-000 01",
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I

I

"firstName": "IeTp",
"lastName": "IleTrpos",
"middleName": "IlleTpoBuu"
"snils": "000-000-0 O1",
"firstName": "Bammum",
"lastName": "Bammmor",
"middleName": "BazmumoBuu"
"snils": "000-000-000 99",
"firstName": "Hukojmamn",
"lastName": "Hwuxojaer'",
"middleName": "HwukojiaeBuu"

OTBeT ¢ pe3yabTaToM OyJIeT OTCOPTUPOBAH B TOM XK€ MOPSIIKE, KaK U IPH 3a1poce.

IIpumep orBera:
{

"oid ": "1000000234",

[OJIb30BATEJIN
"message": "Success|Partial success|Fail",
"results": [

{ "snils":

{ "snils":"000-000-0 O1™,
//

{ "snils":

"000-000-000 01",
{ "snils":"000-000-000 02",

// wmnentudrkaTop O B KOTOPHIM NOOABIIAIMCH

"message": "Success"},
"message": "Success"},
"message": "ESIA-036101"},

orBeT OYyIHET OTCOPTMPOBAH B TOM Xe& I[OPSAIKe,
"000-000-000 99",

"message": "Success"}

Hepeqeﬂb BO3MOKHBIX BO3BPalIa€MbIX OIHOOK:

KaK ¥ I[pMU 3anpoce

Kon Onucanne

ESIA-038000 Opranuzanus He HaiiieHa

ESIA-038900 I{enTp 0OCTYXKUBaHUS HE HAWICH

ESIA-038901 LleHTp 0OCTYXMBaHUS HE IPUHAICKHUT
OpraHH3alum

ESIA-036101 Hexkoppexrtabiit hopmar CHUIIC

ESIA-020002 ITonp30BaTens HEe HAIEH

Tpedyemblii SCOpe
org_invts_force?org

_oid={p.org_oid}&mode=w
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NMPUNOXEHWUE B. CEPBUCHI ECUA, OCHOBAHHBIE
HA ITIPOTOKOJIE OAUTH2.0 U OPENID CONNECT 1.0

B.1

OO01mue cBegeHud

OAuth 2.0 onpezensieT MPOTOKOJI B3aMMOICHCTBUSI CIIEAYIOIIUX CTOPOH:

BIIajIesIell pecypca (resource owner) — CyIIHOCTb, KOTOpask MOXET MPEJOCTaBUTh JOCTYI K
3alIUIIaeMOMY pecypcy (Hanmpumep, KOHEYHBIH MOJIb30BaTEb);

cucreMa-kimeHT (client) — mpuiIOKEHHE, KOTOPOE 3ampalilinBacT JOCTYH K 3allUIacMOMY
pecypcy OT HMEHH BIIaJieiblia pecypca;

ceppuc aBropm3anmu (authorization server) — cepBUC, KOTOPBIM BBITyCKAaeT I KIUCHTA
MapKephbl J0CTYyIa C pa3pellieHus BiIaIeiblia pecypca,

MOCTABIIMK pecypca (resource server) — CEpBUC, Ha KOTOPOM pa3MEIICHbI 3alllUIacMbIe
pecypchbl, U KOTOPBIA MOXKET MPUHUMATh 3alpOChl HA JOCTYI K 3allMIIaeMbIM pecypcam H
0TBEYATh Ha 3TH 3aIPOCHI.

Mopnens KOHTpoOJISL JOCTyHa, peanuszyemasl cepBucoMm aBropuszauuun ECUA, ocHoBana Ha

UCIIOJIb30BaHUK Mapkepa docmyna (Security access token). Dror mapkep HeceT MH(DOPMALHUIO O

MOJMHOXECTBE MOJTHOMOYHM CHUCTCMBbBI-KJIIMCHTA, O camMou CUCTCMC-KIIMCHTC, a4 TAKXC PO CJ'Iy)Ke6HBIX

napamerpoB. C TOUKM 3pEHHUS] CUCTEMBI-KJIMEHTa MapKep [ocTyla IpejacTaBiseT coloil Habop

cuMBOJIOB. CHCTEeMe-KJIIMEHTY ISl TOJydYeHHUs JOCTyna K 3allUIIeHHbIM pecypcaM (T.e. Jenarh

yCIEIIHbIE BBI30BBI NMPOrPaMMHOI0 HHTep¢eiica), Kak NpaBuiio, He TpeOyercs paclu(poBBIBATh

Mapkep JA0CTyIla, AOCTATOYHO JIMIIb TIOJYYaTb IO OHNPCACICHHBIM TIIpaBHJIaM W KOPPCKTHO

ucnosb3oBath. B 10 ke Bpems B ECUA npenycMOTpeHb! U «TIIOJIUCaHHBIE» MapKephl 10CTYIa, KOTOpbIE

MO>KHO MpoBepUTh 0e3 oOpamenust Kk ECUA.

B ECHA ucnonb3yrorcs ABa crioco0a MoaydyeHus: MapKepa JA0CTyIa:

Cucrema-KIMEHT TOJIy4aeT MapKep [OCTyNa B PE3yJbTAaTe JEJIErMPOBAHHOIO MPHUHATHUS
pelIeHNs CEpBUCOM aBTOPH3allMU HA OCHOBAHUU COTJIACHs BIIaJieNblia pecypca. B aTom ciyuae
CepBHC aBTOPU3AIIMH BbIIAET MapKep JOCTYIa, €Cl IBHBIMH 00pa3oM MOIydaeT pa3pelieHue
CO CTOpPOHBI BIajenblia pecypca. Hampumep, cuctema-KIHEHT o00paTuiach K CEPBHUCY
aBTOPH3ALMU 32 MapKepOM, MO3BOJISIIOIIMM IMOJTYYUTh KOHTAKTHBIE JAHHbIE MOJb30oBatTess. B
3TOM Cllyyae CepBUC aBTOPU3ALINHU 3aIPALINBAET y MOJIb30BATENS, COTJIACEH JIM OH NMPEA0CTaBUTh
JTAaHHBIE CHCTEME-KINEHTY, U TIPH TIO3UTUBHOM PEIICHUH BBIJIAET MapKep J0CTyIA.
Cucrema-KJIMEHT MOJy4YaeT MapKep JI0CTYyIa B pe3yibTaTe PEUICHUsl CEpBUCA aBTOPU3ALMU Ha

OCHOBAHUU HAJIW4YUA Y CUCTCMBI-KJIMCHTA COOTBCTCTBYIOIIUX nonHoMouuii. B aTom cjIydac
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CUCTeMa-KIIMEHT HE JIOJDKHA TONy4yaTh SBHOTO pa3pelieHHsl OT BJaaeiblla pecypca — 3TO
paspelieHre ObLIO JaHO 3apaHee, Ha CTAJAUHM PETHCTPALMU CHUCTEMBI-KIMEHTa B CEpBHUCE
aBTOpH3anuu. Takas MOJIEIb KOHTPOJIS JOCTYIA Peai3yeTcs, Halpumep, pHU B3aUMOJICHCTBUN
WH(POPMAIIMOHHBIX CUCTEM, €CIHM OJHAa CHUCTEMa >KeJlaeT MOJYyYUTh HICHTU()UKAIMOHHBIC
CBEICHHSI O IPYrod CHUCTEMeE, I Yero e HeOOXOAMMO TMOTYyYUTh COOTBETCTBYIOIIUN MapKep
JOCTyHA.
AyTeHTUHKALNS TI0Tb30BaTeNs, peanndyeMas ¢ nmomoinbsio Moaean OAuUth 2.0 u pacumpenus
OpenID Connect, ocHoBaHa Ha UCMoib30BaHuU Mapkepa uaeHtudukanuu (ID token). DToT Mapkep
HeceT uHGOpManui0 00 HICHTU(PUKANMOHHBIX ITAHHBIX MOJL30BATENS, a TAKKE PAN CIYKEOHBIX

apaMeTpoB.

B.2 Moaejgb KOHTPOJISI HA OCHOBE JeJIeTHPOBAHHOIO MPUHATHS

pelieHust

B.2.1 O0mme npuHUHNBI
JlaHHast MOJIeTIb KOHTPOJIS IOCTYTIA HCHOIB3YEeTCs B CIyYasxX, KOT/ia CUCTeMa-KIIMEHT TIPH
JOCTYIIE K peCypCy J0JDKHA MOIYYUTh pa3pelieHue Ha 9TO JACHCTBHE CO CTOPOHBI BIIaJIelblia pecypca.
B o0mem Bue cxema B3auMOICHCTBUS BRITIISIUT CIICIYIOIIUM 00pa3oMm:

— CHCTeMa-KJIMEHT 3alpallMBaeT Yy BIaJAeiblla pecypca paspelleHue Ha JOCTyln K
COOTBETCTBYIOIIMM pecypcaM. OOBIYHO JTOT 3ampoc OCYIIECTBIISIETCS HE HANPAMYIO K
BJIAJIETIbILY pecypca, a ONOCPEIOBAaHHO Yepe3 CEPBHUC aBTOPU3AINH (KOTOPHIi, B CBOIO OYepeb,
3alpaliBaeT pa3pelleHue y Blaiesblia pecypca), HOCKOIbKY caM BiaJiellel] pecypca He MOXKET
BBIJATh HU MapKep J0CTYIa, HA aBTOPH3ALMOHHBIN KOJI;

— CHCTeMa-KJIMEHT T[oJlydaeT paspelieHne Ha jgoctyn (authorization grant) B BHJIE
aBTOPU3ALIMOHHOTO KOJIa;

— CHCTeMa-KJIMEHT 3alpalluBaeT MapKep AOCTyMa, NpeAbsBUB aBTOPU3ALMOHHBIA KOJ CEpPBHUCY
aBTOPU3AlINU;

— CEepBHC aBTOPH3AIMU ayTEeHTU(UIMPYET CUCTEMY-KIHEHTA, IPOBEPSET aBTOPU3ALMOHHBIN KOJ
Y BBIJIACT MapKep JOCTyIa U MapKep OOHOBIICHHS,

— CHCTeMa-KJIMEHT 3alpalliBacT y IMOCTABIIUKA 3alllMIIEHHBIH pecypc, MPenbsBisis MapKep
JOCTYTIa;

— TIOCTaBLIMK pecypca MpOBepsieT MapKep JOCTYIa, €CIM OH BaJUACH, TO pa3peraer J0CTyl K

3aIUIEHHOMY pecypcy;
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— CHCTEMa-KJIMEHT BHOBb 3alpalllMBaeT C IOMOIIBIO BBIJAHHOTO paHee MapKepa AOCTYH K
3aLIUILEHHOMY PECypCy;
— IIOCTaBUIMK pecypca MpoBEpseT Mapkep, OOHapyKHMBaeT, YTO CPOK €ro JEHCTBHs HUCTEK,

BO3BpallaeT cooduienne o6 omuoke;

— CHCTeMa-KJIMEHT oOpalaercs K CEpBUCY aBTOpH3allMM 3a IIOJYyYEHHEM HOBOIO Mapkepa

JI0CTYIa, IPEIbABIAS MapKep OOHOBJIEHHUS,

— CEepBHC aBTOPH3ALMM IIPOBEPSAET BAIUAHOCTh MapKepa OOHOBIJIEHUS M BO3BPALIAET JBAa HOBBIX

MapKepa: I0CcTyna 1 OOHOBJICHHUS.

Cxema B3auMOJIEHCTBUSA IIPEJICTaBIEHA HA pUCyHKe 15.

[Tocne Toro, Kak cucTeMa-KJIMEHT MOJydria MapKep JOCTYIa, OHa MOYKET HEOITHOKPAaTHO
o0palaThcs 3a MOJIy4eHUEM COOTBETCTBYIOIIETO 3aIIUIIEHHOT0 pecypca, oKa He UCTEUYET CPOK
neiicTBus 3Toro Mapkepa. Koraa 3To npou3oieT, cCucTeMe-KINEHTY NOTpeOyeTcs MOJy4YnTh HOBBIN
MapKep J10CTyIa.

KnroueBast 0coOO€HHOCTB 3TON MOJIENIM B TOM, YTO CaM BJIafIeJiel] pecypca HUKOI/Ia He MoJlyyaeT
MapKep J10CTyIa, ero Mojy4yaeT cama CUCTEMa-KIMEHT B pe3yJIbTaTe NPsMOM CBSA3H C CEPBUCOM

aBTopu3anuu (Server-side flow).
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sd [locTyn ¢ nomowbio aB 0 Kopa (06 cxewa)/

CucTema-kKnmeHT Cepsuc Bnaaeneu MocTasupk
aBsToOpU3aLmMmn pecypca pecypca

T
|
3anpoc Ha aBTopu3aumio() !

3anpoc 3anpoc Ha

T
|
|
|
|
|
aBTOpM3aLMio() |

_qNOATBEPXAEHWE 3anpocal()
hl

aBTOPU3ALIMOHHBIN Kof()

<
¢

3anpoc Ha nonyyeHue
Mapkepa gocTyna,
aBTOPU3AUMOHHbIN KoA()

Mapkep gocTyna,
4 Mapkep o6HOBNEHMA()

=

| |
3anpoc Ha JOCTyN K pecypcy, Mapkep goctyna()
T T

| |
| 3aLWLLEHHBIV pecypc() |
] ]
| |

1 1
3anpoc Ha AOCTYN K pecypcy, Mapkep goctyna() L
| |
| |

g :0|.uV|6|<a: HefeicTBUTENbHbIN Mapkep()
hl

[ |

3anpoc Ha nonyyeHune |

Mapkepa gocTyna, |

|

Mapkep 0GHOBNEHUS]

Mapkep AocTyna,
o _Mapkep o6HoBneHusi()
Rl

Pucynox 15 — O6miast cxema B3auMOACHCTBUS MPU MOJIYICHHH MapKepa TOCTYIa ¢ TOMOIIbIO
ABTOPH3AIIMOHHOTO KOJIA

JUis onTUMH3aMY TOBTOPHOTO OJTYYEHHUsI MapKepa JOCTyIa UCIOIb3yeTCsl MEXaHU3M
mapxrepa oonosnenus (refresh token): B 3ToM ciyyae nepBoHauanbHO B 0OMEH Ha aBTOPHU3allMOHHBIIH
KOJI CHCTEMe-KJIMEHTY BBIJJACTCSl HE TOJBKO MapKep J0CTyIa, HO U Mapkep oOHoBneHus. Korna
MapKep JI0CTyIa MepecTaeT AeHCTBOBATh, CUCTEMa-KIMEHT 00paIaeTcs K CEpBHUCY aBTOPU3AIINH 32
MOJTy4eHHEM HOBOT'O MapKepa JI0CTYIa, MPEeAbABIAsA MOCIEIHUNA NOTYyYEHHBIH paHee MapKep
ob6HoBneHus. CepBHC aBTOpU3ALUU POBEPSET BAJIMIHOCTh MapKepa OOHOBICHUS (UTO OH SIBIISETCS
aKTyaJbHBIM, HE OBIJI OTO3BAaH U UTO CPOK €T0 JEHCTBHUS HE NCTEK) U BBIAET HOBBIM MapKep JIOCTYyIa U
Mapkep 0OHOBIICHUS.

OcobeHHoCTH Mapkepa OOHOBIICHUS:

— wuMeeT 0oJiee ITUTENFHBIA CPOK NEHCTBHSA, YeM y Mapkepa goctyna. Cpok IeicTBHS Mapkepa
OOHOBJICHMS pa3IMyeH IS Kaxa0i HWHPOPMAIMOHHOW CHUCTEMBI U HAcTpauBaeTcCs

Anmunuctparopom MC B Texnonornueckom noprane ECUA;
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— TPEenbSBISCTCS HMCKIIOYUTEIBHO TNPH HEOOXOAMMOCTH TMOJIYYHTh HOBBI MapKep JOCTyma
(TakuM 00pa3oM, MUHIMH3HUPYETCSI PUCK TepexBara);
—  BBIJIACTCS CEPBHCOM aBTOPU3ALMHU OJHOBPEMEHHO C MAPKEPOM JIOCTYTIA;
— MOXeT ObITh 0TO3BaH BIIAJICTIBIIEM pecypca.
Takum 0Opa3oM, HaTMUME MapKepa OOHOBJICHHS TTO3BOJISIET CUCTEME-KIIMEHTY TI0Jy4YaTh HOBBIH
MapKep JI0CTyIa Jake TOTaa, KOTa IMoJIb30BaTellb (BIaAeNiel pecypca) HeIOCTYIEeH, TIPU YCIOBUH,

YTO BIIAJIETICI] pecypca sIBHBIM 00pa30oM He 3alpeTHIT JOCTYII.

B.2.2 IlosnyuyeHre aBTOPU3ALMOHHOI0 KOA
YToObl NOTYyYUTH AaBTOPU3ALMOHHBIN KOJI, CHCTEMa-KIUEHT JI0JKHA MOJYYUTh pa3pelieHne Ha
JIOCTYII K 3aIUIIEHHOMY PECypCy CO CTOPOHBI €ro Biajaenbla. B cnyuae, korja BiajenbleM sSBIsSeTcs
nonbs3oBare’b ECUA, cuctemMa-KIMEHT 0JDKHA HAPABUTh MOJIb30BATENS Ha CTPAHHILY
npenocrapienus npas goctyna B ECUA®! (monb3oBarens momkeH ObITh MpeIBapUTENBHO
ayrentudunuposad B ECUA unu cuctema ECUA nonpocut ero npoidTu uACHTU(DUKAIIIO U
ayTeHTU(UKALIUIO).
OTa cChIKA J0JKHA COJIEPKaTh CIEAYIOIINE 00s3aTeNbHbIE TapaMeTPhl:
— <client_id> — unentudukarop cucreMbl-kireHTa (MHeMOHHKa cuctembl B ECUA yka3aHHas
MPONUCHBIMHA OYKBaMH);
— <client_secret> — moxnucs 3ampoca B popmare PKCS#7 detached signature B komuposke UTF-
8 ot 3HaueHui yerwipex mapamerpoB HTTP—3ampoca: scope, timestamp, clientld, state (0e3
pasznenuteneit). <client secret> momxkeH ObITH 3akoaupoBaH B ¢opmare base64 url safe.
Hcnonb3yemplii AJi1 TPOBEPKU TMOAMHCH CepTU(UKAT JOHKEH OBITh MPEeABApUTEIHHO
3apeructpupoBad B ECUA u npuBsizan k yueTHo 3anucu cucteMbl-kiueHta B ECUA. ECUA
noanepxuBaer ceprudukarel B ¢dopmare X.509. ECHA mnoanepkuBaer anroputm
dbopmuposanus dnmekTpoHHoN noamucu 'OCT P 34.10-2012 u anroput™ KpUNTOrpaguueckoro
xammposanus 'OCT P 34.11-2012.
— <redirect_uri> — ccpiKa, M0 KOTOPO# J0JKEH OBITh HAIPABJIEH MOJB30BaTE b MTOCIIE TOTO, KaK
JlacT pa3pellieHue Ha JOCTYI K pecypcey;
— <scope> — obnacTe AOCTyMa, T.C. 3ampaliuBaeMble TpaBa; HAIPUMEpP, €CIU CHUCTEMa-KIUCHT
3ampammBaeT JOCTYI K CBEICHUSM O COTPYIHUKAX OpraHU3allud, TO SCOPE JIOJDKHA UMETh

3HaueHne http://esia.gosuslugi.ru/org_emps (¢ HEOOXOAMMBIMH TapaMeTpaMH); €Clu

61 Azpec B TecToBoii cpene: https://esia-portall.test.gosuslugi.ru/aas/oauth2/ac
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sanparmuBaetcs scope id_doc®? (nannble 0 monb3oBaTelne), TO He HYKHO B Ka4eCTBE MapaMeTpa

yKa3bIBaTh 0id 3TOro MoJIb30BATEIIS,

— <response_type> — 3to TuI oTBeTa, KoTophlil oxxugaetcst or ECUA, numeer 3aauenue code, ecnu
CHCTEeMa-KIMEHT J0JDKHA MOJIYyYUTh aBTOPU3AMOHHBIN KOJT;

— <state>— nabop ciry4ailHBIX CHMBOJIOB, UMeIOLTNH B 128-0uTHOTO HAEeHTH(HUKATOpA 3ampoca
(HEOOX0MMMO TSI 3aIIUTHI OT MepexBara), renepupyercs o ctangapty UUID;

— <timestamp> - Bpemsl 3ampoca aBTOpU3aIMOHHOTO Koja B opmare yyyy.MM.dd HH:mm:ss Z
(manpumep, 2013.01.25 14:36:11 +0400), Heobxoaumoe 11t UKCAIIMU Hadaja BPEMEHHOTO
MIPOMEXYTKA, B TEYCHHE KOTOPOro OyAeT BalMIEH 3ampoc C JaHHBIM HAECHTU(UKATOPOM
(<state>);

— <access_type> — npunumaet 3Hadenue “offline”, ecnu TpeGyercs UMETh IOCTYI K pecypcaM U
TOTAa, KOTJa BIAJEiell HE MOXXET OBbIThb BBI3BaH (B JTOM CIIydae BBIITYCKAeTCS MapKep
O0OHOBJICHHUS ); 3HaYCHHE “‘Oonline” — qoCTyI TpeOyeTCs TONBKO MPU HATMYMH BIIAICIbIIA.

Ecnu B Xo1e aBTopu3anuu He BO3HUKIIO omnbok, To ECUA ocymiecTBisieT pequpext
MOJIb30BAaTEJIs MO CChUIKE, YKa3aHHOU B redirect uri, a Takyke BO3BPAILAET JBa 00s13aTEIbHBIX
napamerpa:

— <code> — 3HaYeHKE aBTOPU3AILIMOHHOTO KO/Ia,

— <state> — 3naueHue mapameTpa State, KoTopbIii ObLI MOJyYeH B 3aIpOCe HA ABTOPU3AIIMIO;
CHCTEeMa-KIIMEHT JO0JDKHA MPOBECTH CPaBHEHUE OTIIPABICHHOTO M TMOJYYEHHOTO MapamMeTpa
state.

B ciydae ommOku cepBUC aBTOPHU3AIMU BEPHET B TapaMeTpe Error Ko omuoKy (Harpumep,
“access_denied”) u mepeHaIpaBuT MOJIL30BATEINS 110 a/Ipecy, ykasanHomy B redirect_uri. [lepeuens
BO3MOXXHBIX OIIMOOK TpUBE/IeH B Tabmie 12.

Tabmunua 12 — Crircok ommOOK MpH MOTyYeHHH MapKepOB JOCTyIa

Ne Ko mapamerpa Onucanue napamerpa

ESIA-007003: B 3ampoce oTcyTCTBYeT 00s3aTeIIbHBIN TTapaMeTp,
1. | invalid_request 3ampoc BKIIIOYAeT B CeOs HEBEPHOE 3HAYCHHE MapaMeTpa KM

BKJIFOYACT MapaMeTp HECKOJIbKO pa3

. ESIA-007004: Bnagemery pecypca HWIH CEPBHUC aBTOPU3ALAU
2. | access_denied peeyp P P
OTKJIOHWJI 3a1pocC

62 JIu6o OJIMH MJIKM HECKOJIBKO SCOpPE, 066CH€‘-II/IB8.IOH_[I/IX AOCTYII K IICPCOHAJIbHBIM TAHHBIM
IIOJIB30BAaTECIIA.
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Ne Ko mapamerpa Onucanue napamerpa
. . ESIA-007005: Cucrema-kIMeHT HE MMEET IpaBa 3alpalliuBaTh
3. | unauthorized_client
MOJTyYeHHE MapKepa JOCTyNa TAKUM METOI0M
. . ESIA-007006: 3amnpomieHHas odyacTs AocTyIa (SCOPE) ykazaHa
4. |invalid_scope P yna (Scope) y
HEBEPHO, HEM3BECTHO MM C(HOPMHUPOBAHA HEKOPPEKTHO
ESIA-007007: Bo3nukina HeoXuJaHHas oOmuMOKa B padoTte
5. Server_error CCpBHCA ABTOpPHU3ALMM, KOTOpasd IIPHBCIA K HCBO3MOXXHOCTHU
BBITIOJIHUTH 3aIPOC
ESIA-007008: CepBuc aBTOpH3allid B HACTOSINEE BPEMs HE
6. | temporarily_unavailable MOJKET BBINIOJHHUTH 3alpOC H3-3a OOJBIIOW HArpy3KH WIIH
TEXHUUYECKUX padoT Ha cepBepe
ESIA-007009: CepBuc aBTOpHM3aliKi HE  IOJICPKUBACT
7. | unsupported_response_type
MOJTyYeHHEe MapKepa JOCTyIa 3TUM METOJIOM
. . . ESIA-008010: He vypmamoceh OpPOM3BECTH ayTEHTU(DUKALIUIO
8. | invalid_client Y P Y L
CHCTEMBI-KJIMEHTA
ESIA-007011: ABTOpU3allMOHHBIN KOJI WJIM MapKep OOHOBJICHUS
. HEJICUCTBUTEJICH, MPOCPOUYEH, OTO3BAH MJM HE COOTBETCTBYET
9. |invalid_grant
aJipecy pecypca, yKa3aHHOMY B 3alpoce Ha aBTOPU3ALUIO, WIIH
OBLT BBIJIaH IPYrol CUCTEMe-KIINEHTY
ESIA-007012: Tun aBTOpU3aLIMOHHOTO KOJIa HE MOIePKUBAETCS
10. | unsupported_grant_type
CEpPBHCOM aBTOPU3ALUH
) ) ESIA-007013: 3ampoc He coIepKHUT YKa3aHHs Ha o001acTh
11. | invalid_scope P P e
noctyra (SCope)
12. | invalid_request ESIA-007014: 3anpoc He coAepKUT 00sI3aTeTBLHOTO MapaMeTpa | |
13. | invalid_request ESIA-007015: HeBepHoe Bpems 3ampoca
14. | no_grants ESIA-007019: OtcyrcTByeT pa3pelieHue Ha J0CTYII

B.2.3 Ilosyuenne Mmapkepa 10CcTyna B 00MeH HA aBTOPU3ALUOHHBIN KO

KOTI[E[ aBTOpI/I3aI_[I/IOHHLII71 KOI IMMOJIYy4YC€H, CUCTEMA-KIIUCHT MOKCT C(bOpMPIpOBaTL 3arpocC

metonom POST wma https-anpec ECUA nns noyuenus Mapkepa 1ocTyna®s, OuH aBTopu3aliuoHHbIi

83 Anpec B TecToBoii cpene: https://esia-portall.test.gosuslugi.ru/aas/oauth2/te
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KO/ MOKHO OOMEHSTh Ha OJMH MapKep JocTymna. B Teno 3ampoca JOMKHBL ObITh BKIIOUEHBI

CJICAYIOIUC CBCACHUA:

<client_id> — uaenTudukarop cucrembl-kianeHTa (MHeMOHHKa cucteMbl B ECUA yka3anHas
NPONUCHBIMHA OYKBaMu);

<code> — 3Ha4YeHHE aBTOPU3ALMOHHOTO KOJa, KOTOpbId ObuT1 paHee mosnydeH ot ECHUA u
KOTOPBI HEOOX0IMMO OOMEHSTh Ha MapKep JOCTYIIa;

<grant_type> — npuHuMaer 3HauyeHue ‘‘authorization code”, ecium aBTOPU3ALMOHHBIA KOI
0OMEHHUBAETCsl Ha MapKep J10CTYyIa;

<client_secret> — noamnucs 3anpoca B popmare PKCS#7 detached signature B koguposke UTF-
8 oT 3HaueHuil yerplpex mapamerpoB HTTP—3ampoca: scope, timestamp, clientld, state (6e3
pasnenurenei). <client secret> nomkeH ObITh 3akonupoBaH B (opmare base64 url safe.
Hcnonp3yeMblid  JUIsi TPOBEPKH TOANUCH CEpTUGUKAT JODKEH OBITh IPEIBAPUTEIBHO
3apeructpupoBadn B ECUA u npuBsizan K y4ueTHoi 3anucu cucteMbl-kinenta B ECUA. ECUA
noagepxkuBaer ceprudukarel B ¢dopmare X.509. ECHA mnoanepkuBaer aaropuTMm
dhopmupoBanus ekTponHoi noamucu I'OCT P 34.10-2012 u anroputm KpunTorpaduyecKkoro
xamupoBanus [OCT P 34.11-2012.

<state> — nabop ciay4yailHBIX CUMBOJIOB, UMeIOLTHI B 128-0uTHOrO HAESHTH(HUKATOPA 3ampoca
(HEeoOxomMMO ISl 3alIUTHI OT TepexBaTa), renepupyercs no crangapry UUID; stor Habop
CHMBOJIOB JIOJDKEH OTJIHYaTbCs OT TOTO, KOTOPBIM HCIONB30BAJICS TIPU MOIYyYCHUU
aBTOPU3ALIMOHHOTO KOJIa;

<redirect_uri> — cchbliKa, 0 KOTOPOU JOKEH OBITh HAINPABJICH MOJIb30BATEIb MOCIIE TOTO, KaK
JacT paspellieHrne Ha JOCTYI (TO K€ camMoe 3HayeHHe, KOTOopoe ObUIO yKa3aHO B 3alpoce Ha
MOJTyYSHHE aBTOPU3AIMOHHOTO KOJIA);

<scope> — 001acTh JOCTYTA, T.€. 3alpalluBaeMble paBa (To K€ caMoe 3HaueHHe, KOTOpoe ObII0
YKa3aHO B 3aIIpOCe Ha MOJIy4e€HUe aBTOPU3AIMOHHOTO KO/Ia);

<timestamp> — Bpewms 3ampoca mapkepa B ¢opmare yyyy.MM.dd HH:mm:ss Z (mampumep,
2013.01.25 14:36:11 +0400), HeoOxoxumoe s pUKcaluy Hayaja BpeMEHHOTO TPOMEKYTKA, B
TeUeHHEe KOTOPOro Oy/eT BaJIUJIEH 3aMpocC C IaHHBIM UAeHTH(UKATOPOM (<state>);
<token_type> — Tun 3ampamnBaecMoro mapkepa, B Hactosiiee Bpems ECUA momnepxuBaer

TOJIBKO 3HaueHue “Bearer”.

Ecnu 3anpoc ycnemno npomren nposepky, To ECHUA Bo3Bpamaet otet B popmare JSON:

<access_token> — mapkep qocTyma st JaHHOTO Pecypea;

175



— <expires_in> — Bpems, B TE€YEHHE KOTOPOTO HCTEKAET CPOK JACHCTBUS MapKepa (B CEKyH/Iax);

— <state>— nabop ciTy4ailHBIX CHMBOJIOB, UMEIOIINH BT 128-0uTHOTO MACHTHU(UKATOPA 3aIpoca,
rerepupyertcs no cranaapty UUID (coBnamaer ¢ uneHTU(UKATOPOM 3ampoca);

— <token_type> — Tun mpemocTaBICHHOTO Mapkepa, B Hactosiiee Bpems ECHUA noauep:kuBaeT
TOJILKO 3HaueHue “Bearer”;

— <refresh_token> — mapkep oOHOBIICHHS I JAHHOTO pecypca.

[Ipumep otBerTa:

{

“access_token” :
“eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciIoMX0.eyJleHAIOJEZNTkINDAXODcsInNJb3B1I]
0iaHROcDpcLlwvZXNpYS5nb3Nlc2x1Z2kucnVeL2VtcFIpbmY b3JInX29pZD0xMDAWMDAWMzU3IiwiaXNzIjoiaHROcDpcLlwvZXNpY
S5nb3N1c2x1Z2kucnUiLCIuyYmYiOjEzZNTk1MzY10DcsInVybjplc21hOnNpZCI6IjE2ZDAmOTNKLTZ ZTgtNDE30S04ZmFmLTAmZDQ2
ZDMyMDhhNiIsInVybjplc21hOnNial 9pZCI6MTAWMDAWMDMANSwWiY2xpZW50X21kIjoiRVNIQSIsImlhdCI6MTMIOTUZNJU4N30”,
“expires in” : 3600,

“state” : “9be638a9-0e05-42el-b4£f8-a3e30457fbdd”,

“token type” : “Bearer”,

“refresh token” : “54039d1f-9917-43cd-961a-2729c891ef8c”

}

ITpu HEBO3MOXKHOCTH BbIIaud MapKepa JA0CTyIa Bo3Bpamaercs ko omnbku (Tabnuma 12).

B.2.4 Ilosiyuyenre HOBOro MapKepa A0CTyla B 00MeH Ha MapKep 00HOBJICHUSA

[Tpu ucnonb30BaHUM MapKepa 10CTyIa CUCTeEMaM-KIMEHTaM PEKOMEH1yeTCs cCHavalla
IIPOBEPATH, HE UCTEK JIM CPOK €ro JeiicTBusA. Eciau Mapkep IpocpoyeH, TO AJls YCIEIHOro AOCTyIa K
3aIIMIIEHHOMY pecypcy HOTpeOyeTcs IpeBapUTEIbHO MOIYINTh HOBBIM MapKep A0CTyIa ¢
UCIOJIb30BaHUEM MapKepa OOHOBJIEHHUs. [ 3TOro cucrteMe-KIMEeHTY ciaeyeT chopMHpPOBATh 3aIpoC
metonoMm POST B angpec ECUA, numeronuii CTpykTypy, aHAJIOTHYHYIO IEPBUYHOMY 3aIpoCy Ha
nosydeHue mMapkepa. OCOOEHHOCTH 3HAaUYEHU apaMeTpoB 3ampoca:

— <refresh_token> — 3HadyeHIe IMEIOLIETOCS Y CHCTEMBI-KIHEHTA MapKepa OOHOBJICHHSI, KOTOPBIil
clielyeT OOMEHSITh Ha HOBBIHM Mapkep moctymna (ykasbiBacTcs BMecTo <code>);

— <grant_type> — nomkxHo uMeTh 3HaueHue ‘‘refresh token”, mockonbky Mapkep OOHOBIIEHUS
0OMEHHMBAETCSI HA MapKep JOCTYIa;

Otger Ha 3T0T Haercs B popmate JSSON 1 umeer Ty ke CTpYKTYpy, Kak U IPU TIEPBUIHOM
MIPEJOCTaBIEHUHN MapKepa 10cTyna. B 3ToM oTBeTe coJiepKUTCSl HOBBIM Mapkep OOHOBIICHHMS,
KOTOPBIN CHCTEeMa-KIMEHT JI0JKHA XPAaHUTh BMECTO YK€ UCIIOJIb30BAHHOTO MapKepa OOHOBIICHUS.

[TepeveHs BO3MOXKHBIX OMUOOK TpuBeaeH B Tadmuie 13.

Tabmuma 13 — Crricok ommOOK MpH MOTyYeHHH MapKepa JI0CTyIa B 00OMeH Ha MapKep

OOHOBJICHUS

Ne Ko mapamerpa Onucanue napamerpa

1. | expired_token ESIA-007027: Cpoxk aeiicTBUs Mapkepa OOHOBJIEHUS UCTEK

176



Ne Ko mapamerpa Onucanue napamerpa

ESIA-0070278: Mapkep OOHOBIIEHHS CKOMIIDOMETHUPOBAH U
2. | access_denied PP P P
OTO3BaH

B.3 Moaeab KOHTPOJISI A0CTYIIA HA OCHOBE MOJJTHOMOYMH CHUCTEMBbI-

KJIHECHTA

B.3.1 O0mue npuHUMIIBI

Ota MOJIeSTb KOHTPOJISI PEJIIOJIAraeT, YTO CUCTEMa-KIIMSHT CaMOCTOATEIbHO 00pamaercs K
CepBUCY aBTOPH3AIMU U MmoyrydaeT Mapkep gocryina (client-side flow) va ocHoBanuu umeromuxcs (1
3a(pKCUPOBAHHBIX B CEPBHUCE aBTOPU3AIINH) TIOTHOMOYHIA CUCTEMBI-KIIMeHTa. [laHHAsI MOJEITh
KOHTPOJIS JIOCTYIIa MPE/IOIaraeT, 4To CHCTEMa-KIMEHT MIPH JIOCTYIIE K 3allUIIIEHHOMY PeCypCy
HETOCPEICTBEHHO MOTydaeT pasperieHue (B popme Mapkepa J0CTyIa) o CTOPOHBI CepBUCA

aBropu3anuu. B o0mem Buie cxeMa B3auMOJACHCTBUS BBITIISIUT CIACAYIOIUM 00pa3oMm:

CUCTeMa-KIMEHT oOpaliaercs K CEepBUCY aBTOpU3AllMM 3a BBIJAYed Mapkepa JOCTYIIa,

ITO3BOJISIFOIIETO MOJIYYUTh AOCTYII K 3allUIIIEHHOMY PECYPCY;

— CepBUC aBTOPHU3AINU ayTEHTU(DULUPYET CUCTEMY-KIMNEHTA U BbIIaeT MapKep JAO0CTYIIa;

— CHCTeMa-KJIMEHT 3ampalivBaeT y TOCTaBIIMKA 3alUIIEHHBIH pecypc, MPEabsIBISs MapKep
JIOCTYTIA;

— TMIOCTaBUIMK pecypca MpOBEpsSeT MapKep AOCTYIA, €CIU OH BAJIMJIEH, TO pa3periaeTr AOCTYyH K

3alUIIEHHOMY pPecypcy.

JlaHHass MoOeNb KOHTPOJIS TOCTyIa MPOMLUTIOCTPUPOBaHa Ha pUCcyHKe 16.
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sd Cxema B3aVINDAel7ICTBM;|/

Cuctema-knueHT Cepsuc MocTaBumk
aBTOpM3aLUN pecypca

3anpoc Ha nonyyeHune
mMapkepa goctynal)

mapkep goctyna()

|
3anpoc Ha nonyyeHve pecypca, mapkep goctynal)
|

3aUMLIEHHbIN pecypc()
I

_!;4

Pucynok 16 — Cxema B3auMOJICHCTBUS IIPU peaTu3allii MOJIEIH KOHTPOJIS IOCTYIa Ha OCHOBE
MOJIHOMOYMI CHUCTEMBI-KJIMEHTA
[TockonpKy noayyeHre Mapkepa 10CcTyna Npy UCHOIb30BaHUU JAHHON MOJIENIN KOHTPOJISI HE
npezrosiaraeT o0OpalleHus K BIaJelblly pecypca, To MapKkep 0OOHOBIIEHUs He puMeHsieTcs. Cucrema-
KIJIMEHT MOCJI€ UCTEUYCHHUS CPOKa JEHCTBUS MapKepa J0CTyIa MOKET OOPaTUTHCS K CEPBUCY

ABTOpU3alMU U IMOJTYYUThb HOBBIN MapKep J0CTyIa.

B.3.2 IlonyuyeHue Mmapkepa 10cTyna

Jlsis osTy4eHust MapKepa JA0CTyIa CHCTeMa-KIHEeHT JI0JDKHA HanpaBuTh 1o https-aapecy
cepBuca aBropusainuu (ECHUA) 3anpoc meronom POST. 3ampoc noimkeH coaepkaTh ClIeayolme
CBEICHHUS:

— <client_id> — unenTudukarop cucreMbl-KiHeHTa (MHeMOHHKa cucteMbl B ECUA yka3aHHas
MPOMUCHBIMUA OYKBaMH);

— <response_type> — ucmnonib3zyemasi MOJIeNIb KOHTPOJISI IOCTyTa; MPUHUMAET 3HaueHue “token”,
€CITU MIPOUCXOANUT O€3YCIIOBHOE HAJIENIEHHUS CUCTEMbI-KJIMEHTA TOJTHOMOYHUSIMH;

— <grant_type> — mnpuauMmaeT 3HaueHue ‘“‘client credentialS”, ecnum wucmonaB3yeTcs MoOHETb
KOHTPOJISL IOCTyIIa HA OCHOBE ITOJIHOMOUYMI CUCTEMBI-KJIMEHTA. B JaHHON MOJ1eNM HEBO3MOXKHO
yKa3bIBaTh MOJIb30BaTEIbCKHE SCOPE, HEOOXOIMMO YKa3bIBaTh TOJBKO SCOPE OpraHu3alHil.

— <scope> — obnacTh JOCTYyMa, T.e. 3alpalluBaeMble MpaBa; HAMPUMEP, €CIIU CUCTEMa-KIUEHT
3ampammBaeT goctyn K naHHbiM MMHH opranwsanum, TO scope AOKHO MMETh 3HA4YEHUE

http://esia.gosuslugi.ru/org_inn ¢ mapameTpamu.
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<state> — Habop ciy4aifHBIX CHMBOJIOB, IMEIOITHI BU 128-0uTHOTO MAeHTHU(HUKATOpA 3ampoca
(HeoOxoauMO AJis 3alUTHl OT IepexBara), reHepupyercsa mno crangapty UUID; stor Habop
CUMBOJIOB JIOJDKEH OTJIMYaThCs OT TOrO, KOTOPBIM HCIOJIB30BANCA MPHU MOJIYYCHUH
aBTOPHU3ALIMOHHOIO KOJaA.

<timestamp> — Bpems 3ampoca mapkepa B ¢opmare yyyy.MM.dd HH:mm:ss Z (nanpumep,
2013.01.25 14:36:11 +0400), HeoOxoaumoe 1715 hpUKCAITUU Havyajla BpEMEHHOTO ITPOMEKYTKa, B
TE€YEHHE KOTOPOTo Oy/IeT BalKIEH 3alpoc C JaHHBIM UJIeHTU(UKATOpOM (<state>);
<token_type> — Tum 3ampamuiBacMoro mapkepa, B Hactosiiee Bpems ECUA momaepxuBaer
TOJILKO 3HaueHue “Bearer”;

<client_secret> — moamnucs 3amnpoca B popmare PKCS#7 detached signature B koguposke UTF-
8 oT 3HaueHuil yetwlpex mapamerpoB HTTP—3ampoca: scope, timestamp, clientld, state (6e3
pasnenureneit). <client secret> nomkeH OBITH 3akomupoBaH B (opmare base64 url safe.
Hcnonb3yembrid 11si (GOpMUPOBAHHSI TIOUCH CEPTU(HUKAT TOJDKEH OBITh 3apETHCTPUPOBAH B
ECHUA u npuBsazan k ydetHou 3ammcu cucrtembl-kimeHta B ECUA. ECHUA noanepxuBaer
ceptudukatsl B popmate X.509. ECUA nogaepxuBaet alroputM GopMUPOBAHUSI JIEKTPOHHOMN
noxnucu 'OCT P 34.10-2012 u anroputm kpunrorpadudeckoro xsmuposanus [OCT P 34.11-
2012.

Ecnu 3anpoc yenenrHo npoien nmposepky, To ECHUA Bo3Bpamaet otset B hopmare JSON:
<access_token> — mapkep gocTyma Uist JaHHOTO pecypea;

<expires_in>— BpeMsi, B TeUCHHE KOTOPOTO HCTEKAET CPOK JIEHCTBUS Mapkepa (B CeKyHax);
<state> — Habop ciiy4ailHbIX CUMBOJIOB, UMEIOIINIA BUl 128-0uTHOTO HACHTH(UKATOpA 3ampoca,
renepupyetcs no crannapty UUID (coBnagaer ¢ uaeHTUGUKATOPOM 3a1poca);

<token_type> — tum mpeaoCcTaBIEHHOTO Mapkepa, B Hacrosiee Bpemss ECUA momnepxuBaer
TOJILKO 3HaueHue “Bearer”;

ITpu HEBO3MOXKHOCTH BbIJaYM MapKepa J0CTyIa Bo3Bpaiaercst ko ommbku (Tabmura 12).
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B.4 Oco0enHocTH yKazanus 00J1acTu aocrymna (scope)

[1pu 3anpoce Ha MOy4YESHUS] MapKepa JOCTyIa CHCTEeMa-KIMEHT J0JDKHA 00s13aTeNIbHO

YKa3bIBaTh COOTBETCTBYIOIIUN SCOPE, T.e. 00JacTh 1OocTyma (TUI JAHHBIX, K KOTOPBIM CUCTEMAa-KIHECHT

HaMepeHa MOJyYUTh AOCTYII).

B ECHA ucnons3yroTcs cieyromue TUIbl SCOPE:

1. [lannble o moiab3oBaTese. B cucreme mnpeaycMOTpeHbl cleqyroline SCOPE, IMO3BOJSIOLINE

MOJIYYHTh JaHHBIC O moJib3oBareie (Tabnuna 14).

Tabmuma 14 — [penocraBnsembie ECMA HaOOpBI TaHHBIX O TTOJIB30BATEINE

Ne Ha3Banmue scope Ha3Banne Hatopa nannbix | CocraB Ha0opa JaHHBIX

1. fullname [IpocMoTp hamunum, UMEHU U | —  (aMHIIUS;

oT4ecTBa S
—  OTYECTRBO.

2. birthdate [IpocMOTp AaTHI pOXKIACHUS — jara POXKICHUS,
yKa3aHHas B yU4ETHOMN
3armcu

3. gender [IpocmoTtp nosa — TMOJI, YKa3aHHbIA B
YYETHOH 3aIUCH

4. snils IMpocmotp CHUJIC — CHWJIC, yka3aHHBIH
B YUYETHOU 3alUCH

5. inn [Mpocmorp MHH — WHH, yka3aHHbIi B
Y4ETHOH 3aIUCHU

6. id_doc [TpocMOTp JaHHBIX O — cepus W HOMEp

igﬁﬁl\(/){g{:e, YIOCTOBEPSIOIIEM HOKyMeHTa,
YIOCTOBEPSIOIECTO
JHYHOCTB;
— JlaTa BbIIAYH,;
— KeM BblJIaH;
— KOJ HOJpa3/ieeHHs;
— TPaXXIAaHCTBO.

7. birthplace [TpocMoTp MecTa poKIeHUS — MECTO POXKJICHUS.

8. medical_doc [IpocMoOTp AaHHBIX MOdHCA — Homep nommca OMC;

0053aTeILHOTO
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Ha3Banue scope

Ha3Banue Hadopa JaHHBIX

CocrtaB Ha0opa TaHHBIX

MCAUITUHCKOT'O CTanOBaHI/ISI
(OMC)

— CpOK JeUCTBUS.

military_doc

[IpocMOTp AaHHBIX BOSHHOTO
ounera

— cepuss W HOMEp
BOEHHOI'0 OHIIETA;

—  J1aTa BBIJAYM;

— oprad,  BbIJABIIHH

JIOKYMEHT.

10.

foreign_passport_doc

[IpocMOTp HaHHBIX
3arpaHUyHOro Macrnopra

- damunus, AMS,
0T4eCTBO  OyKBamu
JATHHCKOTO
andapura;

— cepus H©  HOMEp
3arpaHuYHOrO
nacropTa,

— J1aTa BBIJAYH,

— CpOK JCUCTBHS;

— opras, BBIJABIINI

JIOKYMEHT,

— T'PaXAaHCTBO.

11.

drivers_licence_doc

[Ipocmotp paHHBIX
BOJMTEIBCKOTO
YIIOCTOBEPEHUS

— cepusi MU HOMED
BOJIMTEILCKOIO
YIOCTOBEPEHUS;

— JaTa BhIJAYH,

— CpOK JIEUCTBHS.

12.

birth_cert_doc

[IpocmoTp paHHBIX
CBUJETEIBCTBA O POKACHUU

— cepusi U HOMED
CBH/JIETEIIBCTBA;

— Jara BblOauu,

— MecCTO
roCyJapCTBEHHOMN

PEruCTpaLyH.
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Ha3Banue scope

Ha3Banue Hadopa JaHHBIX

CocrtaB Ha0opa TaHHBIX

13. | residence_doc [TpocMOTp AaHHBIX BUAA HA — cepus U HOMEp BHJIA
KHUTEIBCTBO _
Ha KHUTEJILCTBO,;
— JIaTa BBIIAYH.
14. | temporary_residence_doc ITpocMOTp AaHHBIX — cepuss H  HOMED
paspelieHus Ha BpeMEHHOE
paspelieHust Ha
MPO’KUBAHUE
BPEMECHHOE
HPOXKHBAHUE;
— Jara BBIIaYH.
15. | vehicles IIpocMOTp AaHHBIX —  TroCyaapCTBEHHBIN
TPAHCIIOPTHBIX CPEIICTB .
P P pes pEerUCTPALUOHHBI
3HaK;
— cepus W HOMEp
CBHJICTEIIbCTBA 0
perucTparum.
16. | email ITpocmoTp aapeca — aapec DIIEKTPOHHOM
AIIEKTPOHHOMU TOYTHI .
HOYThI, YKa3aHHBIA B
YYETHOH 3aI1CH
17. | mobile [TpocmoTp HOMEpa — HOMEp MOOWJIBHOTO
MOOWIBHOTO TenedoHa
TesedoHa
18. | contacts [IpocmoTp HaHHBIX O — HOMEp  JIOMAILHEro
KOHTAKTax M aJpecax
AP tenedoHa;
— HOMEp MOOMJIBHOIO
TenedoHa;
— ajgpec JIEKTPOHHOU
MTOYTHI;
— ajipec perucTparuy,
— azapec Mmecra
PO’KUBAHUSI.
19. | usr_org IIpocmotp cniucka — CIIHCOK OpraHu3alui

OpraHu3alMil OJIb30BATEIIS

TI0JIB30BAaTCIIA.
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Ha3Banue scope

Ha3Banue Hadopa JaHHBIX

CocrtaB Ha0opa TaHHBIX

20.

usr_avt

[IpocMoTp n300paxeHus
(aBaTapa) monb30BaTEIA

[Tonyuenus
U300paxKeHUs
(aBatapa);

Co3nanue u
O0OHOBJICHHE
U300paXeHUS
(aBatapa);
[Tonyuenue
UCXOHOTO
MU300paKEHHS

(aBaTapa)

Tabnuna 15 — IlpenocraBnsembie ECUA Habops! JaHHBIX O AETAX MOJIb30BaATENs

kid_fullname

[IpocMoTp bamunuu, UMEHH U
0TUECTBA

bamumnus;
WM,

OTYCCTBO.

kid_birthdate

[IpocMoOTp AaThI posKIEHUS

naTa POXKIICHUS

pebenka

kid_gender

[Tpocmotp mona pebenka

[Ton pebenka

kid_snils

[Ipocmotp HOMepa CHUJIC
pebeHka

CHMIJIC pebenka

kid_inn

IIpocmotp MHH peGenka

NHH peGenka

kid_birth_cert_doc

IIpocmotp naHHBIX
CBUJIETENHCTBA O POKACHUU

Cepus
CBUJICTENLCTBA;
HOMED
CBUJICTEIILCTRA,
nara BBIIAYN
CBUJICTENLCTBRA,

KEM BbIJAaHO

CBHACTCIBCTBO.

kid_medical_doc

[IpocMOTp HaHHBIX MONKCA
00s3aTeILHOr0
MEIUIIMHCKOTO CTPaXOBaHUS
(OMCO)

HoMep nonuca OMC,
JeHCTBUTEIICH hi (o}

OMC.
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Ilpumeuanue:
Bce yka3zanHbie B TaOIUIE SCOPE TAKKE TO3BOJISIOT MOJIYYUTh JAHHBIE O MIPU3HAKE MOATBEPIKICHHOCTH
YUYETHOM 3aIKCH MOJIb30BaTels (aTprOyT <trusted™> MepCOHATBHBIX TAHHBIX (PU3NUIESCKOTO JIUIIA).

DtH SCOpe ykasbiBaroTcs B (hopmare /scope?paraml=valuel&param2=value2, rae <paraml> —
Ha3BaHue, a valuel — 3naueHue mapamerpa. MOKeT HCIOIb30BaThCs ITApaMeTp:
— <oid> - BHyrpeHHmii uaeHTHUKATOp monb3oBares B ECHUA (o0s3aTenbHbIH
rnapamerp);
[Tpumep scope:
scope="id_doc?oid=1111111”
ITpu 3ampoce y cepBuca aBropusaiiun ECUA mapkepa mocrymna Ha scope id_doc uau aro60ro
JIpyroro SCOPE Ha MOJY4YeHHE NaHHBIX O MOJb30BaTelle HE HYXXHO B KayecTBE MapameTpa
YKa3bIBaTh 0id 3TOr0 MOJI30BATEIS.
[Ipunate pemieHne O TPEAOCTAaBIEHWM JAHHBIX O TMOJb30Barene (T.e. O BblIaye
COOTBETCTBYIOIIETO MapKepa) MOKET UCKITIOUUTEIHHO CaM MOJIb30BaTENb.
Scope «id_doc» u «foreign_passport_doc» mo3BoJIAIOT MOAyIUTh | pask IaHCTBO MOJIb30BATEIS.
Jiis monmydenus uHGopManuu 00 OpraHU3alUsiX, B KOTOPbIE BKIIOYCH IOJIL30BATEIh (CKOYII
usr_org), cuctema JI0JKHA BBITOIHUATS 3arpoc MetogoMm GET B https-anxpec REST-API cuctembl
ECHA: https://esia.gosuslugi.ru/rs/prns/{prn_oid}/roles. 3ampoc Takke HOIKEH COAEPKATH

MapKep JOCTyIla CUCTEMBI, BBIJAHHBIM Ha CKOYII usr_org:

GET https://esia.gosuslugi.ru/rs/prns/{prn_oid}/roles
Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciIoM
WNudopmanus Bo3BpalaeTcss B pa3BEpHYTOM BHJE, T.e. K 1aHHOMY REST-API yxe npuMeHeH
MexaHu3M BeTpauBanus (embedding) cBs3aHHBIX HaHHBIX:
— <0id> - uneHTH(UKATOpP OpraHU3aIHY;
— <fullName> — no;HOe HaMMEHOBaHUE OPraHU3AIINH;
— <shortName> — kpaTkoe HAaMMEHOBaHUE OPraHU3aAIHH;
— <ogrn>— OI'PH opranusanuu;
— <type>— tun opranuzarmu (“BUSINESS” - UII, “LEGAL” - IOJI, “AGENCY” - OI'B);
— <branchName> — HaumeHOBaHue (punmana;
— <branchOid> — ynukanbHblif uaeHTUGUKATOp PUIHaa;
— <chief> — cBenenus o ToM, ABJISIETCS JU COTPYIHHUK PYKOBOAMUTENIEM OpraHu3aiuu (B
3TOM cllydae umeeT 3HadeHue “true”) wimm net (“false”);

— <email> — cnyxeOHast >IeKTpOHHAs IOYTa COTPY/AHUKA;

— <phone>— cnyxeOHbIit HOMep Telae(oHa COTPYTHHUKA;
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— <active> — mpusHak OJOKMPOBKH COTpyAHHKa (“trU€” — COTpYAHUK HE 3a0JOKHpPOBaH

i “false” — corpyaHuK 3a0710KHpPOBaH).

IIpumep otBera:
{

"stateFacts":

"hasSize"

] r

"size": 15,
"elements":

{

2. Jlannple 00 opraHum3anuu. B cucreme mnpeaycMOTpeHBI cienyrommue SCOpe,

"oid": 1000299543,

"fullName": "OAO\"TecToBmni HJI\"",
"shortName": "OAO\"recTosent KJI\"",
"ogrn": "1234567890123",

"type": "LEGAL",

"chief": false,
"email": "admin@rt.ru",
"active": true

"oid": 1000320958,

"fullName": "VHIOIMBMUIOyaJIbHB NpeANpMHMMaTe]b BaBuyoBa Hamexna CepreesHa",
"shortName": "UI BasujnoBa H. C.",
"ogrn": "314213009700255",

"type": "BUSINESS",
"chief": false,
"email"™: "admin@rt.ru",
"active": true

"oid": 1000300806,

"fullName": "OPTAHM3AIOVA -162307792",
"shortName": "OPTAHM3AIVA -162307792",
"ogrn": "0001231231232",

"type": "LEGAL",
"chief": false,
"email"™: "admin@rt.ru",
"active": true

"oid": 1000322473,

"fullName": "OPTAHMBALMI -1992755269",
"shortName": "OPT'AHM3AIIMA -1992755269",
"ogrn": "2015009783314",

"type": "AGENCY",

"branchName": "®wunman Taxomu",
"branchOid": 1000332521,

"chief": false,

"email": "vagapova@binka.me",

"active": true

MOJTy4YHTh JaHHbIe 00 opranusaimu (Tabnuna 16).

IMO3BOJIAOIINUC
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Tabnuua 16 — IIpenocraBnsiembie ECUA HaGopb! JaHHBIX 00 OpraHU3aluu

Ne HasBanmue scope Ha3Banue nabopa JaHHBIX CocrtaB Ha0opa JaHHBIX

1. org_shortname Cokpaiennoe HaumeHoBanue | CokpailieHHOe

OpraHu3aLu HAaUMEHOBAHUE
OpraHu3aluu

2. org_fullname [TotHOE HaMMEHOBaHUE [TontHOE HaMMEHOBaHUE
OpraHu3aLu OpraHu3aluu

3. org_type Tun opranuzanuu Tun opranuzanuu

4. org_ogrn OI'PH opranuzamuun OI'PH opranuzanuu

5. org_inn WNHH opranmuzanmn WHH opranuzanuu

6. org_leg OIl® opranuzanuu OIl® opranuzanuun

7. org_kpp KIIIT opranuzanuu KIIIT opranuzaruu

8. org_agencyterrange TeppuropuanbHas TeppuropuanbHas
npuHaanexuocts OI'B npuHaiesxkaoct OI'B

9. org_agencytype Tun OI'B Tun OI'B

10. | org_oktmo OKTMO opranuzanuu OKTMO opranuzamuu

11. | org_ctts KoHTakTe! opranusanuu: KoHTakTe! oprannsanuu:
HoMep TenedoHa, Homep (akca, | Homep TenedoHa, HoMep
aipec JIEKTPOHHOM MMOYTHI daxca, aapec

AIEKTPOHHOMW MOYTHI
12. | org_addrs Anpeca opraHu3anuu Anpeca opraHu3amuu

(mouTOBBI anpec,
IOPUINYECKUH a/ipec): MHJIEKC,
UJCHTU(QUKATOP CTPaHbI, a/Ipec
B BU/JIE CTPOKH (HE BKJIIOYast
JI0OM, CTPOCHHE, KOPILYC, HOMEP
KBapTUPBI), CTPOEHUE, KOPITYC,
oM, kBaptupa, kog PUAC,
PEruoH, ropon,
BHYTPUTOPOJICKOU PalioH,

paioH, noceiaeHue, JOIL.

(o4TOBHII ampec,
IOPUANYECKUI aapec):
WHJIEKC, UJIeHTU(DUKATOD
CTpaHbl, a7pec B BUJIC
CTPOKHU (HE BKJItOUas JI0M,
CTPOEHHE, KOPIYC, HOMEP
KBapTUPbl), CTPOEHUE,
KOpIycC, I0M, KBapTHpa,
ko ®UAC, peruos,
ropoJi, BHYTPUTOPOJICKOM

paiioH, paloH,
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Ha3zBanmue scope

Ha3Banue Hadopa TaHHBIX

CocrtaB HaOopa TaHHBIX

TEpPpPUTOPHS, YJIHIIA HA JOI.

TEPPUTOPUH, YIINLIA

[IOCEJICHHE, JOII.
TEPPUTOPUS, yIULIA HA

JIOI. TEPPUTOPHH, YIULIA

13. | org_vhls TpancnoprtHele cpeacTBa TpaHcnopTHbIE cpeacTBa
OpraHM3aliK: Ha3BaHUE, OpraHu3aliy: Ha3BaHUE,
roCyJapCTBEHHBIN roCcyAapCTBEHHBIN
PEruCTPAaLlMOHHBIN 3HAK, CEpUs | PETUCTPALMOHHBIN 3HAK,
1 HOMEP CBUJIETENILCTBA O cepusi 1 HOMep
perucTpanuu CBUJIETEJILCTBA O

perucrpanuu

14. | org_grps I'pynnsl, BiagensieM KOTopbIX | ['pynmsl, BaagenbueM
SBJISICTCS OpraHU3aLUs KOTOPBIX SIBJISIETCSA

OpraHu3anus

15. | org_emps JlaHHBIE O COTPYAHUKAX JlaHHBIE O COTpYAHUKAX
OpraHu3aluu OpraHu3aluu

16. | org_brhs JlanHbIe 0 unmazax Jlannbie o pumanax
opranusanuu (HazBanue, KIIII, | opranuzanuu (Ha3BaHue,
OIl®, koHTaKTHI, agpeca) KIIII, OII®, KOHTAKTEI,

azpeca)

17. | org_brhs_ctts KonTakTe! punuanos KonTakTe! punuanos
OpraHu3alu OpraHu3aluu

18. | org_brhs_addrs Anpeca punnanos Anpeca punmnanon
OpraHu3aLuu OpraHu3aluu

19. | org_rcs IlenTpHI peructpanuun I{eHTpHI peructpanuu
OpraHu3au OpraHu3aluu

20. | org_stms Cucremsl, BnasenbleM Cucremsl, BIa€IbIEM
KOTOPBIX SIBIISETCS KOTOPBIX SIBIISIETCS
OpraHu3arus OpraHu3anus

21. | org_invts [Ipurnamenus, HanpasineHHsle | [Ipurnamenus,
OpraHusanuen HaIpaBJICHHBIE

Opra"u3aruen
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OtH SCOpe ykasbiBatoTcs B hopmare /scope?paraml=valuel&param2=value2, roe <paraml> —
Ha3BaHue, a valuel — 3naueHue mapamerpa. J{oJKeH HCIOIb30BaThCs ITAPAMETP:
— <org_oid> — BHyTpeHHuii uneHTuukarop opranuzanuu B ECUA.
[Tpumep scope:
scope="http://esia.gosuslugi.ru/org_emps?org_oid=1000000357"
Hanuuue mapkepa ¢ Takium SCOPE MO3BOJISET MOTYYUTh HHPOPMALIHIO O COTPYTHUKAX.

3. HauHble i uaeHTHQHUKAIMKA W ayTeHTH(HUKanuU Tmojb3oBarens (openid). Drtor scope
UCIIOJIb3YETCS B IEJSX MPOBENCHUS ayTCHTU(DHKAIIMKM TOJIH30BATENI U MOJYYCHHUS MapKepa
uaentupukanuu (cMm. Ilpunoxenne B.6 u B.7). OH He mapamerpusyercs, T.K. [0
ayTeHTU(UKAMU Yy CHCTEMBI-KJIIMEHTa OTCYTCTBYyeT uHpopMalus 00 uaeHTHPUKATOpE
MIOJIb30BATEJIS.

Takxke UIsI yCHJICHHOW OMOMETPHYECKON ayTeHTH(HUKAIMK IOMOJHUTEIBHO HCIIOIB3YeTCS
scope «bio» coBmecTHO co scope «openidy. IToapoOHO o mporiecce yaaaeHHOH OHOMETPUYECKOM
ayreHTu(uKanuu ykazano B [Ipunoxenun B.S.

4. KomrutekcHbIe AaHHBIC O ToJb30Barese (ext_auth result), mocrymHbie B pe3ynbraTe yCHICHHOR
onomerpuueckoil ayrentudukanuu (cM. [lpunoxenue B.8). Ilo mamHOMy SCOpE mocTyrieH
CIIeYIOIMUN HAOOP TUYHBIX JAHHBIX MMOJIH30BATEIS:

- O®HUO;

—  TIOT;

— TPaXIaHCTRBO;

— J1aTa pOXJICHUS;

— MECTO POXKJCHHUS;

— PEKBU3UTHI JOKYMEHTA, YIOCTOBEPSIIOIIETO TUYHOCTH;
— aJpec perucTpanum;

— aJpec MPOKUBAHHUS;

— UWHH;

— CHUWUIIC;

— MOOWIBbHBIHN TenedoH;

— aJpec IEKTPOHHOU MOYTHI.

5. Texnomoruueckas unpopmarnus (http://esia.gosuslugi.ru/tech_inf), B Tom umcne — o mepeune
YAQJICHHBIX MMOJb30BaTeNei. J{Jis mory4eHus TaHHbIX 00 YAAJICHHBIX MOJIB30BaTENAX 3TOT SCOPe

nomkeH wmeth Bua: http://esia.gosuslugi.ru/tech_inf?stu=DELETED. Tloxy4enue wmapkepa
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JOCTyIla Ha 3TOT SCOPE€ HOJKHO IIPOMCXOAUTH IIOCPECACTBOM MOJICIM KOHTPOJI OOCTyHa Ha
OCHOBE MOJHOMOYHH crucTeMbl-KineHTa (cm. [punoxenue B.3).

6. IHocryn x cepsucy EINI'Y mns UC TOCBAP (gosbar/gosbar_org). [liis monydeHus JaHHBIX O
110JIb3BaTelIe, CTOPOHHMI pecypc (Ha KOTOPOM pa3MelleHa MOMCKOBO-HABUIAlIMOHHAs CUCTEMA
«["ocbapy») mpu BeI30Be Gosbar.init qomKeH MmoyyaTh MOJIb30BATENBCKUN access token, co scope
gosbar (mns momb3oBateneit ECHUA — ¢usnyeckux num) uinu gosbar org?org oid (mms

nos3oBareeii ECUA — ropuaudecKux JInir).

B.S Cgenenusi o CTpyKType U IPOBEPKe MapKepa J0CTyna

Ucnonwszyemblii ECUA Mapkep coCTOUT U3 TpeX YacTeil:

1. 3aronosok (header), B KoTOpoM conepKuTcs o0rias HHPOpMaIUs O TUIIE MapKepa, B TOM YUCIIe
00 UCHOJIB30BAaHHBIX B X0/1€ €ro (OPMUPOBAHUS KPUIITOTPAPUUECKHUX OTEpaIIHsIX.

2. HabGop yrBepxaenuii (payload / claim set) ¢ comepx’aTenbHBIMH CBEICHUSIMU O MapKepe.

3. Tlomgmuce (signature), KoTopas yAOCTOBEpsET, uTo Mapkep «Bbinan» ECHUA u He ObUT H3MCHEH
Ipu Tiepeaaye.

Yactu MapKepa pasacICHbI TO‘IKOI>'I, TaK 4TO OH UMCCT BU:

HEADER.PAYLOAD.SIGNATURE
Mapxkep niepenaetcs B Bujae cTpoku B popmare Base64ur

154,

Kaxnas yacts Mapkepa cofiepkuT Habop yTBepxkaeHu (claims) Tpex THUIOB:
3aronoBok (header) comep>KuT onrcaHue CBOMCTB UCIIOJIB3yEMOT0 MapKepa:

1. Anropurm mudpoBanus (“‘alg”, cranmaprHoe oOo3HaueHue); B Hacrosimiee Bpems B ECUA
noJiep>KuBaeTcst anroput™ snekTpoHHo moamucu ['OCT P 34.10-2012 (cooTBeTcTBYET
3Hagennto “GOST3410 2012 5127).%°

2. T'moGambHsIii THIT Mapkepa (“typ”, crangapTHOe ob6o3HaueHue), kotopsiii B ECHA Bcerna nmeer
3Hauenue “JWT” (JSON Web Token);

3. ECHUA-cneuundpmueckuii Tim Mapkepa u ero Bepcus (“sbt” u “ver” cOOTBETCTBEHHO, IPHBATHOEC
0003HaYeHHE), YTO He0OX0AUMO A5 Ucoib30BaHus B ECUA HeCKOJIbKUX TUIIOB MapKepa; AJs
Mapkepa JAocTyna — “access’.

Hanpumep, 3aronoBok mapkepa goctyna B ECUA Gynet uMeTh cienyronuil BUa:

{"alg":"GOST3410 2012 512","typ":"JWT","ver":0,"sbt":"access"}
Cooo6menne (payload) Bkirouaer B cedst coepkaTebHBIC YTBEPKICHUS 0 cyOBekTe. B ciydae,

% TompoGuee cMm. B: http://tools.ietf.org/html/draft-ietf-jose-json-web-signature-02#appendix-B
8  Tlogpo6mee cm. PII  Texmomormueckoro moprana ECHA, n3.1.1 wu mn3.1.2:
http://minsvyaz.ru/ru/documents/4545/
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http://tools.ietf.org/html/draft-ietf-jose-json-web-signature-02#appendix-B
http://minsvyaz.ru/ru/documents/4545/

€CIIM CHUCTeMa NPOBOJUT ayTEHTH(HKAIMIO TMOJb30BATEIsl C HCIOJIb30BaHHEM MexaHu3zmMa SAML,

cUCTeMe HeT HeoOxoauMmocTu pa3zbuparbes B Qopmare payload mapkepa goctyma. OgHako eciu

CHUCTEMa MPOBOJUT ayTCHTHU(HUKAIMIO IOJIb30BaTeNs C wucrnojb3oBanueM REST, eit HeoOxomumo

U3BJICYb HEOOXOMMYIO HH(pOpMAIIHIO U3 coobIenus mapkepa (payload) u mpoeputs moamrcs ECHUA.

CooO1ieHue BKIIIOYAET B ce0sl CoJeprKaTeNIbHbIE YTBEPKACHHUS O MapKepe A0CTYIA U CyObeKTe:

1. JlanHble 0 MapKepe JOCTyIIa:

BpeMs npekparieHus aeicteus (“exp”) — B cekynaax ¢ 1 susaps 1970 r. 00:00:00 GMT;
BpeMs Hauana aeicrtBus (“nbf”) — B cexynmax ¢ 1 suBaps 1970 r. 00:00:00 GMT, T.e.
MapKep Helb3s 00padaThIBaTh 10 HACTYIUICHUS! YKa3aHHOTO BPEMEHHU;

Bpems Bbiaun (“iat”) — B cekynaax ¢ 1 suBapst 1970 r. 00:00:00 GMT;

opraHuzanus, BbImycTHBIIass Mapkep (“iss”), mna wmapkepoB ECHA Bcerma wumeer
OINpEe/ICIEHHOE 3HA4Y€HHE, KOTOPOE COBIAAAET C IOJIEM «CYOBEKT» HCIOJIb3YyeMOro
cepruurara ECUA (http://cyOobekr);

anpecat mapkepa (“client_id”) — yrBepxaeHue, OrpaHHYUBAIOIICE CHCTEMBI/TIPHIOKCHHS
(«aynuTopusi»), KOTOpble MOTYT UCIOJIB30BaTh ATOT Mapkep. [l 0603HaueHus aapecaTa B
ECHUA wucnonb3yercs wmHemonuka panHoil WMC, 3apeructpupoBannoii B ECHA.
CoOOTBETCTBEHHO, UCIIOJIB30BATh MapKEP MOTYT TOJIBKO CUCTEMBI C ’TOM MHEMOHHUKOM.
uneHtudukaTop mapkepa (“urn:esia:sid”’) — Habop cay4yailHBIX CHMBOJIOB, UMEIOIIUN BUT

128-6utHoro nneHTuduUKaTropa, creaepupoanHoro no crangapty UUID.

2. JlanHBIC O CYOBEKTE:

uneHTudukaTop cyonekra (“urn:esia:shj_id”), B kauecTBe 3HaYCHUS yKa3biBaeTcs 0id, 3TOT
UJCHTUPUKATOP YHUKAJIEH JUIsl KaXKJI0T0 CyObeKTa, 3apeructpupoBanHoro B ECUA;
obnacte goctyna (“scope”), B KauecTBe 3HAYECHHS — Ha3BaHME 00JIACTU, K KOTOPOWM

npeaocTaBIseTcs goctyn (Hanpumep, “id_doc”).

3. JlaHHbBIC O HAJTMYWH JeICTUPOBaHUS moaHOMouni (“'urn: esia:authority™):

JlaTa UCTEYEHUs CpoKa JeicTBUs noBepeHHOCTH ("expired");

unentudukarop gosepennoctu B ECUA (*'id™).

[Tpumep coodbmienus (payload) mapkepa nocryna 8 ECUA:

{

"nbf": 1537889904,
"urn:esia:authority": {

"expired":

"16.09.2018",

"id": "1020"

}’

"scope": "http://esia.gosuslugi.ru/usr_ sec?mode=w&0id=1000299526
http://esia.gosuslugi.ru/usr inf?mode=w&0id=1000299526 openid
http://esia.gosuslugi.ru/org inf?org 0id=1000000001",

"iss": "http://esia.gosuslugi.ru/",
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"urn:esia:sid": "dfa8dfede2cbad40fcfc974a9bcd445b570c2¢c90c22612047a940c56afazc463",
"urn:esia:sbj id": 1000299526,

"exp" .
"iat":

1537893504,
1537889904,

"client id": "PROFILE"

}

[Moanuck (signature) Mmapkepa OCYILIECTBIIACTCS IO TOMY aJIrOPUTMY, KOTOPbIA yKa3bIBAe€TCS B

nmapamerpe “alg” wmapkepa. Iloamuch BBIMHCISAETCS OT JBYX NPEIBIAYINIMX dYacTedl Mapkepa

(HEADER.PAYLOAD).

Cucreme-KIMEHTY, Ucnob3yoomyto Mexanuambl REST u OAuth 2.0 mns ayreHtuduxanuu

HOJIB?»OB&TCJ'ICIZ, PEKOMCHAYCTCA OCYILICCTBIIATH IMIPOBEPKY MapKEpa A0CTYyIla, UCIIOJIB3YA JaHHBIC O €TI0

noAmnucu. B o0mieM Buie 3Ta mpolieypa BKIFOYaeT B ceOsl CISAYIOITUE II1aru

66

1. Ocymectienue base64url-nexonnpoBanus MepBbIX JBYX uvacTel mapkepa. B header ykasan
anroput™ muppoBanus (mapamerp alg).

2. Tpeths yacTh MapKepa AOCTYIA IPECTaBIseT co00i noanuch B koaupoBke UTF-8 ot 3HaueHmit
nepBbIx ABYX udacteil mapkepa nocryna (HEADER.PAYLOAD). Heo6xoaumo oCyIiecTBUTh
MIPOBEPKY AAHHOW 3JEKTPOHHOM MOANMCH C MCIIOJIB30BAaHUEM CepTU(HUKATa KIII0Ya TMPOBEPKU
anektporHou noanucu ECUA.

3. TIpoBepka BpeMeHHU BbIJIaud, HaYalla M IPEKPAIICHUS MapKepa.

4. TlpoBepka opraHHW3allly, BHITYCTHBIICH MapKep, a TAKKE aapecaTa MapKepa.

B.6 HUcnoab3zoBanue OpenlD Connect 1.0 xas ayrenTudukanum
IMoJIb30BaTCeJidd

B.6.1 O0mme npuHIUANBI

B o6mem Buze cxema ayreHTHdUKanus ¢ ucnoiaszoBanuem OpenlD Connect 1.0 BeirmisiauT

CJIEIYIOIUM 00pa3oMm:

CHUCTEMa-KJIMEHT TOTOBUT 3alpoC Ha ayTEeHTU(UKAIUIO TOJIb30BATEIsI C HEOOXOIUMBIMHU
MapaMeTpamu;

CUCTEMa-KJIMEHT OTIPABJSET 3alpoC Ha ayTEeHTU(UKAIMIO B aJpec cepBUCca aBTOpPU3ALUU
ECHA;

CepBHC aBTOPU3ALIMH ayTEHTU(DULIUPYET MOIb30BaTENS;

CepBHC aBTOPU3AIMM MOJYy4YaeT COTjache IMOJb30BaTelNs Ha MPOBEIACHHE ayTeHTH(PHUKAUU B

JTaHHOM CHCTEME;

66

[ToapobHee CM.: http://tools.ietf.org/pdf/draft-jones-json-web-token-10.pdf,

http://tools.ietf.org/pdf/draft-ietf-jose-json-web-signature-02.pdf, http://tools.ietf.org/pdf/draft-ietf-

jose-json-web-encryption-02.pdf
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http://tools.ietf.org/pdf/draft-jones-json-web-token-10.pdf
http://tools.ietf.org/pdf/draft-ietf-jose-json-web-signature-02.pdf
http://tools.ietf.org/pdf/draft-ietf-jose-json-web-encryption-02.pdf
http://tools.ietf.org/pdf/draft-ietf-jose-json-web-encryption-02.pdf

— CEpBHIC aBTOPHU3AIMH TIEPEHAIIPABIISET MOJIB30BaTelNsi 0OPaTHO B CHCTEMY-KJIMEHT U TIepeIacT
ABTOPH3AIMOHHBIN KO,

—  CHCTEeMa-KJIHMEHT (POPMUPYET 3aIpoc C UCIOIB30BAaHHEM aBTOPU3AIIIOHHOTO KOJIa Ha TOTY4IEHUS
Mapkepa UACHTHPUKAIIH;

— CHCTEeMa-KJIHMEHT TOJIy4aeT OTBET, COJACP KA HeOOXOAMMBII MapKep HIeHTH()HUKALINY;

— CHCTeMa-KJIHMEHT IMPOBOJIUT BAIMIAIMI0 MapKepa WACHTU(DUKAIMM M M3BICKAaET M3 MapKepa
UACHTU(DUKATOP MOJIb30BATEIIS.
Janee 6osee neTanbHO pacCCMOTPEHBI (POPMHUPYEMbIE CUCTEMOM-KIIMEHTOM 3alpOChl U

noy4yaemeie et otBeTsl or ECHUA.

B.6.2 Ilosnyyenue aBTOPU3aLlHUOHHOI0 KOJAA

B.6.2.1CTtanaapTHBIH peKUM 3aMPOCca ABTOPU3ALUOHHOI0 KOJAA

YToOBI MOSYyYUTh ABTOPU3ALIMOHHBIN KOJ], CHCTEMA-KIMEHT JI0JKHA OJIYYUTh pPa3pelleHue Ha
TIpOBeJIeHHE ayTeHTH(UKALMH MOIb30BaTens® . i 3TOro cucTeMa-KIMEeHT JH0JKHA HATIPABUTh
MOJI30BaTENsl HA CTPAHMILY TIpeocTaBieHus npas goctyna B ECUA.

OTa cchlIKa I0JDKHA COJEpKaTh Cleayrole 00s3aTelbHble TapaMeTphbl:

— <client_id> — unentudukarop cucrembl-kireHTa (MHeMOHHKa cucteMbl B ECUA yka3anHas

HPOIUCHBIMU OyKBaMH);

— <client_secret> — moxamuce 3anpoca B popmare PKCS#7 detached signature B xoguposke UTF-

8 ot 3HaueHwuit cnenyromux napamerpoB HTTP—3anpoca: scope, timestamp, client_id, state (6e3

pasnenurenei). <client secret> nomkeH ObITH 3akoaupoBaH B Qopmare base64 url safe.

Vcnonp3yeMplii  [UIsE TIPOBEPKH TOANUCH CEPTHU(PHUKAT JOIDKEH OBITh TPEABAPUTEIHHO

3apeructpupoBadn B ECUA u npuBsizan k y4eTHoi 3amucu cucteMbl-kinenta B ECUA. ECUA

nojaepxxuBaer ceptudpukarsl B popmare X.509. ECHA mnonaepxuBaeT alroputm
¢dopmuposanus sekTpoHHol noanucu 'OCT P 34.10-2012 u anroput™ Kpunrorpapuueckoro

xamupoBanus [OCT P 34.11-2012.

— <redirect_uri> — ccpuika, 0 KOTOPO JOJDKEH OBITh HANPABJICH IOJIB30BATEIb MOCIE TOT0, Kak

JacT pa3pelieHne Ha POBEICHIE ayTeHTH(PHUKAIINY,

— <scope> — o0nacTh AOCTYyMa, T.C. 3alpaliuBacMble MpaBa; i MPOBEACHUS ayTeHTU(UKAIUU

HIOJTB30BAaTeNs SCOPE JToJbKeH MMeTh 3HaueHne openid. Ecimu cucreme morpedyercs moinydeHne

67 Anpec B TecToBoii cpene: https://esia-portall.test.gosuslugi.ru/aas/oauth2/ac
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JIOTIOTHUTENBHBIX ~ JAHHBIX O TOJb30BaTeNne (Hampumep, JAeTanbHas uHopmamus o
MOJIb30BATEIE), TO MOTYT OBITh YKa3aHBI JJOMIOJHUTEIbHBIE SCOPe Yepe3 mpoder;

— <response_type> — 3to TN OTBeTa, KOTOphIi oxumaercs ot ECUA, umeer 3HaueHue code,
MOCKOJIBKY CHCTEMa-KJIMEHT JIOJDKHA TTOTYYUTh aBTOPU3ALMOHHBINA KO,

— <state>— nabop ciry4aifHBIX CUMBOJIOB, UMEIOTHH BHT 128-0uTHOTO HAeHTH(HUKATOpA 3ampoca
(HEOOX0MMMO TSI 3aIIUTHI OT MepexBara), renepupyercs o ctangapty UUID;

— <timestamp> - Bpemsl 3ampoca aBTOpU3aIMOHHOTO Koja B opmare yyyy.MM.dd HH:mm:ss Z
(manpumep, 2013.01.25 14:36:11 +0400), nHeobxoaumoe s GUKCAIIMK Hadajaa BPEMEHHOTO
MIPOMEXYTKA, B TEYCHHE KOTOPOro OyAeT BalMIEH 3ampoc C JaHHBIM HAECHTU(UKATOPOM

(<state>).

Ecnu B xo11e ayTeHTH UK HE BO3HUKIIO om0k, To ECUA ocymiecTBisieT pequpeKt
[I0JIb30BATEJIs 110 CChUIKE, YKa3aHHOMU B redirect uri, a Takyke BO3BpAILaeT J1Ba 00s13aTeNIbHbIX
napamerpa:

— <code> — 3HaueHUE aBTOPH3ALHOHHOTO KOJIa;
— <state> — 3naueHue nmapamerpa State, kKoTopslii ObUT TIOJTy4YeH B 3allpoce Ha ayTeHTU(HUKAIIHIO,

CHCTEMa-KJIMEHT JOJKHA IMPOBECTH CPaBHEHHUE OTIIPABIEHHOI'O M MOJYYEHHOro Iapamerpa

state.

B.6.2.2IIpoBepka HaaM4usi ayTeHTH(PUKANMT B (DOHOBOM peKHUMe

Mexanusm ayrenTudukanuu, ocHoBanHblid Ha OpenlD Connect 1.0, npenycmarpuBaet
BO3MOKHOCTh (DOHOBOH NMPOBEPKU MH(OPMAIIMOHHOMN crcTeMOl, nHTerprpoBanHoil ¢ ECUA, Hanmuuus
y nosib3oBatens ceccun B ECUA.

s aroro BebiBaromiasi ECUA cucrema oypkHa HCTIONB30BaTh mapaMeTp Prompt 3ampoca Ha

IpOBe/IeHUE ayTeHTU(HUKAIIMK co 3HaueHueM “none”. Ilpumep 3ampoca:

https://esia-portall.test.gosuslugi.ru/aas/oauth2/ac?timestamp=2015.11.27+13%3A03%3A52+%2B0300&scope=
openidé&client secret=MIIFpgYJKoZIhvcNAQcCoIIF1zCCBZMCAQExDzANBglghkgBZOMEAgGEFADALBgkghkiG9w0OBBWGgggNpMI
IDZTCCAk2gAWIBAgIECgPdVzANBgkghkiGI9wOBAQsSFADBIMQOswCQYDVQOGEWISVTEPMAOGAIUECBMGTWOzY293MQO8wDQYDVQQHEWZND
3Njb3cxEDAOBGNVBAOTBONVLXBhbnkxDzANBgNVBASTBINS5c3R1bTEPMAOGAIUEAXMGU31zdGVtMB4XDTEIMTAYOTEOMTUXMFOXDTE?2
MDEyNzEOMTUxMFowYzELMAKGALUEBhMCU1UxDzANBgNVBAgTBk1vc2NvdzEPMAOGALIUEBxMGTWI2zY2 93MRAWDGYDVQOKEWADb21wYW5
S5MQO8wDQYDVQQLEWZTeXNOZWO0xDzANBgNVBAMTBINS5c3R1bTCCASIwDQYJKoZ IThveNAQEBBQADggEPADCCAQoCggEBAKhCeBbYRs89aP
LEOTIytSufxmZsrgWVy2a0uOi8dyp-
vw6h3cgNh219WNN1yv0gYpiM8hNs6y7vKrQ2k83aurlb9a2RQ1ILX0wlxAWS5PHBSTS6I3FNLELzP1OWIjiFEaqJl98——

L4BkR2Bk CHroffMvUUSfqVPEfP4PFYD20f1BOoMBmXeemn0-xyZcnZ00WAVVRSEAYOaFpl89EUVIOmVgvrKkc81Pgkx4 9dHHOKHFH-
sluvZIkCcgnmdXBcoS5eeDg7EP9XbJuVp4uge9]jDLBMw4SqzWQVUNmMDIOVuSdWJUF8m5Z TKEQOnPVY9f7aqSJpiF-
N98TMgurGQzRICECAWEAAaMhMB8wHQYDVROOBBYEFMAZZ fnOLJt2NkqTsqgQg8biljghRMAOGCSgGSIb3DQEBCWUAA4 IBAQBMznNVeP4
E3fgWU4ZK9D2£780NF330mE9xCLCDBYDTMTMyCP6TEUMkKkDUYZ8UHQbohftwI6SP-0wjvYUeOgfjPu6IzID3n~
YM9642GHpzR0aR1ZXp8FM2p2GG5bQ3bGIE8Aa98SLXQzz6f0cYh3IVE—

YKHXEAGOgrx0Uh6xcTW7hZySEC7409kn0atgp L2p7dHnsjA-coKerKgbN5jJCwz6y00 LBUKCAaffZ89BU-
5qrV_v1XnniF756h2Szk4KczSDex3IFXEUrntEpTWHI YhKNtwzvaMC92xSOgunpNo81x4s90oNIobOKJEVKrlpR caBgioy8SLLWecpS
ocb9BMYICATCCAfOCAQEWazBjMQOswCQYDVQQGEWJSVTEPMAOGALUECBMGTWIzY293MO8wDQYDVQOHEWZNb3Njb3cxEDAOBgNVBAOTBO
NvbXBhbnkxDzANBgNVBASTBIN5c3R1IbTEPMAOGALUEAXMGU31zdGVtAgQKA 91 XMAOGCWCGSAF1AWQCAQUAOGkWGAY JKoZIhveNAQkDM
0sGCSgGSIb3DOEHATACBgkghkiG9w0BCQUxXDxCcNMTUXMT I 3MTAwWMzUyW]AvBgkghkiGIwOBCQOxIgQgu-JPaWt -
aHVLaF13Qudx5zngCAwpTPfdsv7scyfLMwYwDQYJKoZIhvcNAQEBBQAEgGEAMQL3Uso76eQQPQ3DzewTUZujGwOi25WZyAYuQCxY1 I~
1iFOIQ74U2s5EPS-rK2EFVkgRPOJHIJ41ECR8010bSowevI63a-4Tk4KF70-h0kLano93sixH0WmeAJpFoj8—
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JpsMhJ EJJwLtOpUv1brWTQtk3d9F-

3vXdh6sX091QtPzol o3DkpS93mk5bYWBPI2nHPvSfbadtBrtjWahq7UA3WUrQHCaLulrsSO0TRitya-Jv-0GJds—
hgEST2x1hbFz7eMgZmlTHsVrBCZngdO-
63SIQVt4p99vD6UMhLKmIFrvNsOElmyaZL2AweumcyAZmS8Tb3tX953un 5CvVdw&response type=code&redirect uri=https%
3A%2F%2Fesia-portall.test.gosuslugi.ru%2Faas%2Foauth2%2Ftest%2FoauthCallback.xhtml&state=£21125b6-60e2-
4edc-alab-e7da2d31708f&prompt=none&client id=TESTSYS

PesynpraTom o6pabotkn ECHUA Takoro 3ampoca OyeT 0JHO U3 CICIYIONINX JICHCTBHMA:
—  €CIIM TIOJIb30BaTEIb HE ayTeHTU(HUIIMPOBAH, TO OYET BO3BpAIICHA OIMUOKA, YTO IS OTydSHUS

Mapkepa uIeHTUPUKAIUN TpeOyeTcs BXOJ MoIb30BarTels B cucremy. [Ipumep oTerta:

https://esia-
portall.test.gosuslugi.ru/aas/oauth2/test/oauthCallback.xhtml?error=login required&state=85a82a0f-0dea-
4al15-a6d3-887£7d048035&error description=ESIA-007017%3A+OAuthErrorEnum.loginRequired

—  ©CIIM IOJIb30BaTeNbh AyTeHTU(HUIMPOBAH, HO OH paHee He JjaBajl JaHHOW CHCTEME pa3pelieHue
Ha MPOBEACHNE UICHTU(UKALUN U ayTeHTU(HUKAIMU, TO OyAeT BO3BpalleHa OMNOKa, YTO IS

MOJTy4YeHUsI MapKepa WAeHTU(HUKAIHN TpeOyeTcs coriacue monb3oparerns. [Ipumep oTeeTa:

https://esia-
portall.test.gosuslugi.ru/aas/oauth2/test/oauthCallback.xhtml?error=interaction required&state=5c1337d4
-009c-4£45-bb31-79031flcelbf&error description=ESIA-007018%3A+OAuthErrorEnum.interactionRequired

— €CIIM MOJB30BaTellb AyTCHTU(GUIIMPOBAH U OH paHee JaBayl JAHHOW CHCTEME pa3pelleHue Ha
MpOBeJIeHUE UIACHTHU(PHUKAIINY U ayTeHTU(DUKAIIH, TO OyAeT BO3BpAIlEH aBTOPU3AIMOHHBIHN KOS,

KOTOpBIN Jjanee MOKeT ObITh OOMEHSH Ha MapKep UACHTU(DUKAIIUY.

B.6.2.3Bb130B cTpaHubl ayTeHTH(UKANNH 10/1b30BaTe i1 ECHA B HOBOM BCILIBIBAKOIIEM OKHe
Opay3epa

Mexanusm ayrentudukaium, ocHoBanublil Ha OpenlD Connect 1.0, oGecnieunBaer
BO3MO>KHOCTh BBI30Ba HHTETPUPOBAHHON CUCTEMOM CTPAHMIIBI ayTeHTH(UKAIIMH TTOJIb30BaTEs B
HOBOM BCILIBIBAIOIIEM OKHE Opay3epa (B BUie popup).

Jns peanuzanuu 3Toi BO3MOXHOCTH BbI3biBatomiass ECHA cuctema 10mkHa UCIOJIb30BaTh
napametp display 3ampoca Ha mpoBeneHHe ayTeHTH(OUKAIIMK CO 3HaYeHHeM “popup”. TIpumep

3arpoca:

https://esia-portall.test.gosuslugi.ru/aas/oauth2/ac?timestamp=2015.11.27+13%3A03%3A52+%2B0300&scope=
&client secret=MIIFpgYJKoZIhvcNAQcCoIIF1zCCBZMCAQExDzANBglghkgBZOMEAGEFADALBgkghkiG9w0BBwGgggNpMIIDZTCC
Ak2gAwWIBAgIECgPdVzANBgkghkiGIwOBAQSFADBIMOswCQYDVQOGEWISVTEPMAOGALIUECBMGTWI2zY293MQO8wDQYDVQOHEWZNb3Njb3c
xEDAOBgNVBAOTBONvbXBhbnkxDzANBgNVBASTBINS5c3R1IbTEPMAOGALIUEAXMGU31zdGVEMB4XDTEIMTAYOTE OMTUXMFoXDTE2MDEyNz
EOMTUxMFowYzELMAkKkGA1UEBhMCU1UxDzANBgNVBAgTBk1vc2NvdzEPMAOGAIUEBXMGTWIzY293MRAWDgYDVQQOKEWADD21wYW55MQ8wD
QYDVQQLEWZTeXNOZW0xDzANBgNVBAMTBINS5c3R1IbTCCASIWDQYJK0oZIThveNAQEBBOQADggEPADCCAQOCggEBAKhCeBbYRs89aPLE0TIy
tSufxmZsrgWVy2a0uOi8dyp-
vw6h3cgNh219WNN1yv0gYpiM8hNs6y7vKrQ2k83aurlb9a2RQ1ILX0wlxAWS5PHBSTS6I3FNLELzP10WIjiFEaqJl 98—

L4BkR2Bk CHroffMvUUSfqVPEfP4PFYD20f1BOoMBmXeemn0-xyZcnZ00WAvvVRSfAYOaFpl89EUVIOMVgvrKkc81Pqkx4 9dHHOKHFH-
sluvZIkCcgnmdXBco5eeDg7EP9XbJuVp4uge 9jDLBMw4 SqzWQVUNmMDIOVuSdWJIUF8m5Z TKEQONPVY9f7aqSJpiF-—
N98TMgurGQzRICECAWEAAaMhMB8wHQYDVROOBBYEFMdAZZ fnOLJt2NkqTsqgQg8biljghRMAOGCSgGSIb3DQEBCWUAA4 IBAQBMznNVeP4
E3fgWU4ZK9D2£780NF330mE 9xCLCDByDTMTMyCP6TEUMkDUYZ8UHQbohftwI6SP-0wjvYUeOgfjPu6IzID3n—

YM9642GHpzR0aR1 ZXp8FM2p2GG5bQ3bGIE8Aa98SLXQzz6£0cYh3IVE-

YKHXEAGOgrx0Uh6xcTW7hZySEC7409kn0atgp L2p7dHnsjA-coKerKgbN5jJCwz6y00 LBUKCAaffZ89BU-

5qrV v1XnniF756h2Szk4KczSDex3IFXEUrntEpTWHIYhKNtwzvaMC92xSOgunpNo81x4s9oNIobOKJEVKr1pR caBgioy8SLLWecpS
0CbI9BMYICATCCAL0CAQEWazBjMQOswCQYDVQQGEWJISVTEPMAOGALIUECBMGTWIOzY293MQ8wDQYDVQQHEWZNb3Njb3cxEDAOBgNVBAOTRBO
NvbXBhbnkxDzANBgNVBASTBINS5c3R1IbTEPMAOGALIUEAXMGU31zdGVtAgQKAI1IXMAOGCWCGSAF1AWQCAQUAOGKkWGAY JK0oZ ThveNAQkDM
0sGCSgGSIb3DQEHATAcBgkghkiG9wOBCQUxDxcNMTUXMT I3MTAWMzUyWjAvBgkghkiGOwOBCQOxIgQgu—JPaWt -
aHVLaF13Qudx5zngCAwpTPfdsv7scyfLMwYwDQYJKoZIThvcNAQEBBQAEgGgEAMQOL3Us076eQQPQ3DzewTUZujGwOi25WZyAYuQCxY1 I~
1iFOIQ74U2s5EPS-rK2EFVkgRPOJHIJ41ECR8010bSowevI63a-4Tk4KEF70-h0kLano93sixH0WmeAJpFoj 8-
JpsMhJ_EJJwLtOpUv1brWTQtk3d9F-

3vXdh6sX091QtPzol o3DkpS93mk5bYWBPI2nHPvSfbadtBrtjWahq7UA3WUrQHCaLulrsSO0TRitya-Jv-0GJds—
hgEST2x1hbFz7eMgZmlTHsVrBCZngdO-
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https://demo1-esia.reaxoft.ru/aas/oauth2/test/oauthCallback.xhtml?error=login_required&state=85a82a0f-0dea-4a15-a6d3-887f7d048035&error_description=ESIA-007017%3A+OAuthErrorEnum.loginRequired
https://demo1-esia.reaxoft.ru/aas/oauth2/test/oauthCallback.xhtml?error=login_required&state=85a82a0f-0dea-4a15-a6d3-887f7d048035&error_description=ESIA-007017%3A+OAuthErrorEnum.loginRequired
https://demo1-esia.reaxoft.ru/aas/oauth2/test/oauthCallback.xhtml?error=login_required&state=85a82a0f-0dea-4a15-a6d3-887f7d048035&error_description=ESIA-007017%3A+OAuthErrorEnum.loginRequired

63SIQVt4p99vD6UMhLKmIFrvNsOElmyaZL2AweumcyAZmS8Tb3tX953un 5CvVdw&response type=code&redirect uri=https%
3A%2F%2Fesia-portall.test.gosuslugi.ru%2Faas%2Foauth2%2Ftest%2FoauthCallback.xhtml&state=£21125b6-60e2~-
4edc-alab-e7da2d31708f&display=popup&client id=TESTSYS

Kpowme Toro, cucrema 1omKHA O0ECTICUNUTh OTKPBITHE CTPAHUIIB AyTEHTH(PUKAIIUN BO
BCILTBIBAIOIEM OKHE, peKoMeHayeMbIii pasmep — 800x600. IIpumep dpparmenTa javascript mis

OTKPBITHA CTPAHUIBI BO BCILIBIBAOIIEM OKHE!

var w = 800;

var h = 600;

var left = ($(window) .width()/2)-(w/2);

var top = ($(window) .height () /2)-(h/2);

var popup = window.open ("request url", "Request popup", "width=" + w + ",height=" + h + ",top=" + top +
",left=" + left + ",location=1,status=0,menubar=0,resizable=0,scrollbars=0");

B mannom ckpumnre request_url momken ObiTh 3aMeneH Ha URL, BBI3bIBatOIIHiA
ayreHTHUKauIo mosb3oBareis B ECUA. MHpIMu ciioBaMu, 3TOT request url qoimkeH odecrieuynBaTh
MIepEeHAIIPaBJICHHUE TT0JIb30BATEsl HA CTPAHUIY MPpeAoCcTaBiIeHHs rpaB jgoctyna B ECUA, t.e.
BBITIOJTHEHHE 3aIpoca Ha IPOBECHUE ayTCHTH(HUKAIIMY CO 3HAYCHUEM “popup’’, YKa3aHHOTO BBIIIIE.

[Tocne yenemnoit ayrentudukanuun ECHUA Bo3BpaiaeT pe3yapTar ayTeHTH()HUKAINN B
OTKPBITOE OKHO Opay3epa. Cucreme, B CBOIO O4epe/ib, HY)KHO 00CCIICYUTh UCTIOJIHEHHE COOCTBCHHOM
JIOTUKH JTSL 3aKPBITHS BCIUIBIBAIOIIETO OKHA U TIEPeavud PE3yJIbTaTOB ayTCHTH(PHKAIIUU B OCHOBHYIO

BE0-CTpaHUILy CHCTEMBI (M3 KOTOPOW OBLIO MEPBOHAYAIBHO OTKPHITO BCIUIBIBAIOIIEE OKHO).

B.6.3 Ilosiyuenune mapkepa naeHTU(PUKANNHA B 0OMEH HA ABTOPU3ALMOHHBIN KO/

Korna aBropu3animoHHbIi KOJT OITY4€H, CUCTEMA-KITUEHT MOXKET c(hOpMUPOBATh 3aIIPOC
metonoM POST B agpec ECUIA 1715 onmydeHus Mapkepa uaeHTHGUKauu®e, OuH aBTOpU3aIOHHbIIL
KOJI MO’KHO OOMEHSITh Ha OJMH Mapkep uaeHTuduKanuu. B Teno 3anpoca J0KHBI OBITH BKIIFOYESHBI
CIIEAYIOIINE CBEICHUS:

— <client_id> — unenTudukarop cucremMbl-kireHTa (MHeMOHHKa cucteMbl B ECUA yka3aHHas

NPONUCHBIMHA OYKBaMu);

— <code> — 3HaueHME aBTOPH3ALMOHHOIO KO/a, KOTOphId ObLT1 paHee monydeH or ECHUA u

KOTOPBII HEOOX0MMO OOMEHATh Ha MapKep UJeHTU(UKALUY,

— <grant_type> — npunumaetr 3HadyeHue ‘‘authorization code”, ecnu aBTOPU3AIUOHHBIN KO
0OMEHMBAETCsl Ha MapKep UJIeHTU(UKALNY,
— <client_secret> — moamuce 3anpoca B popmare PKCS#7 detached signature B xoguposke UTF-

8 or 3HaueHuil yerbipex nmapamerpoB HTTP—3ampoca: scope, timestamp, clientld, state (6e3

pasnenureneit). <client secret> nomkeH ObITH 3akonupoBaH B (opmare base64 url safe.

Wcnonb3yemplii i1 TpPOBEpPKU MOAMHCH cepTU(UKAT JODKEH ObITh IpeaBapUTEIbHO

88 Anpec B TecToBoii cpene: https://esia-portall.test.gosuslugi.ru/aas/oauth2/te
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3apeructpupoBadn B ECUA u npuBsizan k yueTHoi 3anucu cucteMbl-kinenta B ECUA. ECUA
noanepxkuBaer ceptudukarel B dopmare X.509. ECHUA mnomnepkuBaeT anropuTMm
dhopmupoBanus ekTponHoi noamucu 'OCT P 34.10-2012 u anroputm KpuntorpaduyecKkoro
xammpoBanus ['OCT P 34.11-2012.

— <state>— Habop Ciry4aliHBIX CHMBOJIOB, UMeIOIUi Bl 128-0uTHOTO MaeHTH(UKaTOpa 3ampoca
(HeoOxoauMO AJis 3alUTHl OT IepexBara), reHepupyercsa no crangapty UUID; stor Habop
CHMBOJIOB JIOJDKEH OTJIMYaTbCcs OT TOTO, KOTOPBIA HCHOJB30BAJICS TMPH TOJTYYCHUHU
aBTOPU3ALMOHHOIO KOJA;

— <redirect_uri> — ccpuika, 10 KOTOPOW JOJDKEH OBITh HAaNpaBJICH I0JIb30BATENb MOCIEe
ayreHTU(UKAIUU (TO ke camMoe 3Ha4YeHHEe, KOTOpoe ObLIO YKa3aHO B 3alpoce Ha MOTydyeHHUe
aBTOPHU3ALMOHHOTO KOJa);

— <scope> — o01acTh A0CTYIIA, T.€. 3alpallrBaeMble Mpasa (To ke caMoe 3HaueHue, KOTopoe ObUI0
yKa3aHO B 3aIIpOCe Ha MOJIyYeHHE aBTOPU3ALMOHHOTO KOJA);

— <timestamp> — Bpems 3ampoca Mapkepa B ¢gopmate yyyy.MM.dd HH:mm:ss Z (Hanpumep,
2013.01.25 14:36:11 +0400), Heobxoanmoe 17si PUKCAIIUN Hayalla BpeMEHHOTO IIPOMEXYTKa, B
TEYEeHHE KOTOPOTo OYAET BAIUICH 3aIPOC C JAHHBIM WACHTU(PHUKATOPOM (<state>);

— <token_type> — tun 3ampaimdBaeMoro mapkepa, B Hactosinee Bpems ECHUA mommepkuBaer

TOJILKO 3HaueHue “Bearer”.

Ecnu 3anpoc ycnenrHo npouen nposepky, To ECHUA Bo3sBpamaet orset B opmare JSON:

— <id_token> — mapkep uaeHTHPUKAIH;

— <access_token> — Mapkep JOCTyIa JJIsl JAHHOTO pecypca (€C/ii OH 3arpaiimBacs);

— <expires_in>— Bpemsl, B TeUCHHE KOTOPOT'O UCTEKAET CPOK JCUCTBHUS MapKepa (B CEKYH/Iax);

— <state>— HaOop ciay4aifHbIX CHMBOJIOB, UMeOLIUi Buj 128-0MTHOrO NaeHTH(HUKATOpa 3ampoca,
renepupyetcs no crannapty UUID (coBnagaet ¢ uaeHTU(HUKATOPOM 3a1poca);

— <token_type> — tum mpenocraBieHHOTO Mapkepa, B Hactosuiee BpeMss ECHUA noanep:xusaet
TOJBKO 3HaueHue “Bearer”.

[Ipumep otBera:
{

“id token”:
“eyJhbGci0iJSUzIINiIsImtpZCI6IjF10WdkazcifQ.ewogImlzcyI6ICIJodHRWOi8vec2VydmVyLmV4AYWlwbGUuY29tIiwKICJzdWI
10iAiMjQ4Mjg5zYxMDAXIiwKICJhdWQi0iAiczZCaGRSa3FOMyIsCiAibmOuY2Ui0iAibiOwUzZEfV3pBMklgIiwKICJleHAIOiAXMZE
%xMjgxOTcwLAogImlhdCI6IDEZMTEYODASNZ Q. ggW8hz1EuVLUxNuuIJKX V8a OMXzROEHRIR63gdqrOOF4daGU965Sr P6qp6IcmD3
HP990bilPRs-cwh3LO-pl46waJ8TIhehcwL7F09JdijmBgkvPeB2T9CINgeGpe—

gccMg4vEiKjkM8FcGvnzZUN4 KSP0aAplt0J1zZwgjxqGByKHiOtX7TpdQyHES1cMiKPXfEIQILVgOpc E2DzL7emopWoaoZTF m0 NO
YzFC6g6EJbOEOROSKShoDalrcvRYLSrQAZZKE1yuVCyixEoOVIGENQC3 osjzw2PAithfubEEBLUVVk4XUVrWOLrL10nx7RKKUSNXNHg
-rvkMzqgg”,

“expires in” : 3600,
“state” : “9be638a9-0e05-42el-b4f8-a3e30457fbdd”,
“token type” : “Bearer”,

196



HpI/I HEBO3MOXHOCTH BbIJA4YX MapKEpa A0CTYyIIa BO3Bpala€TCs KO OIIIMOKM.

B.6.4 IIpoBepka mapkepa uaeHTHPUKAITUA

ITocae IMOJIYUCHHUA MapKepa I/II[eHTI/I(bI/IKaI_[I/II/I CUCTCMA-KIIMCHT AOJIDKHA NPOU3BCCTHU BAJIMAAIIUIO

Mapkepa UACHTHPHUKAIIUN, KOTOPast BKIIFOYAET B Ce0s CIICYIOIINE TPOBEPKHU:

1.
2.

[TpoBepka uaentudukaropa (Maemonnkn) ECUA, conepikareiics B Mapkepe UIeHTH(DUKAITUH.
[TpoBepka uaeHtuduxaropa (MHEMOHUKH) CHUCTEMBI-KIMEHTa, T.€. HMEHHO CHCTEMa-KIUEHT
JOJKHA OBITh yKa3aHa B KA4ECTBE aapecara MapKepa UACHTU(DHUKAITIH.

[TpoBepka mommucu Mapkepa WaACHTH(HUKAWH (C HWCIOIH30BAaHUEM YKa3aHHOTO B MapKepe
aITOpUTMa).

Texyiiee Bpemsi 10JKHO OBITh HE MO3HEE, YeM BpeMsl MMPEKPaIICHUs CpoKa IEHCTBUS MapKepa
UIEHTU(UKAITIH.

ITocae BaJlaalvi  MapKkepa I/IIIGHTI/I(bI/IKaIII/II/I CUCTEMA-KIIMCHT CYHTACT II0JIb30BATCIIA

aYTGHTI/I(i)I/II_II/IPOBaHHBIM. I[J'IH IMNOJIYYCHHA MOONOJHHUTCJIBHBIX HOAaHHBIX O IIOJB30BATCJIC CIICAYCT

HCIIOJIB30BAThb I/I,I[eHTI/I(I)I/IKaTOp I10JIB30BAaTCJIA, W3BJICUCHHBIN U3 Mapkepa I/I,HGHTI/I(i)I/IKaI_[I/II/I, u

COOTBETCTBYIOIIME mnporpamMmMmubie uHTepdericei ECUA (Tpebyromue, B CBOIO ouepeab, MapKepa

JOCTYTIA).

JletanbHble CBEICHUS O MapKepe WeHTU(UKaluK rpejacTasieHsl B [Ipunoxxenun B.7.

B.6.5 bIxoa u3 cucremsl (JI0rayT)

I[J'IH OCYHICCTBJICHHUA BbIXOAA M3 CHCTCMBI ITOJIL30BATCIIb TOJIZKCH OBITh NEepCHaIpaBJICH II0

CIIELIMAJIbHON CCBIIKE C CO6J'II-O,[[CHI/IGM CIICAYIOMUX Tpe60BaHPII>iZ

https
tion/

MIPOTOKOJI 3aIipoca JOJDKEH ObITh https;

nyts B HTTP-3anpoce nomken ObiTh paBeH /idp/ext/Logout (ITpu 3aBepienue ceccuu Tpedyercs
00s13aTeNbHO BBIMOJIHSATH ONPaBKy 3ampoca Logout);

3ampoc J0/DKEH UMETh mapametp (query param) ¢ umenem client_id, cogepskarinii MHEMOHHKY
oOpararonieiics cucreMsl, 3apeructpupoBanHoii B ECUA;

3alpoc MOKET UMETh mapameTp (query param) ¢ uMmeHeM redirect url, cogepxanuii aapec, Ha
KOTOPBIH MOJIb30BaTelNh OyIeT MepeHanpaBieH Mocie YCIEeUTHOTO JIoTayTa.

ITpumep 3ampoca:

://esia.gosuslugi.ru/idp/ext/Logout?client id=ESIA&redirect url=https://esia.gosuslugi.ru/registra
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B ECHA s MHTErpUpOBaHHON CHCTEMbI MOKET OBITH OmNpezaesieH napamerp system.siteUrl,

conepxammii URL-anpec cucrembl, Ha KOTOPBIA OyJeT BO3BpAllleH MOJIb30BATEIb IOCJE Jorayra.

Redirect url momken ObITh MOACTPOKO# System.siteUrl.

I[Tpu 06paboTKe 3ampoca MPOU3BOISTCS CICAYIOIINE MPOBEPKH:

[TpoBepka, uto mepeman oOs3aTenbHBIA mapameTp client id. Eciu on He mepemaH, TO
Bo3Bpaiaercss HTTP-kox «400 Bad Requesty.

[TpoBepka, 4ToO cHCTEMa ¢ MHEMOHHKO#, YKazaHHO# B mapametpe client_id, 3aperucrpupoBana
B ECUA. Eciu cuctema He 3apeructpupoBana, To Bo3spamiaercs HTTP-kox «403 Forbiddeny.

ITocne ycnemHoro BoimoaHeHus 3tux nposepok ECUA onpenenser URL nepeanpecaunu nocie

YCCUIHOIO Jorayra:

B.7

Ecmu s cucremsl B HacTpoiikax ECHUA He 3aman mapametp system.siteUrl, to 3ampoc mocie
norayta Oyznet HanpasieH Ha cailt ECHUA.

Ecnu B 3anpoce He 3aman mapamertp redirect url, To 3ampoc mocsie orayra OyneT HanpasIieH 110
azpecy, 3agaHHomy B system.siteUrl.

Ecmu mapamerpsr redirect url u system.siteUrl we cootserctByror mpyr mpyry (redirect_url

JOJDKEH OBbITh ToACTpOKOit System.siteUrl), To 3ampoc mociie orayta OyaeT HalpaBjieH Ha CalT

ECHA.

CeeleHus1 0 CTPYKTYype MapKepa uaeHTUuUKAIUA

Crpykrypa Mapkepa WJIEHTU(UKALMKA aHAJIOTMYHA CTPYKType Mapkepa JocTyna (CM.

HpI/IJ'IO)KeHI/Ie BS) H COCTOUT U3 TCX KC TPEX yacTeu: 3arojJoBOK, Ha6op YTBep)KI[eHI/Iﬁ U IOAIHNCE.

Oco0OEHHOCTH 3arojIoBKa MapKkepa I/I,Z[eHTI/I(i)I/IKaLH/II/I COCTOHUT B TOM, YTO HETO 3HAYCHHEC anI/I6YTa

“sbt” paBro “id”.

[Tpumep 3aronoBka mapkepa uaeHtudukanuu B ECUA:

{"alg":"GOST3410 2012 512","sbt":"id","typ":"JWT", "ver":0}

CooOuienue, BKIOYaroIee B cedst cofepKaTellbHbIe YTBEPXKIECHUS 0 MapKepe UACHTHU(DUKAIH

H ITOJIB30BATECJIC, BKIIOYACT CJICAYIOIIUC anI/I6YTLII

1)

2)

3)

BpeMsi ayreHTUHKanuu (“auth_time”) — Bpems, Korma TNpOW3ONUIA AYTECHTU(PHKAIUS
MOJIB30BaTENs, YKa3biBaeTcs B cekyHaax ¢ 1 suBaps 1970 r. 00:00:00 GMT;

BpeMs MpekpaieHus aeicTsus (“exp”), ykassiBaercs B cekyHaax ¢ 1 suBaps 1970 r. 00:00:00
GMT,

uneHtudukaTop cyowsekra (“sub”), B KkadecTBe 3Ha4YeHUS yKaspiBaercs 0id. Oror

UICHTUPUKATOP YHUKAJIEH JUIsl KaK0ro cyObekTa, 3apeructpuposanHoro B ECUA, u ocraercs
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4)
5)

6)
)
8)
9)
10)

11)

12)

13)

HEM3MEHHBIM IPH MOCIEAYIOINX ayTeHTU(PHUKANUIX; ajapecat Mapkepa (“aud”), yka3siBaeTcs
client_id cucreMsl, HaTTpaBUBIIICH 3aMPOC HA AyTEHTU(DUKAIIUIO;
opraHu3zanus, BelycTuBIas Mapkep (“iss”), ykaspiBaercss URL ECHUA;
BpeMs Hauana aeiicteus (“Nbf’) — B cekynmax ¢ 1 saBaps 1970 r. 00:00:00 GMT, T.e. Mapkep
Helb3s1 00padaThIBaTh 10 HACTYIUICHHUS YKa3aHHOTO BPEMEHH;
BHYTpeHHHH uaeHTudukarop ceccun ECUA (“urn:esia:sid”);
Hayayio 0J0Ka onucaHus CyObeKTa BbI3oBa ceccuu (“urn:esia:shj”);
nceBIOHMM cyobekTa (“urn:esia:sbj:nam”) — sayrpennwuii st ECUA rceBaoHUM MOIb30BaTEIS;
oid cyonekra (“urn:esia:sbj:oid”) — oid yuerHol 3amucu moap30BaTeNs;
Tun cyobekTa (“urn:esia:shj:typ”), MoxxeT npuHUMATh Pa3IUYHbIC 3HAYCHUS, HAIPUMED:

“P” — ¢msmueckoe muIo;
NpPU3HAK MMOITBEPXKIACHHOCTH cyObekTa (“urn:esia:shj:is_tru”) — “is trusted” — yderHas 3amnuch
M0JIb30BaTeNs MOoATBepkAeHa. [lapameTp OTCYTCTBYeT, €ciu yueTHas 3aliCh He MOATBEPKICHA;
crioco6 aBropu3aruu (“urn:esia;amd”), MokeT npuHUMATh ABa 3HaueHus: “‘DS” (31meKTpoHHAS
noanuck) win “PWD” (maposb);BpemMst Beigaun (“iat”), ykaszpiBaeTcs B CeKyHAax ¢ 1 sHBaps
1970 r. 00:00:00 GMT;
MeToJl ayTeHTHuKauu (“amr”, mpuBaTHOe 0003HAYEHHE), MOXKET MPUHUMATD JBa 3HAUCHUS:

“DS” (anekTponHas noanuck) win “PWD” (maposns);

[Tpumep coobuienust mapkepa uaentuduxanuu B ECUA:

{

"auth time": 1478618846748,

" exp " .
"sub":
"aud":
"iss":
"nbf":

1478629648,
1000328225,
"TEST SYS",
"http://esia.gosuslugi.ru/",
1478618848,

"urn:esia:sid": "0d543cfl6cd43bd4a2cdlb6ff96f1lcb7da3ca2610d004b8816e951a8a7257ac53",
"urn:esia:sbj": {

"

urn:esia:sbj:nam”": "OID.1000328225",

"urn:esia:sbj:oid": 1000328225,
"urn:esia:sbj:typ": "P",

"

}l

urn:esia:sbj:is_tru": true

"urn:esia:amd": "PWD",

nigt"

"amr":

: 1478618848,
"PWD"

[Moamuck (Signature) mapkepa OCYIIECTBIISIETCS IO AITOPUTMY, KOTOPBIH YyKa3bIBAacTCS B

napamerpe “alg” wmapkepa. Iloamuch BbIYMCHSIETCS OT JABYX NPEIBIIYIIMX YacTeld Mapkepa

(HEADER.PAYLOAD).
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B.8 VYnanennass uieHTHPUKANUA C UCNOJIH30BAHUEM OHMOMETPUYECKOI

UIeHTU(PUKALUU

[lponienypa ynanéHHOW WACHTU(GUKAMK BKJIIOYACT IIOCIEOBATEIILHOEC IMPOXOXKIACHUE
ayrentudukanuu B ECA no noruny/mapodto u Bepuduxanuu B OMOMETpUIECKOM CCTEME IO CTETIeHN
CXO0’KECTH OMOMETPUYECKOro odpasia.

CucreMmsbl, B KOTOPbIX Ha JJaHHBI MOMEHT JAOCTYIIHA OMOMETpUYecKas UACHTU(PUKALIN:

— Enunasg 6uomerpudeckas cucrema.

Peanuzanus B3aumopeiictBus IC ¢ OMOMETpUYECKON CHCTEMOW NPH WHUIUALMK yIaJCHHON
UACHTU(DUKAIIMA TPOU3BOJAUTCS COTJIACHO AaKTyalbHOH BEpCUM METOIMYECKUX pPEeKOMEHIANun
OMOMETpPHUYECKOW CHUCTeMBL. B paMkax 3TOro mporecca JODKHO OBITh BBICTPOCHO CTaHIApTHOE
B3auMmozeiicteue ¢ ECUA Ha cneayromux stanax:

— TOJy4YeHHE CIEUUAJIbHOIO MapKepa JAOCTyna /i B3aUMOAECHCTBHUS € OHOMETPUYECKOM

CHCTEMOM;

— 3aBeplICHHE YJAICHHOW WICHTU(UKAUN TI0JIH30BATENS, IOJYYCHHE II0JIb30BaTEILCKOTO

Mapkepa JocTymna.

Vkazanus no uHTerpauuu ¢ EnuHoll OMOMeTpHuecKoil CUCTEMOM, B TOM YHUCIIE€ — B YacTH
UCIIOJIb30BaHUs 3aIUINEHHBIX cereil nepenaun aaHHbiXx (VPN) mpu noctyme k meromam REST API
buomerpuueckoii Bepudukanuu, npeacrasieHs! B [Ipunoxennn b «Onucanne uHTErpanuy BHEITHUX
cucreM ¢ Ennnoii OnoMeTprudeckoit cucTeMoii B mporiecce OMOMETpHUECKOM BepupUKaIm» JOKYMEHTa
«Metonnyeckue pekoMeHaauuu mno padore ¢ EnuHoil 6MoMeTpuueckoil CucTeMoi», TOCTYITHOTO Ha

pecypce https://bio.rt.ru/documents/basic/

O6ma;1 CcXeMa B3auMOJCHCTBUA Y4aCTHHUKOB YCHHGHHOﬁ ayTeHTI/I(I)I/IKaLH/II/I MMpeaAcCTaBJICHA HUXKC.
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EvomeTpieckan

cHUcTEMa

|.______________

MNonbzoeatene
. | 0
33NpOC H3 YOUNEHHYH SyTEHTHEMK LMD | 3anpoc pACWHPEHHOND MAPKERa AOCTYNE [scopes: |
P “openid”’ W CNELHANBHER CHOYN GHOMETPH4ECKDI |
CHCTEMBE | o]
Ll
L 3anpoc peapewesns Ha chATHe W O PHHECHAX SEHHBIX
- MpegpcTagneHMe pa3pellieH A
Bbi =43 paCWMPERHOTD MEpHEPS A0CTYNE
- b t
. 3anpoc GHOoMETPMHECHIE J3HHEBX |
o
Mepegz+s Guom ETpHE KUY A3HHbX |
_________________ E I
MNepeaz4a Guom E!ﬁLmED{MxDﬁDESU,DB >
T
I
I
I
I
| MNepeaa+a peayacTarce GHom eTpHMECHoi
| eeprdwraLMK
] Fanpoc MapKERE A0CTYNE K NOAS30EITENCCHHM f
AaHHe M (scope "ext_suth_result” w napamerp |
“yerfy_token”) |
>
Bammgauma
enfy_token”
3anpoc pazpeleHHA Ha apeyn MC K AM4HBIM J3HHDIM
«
MpeapcT: EHMA
Brig =48 NONbS0ESTENLCKOND MBPKEPS 0Ty NE K
MMHHEIM S3HHBIM
] |

-

Pucynok 17 — Cxema B3aUMOAEHCTBHS YYaCTHUKOB YCHIIGHHON ayTeHTH(PHUKALUH

Bammgauua
|uap|cepa,qnu’yna

]

EwomeTpu<eckaR
eeprdwraLMA
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[MPUJIOKEHUE
K poToKoiy 3acenanus [lonkomuccun
I10 UCITOJIb30BaHUI0 HHPOPMAIIMOHHBIX TEXHOJIOTUN
TIPH MIPEIOCTAaBIICHIH TOCY1apCTBEHHBIX
Y MYHUITUTIATBHBIX YCIYT
IIpaBuTEIHLCTBEHHON KOMUCCUU
I10 MCITOJIb30BaHUI0 HHPOPMAIIMOHHBIX TEXHOIOTHN
JUTSI YITydIIeHUS KadecTBa KU3HU U YCIOBUH BeIEHUS
MPeIPUHAMATENBCKON NeATEIbHOCTH

oT r. No

1. Iloay4yeHnue cnenHaJbLHOI0O MapKepa A0CTyna /Ui B3aMMOAeicTBHSA ¢ OHOMeTpHYeCKOi
cHUCTeMOit

HNudopmannoHHas cuctemMa peaau3yeT ayTeHTU(UKALMIO KIUEHTAa U IMOJydyeHHE CIEeLUaTbHOIO
Mapkepa JOCTyma JUisi B3aUMOJCUCTBUS C OHMOMETPUYECKOW CHCTEMOM, pa3pelialoniero KIUEHTY
OMOMETPHUECKYIO BepH(PHUKAINIO B OMOMETPUIECKON CUCTEME.

Jis 3Toro MHGOpPMALMOHHAS CUCTEMAa peajiu3yeT B3aMMOJICHCTBHE C CEPBUCOM aBTOPU3ALUHN U
nonydyeHusi mapkepa gocryna ECHUA, cornacHo Ilpunoxenuto B.2 «Mojenb KOHTpOJIsT Ha OCHOBE
JEJIErMPOBAaHHOTO IPUHATHS PELICHUsD TaHHOHOTO JOKYMEHTA.

B 3ampoce Ha aBTopuzanuto MC nomkHa ykazaTh scope «openid» u crienualibHbIi scope Exmnoi
OMOMETpUYECKON cHCTeMbl — «Di0», moJApoOHEe O KOTOPOM YKa3aHO B aKTYaJbHBIX METOIMYECKUX
pexoMeHaauusax EauHoi 6noMeTpuieckoil cuctemsl.

[Tone3o0Barens aBropusyercd B ECHMA 1no jorMHy M mapojiro M JaeT COIVIaCHe Ha IPOBEACHHE
YCUJIEHHOM ayTeHTHU(UKALUKA C HCIOJIb30BAaHHUEM €ro OMOMETPUYECKHMX JaHHBIX B OHMOMETpPUUYECKOMN
cucreMe (B CiydasiX, €ClIM COIJIaCH€ IOJb30BaTeNsl U3 JaHHOM HHQOPMAIIMOHHOM CHCTEMBI €lle He
IIOJIYYEHO).

B pesynbrate 3aBepiueHus dtana, MC moayduT crienuanbHbIi Mapkep noctyma (access_token),
oOaarolui CleayIUMU OTINYUSIMH OT cTaHAapTHOro Mapkepa nocryna ECHUA:

— Koportkoe Bpemst xu3nu (TTL);
— Haymune B cocraBe mapkepa nocryna URL REST-cepsuca ECHUA st nepenaun pacliupeHHOTO
pe3ynbrata Onomerprueckoi Bepudukaryu u3 EBC (mapamerp ext_vrf_url).

B nannom ciiydae IC He monygaer mapkep oonosenus (refresh_token), to ects st kaxkmoro
ciyyasi ycusieHHo# ayTeHTugukaiun MC Heo6Xo1uMo 3arpaimBaTh MapKep J10CTyIa 3aHOBO.

[Tpumep nmosmyyeHHOTO pacmiupeHHoro Mapkepa uaeHtudukanun 8 ECUA:

{

"access token":"eyJ2ZXIiOJEsInR5cCI6IkpXVCISINNidCI6IMFjY2VzcyIsImFsZyI6I1JTMjU2In0.eyJuYmYiOjEIMjgyMTI4ANT
UsInNjb3B1lIjoib3BlbmlkIGIpbyIsImV4AdF92cmZfdXJIsIjoiaHROCHM6XC9cL2VzaWEtZGV2LnR1c3QuZz29zdXNsdWdpLnd1lXC91c21lh
LXJzXC9hcGlcL3BlYmxpYlwvdjFcL2V4AdFwvdnImXC9yZXN1bHQiLCIpc3MiO1iJodHRWOlwvXC91lc21hLmdve3VzbHVnaSbydvwvIiwidX
JuOmVzaWE6c21kIjoiMDI4Z] kONWI5MjEWN2Z1iMjc5MTE4YTM10GM2M2 %1 NDRhMzdj0GZ10TAyMjA10GOxZ  1hMjdiNjIzMDg5ZjQ3YSIs
InVybjplc21hOnNial 9pZCI6MTAWMDISOTI4MiwiZXhwljoxNTI4MJEzZNDU1LCIpYXQi0jEIM)gyMTI4ANTUs ImNsaWVudF9pZCI6I1RFUL
RfUL1TINO.FgmQrXLPQRAP8S18u612XyjtGWK3uNRABIU7hH6NNHCSVEfijYtFqmHOv4 can_ zXrzEKgG6Y E21I16XcRuG YoTnpBlBnH3
FcCLI9MqoiYQONETNC5AysumpTkmMXYPQamJI4o0POVNyqJYye8TUtOmy9bI4Z3duvwzZ3z11PZS1GZHIeETrWoRUqyb316t4kKku9p6eoM4gAgd
ul 5gLeq3HcIPZV8XTQc625A0Xg6qIPI52CchIRXJIV-MMZytX2ezKCs30Cyl1Xzgq9mgk9OEf£gdT70HGQCDOLW] fhNm232yRikmhl—
u7M4QyCileChelQXFtjx381aDDUgstHWMQsK7UQ", "id token":"eyJ2ZXIiOjAsInR5cCI6IkpXVCIsInNidCI6ImlkIiwiYWxnIjoiU
IMyNTY1fQ.eyJhdWQiOiJURVNUXINZUyIsInN1Y1iI6MTAWMDIS50TI4AMiwibmImIjoxNTI4MjEyODULILCJIJhbXTI101JQVOQiLCJI1lcm4 6ZXNp
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YTphbWQi0iJQV0QiLCIThdXRoX3RpbWUiOjEIMjgyMTI20TQsImlzcyI6ImhOdHAGXCI9cL2VzaWEuZ29zdXNsdWdpLnJ1XC8iLCJlcm4 672X
NpYTpzaWQiOi IwMjhmOTQ1YjkyMTA3ZmIyNzkxMThhMzU4YzYzZmIONGEZzN2M4ZmI 5MDT yMDU4ZDFmMOWEyN2 I 2MjMwOD1mNDAh T iwidXJu
OmVzaWE6c2JgIljp7InVybjplc2lhOnNiajp0eXAiOiJQIiwidXJuOmVzaWE6c2JgOmlzX3RydSI6dHI1ZSwidXJuOmVzaWE6c2JgOmOpZC
I6MTAWMDIS50TI4AMiwidXJuOmVzaWE6c2JIgOm5hbSTI 6Tk 9IJRCAXMDAWM ] k5MjgyIn0sImV4cCI6MTUYODIyMzY1INSwiaWFOIjoxNTI4MIEyY
ODU1£fQ.P-5adtNRIECAgrJ7SCbXN6hHXxSAaP2olryX1Hswvye jyObow-—
7SBN28ez1SG3C3Gxt8dZ0g3JrKVa92Fr2PVNcIACNNgHIDEY 4sSVTCKUJiTTXTW4nINYmTTrczoAwuqir7PvNRYUtZuFAES8CwFrAl PPK
ExTO0XaAP4Fc5BL XOUPEwW7XVYEjasBXzhoEMOOcVoGpztolATyxqYhkiR9AgXtd sjyedsv15vEBXpGJOm8gSO eM orfC2 REyFOXQtbb
1FW4gLe9zskobvtmlQODW28Unl01pXwAVhIN1oOOIATiTOUuYWgOgxrt2U2B9kZPCak8nbgJizZx4NtNg",
"state":"21335561-1ee3-£501-79b3-bb10c06£fd0£3",

"token type":"Bearer",

"expires in":600

}
ITpumep cocraBa paciupenHoro mapkepa gocrymna (PAYLOAD-yacts):

{
"nbf": 1528212764,

"scope": "openid bio",
"ext vrf url": "https://esia-portall.test.gosuslugi.ru/esia-rs/api/public/vl/ext/vrf/result",
"iss": "http://esia.gosuslugi.ru/",

"urn:esia:sid": "028£945b92107fb279118a358c63fb44a37c8fb9022058d1f%a27b623089f47a",
"urn:esia:sbj id": 1000299282,

"exp": 1528213364,

"iat": 1528212764,

"client id": "TEST SYS"

2. 3aBepiueHHe yIaJdeHHON HAeHTH(PUKAIMHI N0Ib30BaTe/Isl, MOJIyYeHHe M0J1b30BaTe/IbCKOro
MapKepa A0cTyna

HNudopmaninoHHas cucTtemMa peaau3yeT ayTeHTU(UKALMIO KIMEHTa U MOJyYeHHE CIEeLUaIbHOIO
Mapkepa JOCTyma [Uis 3aBeplICHUs Tpolecca yIaJeHHOW HWACHTU(GUKAIMH IOJIb30BATENs B
ECHA/6nomerpuueckoii cucTeme.

Jiis aToro MHGOPMALMOHHAS CUCTEMa PEAM3yeT B3aWMOJICHCTBHE C CEPBUCOM aBTOPU3ALUHU U
noy4denust Mmapkepa goctyna ECUA (aHaoru4Ho npenpiayneMy dTaiy).

B 3ampoce Ha aBTopH3anuio®® mH(OpPMAIMOHHAS CHCTeMa JOJKHA YKas3aTh scope «Openid» u
crienuanbHEI scope («ext_auth_result»’), mapamerp verify token (momyuen B pesynbTate BepupuKaIEH
OMOMETPUYECKUX JIAaHHBIX B OMOMETPUUYECKON cUCTEME).

B pesynprare 3aBepmienust odtama, MC Tlotpeburtens bJ/[H mnomyunt crnenuanbHbIN
MOJIb30BATEIbCKUM  pacIIMpEeHHBIH Mapkep JOCTyla, KOTOpbIM OyJner coaepkaTb pe3yibTar
OroMeTpuyecKoil BepuduKaium.

ECHA BeIacT qaHHbIN MapKep JOCTYIA TOJIBKO B ClIydae:

— nHanmuus B ECHA ycnemHoro pesyiabTata Ouomerpuieckoi Bepudukanuu [lomszoBarens;

— YCIEUIHOTO CpaBHUBas TNOJy4yeHHbIX mapamerpoB verify token or Oumomerpuueckoi
CUCTEMBI M1 HHPOPMAIIMOHHBIN CHCTEMBI;

— Hanuyus coracus [lonp3oBarens Ha Mpe1oCTaBlIeHNE IEPCOHAIBHBIX JaHHBIX.

B mannom ciyuae UC ne momydaer mapkep oonosnenus (refresh_token), to ects mis kaxmoro
ciyyasi ycuiieHHoi ayrentudukamuu MC u noimydeHus 10CTyna K JaHHBIM MOJIb30BaTeNs HEOOXOAMMO
3aIpammBarh M0JIb30BATEIbCKUN MapKep JOCTYIa 3aHOBO.

[Tonb30Barens aBToMaTndecku ayreHTuduuupyercs B ECUA.

89 Anpec B TecToBoii cpete: https://esia-portall.test.gosuslugi.ru/aas/oauth2/te
" Ha6op paunsix, goctynnbii UC no nqansHomy SCOpe, onucan B [punoxennn B.4, n.4
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[Tpumep nosmydeHHOTO paciupeHHoro mapkepa unentudukamnun B ECUA:

{"access_token":"eyJ2ZXIiOjEsInR5cCI6IkpXVCISInNidCI6ImF]jY2VzcyIsImFsZyI6I1JTMjU2In0.eyJu¥YmYiOjEIM]jgyNzgyN
DgsInNjb3B1Ij0iZXh0X2F1dGhfcmVzdWx0P29pZD0xMDAWMIk5MjgyIGOwZWS5pZCIsImlzcyI6ImhOdHAG6XC9cL2VzaWEUZ29zdXNsdWwd
PLNJ1XC8iLCJI1cm4 6ZXNpYTpzaWQiOi I OMWM50DUZM] c5%3 JkOTThZDMwYWI 5Y kOMjMwMzU5YTM5M] UwZWY 3Z2TVhNzZ1MDgzODgyZDYwZ
JhkZGYxZjhjIiwibWF0Y2giOnsidm9pY2UiOiIwLjklIiwiZmFjZSI6IjJAuOCIsIm92ZXJhbGwiOiIwLjkifSwidXJuOmVzaWE6c2JgX21
kI3joxMDAWM] k5M]gyLCILleHAi0FEIM]gyODkwNDgs ImlhdCI6MTUyODI30DI00CH1Y2xpZW50X21kIjoiVEVTVEITWVMifQ. Icadl —
BWPg6WO0O-mYfA80zvhPuvousw9051YdgDwOgcpF3CwekIUjNTnnehJHQiBwVIm2-Euc]jzK8ZXOyvmFPHccOR Yx6xVeohfLOehidOrphx-
w9-pRuw9IVAfsMrAs fvTRzgv6Ek13HpiSr57BLOTUcRgKDsacjVayemQOvzA4CLYmTJbam8wVs93itlzlkvl G3J-jUV29sMpz-—

6ycOF yUOmwXdx90qTkVvZrefGD0q04ISys dl-

9372z31ytzZ0viJ]jlEbrVxZXj3vNX60v2YekJ0JTk88DPCT8TcHPK 3wWNhQPLATpliWYtq690UVYLITLPpTEv8uVTbCkpA",
"state":"c5edcf06-6993-bd32-£fc28-12d707388622",

"token type":"Bearer",

"expires in":10800}

[Tpumep cocraBa pacmupernHoro mapkepa noctymna (PAYLOAD-vacTs):

{
"nbf": 1528278248,
"scope": "ext auth result?0id=1000299282 openid",
"iss": "http://esia.gosuslugi.ru/",
"urn:esia:sid": "41c9853279f2d9%92ad30ab9b9423035%9a39250ef7e5a76e083882d60£8ddf1£8c",
"urn:esia:sbj id": 1000299282,
"exp": 1528289048,
"iat": 1528278248,
"client id": "TEST SYS"
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NMPUNTOXEHUE I'. CEPBUC PETUCTPALIIU
IMOJIB30OBATEJISA U HOATBEPKIEHUSA JUYHOCTHU

B nensx peructpanuu nonb3oBateneil B ECUA, a Takxe moATBEpKIACHUS JTUYHOCTH
MOJIb30BaTeNe, co3a u onyonmkoBad B CMOB snekTpoHHbIi cepBuc «CepBUC perucTpanuu
nonb3oBatesieil Exunoil cucteMbl HeHTH(UKAIMY U ayTeHTHuKamumy» '+, CepBuC MpeIHa3HAYeH I
ucnosib3oBanus Oneparopamu Beaaun kitoua [1911 — opranuzannsMu, KOTOpble B COOTBETCTBUHU €
noctaHoBiieHreM [IpaButenbcTBa PO ot 25 ssaBapst 2013 1. Ne 33 «O06 ucnosnb30BaHUN MTPOCTON
3JIEKTPOHHOHN TOANKCHU NPH OKAa3aHUU FOCYIaPCTBEHHBIX U MYHHUIIMIIATIBHBIX YCIYT» 001aJal0T MPaBOM
CO3/1aHHU (3aMEHBbI) U BBIJJaUM KJI0UA IPOCTHIX SJIEKTPOHHBIX MOJIUCEN U YCUIIEHHBIX
KBAJIM(HUIMPOBAHHBIX 3JEKTPOHHBIX MMOANUCEH B LENAX OKa3aHUS TOCYIapCTBEHHBIX M MyHULIUIIAIBHBIX
yemyr'2,

Hannsrii cepsuc ECUA nonaep:kuBaeT cieayromue GyHKINH:

— MHULUHUPOBAHUE PETMCTPALUU HOBOM MOATBEpkKAEHHON y4€THOM 3anucu nosb3oBatens B ECUA ¢

BbIJIaUei HICHTH(PHUKATOPA 3aBKH HA PETUCTPAIUIO TTOJIB30BATENIS, @ TAK)KE IMAPOJIS MOJIb30BATEIS

JUISI IEPBOTO BXO/1Aa B CUCTEMY;

— TOJTBEp)KJEHUE YUETHOM 3anucu (IOATBEPKACHUS IMYHOCTH) nonb3oBatenss ECUA, B Tom uncie

— BbIJ1a4a KOJ1a HOATBEP K ICHUS JJ1s1 [TOATBEPKACHUS YIIPOLICHHOM YUeTHOM 3aMCH 110JIb30BaTeIs;

— UHUIMHUPOBAHUE IPOLEIYpPhl BOCCTAHOBJIEHMSI JOCTyNa K IOATBEPXKAEHHOM Y4YETHON 3amucu
nosas3oBarens B ECHA c Beiaueit uaeHtudukaropa 3asiBKM Ha BOCCTAaHOBJICHHE JIOCTYIIA, a TAKKe
1aposist MoJIb30BaTeNs AJI1 BX0/1a B CUCTEMY;

— yJaJICHHE yYETHOM 3alMuCH;

— UHUIMMPOBAHUE PETUCTPALMU NOATBEPKAEHHON yuéTHOM 3anucH noas3oBatensa B ECUA na 0aze

CYILIECTBYIOLIEN YIIPOLIEHHOM;

— perucTpaunus JaHHBIX O IETAX M0JIb30BaTeNs;

— IIpOBEpKa cTaTyca BBIIOJHIAEMOHN omnepauuu (10 perucTpaluy MoJIb30BaTessl / BOCCTAHOBIEHUIO
noctyma)’3;

— TOWCK YYETHOH 3alUCH.

"t SID mammOTO CepBuca B TecToBO# cpege CMDIB — SID0003419, B npoxykTusHOi — SID0003923.

"2 TlopsmoK cO3/1aHus 3aITHCH PETHCTPA OPTAaHOB M OPTaHU3AIM, HMEIONIHX MPAaBO CO3AaHMS (3aMEHBI) H
BBIJIA4H KJTFOYA MPOCTOM 3eKTpoHHOM nmoanucu (OneparopoB Beimauu kimtouda [1911), onpenenen B m. 12

Pernmvenra.

73 JleranpHas mHpOpMAaIHs 0 paboTe cepBrCca U MOMyUYeHNH K HeMy JIOCTYIA COIEPKUTCS B PykoBocTBe
noJib30Batess anekTponHoro cepsuca CMOB «Cepsuc peructpauuu EnuHol crucremMbl uaeHTHPUKALIUN
1 ayTeHTU(UKALUNY.
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I'.1

IMosydyeHue gocTyNa K 3J1eKTPOHHOMY CEPBHCY

Kasxnprit opran/opranusanus i UCIIOIb30BaHusl mporpaMMHoro uurepdeiica ECUA no

perucTpanuu ITOJI30BaTEIICH JOJIXKEH

1.

10.

11.

12.

[Tonatk 3as8BKy Ha CO3/1aHKE 3aIIMCH PETUCTPA OPTaHOB U OPraHU3aLMN, UMEIOILUX [TPaBO CO3/1aHus
(3aMeHbI) U BBIJIAYM KJTF0YA IPOCTOM 3JIEKTPOHHOM MOJAINKCH coryiacHo 1. 12 Pernamenra.
Jlopabortats (pa3pabotaTh) cBoto MC, B koTOpol Oynmer mpeaycMoTpeHa (PYHKITUS PEruCcTpaluu
nonb3oBareneit ECUA.
Crenepuposats anst UC kpuntorpaduueckue KIOUd U BBITYCTUTh HA HUX KBaJTU(UIUPOBAHHBIH
ceprucdukar DII:

— Ceprudukar nomkeH ObITH BhINYIIEH Ha topuanyeckoe auno (comgepxkut OI'PH u uwms

OpraHU3aIMH).
— Cepruduxar 1omKeH ObITh BRITYIIEH aKKPeAUTOBAaHHBIM Y1,
— TpeboBaHus K KIOYEBOMY KOHTEHHEPY OMPEIESISIFOTCS IKCIUTYaTallMOHHOM TOKyMEHTaIuel
Ha MC, koTopast OyAeT UCTIOIb30BaTh KITIOYH.

3apeructpupoBarb IC 8 CM3B (cornacuo pernamenty CMOB nogaercs 3asiBka Ha perucTpaiuio
UcC).
[Tonyunts qiis UC B CMOB npasa Ha noctyn k cepsucy ECHMA B CM3B.
3apeructpupoBars IC B ECUA cornacho . 6 Pernamenra.
3apeructpupoBath nogkiarodeHune MC B tecroBom koHType ECUA nns orpa®oTKy MHTErpanuu
coracHo 1. 9 Pernamenra.
3apeructpupoBath nojkiatoueHne MC B mponyktuBHoM koHType ECHUA s orpabotku
UHTerpanuu coriacHo 1. 10 Pernamenra.
3apeructpupoBatb B ECUA llentpsl oOcmyxuBaHus opraHa/opraHu3anuu. st 3TOro MOXHO
BOCHOJb30BaThCs TexHomornyeckum nopraiom ECHUA.
HactpouTts cBoto MC cornacHo ee sKCIuTyaTallMOHHON JOKYMEHTalMu. B yacTHOCTH, HE0OX01MMO
3aBectu B C unentudukaropsl LleHTpoB 00cmyKnBaHuUs, TOJy4€HHbIE HA IPEIbIIYILEM 11are, a
TaK)K€ YCTAHOBUTH CETEBYIO CBS3HOCTh K CMOB wu 3amaTh WCNOIB30BaHHUE KIHOYEH,
COOTBETCTBYIOLIMX 3aperucTpupoBanHomy B ECUA u CM3B cepruduxary UC.
Crnenuamucram  LleHTpoB  oOCiIyXuMBaHUs, KOTOpble OyIyT BBIIOJHATH PErHCTPALUIO
nonb3oBareneit B ECUA, HyxHo BbimyctuTh cpenctBa KOII. B ceprudukarax o6s3arenbHO
nomkHbl ObIT OI'PH opranumzanmm (u3 Tex, yro monyumwiu npaBo Beigauu [I1D9I1), CHUJIC
COTpPYJHUKA.
Hate noctyn cneuuanuctam LlentpoB obcnmyxkuBanus k MC corimacHo ee sKCIUTyaTaliMOHHOU

JIOKYMEHTAIUH.
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I'.2

Perucrpauus mojb3oBaresieu

O6ma${ CXEMa PEruCTpalru 110Jb30BaTC/Isd C UCIIOJIB30BaHUEM 3JICKTPOHHOI'O CEPBHUCA BKIIIOYACT B

cebs cneayromue maru (Pucynok 18):

1.

NC otmpasisieT 3a1poc Ha PErUCTPaLiiIo, BKIIOYAIOINN IE€PCOHAIbHbIEC JaHHBIE [10JIb30BATENs, a
TAKXKe Pl AOMOTHUTEIbHBIX apaMEeTPOB.

ECHA Bo3Bpamaer uaeHTUPUKATOP 3asiBKU HA PErHCTPAIUIO MOJIb30BATENsl, a TAakKe MepenaeT
napoJb s IEPBOTO BXOAA.

ECHA npoBoauT npoBepKy IaHHBIX NoJib3oBaressi B BI'MP, eciiu npoBepku npoiieHbl yCIeHo,
TO PETUCTPUPYET YUETHYIO 3aIUCh.

NC mpu HE0OXOAMMOCTH BBI3BIBAET METOJ, MO3BOJISIIONIUMN MPOBEPUTH CTATYC BBIMOJIHIEMOM
perucTpanuy, B KayecTBE BXOJHBIX I[apaMeTPOB YKa3blBasg HUIACHTU(PHUKATOpP 3asiBKH Ha
PETUCTPALIMIO TTOJIH30BATES.

ECHA Bo3Bpaiiaer ctaTyc perucTpaluu I0Jb30BaTes.
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act Peructpaums nonb3oBatens /

WUC ynonHomoueHHOI opraHu3aummn

ECUA

NuynocTs
nonb3oBaTens
nposepeHa, Nony4eHsb!
MAEHTUDNKALIMOHHbIE
[laHHble Nonb3oBaTens

Bbi3oB cepBuca ECUA no
yAaneHHoun peructpauum

Ocyuwectenenue ®JIK

nonb3oBarens

3anpoca

OJK nponpgeH?

BosBpart koga

CoxpaHeHue

ownbkmn

Co3paHue 3asiBKU Ha
perucipaumio ¢
naeHMMKaTopom

F'eHepupoBaHue napons
ANA nepBoro Bxoaa

naeHM@uKaTopa 3asBKu

Bui30B cepBuca,
nossonsWwero

Ve
OTBeT Ha 3anpoc: MpoBepka pgaHHbIX B BI'UP
naeHMMKaTop 3asBKU M Naponb
AnA nepBeoro Bxopa (ecnu

\_ naponb 3anpalmBancs)

Mposepka

onpeaenuTL COCTosiHMe
BbINOJIHEHUA 3aABKU

BbINOMHEHa
OTBeT Ha 3anpoc O COCTOSIHNM ycnewHo?
/k 3anBKu

McnonHexue 3asBku
3aBepLleHo?

[HeT]

[aa

BbinonHeHo ¢ oumbkoin?

lAal

[HeT]

YuyeTHas 3anuce
3aperncTpuposaHa

[nal [HeT]

WndopmposaTs
nonb3oBatens 06 ownbke
No AOCTYNHbLIM KOHTaKTaM

Oumbka
perucTpaumu

Co3gaTth yyeTHylo 3anuchb

Wndopmposats
nonb3oBatens o6 ycnexe
peructpaumm no
[AOCTYNHBLIM KOHTaKTaM

YuyeTHas sanuch
3apeructpuposaHa

Pucynok 18 — O0mias cxema perucTpannu mnojib30Baresis

I'.2.1 3anpoc Ha perucTpanulo HOBOH NMOATBEPKACHHON YYETHOM 3alIUCH

a8 MHULMUPOBaHUS PErucTpalvd HOBOM NOATBEPKAEHHOM YUYETHOW 3allMCU IOJIb30BATEINS B
ECHA Heo0XoauMo BbI3BaTh METOJ «3aperucTpupoBaTh MOATBEPKAEHHYIO yuéTHYI0 3anuch B ECHA c

BBIJAYCH mapoJd JJId IIEPBOTO BXOAa».
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B kadecTBe BXOJHBIX IApPaMETPOB METOJ, IOJIyYaeT MEPCOHAIBHbBIE NaHHBIE PETHCTPUPYEMOIO
[10JIb30BaTENs], HEOOXOIUMBbIE I POBEJCHUS OIEPaLlMy, & TAKXKe JaHHBIE O CIIOCOOE T0CTaBKH HapoJis
IUIsL IEPBOTO BXOJIa B CUCTEMY. BO3MOKHBI ClieAyIomIe CriocoObl JOCTaBKU:

— OTHpaBKa Ha aJpec 3JEKTPOHHOH MouTsl (IpU YCIOBUH, YTO IPU BBI30BE CEPBHUCA apeC yKa3aH

Cpely JIMYHBIX JJAHHBIX TIOJIb30BATEIIs);

— OTHpaBKa Ha HOMEP MOOUIIBHOTO TenedoHa (MIpH YCIOBUH, YTO IIPU BBI30BE CEPBHUCA HOMEP YKa3aH

Cpely JIMYHBIX JJAHHBIX MOJIb30BATEIs);

— OTHpaBKa Iapoiisi He TpeOyercs (Hampumep, €cid I0Jb30BaTeslb OyIeT BXOIUTh B CUCTEMY C

HCII0JIb30BaHUEM 3JIEKTPOHHOM MONKCH).

B kadecTBe BBIXOJHBIX IAPAMETPOB METOJ BO3BPAILAET pE3YyJbTaT BBINOJIHEHUS OIepaluu
(ycmemHo win He ycremHo). Ilpu ycnemHoMm 3aBeplIeHUM B OTBETHOM COOOIIEHHM COJEPIKUTCS
UJICHTU(QUKATOP 3asBKU Ha PErHCTpaLUio moib3oBarens (requestld), mockonbKy BepudUKaiys TaHHBIX
10JIb30BATENSl OCYUIECTBIIIETCS B ACHUHXPOHHOM pexHuMe (B CHUy BO3MOXKHOHM HemoctynHoctu BI'MP
®OMB s ocyiiecTBiIeHUS BEpUPUKALIUH IEPCOHATBHBIX TaHHBIX MOJIb30BaTEINEH ).

[Ipy HeycmemHOM 3aBEepLIEHMHM METOJ BO3BpallaeT OUIMOKY, COAEPKAaIlyl0 KOJ M TEKCTOBOE
OIMCaHKUE OLINOKH.

Ecnu 3asBka Ha peructpanuto co3aana ycnemno, ECHA nanpasisieT moiabp30BaTesio Mo yKa3aHHbIM
B 3aIpOCe KaHajaM CBS3HM yBEJIOMIIEHHE 00 ycIliexe IPOBEPKU U BO3MOYKHOCTU BX0/a B YUETHYIO 3allHCh.
Ecnu nanHbie mosb3oBatens He mpouutd npoBepky mo BI'MP (u B 3asBke ykazan e-mail w/umu HOMep
MoOmibHOro Tenedona), ECUA HanpagiiseT mojip30BaTesio yBe1oMiIeHre 00 3ToM. Perucrpanus yuéTHoi

3aMucy, JaHHble pouiisi KOTopoil He mponutu nposepky no bI'NP, ne npoussoaurcs.

I'.2.2 IIpoBepka cOCTOSIHUA BHINOJHEHHUS 3aMPOCA

Jis mpoBepku craryca perucrpauuu MC nomxHa npoussect BeI30B MeToaa «IIpoBeputs craTyc
3asBKH Ha BBINOJIHEHHE OIEpalliu», B KaYeCTBE BXOJHBIX MTapaMETPOB METOJ MOJIy4aeT UACHTU(UKATOP
3asIBKM Ha perucrpanuro nous3osarens (requestld). Cucrema, ocymectsistomas Bb30B cepBuca ECUA, ¢
UCIoJIb30BaHueM requestld MoskeT moay4duTh JaHHBIC TOJIBKO IO 3apocaM, KOTOPbIC ObUTH HHUIIMUPOBAHBI
e caMoi.

B orBeTHOM co0O0ImIeHnH niepeaeTcst HH(GOPMALHs O TEKYILIEM CTaTyCe BBIINOIHEHUH ONEPALUH 110

perucTpanuru 1moJib30BaTeCIIA.

Ir.3 HonTBepmz[e}me JJUYHOCTH IMOJIbB30BaTe I

CepBHUC perucTpaniui TOJIb30BaTelNeH, 3apeructpupoBanHbix B CMOB, obecneuynBaer

BO3MOXHOCTb TOATBCPIKACHUA JINYHOCTH B HCHTan 06CJ'IY)KI/IB3.HI/IH OnepaTopa BbIJa4H KJIr0O4Ya [ID11. I[J'ISI
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sTOoro HeoOxomumo BbI3BaTh MeTon «lloaTBepauTh NUMYHOCTH rpakgaHmHa P® wnm wmHOCTpaHHOIO
rpaxxaanuna B ECMA» nannoro cepBuca.

Uro0Obl MOATBEPAUTH CBOIO YYETHYIO 3alUCh, IMOJIb30BATENb JODKEH MPEABAPUTEIHHO CO3/1aTh
YIPOIICHHYIO (HEPOBEPEHHYIO) WIIM CTAHAPTHYIO (IPOBEPEHHYIO) YUETHYIO 3aIUCh. DTO MOXKET CEIaTh
m000i MoNb30BaTeNb, UMEIOUINI HOMEp MOOWIbHOro TenedoHa WU aApPec AJIEKTPOHHOW IOYTHI,
ucnionb3ys BeO-untepdeiic ECHUA. IloaTBepkaeHHas ydeTHas 3alliCh CO3/a€TCs IOJIb30BATEIEM M3
YIPOIIEHHON (HEMPOBEPEHHOM) YUYETHON 3alUCH B PE3yJbTaTe YCIEIIHOW MPOBEPKH JHMYHBIX JAHHBIX
MOJIb30BaTeNsl B 0a30BBIX rocylapcTBEHHBIX MHpopMannoHHbIX pecypcax (CHUIIC, ®MO, macnopTHbIe
JAHHBIC U Jp.) U MOATBEPKICHUS JIMYHOCTH OJHUM U3 JIOCTYIHBIX CIIOCOOOB, B YaCTHOCTH, TOCPEICTBOM
oOpariieHust B ouH U3 LleHTpoB oOcyK1UBaHUS.

[Ipu peructpanuu ydyetHod 3amucu B LleHTpe oOCHTyXHBaHHS C TOMOINBIO METOAA
«3aperucTpupoBaTh NOATBEPKAEHHYIO yuéTHYIO0 3anuck B ECHA ¢ Briaueit maposist AJis epBoro BXoaa»
Cpa3y CO3/aeTcs NOATBEPK/ICHHAs YUETHAsI 3alKCh [10JIb30BaTEIs.

B kauecTBe BXOJHBIX MapaMeTPOB METOJ, HAllEJICHHBIA Ha MOATBEPKACHUE JIMYHOCTH, MOIy4aeT
JaHHBIE JOKYMEHTa, YIOCTOBEPSIOUIET0 JUYHOCTh, a TaKXKe PAJ JONOJHUTENBbHBIX mHapaMeTpoB. B
YaCTHOCTH, MOXKET OBITH TIepeaH OJHWH M3 BO3MOXHBIX THIIOB KOHTakTa (email mmm mobile) ms
MIeHTUHUKAINY 3asBKH HA TOATBEPKICHNE YIETHO# 3anmcu’ .

B xadecTBe BBIXOTHBIX IapaMeTpOB METOA BO3BpAIIACT PE3YJIbTAT BBIIIOJIHCHUSA OIICPALlUH.

I'.'4 BoccraHoBJeHHE J0CTYIIA K YUYETHOM 3aNIMCH MOJIb30BaTEJIA

CepBHuC perucrtpanuv TOJIb30BaTeleil, 3apeructpupoBanHbix B CMOB, obecneuynBaer
BO3MOXHOCTh BOCCTaHOBJICHHSI IOCTYIA K MOATBEPKIACHHONW YYETHOM 3alKMCHU MOJIb30BATENs MPHU SABKE B
Lentp obcnyxuBanust Oneparopa Bbyiaun kimtoua 1311 [Ins BoccTaHOBIEHHS NOCTyHa HEOOXOIUMO
BbI3BaTh MeTOJ «BoccTaHoBUTh nocTyn K yu€tHou 3anucu ECHA ¢ Beiiadeit maposst 11 BX0J1a» TaHHOTO
cepBuca.

B kauecTBe BXOJHBIX MApPAMETPOB METOJ IOJIYYAET IEPCOHAJIbHBIE IaHHbBIE IOJIb30BATEIS,
HeoOXOoIUMBIE NIl TIPOBECHUS OMepaluu, a Takke JaHHBbIe O CIoco0e AOCTaBKH MapoJis A7 BXOJa B
cucremy. Bo3aMoHBI creayrolme crnocoObl TOCTaBKU:

— OTHpaBKa Ha aJpec JIEKTPOHHOM MOYTHI (IPU YCIOBUM, YTO MPU BBI3OBE CEpBHCA apeC yKa3aH

Cpe/M JTMYHBIX JTAHHBIX 0JH30BATEINS);

— OTIpaBKa Ha HOMEP MOOMIILHOTO TeledoHa (MIPH YCIOBUH, YTO MPU BBI30BE CEpBHUCA HOMEP YKa3aH

Cp€au JINYHBIX TaHHBIX HOJ'II)SOBaTeJ'If{).

“ VkazaHue OJHOI'O THUIIa KOHTAKTa HCO6XOI[I/IMO IJI cliydad, Korga UMCCTC HCCKOJIBKO 3asIBOK Ha
MOATBCPKACHUC TUYHOCTU C HACHTUYHBIMHA JAHHBIMU JOKYMCHTA, YAOCTOBEPAIOMICTO JIMYHOCTD.
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B kadecTBe BBIXOJHBIX IMapaMeTPOB METOJl BO3BPALLACT pPE3yJbTAT BBHIMOJIHEHHS OIEpaliu
(ycmemno winu HeycnemHo). [lpu ycrmemHom 3aBeplieHMHM B OTBETHOM COOOIEHUU COJEPIKUTCS
uaeHTH(UKATOp 3asBKM Ha BOCCTaHOBJIeHHWe jaoctyna (requestld), mockoyibky TpU BOCCTaHOBICHHU
JOCTyIa OCYIIECTBISICTCS BEpU(PHUKAIMS IAaHHBIX I10JIb30BATENsl B ACHHXPOHHOM peXHMe (B CHITY
Bo3MOkHOH HemoctynmHoctu BI'MP ®OUB st ocymiecTBieHust BepuduKanuu NePCOHATBHBIX JaHHBIX
TI0JIb30BaTE e ), a TAKKE TApOIb JUIS BXOJA B CUCTEMY 2.

[Ipy HeycmemrHOM 3aBEpIIEHUU METOJ BO3BpALIaeT OMIMOKY, COJEPKAIIYI0 KOJ M TEKCTOBOE
OIMCaHHUE OLITHOKH.

Ecinu 3as1Bka Ha BOCCTaHOBJIEHUE JOCTYIIA BBINIOJIHEHA yenelHo, ECYA HanpaBiseT nob30BaTento
[0 yKa3aHHBIM B 3allpoce KaHajlaM CBS3M yBeIOMJIEHHE 00 ycIexe MpPOBEPKU M BO3ZMOKHOCTH BXOJa B
y4EeTHYIO 3amuch. Ecin qaHHbIe MOIb30BaTes He mporuik nposepky mo BI'UP (u B 3asBke yka3zan e-mail
u/um HoMep MoOmipHOTO Tenedona), ECUA HanpasisieT moibp30BaTelo YBEIOMICHUE 00 3TOM, TIPH 3TOM
BOCCTAHOBJICHHE JJOCTYNA K YYETHOMN 3allUCU HE MPOU3BOIUTCH.

Crnemmamuct Llentpa oOcnyxuBanus Omneparopa Bbiaun kimoua [IDI1 umeer BO3MOXKHOCTB
IIPOBEPUTH CTAaTyc BoccTaHOBieHUs aoctyna. [ns sroro MC Onepatopa Beiaaun kiroda [19I1 nomkna
MIPOU3BECTH BBI30B MeToa «[IpoBepuTh cTaTyc 3assBKM Ha BHITIOJIHEHUE ONEpPAIH», B KAYECTBE BXOIHBIX
napameTpoB METOJI MOJIy4aeT UACHTH(GUKATOP 3assBKH Ha BoccTaHoBieHue goctymna (requestld). Cucrema,
ocylecTBisiomas Bei3oB cepBrca ECUA, ¢ ucnosnp3oBanueM requestld Moxxer mosy4uTh JaHHBIE TOJIBKO
T0 3a1pocam, KOTOpbIe ObIIIM HHUIIMMPOBAHBI €l CaMO.

B otBeTHOM cooOmennn nepenaercst HHGOPMaLKUS O TEKYILEM CTaTyce BBINOJIHEHMS ONepaluu

BOCCTAHOBJICHUSA JOCTYyIIa K y‘-IeTHOI\/JI 3aIlMCH I10JIb30BATCIIA.

I'.'S VYpajaenue yyeTHOM 3aNMCH MOJIb30BaATES

CepBuc peructpani TOJb30BaTeNel, 3aperucrpupoBaHHbix B CMDOB, obecneunBaeT
BO3MOXHOCTh yIAJICHUS MOATBEPKJACHHOM YYETHOM 3alKCH I0Jib30oBarens mpu siBke B LleHTp
ob0cmyxkuanust Oneparopa Boigaun kimtoua [1311. [ns ynanenus HeoOX0AMMO BbI3BaTh METO/ «Y NalIUTh
YUETHYIO 3anuch nonb3oBatenss ECUA».

B kauecTBe BXOJHBIX MapaMETPOB METOJA MOJy4aeT MEPCOHANbHBIE JIaHHBIE IOJIb30BATENS,
HEO0OXOMMBIE JIJIS1 TPOBEICHUS OTIEPAITUU.

B kadecTBe BBIXOAHBIX MApPaMETPOB METOJl BO3BpAIlaCT pPE3yJbTAaT BBINOJHEHUS OIEpaluu

(yCHCI_HHO nin HEC YCHCH_IHO). HpI/I yYCIICIHOM  3aBCPUHICHUHU B OTBCTHOM COO6I_I_[CHI/II/I COACPKUTCA

» HCO6XOI[I/IMOCTI) BBIITOJTHCHHUSA IIPOBEPOK JAHHBIX ITOJB30BATCIIA CBA3aHa C TEM, UTO €ro
I/I,Z[GHTI/I(bI/IKaI_II/IOHHBIC JaHHBIC ((I)I/IO, AAaHHBIC TOKYMCHTA, YAOCTOBCPAIOIICTO J'II/I‘-IHOCTB) MOTI'JIN
HU3MCHUTBCA K MOMCHTY BOCCTAHOBJICHUA JOCTYIIA. B stom CJIy4dac MmoJib30BaTCjib COXpaHACT
BO3MOXHOCTb BOCCTAaHOBJICHUA JOCTYIIA K CBOEH y‘-IeTHDfI 3allucCu.
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uAeHTUGHUKATOP 3asBKH Ha yaajeHue yderHoi 3ammcu (requestld), mockodabKy mpH yaajdeHUH
ocyllecTBIseTcsl Bepu(UKalMs AAHHBIX IOJB30BATENl B ACMHXPOHHOM pEXuUME (B CHIIY BO3MOXKHOMU
Hepocrynioctu bBI'MP  ®OUWB  nmnst  ocymiecTBieHUs BepuU(HUKAIMK — MEPCOHATBHBIX  AAHHBIX
nons3oBarenei)’®.

[Ipy HeycmemrHOM 3aBEpIIEHUU METOJ BO3BpALIaeT OIIMUOKY, COJAEPKAIIYI0 KOJ M TEKCTOBOE
OIMCaHNE OLIUOKU.

Ecnu 3asBKka Ha ynanenue BeinosiHeHa ycrnemno, ECHMA npou3BoIUT yJajieHue YYETHOM 3aliCH U
HaIpPaBJIET I0Jb30BATEN0 YBEAOMIIEHUE 00 3TOM.

Cnemmamuct llentpa oOcnyxkuBanusi Onepartopa Bbiaun kioua [19I1 mmeer BO3MOXKHOCTH
MPOBEPUTH CTaTyC yaajaeHus ydyetHou 3anucu. g storo MC Onepatopa Beiaun kiroda [19I1 qomknHa
MIPOM3BECTH BBI30B MeTo/1a «[IpoBepUTh cTaTyc 3asBKU Ha BBHIIOJHEHHUE ONEPALIUNY, B KAYECTBE BXOAHBIX
mapaMeTpoB METOJ IoJiydaeT uAeHTHHUKATOp 3asBku Ha yaaneHue (requestld). Cucrema,
ocymiecTBisiomas Boi3oB cepuca ECHUA, ¢ ucnonp3oBanuem requestld Moxer moinyduTh JaHHBIE TOIBKO
IO 3ampocam, KOTOpble ObLITH HHUIIMUPOBAHBI €i1 caMOii.

B orBeTHOM COO6H.I€HI/II/I nepeaacTcs I/IH(bOpMaI_[I/IH 0 TCKYLICM CTAaTyCC BBIIIOJHCHUS OIlCpalun

YAAJEHUs YYETHOM 3allMCH MOJIb30BATEIIA.

I'.6 3anpoc Ha perucrpanuio NOATBEPKACHHOM YUYETHOM 3an1McH HA 0a3e
CYLIEeCTBYHOLIEH YIIPOIEHHOMT

JI1st ”HUIIMMPOBAHMS PETUCTPALIMU MTOATBEPKAEHHON yuéTHOM 3anucu noib3oBatens B ECUA Ha
0a3e CyllecTBYIOIIEH YMNpOIIEHHON HeoOXxonuMo BbI3BaTh MeToJ «llonTBep:kieHue y4eTHOHM 3amucH,
CO3/IaHHOM Ha OCHOBE CYIIECTBYIOIIEH YIPOIIEHHON.

B kaudecTBe BXOAHBIX NapaMETPOB METOJ ITOJIYYacT MEPCOHAIBHBIE JaHHBIE PErUCTPUPYEMOrO
10JIb30BAaTENs], HEOOXOAUMBIE JUIsl IPOBE/ICHUS OTIepaIUH.

B kadecTBe BBIXOJHBIX MapaMETPOB METOJl BO3BpAllla€T pPE3yJbTaT BBHIIOJHEHUS ONEpaluu
(YCHemHo Wiy He YCHENIHO).

[Ipu HeycmemHOM 3aBEpIIEHUH METOJ BO3BpalIaeT OIMIMOKY, COAEpXKallyld KOJ U TEKCTOBOE

OMHUCAHUE OIINOKH.

® Heo6x01MMOCTh BHITIONHEHHS IPOBEPOK JAHHBIX MOJIL30BATENs CBA3aHA C TEM, UTO ET0
uneHtudukanuonnsle nanusle (OGMO, qanHbIe TOKYMEHTA, yIOCTOBEPSIOLIETO JINYHOCTh) MOTJIN
U3MEHUTBHCSA K MOMEHTY yJlaJIeHUs] YYETHOU 3alicH. B 3TOM cirydae 1mosb30BaTeb COXpaHsaeT
BO3MOKHOCTB yJIAJIUTh CBOIO YUETHYIO 3aITHCh.
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I'.7 JlobaBjieHMe JaHHBIX O AE€TAX M0JIb30BaTEJIs

s noGaBneHus JaHHBIX O JETSAX B MOJATBEPXKIACHHYIO YUETHYIO 3amuch monb3oBareis B ECUA
HEO0OXOMMO BBI3BaTh METOJ «3apErUCTPUPOBATH JAHHBIC O JACTAX B MOATBEPKIEHHON YYETHON 3aIIUCH B
ECHA».

B kadecTBe BXOAHBIX MAapaMETPOB METOJ IMOJy4aeT HUACHTU(PUKAIMOHHBIE JIaHHBIC
3apETUCTPUPOBAHHOTO TOJIH30BaTENs (MJIs1 OMpEIEICHUS] YYETHOW 3amucH, B KOTOPYK) HEOOXOIMMO
100aBUTh JTAHHBIC O JICTSX) U JIAHHBIC O JICTAX.

B xauecTBe BBIXOJHBIX IMApaMETPOB METOJ BO3BPAIIACT PE3YJIbTAT BBIIIOJHCHUA OIICpaAlHU.

I'.8 TIlouck yuyeTHO# 3aIUCH 1MOJIH30BATEJIS

Jns moucka ydetHoit 3anucu nonb3oBarens B ECUA neo6xoaumo Bei3Bath Metoa «Ilouck yuetHoit
3aIHACH.
B xadyecTBe BXOJHBIX MapaMeTPOB METO/I MOTy4YaeT UACHTU(UKAIMOHHBIC JaHHBIC TPaXkIaHUHA.

B xadecTBe BBIXOIHBIX IapaMeTpOB METOA BO3BpAIIACT PE3YJIbTAT BBIIIOJIHCHUSA OIICPALlUH.

I''9 PexoMeHaanuu 1Mo UCHoJb30BaHUIO CEpPBHUCA

I'.9.1 O6mme pexkomeHIAUMN
HpI/I O6paH_IeHI/II/I IIOJIB30BATCJIA B HeHTp O6CJ'Iy)KI/IB8.HI/I${77 PEKOMEHAYCTCA BBIICHUTH OCHOBHYIO
I eJIib O6paIJ_IeHI/IH, B 3aBHUCHUMOCTHU OT 3TOIO BBI6paTB MCTOH CCpBHUCA ECHA. OcHoBHBIE CIICHapuun

npescTaBieHsl B Tabaune 17

Ta6muma 17 — lenu oOparieHust moJib30BaTENs

Ne Ienb oOpamenus Pexomenayemoe geiictpue

Br130B MeTO1a «3aperucTpupoBarth
Perucrpanus 8 ECUA (nonb3oBatens
MOATBEPKIEHHYIO0 Yu€THYIO 3anuch B ECUA ¢
1. | He 3amoJIHSII 3asIBKY Ha
BbIIaUY€H MapoJIs AJIs NEPBOTO BX0/1a» CepBUCA
MOJITBEPK/ICHUE YUETHOH 3aM1ch)

ECHA
[ToaTBepkieHNE YyYETHOM 3aIUCH Br130B Metona «IloaTBepAUTh TMYHOCTH
) ECHA (nonp3oBaTenb 3amonHsi rpaxxaannHa P® ninm mHOCTpaHHOTO
' 3asBKY Ha ITOATBEPKICHUE YUETHOU rpaxnannHa B ECUA» cepsuca ECUA
3aIlMCH, 3asBKa IPOBEPEHA)
3 Peructpanus 8 ECUA (nmonb3oBarens | Bei3oB Metona «3apeructpupoBaTh

HE YBEPEH, YTO KOPPEKTHO 3alOJHUI | MOATBEPKAEHHYIO YUETHYIO 3anmuch B ECHUA ¢

m [Mopsimok peructparuu Llentpos o6cmyxxuBanus Oneparopos Beauu kiatoda [1911 onpenenen B m. 14
PernmamenTa.
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Ne eab oOpamenus Pexomennayemoe neiictBue

3asiBKY Ha MOJATBEPKJICHUE M UTO OHA | BbIJayeil mapoJisi AJisi HEPBOro BX0J1a» cepBUca
ObLJTa YCIICITHO MMPOBEPEHA) ECHA. Cnenyer npenynpeauTs M0JIb30BaTes,
YTO JJIs IEPBOTO BXOJIa B YYETHYIO 3aITHCh
cienyet ucnosbizoBaTh cBsizky CHUJIC u

napoJib, BeIAaHHbIN B LleHTpe oOcmyxuBaHus

Bri3oB metona «IIpoBeputsh 3asBKy Ha

PETUCTPALIMIO YYETHOM 3aIMCH» I BBIICHEHUS

BbIsiCHUTB, 10 KAKUM TPUYMHAM JeTaneil OIMOKYU U MOCIEYIONUN BbI30B
4. | peructpanus B ECUA He nponuia METO/JIa ««3aperucTpUpoOBaTh MOATBEPKIAEHHYIO
YCIEILIHO yuétHyto 3anuck B ECUA c Bbigaueit naposs

AJIA IIEPBOro BXoJa»» ¢ UCHIPAaBJICHHBIMU

napaMeTpamu 3ampoca

Boccranosnenune nocryna Br130B MeTO1a «BOCCTaHOBUTH JOCTYI K
5. | (momp3oBarenb paHee ObLT YUETHOM 3amucH nojib3oBareis» cepsuca ECUA

3apeructpupoBan B ECHA)

I'.9.2 PexomeHaanum mo BbI0OOPY €cnocoda 10CTABKU MAaPOJIs

[Tpu perucrpanuu noaTsepkaeHHON ydeTHoH 3anmucu B ECUA pekomeHayeTcst OTIpaBiisiTh IapoJib
AJId TIIEPBOro BXOJa Ha HOMCP MOOHJILHOTO Teﬂe(i)OHa IMMOJIB30BAaTCIIsA, €CJIW IMPOU3BOAUTCA 0oObIYHAs
perucTtpanus 1oJb30BaTCIIA. Ecmm IMPOU3BOAUTCA perucrpanusa C BBII[a‘-IGI\/'I I10JIb30BATCIIIO BHGKTpOHHOfI
MOATINUCH, TO PEKOMCHAYCTCS HC OTIPABJIATH I1apOJIb.

Ecnu moab3oBaTens HE MMEET MOOMIBHOIO TCJ'IC(I)OHa, TO AOIIYCTUMO HCIIOJB30BATh OTIIPABKY

mapoJjd JJ1d MEPBOTO BXOAa HAa aapeC BHGKTpOHHOfI IIOYTHI.

I'.9.3 PexomeHaanuu no COXpaHEeHUIO TaHHBIX M0JIb30BaTE/IA
[Tpu popmupoBaHUM 3amIpoca Ha PETUCTPALIMIO MOJIH30BATENsI PEKOMEHYETCsl COXPAHSITh:
— uaeHTU(HUKATOp 3asBKM HA PETUCTPAIHIO TToyib3oBaTess (requestld)
— BCE JIaHHBbIE, NIEPEJaHHBIE METOlY «3aperucTpUpOBaTh NOATBEPKIEHHYIO YUETHYIO 3aIlUCh B

ECHA c Bpl1adeil napoJs Ajs IEPBOro BXOIay.

Ecnu monws3oBatens Oyner mpowH(GOPMHUPOBAH O BO3HUKIIEH B XOJ€ PETUCTPAIMU OIIMOKE
(Hampumep, 10 aApecy MEKTPOHHOU MOYTHI), TO OH Oy/IeT UMETh BO3MOXHOCTh 00paTuThes B cBoit LleHTp
OOCITy>)KUBaHUS Ul POSICHEHUsI CUTyalluu. B aTom ciyuae unentuduxarop 3asBku (requestld) u meton
«IIpoBeputh 3asBKy Ha pEruCTPALMIO YYETHOM 3alUCH» TO3BOJAT MOJIYYUTH JIOTOJIHUTEIBHYIO

nH(poOpMalKI0 O MpUYKUHAX MpobiemMbl. B yacTHOCTH, ecnu mpu 3ampoce Obula JOMyIIeHa onedyarka, TO
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cnenuanuct lleHTpa oOcnyXHBaHUS, HMMes COXPAaHEHHbIE JaHHbIE TOJb30BaTeNsd, OyIeT HMETh

BO3MOXXHOCTH OTIIPAaBUTh UCIIPABJICHHYIO 3asABKY Ha PEruCTpalnio y‘IeTHOI;'I 3aIIliCH.

I'.9.4 Pexomenganum no Bbi3oBy Mmeroaa «IloarBepauTs JUYHOCTH rpaxaanHuHa PO

WJIN HHOCTPaHHOro rpa:kaannna B ECUA»

I1pu BeI130BE cepBuca «IloaTBepaANTH MMYHOCTH rpakaannHa P@ wmy MHOCTpaHHOTO rpakJaHuHA B
ECUA» crnemyer ydecTb, 4TO Aake NPH SBHOM YKa3aHMM HOMepa MOOWIbHOTO TenedoHa / aapeca
3JIEKTPOHHOMN MOYTHI BO3MOKHA CUTYAIIHsI, YTO YUETHAs 3aIlUCh, TPEOYIOIIasl MOATBEPKIACHUS JIMYHOCTH,
He Oyner HaiigeHa. DTO BO3MOXKHO, HAIpHUMEpP, €CIH MOJb30BaTelIbh COOOLIMII HEKOPPEKTHBIH HOMEp
MOOHMIIBHOTO TesieoHa / afpec MEKTPOHHOM MOYTHI, JIMOO 3TOT THII KOHTAaKTa HE OBLI MOATBEPKICH B
ydetHoH 3amucu. Cleayer yTOYHHTh y IMOJIb30BATENsl, KAKOW JIOTUH OH MCHOJB3YeT Ui BXOAa B CBOIO
YUETHYIO 3allMCh M OCYHIECTBUTH BBI30B Meroaa «llonTBepauts JWYHOCTH TpakgannHa PO wmm
nHoctpaHHoro rpaxaannia B ECA» UMEHHO ¢ 3TUM napaMeTpoM.

[Tpu yka3zaHuM KOHTAKTOB HEOOXO0IMMO NepeaBaTh TOJIBKO OJJUH TUI KOHTaKTa (email mnu mobile)
IUIS. IACHTU(QUKALUIY 3aBKU HA TIOATBEPXKICHUE YIETHOH 3aIUCH.

Ecnu nonp3oBarens He MOMHUT HOMEP MOOMIIBHOTO TenedoHa / ajpec 3JIEKTPOHHOM MOYTHI, TO
MOYKHO TMPEUIOKUATh €My TMPOBECTH PETHCTPALUIO0 YUETHOH 3amucu. [ 3Toro ciemyer BbI3BaTh METOJ

«3aperucTpupoBaTh NOATBEPKAEHHYIO yuéTHYI0 3anuch B ECHA ¢ Bbiaueil maposis Juisi IepBOro BX01a.

I'.9.5 Pekomenaanum no B3aumMoieiicTBuio ¢ Buaamu ceeaenuii B CMIB 3.X
Msuorue nons3oBatenu (kiaueHTs! 11O), oOpamaromuecs 3a rocy1apcTBEHHbIMU yCIIyraMH WM 3a
YCIIyTOM PETUCTPALIMK Ha MOPTaJIE rOCyCIyT, HE MOMHST, €CTh JIM Y HUX Y4€THAs 3alUCh U B KAKOM OHa
craryce. OQHOM W3 MPUYMH MOXKET SIBIATHCS PEIKOE HCIOJb30BaHHE mopTana. /s mpaBuibHOIO
ucnonp3oBaHusa Buaa cBeaeHuidi ECHMA oneparopaMy BbIJa4M HPOCTON 3JIEKTPOHHON MOANUCH H
YMEHBIIEHUS IIYTaHWUIBI CO CTOPOHBI IOJIB30BATENs PEKOMEHAYETCS MCIOJIb30BaTh anroputM. Kpome
PEKOMEHYEeMOro ajaropuTMa HEOOXOAMMO MPUIACPKHUBAThCA CIEAYIONIMX MpaBWil pabOThl C BHUIOM

CBEJICHUM!

e Jlns Hauana oOcimyxuBaHus noib3oBarens B [{O HeoOX0aMMO 3apoCUTh U IPOBEPHUTD €TI0
naciopt (n npu Heoboxoaumoctn CHWJIC). Hannble npu peructpauuu B ECHA

HeO6XO,ZII/IMO nepc€aaBatb B COOTBECTCTBHU C OPHUIMHAJIOM JOKYMCHTA, IMOJYYCHHOI'O OT
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MOJIb30BaTeNs JJII MHMHUMH3AIMM OLIMOOK TpU MPOXOXKIACHUH TPOBEPOK JIAHHBIX
nosb3oBarens B bI'HP.

e TIlepen mnpumenenmem BC’® Register, RegisterBySimplified, Confirm, Recover,
DeleteAccount rmeobxomumo mpumensts BC FindAccount mmst toro, 4roObl HaiiTh Bce
YYETHBIEC 3allUCH, YJIOBJIETBOPSIOLUIME BXOJHBIM IapaMeTpaM M BbIOpPATh KOHKPETHYIO
YUETHYIO 3aITUCh JIJISl TIPOIOJDKEHUS PaOOTHI C HEH.

e [locie BpIOOpa KOHKPETHOM YYETHOW 3allMCH M3 CIHCKAa HAWJICHHBIX HEOOXOIUMO
3aMpOCHTH MOATBEPKICHUE Y MTOJIB30BATENs, HYXKHAS JIM y4eTHas 3aluch OblIa BRIOpaHa, B
COOTBETCTBUU C TUIIOM YUETHOH 3alKCH, JaHHBIMH, [0 KOTOPBHIM OHa ObLi1a Haii/leHa U JaTon
€e perucTpanuu. ITo HeOOXOAUMO, MMOTOMY YTO Ha JAHHBIE IOJIb30BATENSI MOXKET ObITh
CO3/ITaHO HECKOJIBKO YUETHBIX 3aIMCEH, HAIpUMep:

o Ha pannpie mosb30BaTeNs CO3AAaHO HECKOJIBKO YUYETHBIX 3alucei (BKIIIOYast
MOJATBEPXKJICHHYIO), IIPU ATOM I0JIH30BATENb MOJIb3YETCS OJHON U3 HUX. B nanHOM
clIy4ae He0OXOIMMO YTOUHHUTH Y MOJIb30BaTeNsl, KaKOW YU4ETHOM 3alHiChI0 OH XOTEeN
OBI IPOJIOJKATH MOJB30BATHCS (CPAaBHUB JAaHHBIC, IO KOTOPHIM OHU HaiaeHsbl). Eciu
ObL1a BEIOpaHa MOATBEPIKICHHAS yUeTHAs 3aIiCh, TO HEOOX0AMMO NpuMeHUTh BC
Recover. B cnyudae, ecnu Oblia BbIOpaHa YIPOLICHHAs y4deTHas 3amluch, TO
HeoOxoaumo npuMenuts BC Delete Account ist moaATBep K ICHHOM YUETHOM 3amich
u RegisterBySimplyfied — ast BBIOpaHHO#M yIpOIIIEHHOH.

o Ha panubpie moONIB30BaTENsl CO3/]aHO HECKOJBKO YYETHBIX 3alUCei, TpPU ITOM
MOJIb30BaTeNbh OOPATUJIICS AJIs CO3JaHMsl HOBOW y4eTHOM 3anmucu. B qanHoM cirydae
HEOOXOUMO YTOUHUTH Y MOIH30BATENs, IPUHAAJIEKAT JIU €My HallJICHHbIC YUETHbIE
3anucy (CpaBHUB JaHHbIE, IO KOTOPhIM OHM HaiifeHsl). Ecin Obuta BeiOpaHa oHa
U3 HalJIEHHBIX YUYETHBIX 3amMced, To HeoOXoaumMo mnpuMeHuTh K Hell BC
RegisterBySimplified, Recover, Confirm (B 3aBucumMocTH OT THIa BBIOPAHHOMN
y4deTHOM 3amucH). Eciu monp30BaTens He PErHCTPUPOBA paHee YUETHYIO 3aIlkCh,
TO HEOOXOIUMO BMECTO PETUCTPAIIMU HOBOM yUETHOM 3aITMCH BOCCTAHOBUTH MAPOJIb
K YK€ CYIIECTBYIOIIEH YIETHON 3aMKCH, UCTIONIB3YIO TAaHHBIE TIOJb30BaTEIIA.

B tom cnydae ecnu motpebHOCTH omeparopoB L[O BeIXOAST 3a paMKM JAHHOTO alTOpPUTMA,
pazpabotunkam [10 mas IO HeoOxomumo OyAeT camMoCTOSTENbHO CKOMOMHHpoBaTh BC TpeOyeMbim

o0Opazom.

78 JletansHas un(opmanus no onucanuio paborsl BC nocrynna o cepuikam: Register, RegisterBySimplified, Confirm,
Recover, DeleteAccount, FindAccount.
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NMPUNOXEHWE [1. HEPEKOMEH/YEMBIE K
JTAJBHEHIIEMY UCIIOJIB30BAHUIO
®YHKIIUOHAJBHBIE BO3MOKHOCTHU ECUA

1.1 OO0mue cBegeHus!

B pesynabTaTe pa3BuTHS HEKOTOpble (DYHKIHMOHAIbHBIE BO3MOXHOCTH ECHUA coxpanstorcs
HCKJIIOYHMTEIIBHO B LEJSX 00ecrieueHus: 00paTHOM COBMECTUMOCTH.

Pazpabotunkam panee unrerpupoBanHbix MC ¢ ECUA pexomenayercst oTKa3zaTbCs OT UX
UCIOJIb30BaHUSI.

Pa3paborunku BHOBB uHTerpupyeMbix UC ¢ ECUA pekoMeHayeTcs HCIONB30BaTh aKTyallbHbIE

¢byHkunonambHbIE BO3MOKHOCTH ECUA.

.2 Ycrapesumue yreep:xaenus SAML

Tabnuna 18 — Ilepeyenn aTpuOyTOB, MOAAEPKKA KOTOPBIX B OyayieM OyAeT nmpekpaiieHa

Ne | ATpudyrt Onucanue IIpumevyanue

1. | assuranceLevel YpoBeHb JOCTOBEPHOCTH Pexomennyercs ucnonb30BaTh
UACHTU(DUKALIMY [10JIb30BATES. aTpuOyTHI:
Bo3MoxHBI cnenyromue - personTrusted — ms
3HAYCHUS: OTIpe/IeIeHNUS
AL10 — ynpomennas ITOATBEPKICHHBIX YUETHBIX
(HempoBepeHHas) yueTHast 3aInCeit;
3aI1Ch; - authnMethod — mst
AL15 — crannapTHas OIpEEIIEHUsI METOA
(mpoBepeHHas1) y4eTHasl 3aInCh; ayTeHTU(UKAIUH.

AL20 — moarBepkeHHAs
y4deTHas 3aIuch;
AL30 — moaTBepkIeHHas
ydeTHas 3aInCh

(ayrentudukanus no KOIT).

2. | attachedToOrg [Ipu3Hak BKIIOUEHHOCTH Heo0OxoauMo ucnons308aTh

(mpucoenaunenus) k opranusanuu | globalRole

3. |inn MHH nons3oBarens Heo0xoamMo HUCIToIb30BaTh

personINN
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Ne | ATpudyrt Onucanue IIpumeyanue
4. | name NwMs nonib3oBates Heo6xoauMo ncnosp30BaTh
lastName / firstName /
middleName
5. | nsild Muemonuka OI'B Heo0x0a1umMo KCI0JIb30BaTh
orgOGRN wu orgType
6. | personType Kareropus nosbn30BaTels. Heo6xoauMo ncnosp30BaTh
[TpuHUMaeT ciemyromnme personCitizenship
BO3MOXHbIC 3HAUYCHU A
R — rpaxmanun P® (Russian);
F — uHOCTpaHHBII IrpaXIaHUH
(Foreigner).
7. | snils CHWJIC none3oBares. Heob6xommMo HCIobp30BaTh
personSNILS
8. | userType Tun nosib3oBaTest Heo6xoaumo ucnons30Bath
globalRole
9. | userName JIoruH 1moip30BarTess. Heo6xoauMo ucrions3osats userld,
personSNILS

YcrapeBiiue napaMeTpbl cepBUCAa PerucTpanun

Tabmuua 19 — Ilepeuens arpulyToB, MOAEPKKA KOTOPBIX B OyAyIieM OyaeT npekpalieHa

ATpuOyT

Onucanue

IIpumeyanue

mode

Crioco6 mocTaBKU apoJs s

NIEpBOTo BX04a B CUCTEMY

3nadenue nmapamerpa direct Oyaer
BBIBE/ICHO M3 IKCIUTyaTallluH

30.10.16

YcrapeBuime CKOynbl

Tabmuua 20 — [TepeueHb CKOYIIOB, MOAAEPKKA KOTOPBIX B OyayiieM Oy/JeT mpekpalieHa

Ha3zBanue scope

Ha3panue Habopa naHHBIX

IIpumeyanue

usr_inf

[TpocMoTp BCex MepCOHATBHBIX

JaHHBIX O ITOJIB30BaTCIIC.

BriBeneHO U3 3KCIUTyaTalluu

14.07.17
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Ne | Haszpanue scope Ha3Banue HaGopa naHHBIX IIpumeyanue

2. | org_inf [IpocMoTp Bcex TaHHBIX 00 BriBenieHO U3 sKCIITyaTauu

opranuzanuu «{Ha3panue}» n ee | 14.07.17

COTPY/AHHUKAX.
3. | usr_brf [TpocMOTp HaHHBIX O BriBenieHO U3 IKCIITyaTauu
0JIb30BaTese. 14.07.17
4. | org_ful [TonHbIA JOCTYI KO BCEM JaHHBIM | BbIBEIEHO M3 3KCIUTyaTalluy

opranm3anuu «{Haspaaue}» uee | 14.07.17

COTPYAHUKOB

5. | shj_inf [TpocMOTp TaHHBIX O CYOBEKTE. BriBenieHO U3 KCIITyaTaruu

14.07.17

.5 YcrapeBumnii MMIIOPT Y4eTHOM 3aIIUCH

Bepcus umnopra yueTHoM 3amnMcy, OolMcaHHas B JaHHOM paszelie, CYLIeCTBYET sl 00paTHOM
COBMECTMMOCTH MHTerpupoBaHHbIX VIC 1 He BKItoyaeT B ce0s (PyHKIMIO MOATBEPIKICHHS YIPOIIEHHBIX
V3. Jlannas Bepcusi He OyneT nopaOaThIBaThCsl B IENAX pealu3allid HOBBIX (DYHKIIMOHAJIBHBIX
BO3MO>KHOCTEM.

AKTyanbHasi BepcUsi MeTOJa WMIIOpTa Y4YeTHBIX 3amuceil Iosb3oBaTeneil omucaHa B
ITpunoxennn b.9.

[TporpamMHBblii  MHTEpdelic, OCHOBaHHBIH Ha apxuTekTypHoMm ctwie REST, B memsx
oOecneuenus umnopra B ECUA ydernsix 3anuceit apyrux MC, obecrieunBaeT BO3MOKHOCTb ITPOBEPKU
HaJu4Ms YYETHOM 3allMCH IOJIB30BATENs], a B Cily4dae €€ OTCYTCTBHUSA, PETHCTPALMU IOJI30BATENS B
ECHA. Anroputm, no KOTOpOMY NPOU3BOAUTCS UMIIOPT yYETHOW 3aIUCH, IPUBOAMTCS HA PUCYHKE

ke (cM. Pucynok 19).
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Pucynok 19 - Anroput™m ycrapeBiiero uMIopra ydetHoi 3amucu B ECUA
JIsist UMITOpTa YYETHBIX 3allicell CHCTeMa-KIMEHT J0JDKHA HanpaBuTh B https-aapec REST-API

cucrembl ECUA 3ampoc merogom POST. B 3anpoce pomken ObITh YKazaH pecypce /import.
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B 3aIpocc Ha UMIIOPT y‘-IGTHOfI 3aIMUCH MEPCAAIOTCA CICAYIOIHNEC JaHHBIC IMOJIb30BATCJIA:

HanmenoBanmne | Onmcanue | O0s13aTEJIbHOCTH
Ne IMpumevanus
napaMerpa napaMerpa napaMerpa
1. firstName Nmst Y TekcToBasi cTpoka, cojepxanias He
6omee 256 cCUMBOJIOB.
2. lastName OamMuiins Y TekcToBas cTpoka, cojeprkaiias He
6onee 256 cCUMBOJIOB.
3. middleName OTt4ecTBO Y TekcToBasi cTpoka, cojepxanias He
bonee 256 cuMmBonoB. HeoOs13aTenpHO,
B CJIy4ae €CJIM OTYECTBO OTCYTCTBYET
B [TACIOPTE.
4. birthDate JHara Y ®opmar: JAMM.ITTT
POXKICHHUS
5. birthPlace Mecto N TekcToBasi cTpoKa, cojepxanas He
POKIACHUS oosee 700 CUMBOJIOB.
6. citizenship ['paxx1ancTBO N/Y Hcnionb3yeTcst TpeXOyKBEHHBIN KO
1o CTpaHbl, HaripuMep, A Poccun o
KJaccuukar JOJDKEH MpUHUMATh 3HadeHune RUS.
opy OKCM ITo yMOT4aHHUIO IPUHUMAETCS
3Havyenue “RUS”.
O0s13aTerneH B ciiydae, ecliv
yKa3aHHBIN TOKyMEHT OTJIUYEH OT
nacriopra PO.
1. gender ITon Y IlepedeHs HOMYCTUMBIX 3HAYECHHM:
o “M” — MyXCKOH;
e “F” — xeHCKuM.
8. snils CHMIJIC Y dopmar: “XXX-XXX-XXX XX
9. KOHTAaKT Y
9.1. |type Tun Y IlepedeHb TOMYCTUMBIX 3HAYECHUM:
KOHTaKTa o “MBT” — MmoOunbHBIN
tenedoH (00s3aTebHbIH
napamerp);
e “EML” — snekTpoHHas modyra
(HeOOs3aTENBHBIN TTApaAMETD).
9.2. |value 3HaueHue Y dopmar:
o “EX(XXX)XXXXXXX” (st
type = “ MBT”),
® TEKCTOBas CTpoka B (opmare
azpeca DIIEKTPOHHOW MOYTHI
(ms type = “ EML”).
10. JIOKYMEHT Y
10.1. | type Tun Y IlepedeHs TOMYCTUMBIX 3HAYECHHM:
JIOKyMEHTa o “RF_PASSPORT” — macmopt
rpaxxaanuHa P@;
e “FID_DOC” —  nOKyMeHT
WHOCTPAHHOTO  TpaXkIaHWHA,
YAOCTOBEPSIONINHI JIMYHOCTh Ha
teppuropuu PO;
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HanmenoBanmne | Onucanume | O0s13aTEJILHOCTH
Ne IIpuMmeyanus
napaMerpa napaMerpa napaMerpa
e “FRGN_PASS” —
3arpaHUYHbINA acropT
rpaxxaanuHa PO.
10.2. | series cepust Y/N Jlns nacropra rpaxkaannHa PO B
dopmate XXXX.
Jnst 3arpaHyHOTO Macmnopra
rpaxaannaa PO B popmate XX.
HeoOs3arenbHbIN A1 TOKyMEHTA
MHOCTPAHHOTO TPaKJaHUHA.
10.3. | number HOMEp Y Jlns nacniopra rpaxaanuHa PO B
dhopmare XXXXXX.
Jns 3arpaHn4HOro nacrnopra
rpaxnanuHa PO B popmare
XXXXXXX.
10.4. | latinLastName | ®amuus Y/N ToJBKO [T 3arPaHMYHOrO IacIopTa
(JTaTuHUIIEH) rpaxxaanuHa PO.
10.5. | latinFirstName | Mms Y/N TOJBKO I 3arPaHMYHOrO IacIIopTa
(JTaTuHUIIEH) rpaxxaanuHa PO.
10.6. | issueld Homep Y/N TosBKO IS IacmopTa rpaxIaHuHa
oJpas3ieiieH PO.
us, HeoOs3atenpHblii 11t TOKyMEHTa
BBIJIaBIIIETO WHOCTPAHHOTO IPAXKIaHUHA U
acropT 3arpaHUYHOrO MAaCIopTa IpakJaHuHA
PO.
10.7. | issuedBy Hanmenosan Y/N Tomnbko JIs IacmopTa rpaxaaHuHa
ne P®.
HoJpasJiesieH HeoOs3aTensHo 151 TOKyMEHTa
s, WHOCTPAHHOTO TPAXKTAaHWHA U
BBIJIaBIIIETO 3arpaHUYHOTO MACMopTa rpakJaHuHA
[acropT PO.
10.8. | issueDate Jlara Bbi1auu Y ®opmar: JAMM.ITIT
nacropra
10.9. | expireDate [Hara Y/N Tonpko A1 3arpaHUYHOrO NacnopTa
OKOHYaHUSA rpaxxaanuHa PO.
Cpoka ®opwmart: JAMMITIT
JIEUCTBUSA
JIOKYMEHTa
11. azpec N
11.1. | type Tum agpeca Y IlepedeHb TOMYCTUMBIX 3HAYECHHM:
e “PLV” —anpec nmpoXuBaHus;
e “PRG” —aapec perucrpanumu.
11.2. | addressStr AnpecHas Y TeKCTOBas CTPOKa, CoiepkKaIias
CTpOKa DIIEMEHTHI ajipeca (epeUHCISIFOTCS
yepes pazJenuTelb «,», He 6oxee 2000
CHUMBOJIOB)
11.3. | countryld TpexOykBeHH N B ¢popmare XXX.
BII KOJI
CTpaHbI
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HanmenoBanmne | Onucanume | O0s13aTEJILHOCTH
Ne IIpuMmeyanus
napaMerpa napaMerpa napaMerpa
11.4. | zipCode Nunekc N TekcroBas cTpoka, cojeprkarias He
6osiee 256 CUMBOJIOB.
11.5. | region O6nactpb N TekcroBast cTpoka, cojeprkarias He
6osiee 256 CUMBOJIOB.
11.6. | area Paiion N TekcroBas cTpoka, cojeprkarias He
6osiee 256 CUMBOJIOB.
11.7. | city I'opon N TekcroBas cTpoka, coxeprKaias He
6onee 256 cCUMBOJIOB.
11.8. | district Oxpyr N TexcroBas cTpoka, copeprkamias He
6omee 256 cCUMBOJIOB.
11.9. | settlement Hacenennsiit N TekcToBas cTpoka, cojeprkaiias He
MTYHKT 6omee 256 cUMBOJIOB.
11.10/ street Vnuua N TekcToBast cTpoka, cojeprKarias He
6omee 256 cCUMBOJIOB.
11.11, additionArea YTouHneHue N TekcToBasi cTpoKa, cojepxaiias He
10 PETUOHY 6onee 256 cUMBOJIOB.
MIPOKUBAHUS
11.12] additionAreaStr | YrouHnenue N TekcToBas cTpoKa, cojiepikaiias He
eet 0 YJIHIIE 6omee 256 CUMBOJIOB.
11.13) house Jom N TekcToBas cTpoka, cojeprkarias He
6onee 256 cUMBOJIOB.
11.14] building Crpoenue N TexcroBas cTpoka, copeprkamias He
6omee 256 cUMBOJIOB.
11.15/ frame Kopnyc N TekcToBas cTpoka, coeprkaias He
6omee 256 cCUMBOJIOB.
11.16/ flat KBaptupa N TexcToBas cTpoka, copeprkarias He
6omee 256 cCUMBOJIOB.
11.17, fiasCode Koxg ®UAC N dopmaT: «XXXXXXXX-XXXX-
XXXX-XXXX-XXXXXXXXXXXX»

B 3ampoc momkeH OwbiTh mo06aBien header (Authorization: Bearer) ¢ panee momydeHHBIM

MapKepoM

JIOCTyNa, BBIJAHHBIM Ha CHEHHAIbHBIN

scope

(http://esia.gosuslugi.ru/ext_imp),

MO3BOJISIFOIIMI  OCYIIECTBIIATh ABTOMAaTUYECKHMA WMIIOPT YYETHOW 3alMCU MOJib30oBareld. JlaHHBIN

MapKep BbIAACTCA TOJIBKO HOBCPCHHBIM CHCTCMaM, UMCIOIIUM IIPABO MUMIIOPTA I0JIb30BaTeJICl TaKUM

O6p330M; BblJIa4Ya MapKEpa OCYHICCTBIIAICTCA B pPaMKax MOJCIIN KOHTPOJA HOOCTyIla Ha OCHOBC

nojHoMounii cuctembi-kiueHTa ([Ipunoxenue B.3), T.e. mpaBo Ha 3ampoc TaKOro mMapkepa J0CTyma

yCTaHaBJIUBaeTcs onepaTtopom skcryatanun ECHUA.

Tak xe 3arpoc HOJIKCH OBITH oA CaH 3HCKTp0HHOﬁ MNOoANUCBI0 CUCTEMBI, KOTOpaA

umnoptupyer ydernyto 3anuck B ECHA (Request-Data-Sign), m comepxare Teno 3ampoca,

3akonupoBanHoe B popmare URL-Safe Base64 (Request-Data).

[Tpumep 3ampoca (BBI30B cepBUCa B cpefie pa3pabOTKH):

POST https://esia.gosuslugi.ru/rs/prns/import HTTP/1.1
Accept-Encoding: gzip,deflate
Content-Type: application/json
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Authorization: Bearer
eyJhbGci0iJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciIoMX0.eyJleHAIOJEON]EyMzIOMDU
sInNjb3B1lIjoiaHROcDpcLlwvZXNpYS5nb3N1c2x1Z2kucnVeL2V4dF9pbXAiLCIpc3MiOiJodHRWOlwvXC91c21hlm
dvc3VzbHVnaS5ydvwvIiwidXJuOmVzaWE6c21kIjoiZDdkNGYzZWYtZIJN1OSOOMWVhLT1iODUtY2MyODA3MTQzOWUyYI
1widXJuOmVzaWE6c2JgX21kIjoxMDAWMDAWMDAYLCJjbGl1bnRfaWQiOiJURVNUXINZUIRFTVOJTVBPULQIiLCIpYXQ1
OjEONJjExXNDYwWMDV9 . Kw—

Kxh7ckYU 5xWTiUGAVn3rkFSpé6TtfopivPfXnvgyPcgRmmPDsgjR tJyhLED8w8iV6hjk2euchvidaXxYlm r716EXS
DiAae2WUdOrrGEb-SKIHShXEBRWBIOTP1g-xA-Q3Lc-717yt6SAZAJtvUKKzaryYWDi -
r9wYZuR5kN2X081i75n85HhP1KcnERWQjT8DEQXE0aHP6rBgqcOYECxtI1iUFjZADk1JN1Iu60jg9kGEffROGYPF7VGNMEU
jJR469E0d1I3MLAImSh8MdHW mePoR19EquQPUtHwrtEALpyFLiiqvBwlnX4UQvZ7DWOlwfbwTl6pNHfoY2FAUASIw
Request-Data-Sign:
MIAGCSQGSIb3DQEHAQCAMIACAQExDZANBglghkgBZOMEAGEFADCABgkghkiGIwOBBWEAAKCAMI IDJTCCAGOCBFhKg5U
wDQYJKoZIhvcecNAQELBQAWVZELMAKGALIUEBhMCU1UxDzANBgNVBAgMBk1vc2NvdzENMASGALIUECgWEVGVZzdDENMASGAL
UECWwEVGVzdDEZMBCGALUEAWWQVGVzZACBSZXNOIFN5c3R1bTAeFw0xN]jEyMDkxMDEyMzdaFw0xNzEyMDkxMDEyMzdaM
FcxCzAJBgNVBAYTALJVMQO8wDQYDVQQIDAZNL3Njb3cxDTALBgNVBAOMBEFR1c3Q0xDTALBgNVBASMBFR1 c30xGTAXBgNV
BAMMEFR1c3QgUmVzdCBTeXNOZWOwggEiMAOGCSqGSIb3DQEBAQUAA4 IBDWAWGGEKAOIBAQCBYESM2 R1BrtltyJl5Aw
CW_tChh2euZC3FEqQWDY6TFA1Vyy9y04gM 5P1WruplhA9dCCbft5JFsz4n nE71MMRaI34tqTyyo24xzX VrhgTIi05
mt1Y5dbldfEiPVNT3aUCjF1lbFzDXoUbc8nfQizkPa CHGOOMBhuVuQWOVzw3FufAlExDjNPUoORRvaYoBWOK 3SnyS7
88xJIn-_ yQOVwu0TQkSuqpOsylfBM-

Wgl0U5x4bJ2NSeL71AzZjCL mhldaQTQOXEwB1VLuMlc5srMyw QHQ1McsNrgrnx3zhFFNLS5Sk LrSxgxOsC4sgBwlo
udvVayUUvGbge nxu7P3AgMBAAEWDQYJKoZIhvcNAQELBQADGGEBABXKOC1N] QMyvtJvZNRYM21GwQOk1aBZugREr Jmp
LAR7auYLbZnwEdt1I8KEJBOW6pTb99rnQs-T-

qZiChhOPY1bCxXGeVCXk5dJWSiGE SdArjWvSOH83iUA2Lv8Pi3N1VW2GCNO1FyS1zESHVGYJTIr5I X-dw64—
2NYETLIYPQ7HWWAEWYyO9ucLI9LM]jGKYBe5FrwiulAyD20-1nIpYtXdLSpflKangPlPdlxmxEBXMQUmMOKg7dTE~
q2gYfZLNUKsAezrat tHGHTPRngwWQHmwly rXXodlgcNxeilT dvc0Oo JfkNmgGCcO9RXSx1BWSWGynLeBBjYMy9VN8
XYQPpQOAADGCAfUwggHxAgGEBMEF8wVzZELMAKGAIUEBhMCU1UxDzANBgNVBAgMBk1vc2NvdzENMASGALUECgWEVGVzdDENM
AsGA1lUECWWEVGVzdDEZMBCcGALUEAWWQVGVzdCBSZXNOIFN5c3R1bQIEWEQDITANBglghkgBZOMEAGEFAKBPMBgGCSOG
SIb3DQEJAZzELBgkghkiGI9wOBBWEWHAYJKOZIThveNAQKFMQO8XDTE3MDYyMDEINTAINVowLwYJKoZThveNAQKEMSIEIOpP
wKJnoLommyNROKDD1WVsWuBdY fowQ4byOiN-
gSPe2MAOGCSgGSIb3DQEBAQUABIIBADINWxdZeqGBg8 4WgRs9H4SLde SukclAG6hNjlcbTgxzthzzmln JQEZOTYa
P9bQdTEhOVKZXxFXC JjPBMQauZPJcleOR5DDB 7X4MAgGpMObhpTQz3Sg7acJuddWuYxL92BDk4qyzuwgJdQIplVJi
ckBvC78XeJVolwd jx5CVENn3pUIPdKxib6dalevB6CsxD98JcsvWZ3u—

H3LOO0 ApUOUHeF84r3AZ5mtILY]j2w608rMAmsTDe7CAUXVDUAP905cTPk57rDNaW96d5J3SUtmZdx2nGBS41kJYWIND
iqyfHJ7X4nZVOS0glbT JnaXtxrZTWp9BJo6NKJaagQAAAAAAAA

Request-Data:

ew0OKICA1Zmlyc3ROYW11Ijoiw5DCmMOQwr LDkMKww5DCvcOQwr7DkMKyIiwNCiAgImxhc3ROYW11TIjoiw5DCmMOQwrL
DkMKww5DCvSIsDQogICItaWRkbGVOYW11Ijoiw5DCmMOQwr LDKkMKww5DCvcOQwr 7DkMKyw5DCUMORwociLAOKICALIYm
1ydGhEYXR1IjoiMDEUMDEUMTk50SIsDQogICJiaXJ0aFBsYWN1IIjoiw5DCnMOQwr7DkcKBw5DCusOQwr LDkMKwIiwNC
iAgTmd1lbmR1ciI6Tk0iLAOKICAic25pbHMi0i IwMDAtMDAWLTAWMCAWNYTSDQogICIjh250YWNOCcyI 6 THSNCiAgICAL
ZWx1bWVudHMi01iBbDQogICAGICB7DQogICAGICAGICI0eXB1I§ogIkl1CVCIsDQogICAGICAGICI2YWx1ZSI6ICIrNyg
50TkpOTk50Tk50SINCiAgICAGIHOsDQogICAgGICB7DQogICAGICAGICI0eXB1lIjogIlkVNTCISDQogICAgGICAGICI2YW
x1ZST6ICJO0ZXNOQHR1c3QudHMiDQogICAgICBIDQogICAgXQOKICBILAOKICALIZG9jdWllbnRzIjogewOKICAGICIlb
GVtZW50cyI6IFsNCiAgICAGIHsSNCiAgICAgGICAGINR5cGULIO0iISRIIQQVNTUESSVCIsDQogICAGICAGICIZZXIpZXMi
O1IyMjIyIiwNCiAgICAGICAgGImS51bWJI1lciI6Ijg40Tk50SIsDQogICAGICAGICIpce3N1ZUlkIJoiMTEXMDAXI1iwNCiA
gICAgICAgImlzc3V1ZEJ5Ijoiw5DCoMOQwgPDkMKSw5DC1CDDkMKzLsOQwpzDkMK~
w5HCgcOQwrrDkMKyw5HC1yTIsDQogICAgICAgGICIpc3N1ZURhAGU101 TxOC4wMy4 yMDE2Tg0KICAGICAGFQOKICAGIFO
NCiAgfSwNCiAgImFkZHJI1c3N1lcyI6ewOKICAGICI1bGVEZW50cyT 6IFsNCiAgTICAGTIHSNCiAgTICAGICI0eXB1TjogTl
BMViIsDQogICAgICAIYWRkcmVzclNOciI6IsOQwprDkMK1wS5DCvMOQwrXDkcKAWSDCvsOQwrLDkcKBw5DCusOQwrDDk
cKPIMOQwp7DkMKxw5DCu80QwrDDkcKBw5HCgsORwows IMOQwgLDkMKww5HC iMORwOLDKkMKww5DCs80Qwr 7DkMK 7w5HC
JMORwWOHDKMK 6w5DCuMOQwrkgw5DCoMOQwrDDkMK5w5DCvsOQwr 0s IMOQwqj DkMK1w5HCgMOQwrXDkMKzw5DCtcORwog
gw5DCn80Qwr7DkcKBw5DCtcOQwrvDkMK-w5DCuiDDkMKzw5DCvsORwWODDkMK—

w5DCtMORWOHDKMK 6w5DCvsOQwr PDKMK -

ICAgQICDDkcKCw5DCuMOQwr DKMKwIiwNCiAgICAgICJIjb3VudHIS5SWQi0iAiUIVTIiwNCiAgICAGICJI6aXBDb2R1Ijo
gIjMS5NDAWMCIsDQogICAgICAicmVnaWouljogIsOQwprDkMK1w5DCvMOQwrXDkcKAwSDCvsOQwrLDkcKBw5DCusOQwr
DDkcKPIMOQwp7DkMKxw5DCu80QwrDDkcKBwS5HCgsORwWOwWi LAOKICAGICAGIMEYZWEiOiAiw5DCosOQwrDDkcKIwSHCG
sOQwrDDkMKzw5DCvsOQwrvDkcKMw5SHCgcOQwr rDkMK4w5DCuSDDkMKgw5DCsMOQwrnDkMK—
w5DCvSIsDQogICAgICAiY210eSI6ICLDkMKow5DCtcORWODDKMK1w5DCs80QwrXDkcKIIMOQwp DKMK—
w5HCgcOQwrXDkMK 7w5DCvsOQwrogw5DCs80Qwr 7DkcKAWSDCvsOQwrTDkcKBw5DCusOQwr 7DkMKzw5DCviDDkcKCw5D
CuMOQwr_DkMKwIinCiAgICAgICJkaXNOcmljdCI6ICLDkMK9w5DthORwoIiLAOKICAgICAgIandHRSZWllaniOi
Aiw5DCo80RwWOHDkcKCw5HCJC3DkMKQw5DCvcOQwr £ DkMKww5HCgSDDKMK fw5DCvsORwWOHDKkMK1w5DCu80Qwr 7DKkMK6 T
1iwNCiAgICAgICJzdHJI1ZXQi0iAiw5DCocOQwr7DkMKyw5DCtcORwWOLDkcKBw5DCusOQwrDDkcKPIMOQwgPDkMK7w5DC
UMORWObDKMKwIiwNCiAgICAgICIhZGRpdGlvbkEFyZWEiOiA1w5DCoMOQwrXDkMKzw5DCuMOQwr 7DkMK 9 IMOQwgHDkKMK
ww5DCtMOQwr 7DkMKyw5DCvsOQwrUgw5DCvcOQwrXDkMK6w5DCvsOQwrwtw5DCt SDDkcKCw5DCvsOQwr LDkMKwwS5HCgM
OQwrjDkcKIw5DCtcORwWOHDkcKCw5DCssOQwr41iLAOKICAgICAGIMFkZG10aW9uQXJ1YVNOcmV1dCI6ICLDkMKiw5DCt
cORwWOHDkcKCIiwNCiAgICAgICJob3VzZSI6ICI4Ni8xIiwNCiAgICAgICIidWlsZGluZyI6ICJ1IIiwNCiAgICAgGICIm
CMEFtZSI6ICIyMDTDkcKDIiwNCiAgICAgICImbGFOIjogIsOQwr DKMK-
w5DCvC40MTkiLAOKICAGICAGIMZPpYXNDb2R1IjogIjc3LTAtMDAWLTAWMCOwMDAEMDAWLTQyMzY tMDAWMCOwWMDA1DQo
NCiAgICAGICAGfQOKICAGICAGfQOKICAGIFONCiAgfQOKEQ

Cache-Control: no-cache

Content-Length: 1476

Host: esia-portall.test.gosulsugi.ru

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (java 1.5)

{
"firstName":"lBaHoB",
"lastName":"VBaH",
"middleName" : "VBauoBuu",
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"birthDate":"01.01.1999",
"birthPlace":"MockBa",

"gender" . "M" 0
"snils":"000-000-000 07",
"contacts": {
"elements": [
{
"type": "MBT",

"value": "+7(999)9999999"
}I
{

"type" . "EML",

"value": "test@test.ts"

]
} ’
"documents": {
"elements": [
{
"type":"RF PASSPORT",
"series":"2222",
"number":"889999",
"issueId":"111001",
"issuedBy":"PYBI r.MoCKBH",
"issueDate":"18.03.2016"

1
}7

"addresses": {
"elements": [

{

"type": "PLV",

"addressStr":" KemepoBckasa o6jacTb, TamTarojibCKMiI PaMoH,
Tuna, Ycrb-AH3ac nocejsiok, CoBeTckas yimauua'",
"countryId": "RUS",

"zipCode": "652975",

"region": "Kemeposckas O6ysacTs",

"area": "TamTarojgbckum Paron",

"city": "lleperem [locesiok ToponckoTo Twumna'",
"settlement": "Ycrb-AH3ac Illocesiok",

"house": "Iom 19",

"fiasCode": "b6fbb398-97ee-4el2-al1d3-450184d23£f27"
}
1
}
}

I.Lleper\el.u IIOCEJIOK T'OPOIOCKOI'O

ITo nonmyuennsiM naHHbIM B ECHA BbINONHSAETCS MOUCK yYeTHOH 3amucu. B 3aBucuMoctu ot

TOTO, HalJieHa B ECHA YUCTHAas 3allUCh, YAOBJICTBOPAIOIIAA ITOJTYYCHHBIM JdHHBIM WA HET, OIICpalnsia

HUMIIOPTA MOXKET 3aBCPIINUTHCA OJHUM U3 CICAYIOIHNX PE3YIbTATOB!:

® TIOJIb30BATCJIb YXKC 3apCruCTpUpOBaH B ECHA (HO,Z[TBep)KI[eHHaH YUY€THaA 3aluncChb

Haiinena no CHUJIC, nanHble nacnopTa U TenedoHa COBNAIAIOT);

e HEKOTopble aTprOyThl HEe cOBIaAat0T (yueTHas 3anuch HailneHa no CHUJIC, Ho He Bce

aTpuOyThl COBMAAAIOT, TUOO HaiilieHa YNpOIIeHHas y4eTHas 3allich M0 MOOMIbHOMY

teneony);

e nonb3oBatenbs ECHUA ycnenHo moatBepk/ieH (HaliieHa CTaHJapTHas WIM rOoToBas K

MNOATBCPXKACHUIO YUYCTHAA 3alllChb 110 CHI/IHC, JaHHBIC TIacliopTa H TCJ'IC(l)OHa

COBHaHaKH)HaﬁHeHHaﬂyquHaﬂ3aHHCByCHCHHK)HOHTBCpmﬂCHax

e nomnb3oBarenb ECHA ycnemHo mnepenonarBepxaeH (HaiineHa VY3, moaTBepKACHHAs

qepe3 HO‘ITy POCCI/II/I, JAaHHBIC MacriopTa U TCJIC(I)OH& COBIIaAAaroT, HaliIcHHAas YUYCTHAA

3aMKCh YCIENTHO MEePETOATBEPKICHA);
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e co3JaHa 3asBKa Ha PErHCTpaluio (He HalJieHa ydeTHas 3aluCh I0JIb30BATeNs, B TOM

YUCIE YHOpOLICHHAas, CO3JaHa 3asBKa Ha PETHUCTpalWio, IMOJIYYCH HOMEP 3asiBKH Ha

PETrUCTPALINIO).

B oTBeTe nepenaroTcs cienyonme napaMmeTphi:

Ne

HaunmenoBanue
napamerpa

Onucanue napamerpa

IIpumeyanus

7.

requestld

Kon 3asBku Ha peructpanuo

Bo3Bpaiaercs B cirydae co3aaHusl
3asIBKM Ha PErHCTPAIHIO.

8.

code

Kon 3aBepenus onepauuu

MoskeT ObITh BO3pALIEH B BUJIE

3HAYEHUN:

— O wmm 1 — BBIOJIHEH UMIOPT
Y4ETHOM 3aIUCH;

— 2 — co3jaHa 3asBKa Ha UMIIOPT
(peructpanuio) Y4ETHOU
3aIlnCHy;

— KOJ OIIINOKH, BAPUAHTHI
npuseaensl B Tabnmma 10.

description

TekcToBoe onucanue Kojaa
3aBCPIICHUS OICpallvn

Onwucanue Uit KOAOB YCHEIIHOTO
umnopra yuétaon 3anucu B ECUA
(code =0, 1 wu 2) u aus code =
ESIA-03200

10.

message

TéKCTOBO@OHHC&HHeKOHa
OIMOKHU BBIIIOJIHCHUS orecpanmuu

Onucanue 1 KOJAOB OMTHOOK TIPH
umnopre yuétHoit 3anucu B ECUA
(3a uckimrouenrem koaa ESIA-
03200)

BapuaHTsl o1mmO0OK pUBEICHBI B
Tab6muma 10

I[anee MPUBOJAATCA BapUaHTBI OTBETOB CEPBHCA, IIPU 3aBCPIICHUHN OIICpalIU UMIIOPTA.

[Tpumep oTBeTa Ha 3amnpoc (1MoyIb30BaTelNb yxe 3apeructpupoBad B ECUA, yueTHas 3anuch yxe

MOJITBEPIK/ICHA paHee):

HTTP/1.1 200 OK
Server: nginx/1.4.6
Date: Thu, 21 Apr 2
Content-Type: appli
Transfer-Encoding:
Connection: keep-al
X-Powered-By: Servl

{"code": "O",

(Ubuntu)
016 13:43:37 GMT
cation/json
chunked
ive
et/3.0 JSP/2.2

"description":"Person already has trusted account in ESIA"}

[Tpumep oTBeTa Ha 3ampoc (y4eTHas 3aluch MOJIb30BaTENs yCnemHo noareepxkaeHa B ECUA):

HTTP/1.1 200 OK
Server: nginx/1.4.6
Date: Thu, 21 Apr 2
Content-Type: appli
Transfer-Encoding:
Connection: keep-al
X-Powered-By: Servl

"eodel:m1M,

(Ubuntu)
016 13:43:37 GMT
cation/json
chunked
ive
et/3.0 JSP/2.2

"description":"Person successfully confirmed as trusted in ESIA"}

[Ipumep oTBeTa Ha 3ampoc (y4eTHas 3amuCh MOJIb30BATENs YCIEIIHO MEPEroATBEpPKIECHA B

ECHA):

HTTP/1.1 200 OK
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Server: nginx/1.4.6 (Ubuntu)

Date: Thu, 21 Apr 2016 13:43:37 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
X-Powered-By: Servlet/3.0 JSP/2.2

{"code":"1", "description":"Person successfully reconfirmed as trusted in ESIA"}
HpI/IMep OTBCTA HaA 3aIipocC (3aHpoc Ha PEruCTpanyro yCriCiHO OTIPAaBJICH, CO3aHa 3asBKa Ha

pEerucTpanuio):

HTTP/1.1 200 OK

Server: nginx/1.4.6 (Ubuntu)

Date: Thu, 21 Apr 2016 13:43:37 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
X-Powered-By: Servlet/3.0 JSP/2.2

{"requestId":"AAAAF3A1379F965664CB56FCE55BD8CCA2F38368985607E75E23", "code":"2",
"description":"Request to register person as trusted in ESIA has been accepted
successfully."}

[Tpumep oTBeTa Ha 3ampoc (OIMOKa UMIIOPTA, HEKOTOPBIE aTPUOYTHI 3alIpoca HE COBNAAAOT C
yueTHoi 3anuckio B ECUA — TpebGyercs KoppeKTUpOBKa apaMeTpOB 3alpoca WM y4eTHOW 3alUCH B

ECHA):

HTTP/1.1 400 Bad Request

Server: nginx/1.4.6 (Ubuntu)

Date: Thu, 21 Apr 2016 13:43:37 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
X-Powered-By: Servlet/3.0 JSP/2.2

{"code":"ESIA-03200", "description":"Import account error. Person have to check entered
data or fill in the data in his account in ESIA."}

B Ta6J'II/II_IC HHWXKC NMMPCACTABJICHBI KOJAbI OTBETOB OT CCPBUCA UMIIOPTA.

Tabnuua 21 — Kosl 1 onucanue ommoboK OT cepBUca UMIIOpTa

Onucanue Koaa

Ne Kon Bo3Bpara KommenTapun
BO3BpaTa
1. | ESIA-000001 BuyTpennsis ommbka JlaHHBII KO/ BO3BpaTa COOTBETCTBYET
CHUTYyaIlUH, KoT/1a OOHapy>KeHa HEU3BECTHAS
omunoKa
o | ESIA-005029 Scope is not allowed VY cHuCTeMBI, OCYIIECTBIISIOIIEH 3ampoc K

CEepBHCY UMIIOPTA, OTCYTBYET pa3pellieHue Ha
JOCTYI K cKoymy ext_imp (Hanpumep,
yKa3aHHBIH B 3aI[pOCe MapKep JOCTyIa He
IaéT MpaBo JOCTYNa K CKoyIry ext_imp)

3 ESIA-030002 3amoHUTE MMoJjIe Onxno u3 nonent «Damunusy, «Mmsy,
«OTYeCTBOY MPHIILIO C MYCTHIM 3HAYCHUEM

4 | ESIA-030003 HesepHo ykazaHbI
napameTpsl 3arpoca

5. | ESIA-030007 Henomyctumeie [Tosst 3ampoca comepikar HEeAOMYCTHMBIE
CHUMBOJIBI B MOJIAX CHUMBOJIBI «<», «>» HIIH «&»
3ampoca

6. | ESIA-030504 Ceprudukar

AIEKTPOHHOU MOIMHUCH
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UMeeT HEKOPPEKTHYIO
cTpykTypy. OOpaTurech
B YJIOCTOBEPSIOIINIA
HEHTP

ESIA-03200

Omnbka uMrmopTa
Y4ETHOU 3aIUCH

Heo0xonuMo ckoppeKTHUpOBaTh JaHHBIE
I10JIb30BATENS B apaMeTpax 3anpoca Win
napameTpbl yueTHoit 3anucu B ECUA

ESIA-032006

YKa3zaH HEKOPPEKTHBIN
TUI KOHTaKTa

ESIA-032101

VYKa3zaH HEKOPPEKTHBIMN
aJIpeC IEKTPOHHOU
MIOYTHI

10.

ESIA-032102

B ctpykType agpeca
AJIEKTPOHHOM MOYTHI (B
MMEHHU U JIOMEHE)
JIOJIKHBI OTCYTCTBOBATh
TOYKH B Hayaye u
koHue. Hanmpumep,
mymail.mymail@exam
ple.com - BepHO;
mymail.@.example.co
M — HEBEPHO

11.

ESIA-032103

YKa3aH HEKOPPEKTHBIN
dbopmar UMEHH 151
azipeca 3IeKTPOHHOI
noyThl. JlocTynHbie
CUMBOJIBI: IATUHCKHE
OykBbI a-zZ U A-Z,
udpst 0-9 1 3HAKU
nyHKTyaun (#$%*+-
=2"_{}~)

12.

ESIA-032104

VKa3aH HEKOPPEKTHBIN
dopmar nomeHa s
azpeca AJIEKTPOHHOU
nouTsl. JlocTynHele
CHUMBOJIBI: JIATHHCKHE
OykBbI a-Z U A-Z,
uudpser 0-9 u 3HAKH
nyHKTyaun (#$%*+-
=2"_{}~)

13.

ESIA-032105

Henonyctumo
WCTIOJIB30BAaTh JIBA U
Oouee paza moaps
CJICYIOIIHE CUMBOJIBI:

14.

ESIA-032110

He ykazan aapec
AIIEKTPOHHOMU MOYTHI
MIPU BBI30BE METO/Ia
MMIIOPTa U YKa3aHUU

JlaHHBII KO BO3BpaTa COOTBETCTBYET
CUTYaLlMH, KOTJ1a B 3aIIpOCe NEPEIaH IIyCTOU
napametrp EML
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IyCTOr0 3HA4YEHUs B
atpubyre EML

15.

ESIA-032200

He ykazan nomep
MOOUITBEHOTO TenedoHa

16.

ESIA-032201

Homep moGuiasHOTO
TenedoHa COEPKUT
HEJIOMYCTHMBIC
CHUMBOJIBI

17.

ESIA-032202

Homep moGuiasHOTO
TenedoHa yka3aH B
HeBEepHOM dopmare

18.

ESIA-032203

VYKa3zaH HEKOPPEKTHBIN
HOMEp MOOMIIBHOTO
tenedoHa

19.

ESIA-032205

YKa3zaHHBIA HOMED
TenedoHa yxe
UCTIONIB3YETCS IISt
perucTpainuy y4eTHoi
3aIuCH

JlanHbIi KO OIIMOKK BO3BpAIAETCs IPU
IIOBTOPHOM HMIIOPTE, KOT1a HOMEP
MOOUJIBHOTO Tene(oHa yKe UCTIOIb3YeTCs
IIPU PETUCTPALIMS U C MOMEHTA PEruCTpaluu
HE MMponuto 3-X CyTOK AaHHOU Y3 Oblia
noxareepkaeHa yepes CMC, a Taxxe uayr
npoBepkH AaHHbIX B bBI'P u ¢ MomeHTa
PErUCTpaLK IEPBOTO 3aIIpOca HE MPOILIO 3
CYTOK, WJIM YK€ 3aIlylll€Ha PEruCTpaluus C
UCIIO0JIb30BaHUEM JAaHHOTO HOMepa TenedoHa
Y UAYT npoBepku AaHHbIX B BI'MP.

20.

ESIA-033000

He ykazan tun
JIOKYMEHTa

21.

ESIA-033001

Beenure cepuro
JOKYMEHTa

22.

ESIA-033002

Beenure Homep
JOKYMEHTa

23.

ESIA-033003

He yka3ana nara
BbIJIAYM JJOKYMEHTA

24,

ESIA-033004

He ykxa3zano BenomcTBo,
BBIJIABIIEE JTOKYMEHT

25.

ESIA-033005

YKaxkurte 1aTy BblIayd
JIOKYMEHTa

26.

ESIA-033006

HekoppekTHas nara
BBIJJA4YM JOKYMEHTa

27.

ESIA-033007

Vkaxure nary
OKOHYAHUS CpOKa
JIEHCTBHSI IOKYMEHTA

Ecnu 3arpannacnopt yka3zaH B KauecTBe
JIOKYMEHTA, YJIOCTOBEPSAIOIIETO JIUYHOCTh

28.

ESIA-033008

HekoppekrtHas nata
OKOHYAHUS CpOKa
JENCTBUS TOKYMEHTA

Ecnm 3arpannacnopT yka3zaH B KaUecTBE
JIOKYMEHTA, YAOCTOBEPSIOIIEro JUYHOCTD

29.

ESIA-033009

JlaTa okoHYaHMS CpoKa
JIEMCTBUS IOKYMEHTA
JIOJKHA OBITH MEHBIIIE
YyeM JiaTa BblJIauu

Ecnu 3arpannacnopt yka3zaH B KauecTBe
JIOKYMEHTA, YJIOCTOBEPSAIOIIETO JIMYHOCTh
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30.

ESIA-033010

Document type is
wrong

YKa3zaH HEBEpHBI THI JOKYMEHTA,
yJIOCTOBEPSIOLIETO JINYHOCTh

31.

ESIA-033011

JlnrHa Ha3BaHMS
BEJIOMCTBA, BBIIABIIICTO
JIOKYMEHT, JIOJDKHA
OBITH MEHBIIIC
{xonuuectBo}
CHUMBOJIOB

32.

ESIA-033100

Cepus nacnopra
JIOJIKHA COCTOATD U3
{kommuecTBO} 1IN (Dp

33.

ESIA-033101

Cepus nacopra MOXeET
COZIEpIKaTh TOJIBKO

1 @po1

34.

ESIA-033102

Howmep macnopra
JIOJDKEH COCTOSITh U3
{konmyecTBO} Hdp

35.

ESIA-033103

Howmep macnopra
MOXET COAEPKATh
TOJIBKO U PBI

36.

ESIA-033104

Bsenure xon
nojpa3ieJIicHUs B
1acrnopre

37.

ESIA-033105

Kox nompasiencnus B
HacIopTe J0JDKeH
COCTOSITh W3
{xonmuectBo} mmdp

38.

ESIA-033106

Kon nonpasnenenus B
MACTIOPTE MOXKET
COJIepKaTh TOJIBKO

1 dpo1

39.

ESIA-033109

RF Passport issuer
element wrong length

Hesepnas nnuna nons «Beinany nms
nacnopra PO

40.

ESIA-033110

RF Passport issuer
element wrong
character

B none «Beinan» nacnopra PO ykazan
HEJIOIIyCTUMBIN CUMBOJI

41.

ESIA-033201

Cepus 1oKymMeHTa
MOJKET COAEPKATh
TOJIbKO LIU(PBI, TUPE,
OYKBBI PyCCKOTO U
JaTUHCKOTO andaBuTa

42.

ESIA-033202

Homep noxymeHnra
MOJKET COAEPKATh
TOJIbKO LIU(PBI, TUPE,
OYKBBI PyCCKOTO U
JATUHCKOTO andaBuTa

43.

ESIA-033300

Cepus nokymeHTa
JIOJDKHA COCTOSITh U3
{kxonnyecTBO}
CHMBOJIOB
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44,

ESIA-033301

Cepust TOKyMeHTa
MOYKET COJIEPKaTh
TOJIBKO ITUGPHI U OYKBBI
pycckoro andasuta

45.

ESIA-033302

Homep noxymenTa
JIOJIKEH COCTOATD U3
{kommuecTBO} 1T (Dp

46.

ESIA-033303

Homep noxymeHnra
MOJKET COIEPKATh
TOJILKO IU(PBHI

47.

ESIA-034000

ZipCode element is
empty

He ykazan unnekc ais aapeca PO. [Tone
«HeKC» MPUCYTCTBYET, HO HE 3aMI0JIHEHO

48.

ESIA-034001

ZipCode format is
wrong

HeepHnsrii popmat nnaexca

49,

ESIA-034002

Address type is wrong

HesepHb1ii THI anpeca

50.

ESIA-034004

AddressStr element is
empty

He yka3ano 3nauenne nois addressStr

51.

ESIA-034005

Address elements
House, Building, Frame
are null

B aapece He yka3aHbl 3HaUCHUS
JIOM/KOpITyC/CTpOCHUE

52.

ESIA-034006

Address element
countryld is wrong

Yka3aH HEBEpPHBI KOJ] CTpaHbl

53.

ESIA-035100

He ykazana pamunus

54.

ESIA-035101

He ykazano nms

55.

ESIA-035102

ITone moxer
COJIEPKaTh TOJIBKO
OYKBBI pyCCKOTO HJIN
JATUHCKOTO
andasBuTOB, HUDPHI,
neduc, mpoben,
anoctpod, TOuKy,
3anATyr0. 3ansaras
JIOTTYCTHMa TOJIBKO B
cepeauHe ciosa. B
110JI€ HEI0IyCTUMO
OJIHOBPEMEHHO
UCIIOJIb30BaTh PYCCKUE
U JJATUHCKHE OYKBBI

56.

ESIA-035103

He yxa3an non

S7.

ESIA-035104

Vkaxure nary
POKICHMUSI

58.

ESIA-035105

HekoppekTHas nara
POXKJICHUS

59.

ESIA-035106

Vkaxure r PAKIAHCTBO

60.

ESIA-035107

VYkaxure
UACHTU(PUKAITMOHHBII
JIOKYMEHT

61.

ESIA-035108

YKa3aHHBINA JOKYMEHT
HE SIBJIIECTCS
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HUIEeHTU(DUKAITTOHHBIM
JIOKYMEHTOM

62.

ESIA-035109

VYkazaHHbIE
UIACHTH()UKAITMOHHBII
JOKYMEHT U
TPaXKIAHCTBO HE
COOTBETCTBYIOT JAPYT

APYTY

63.

ESIA-035110

Vka3aHplil 07
{HanmMeHoBaHuE} HE
COOTBETCTBYET
CJIOBapIO

64.

ESIA-035111

Vka3zaHHoe
IPa’KIaHCTBO
{HaumeHOBaHKE} HE
COOTBETCTBYET
CJIOBapIO

65.

ESIA-035112

Vkaxure MecTo
POKACHUS

66.

ESIA-035113

YKaxute BUJ HA
JKUTEIILCTBO HITH
paspelieHue Ha
BPEMEHHOE
MPOKUBAHUE

67.

ESIA-035115

VYka3anHas cTpaHa
POXKICHHUS
{HanmeHnoBanue} He
COOTBETCTBYET
CJIOBapo

68.

ESIA-035117

KonnuecTBO CUMBOJIOB
HE JIOJIKHO MPEBHIIIATh
700 cUMBOJIOB

s monsa «Kem Beigan» (macmopT)

69.

ESIA-035118

ITone moxer
COJIEPKaTh TOJIBKO
OYKBBI pyCCKOTO HJIN
JATUHCKOTO
andaBuTOB, HUDPHI,
neduc, npoben,
anoctpod, TOuKy,
3anATyr0. 3ansiras
JOTTYCTHMa TOJIBKO B
cepeauHe ciosa. B
0JIe HEI0IyCTUMO
OJIHOBPEMEHHO
HCIOJIb30BaTh PYCCKHE
U JJATUHCKHE OYKBBI

Jns mons «Mms»

70.

ESIA-035119

KonnuecTBO CHMBOJIOB
HE JIOJ>KHO MPEBBIIIATH
700 cuMBOJIOB

Jia nonsa «MecTopokIeHue»
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71 | ESIA-035120

KomangecTBO CHMBOIOB
B CJIOBE HE JIOJDKHO
npesbimath 30
CHMBOJIOB

Jns monst «MecTopokieHue», €Clii 3HaYCHHE
yKa3zaHo 00Jiee OHOTO CJIOBA, TO OTACIBHOE
CJIOBO HE JIOJKHO MpeBbIaTh 30 CHMBOJIOB

77 | ESIA-036100

Beeaute CHUJIC

He ykazan CHUJIC

73 | ESIA-036101

HekoppekTHbiii hopmat
CHUWJIC

74 | ESIA-036102

Beenennsrit CHUJIC
HE CYIIECTBYET

VYkazaunbiii CHUJIC vexkoppekTeH (HeBepHas
KOHTPOJIbHASI CyMMa)

25 | ESIA-039600

YKa3zaHHBIA HOMED
tenedoHa
UCIIOJIB3YETCS B APYIOU
YIPOIIEHHON YYETHOM
3anucu

JlaHHBII KO BO3BpaTa COOTBETCTBYET
CUTYalluH, KOTJa HaliJleHa YIpOIleHHas
yUYEeTHAs 3alUCh 110 YKa3aHHOMY B 3a1poce
HOMEPY MOOMIIBHOTO TeedoHa

76, | ESIA-039812

Homep MoOuibHOTO
TenedoHa yxe
UCIIOJIb3YyeTCsl B IPYro
Y4ETHOM 3anucu. Brl
CMOXeTe
3aperucTpUpoOBaTh
YUYETHYIO 3aIIUCh Ha
ATOT HOMEp TenedoHa
HE paHee JJI.MM.ITIT.
Boccranosure noctyn
K YYETHOM 3anucu uiu
YKQKUTE JPYrol HOMep
MOOWJIBHOTO Tesle(oHa

JlaHHBII KOJI BO3BpaTa COOTBETCTBYET
CUTYaIliH, KOTJ]a HOMep TeredoHa
TIOJITBEPIKJICH B IPYTOM YUETHOH 3aKch
MeHee 30 CyTOK Ha3aJl U ero UCIOJIb30BaHNE
IIPY PETHCTPALIMU HOBOW YYETHOM 3aMucu
HEBO3MOXKHO

-7 | ESIA-910307

Registration
Endorsement by SMS is
falied

HcTekito BpeMsi 0KHUIaHKsI OTBETHOTO SMS-
COOOIICHHUS C COTIIACUEM Ha PETHUCTPAIIHIO
WJTA UCYEPIIaHO KOJIMYECTBO MOTMBITOK
OTIIPaBKH OTBETHOTO SMS-COOOIICHUS (BpeMs
OXKHUIaHUS — 3 CYTOK, KOJIMYECTBO MOTBITOK —
3 mrT.)

CucremMa, UCHONB3Yysl MMEIOIIMNACS UISHTU(UKATOP 3aIBKM HA PETUCTPALMIO TMOJIb30BATENs,
MOJKET y3HATh CTaTyC 3asBKH, a TAK)KE MPUINHY OIMTUOKY (IIPH €€ HATMYIKH). J{J1s TOTydeHus TaHHBIX O
XOJI¢ BBIITOJIHCHHUS TPOBEPOK CHCTEMA JI0JDKHA BBITIOIHUTH 3anpoc metogoM GET B https-anpec REST-
API cucremsr ECUA. 3anpoc Taxoke JOKeH coaepkaTh Mapkep J0CTyIa CHCTEMBI Ha CKOYTI ext_imp.

IIpumep 3ampoca:

GET https://esia-portall.test.gosuslugi.ru/rs/reqgs/
AAAASFT79379F965664CB739F5BDCOEFD8E24797A576A4F056322D
Authorization: Bearer eyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciIeoM

B kauectBe otBeTa ECHA BO3BpalaeT jSON ¢ mapameTpaMu, yKka3aHHbIMH B Ta0u. 11.

[ B cpene pazpaboTKu cepBHuC JOCTYyTIeH 1o URL https://esia-
portall.test.gosuslugi.ru/rs/reqs/{requestld}, rae requestld — yHukanbHbIN HACHTU(HUKATOP 3aBKUA HA
MPOBEPKY NAHHBIX ITOJIL30BATENS.
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Tabmuua 22 — [TapameTpsl OTBETA Ha 3aIpOC O CTATyCE MPOBEPKH JaHHBIX MOJIb30BATEIIS

ITapamerp

Oo0s3aTeIb-

HOCTb

Onucanue

status

Cratyc 3aBKH Ha PETUCTPALMIO T0Ib30BATEN.

MosxeT mpuHUMATh 3HAYCHUS:

— VALIDATING — uner npoBepka JaHHBIX
yueTHo# 3anucu B bI'UP;

— VALIDATION_FAILED - ommnb6ka npu
MPOBEPKE JNaHHBIX yueTHOU 3anucu B bI'UP,
JeTaTN3alnsl OIMIHNOKH COEPIKUTCS B
mapametpe errorStatusinfo;

— SUCCEEDED - oneparnus ycnenrHo
BBITIOJTHEHA.

personOid

Unentndukarop 3aperucTpupoBaHHON YUETHON
3amucH (BO3BpaIaeTCs B CIydae YCIEIHO
BBITIOJTHEHHOW ONE€paliyi UMIIOPTa YUYETHOU
3anucu B ECHA)

flowDetails

BosBpariaer ganHbIe 0 3a/1a4e, ee CTaTyc U — MpH
HaJIMYMU — 00 omuoKe.
Bxuttouaet B cebst crneayromue aTpuOyThI:
— uMs (name), NPUHUMAIOLIEE CIIEAYIOIINe
3HAYCHUSI:
e 10 MOMEHTa 3aBEpIICHHUs MPOBEPKHU
CHUIJIC:

- raRegistrationEndorsement —
MOJTBEPKACHUE MOJTB30BATEIIEM
peructpannu no CMC;

- 5endSMS — otmipaBka mapoJst st
NEPBOTO BXOA;

- validateSnils — nposepka ®UO,
CHWJIC u natel poxxnaenus B [IOP
Poccuu;

e  [IOCIIE YIIEUIHOTO 3aBEPILCHHUS IPOBEPKH
CHUWJIC u co3nanus ynporméaHon ¥Y3:
- validateRfPassport — mposepka
NaCIOpTHBIX JaHHBIX B MB/] Poccuu.
— craryc (status), IPUHUMAIOITUI CIICTYIOIIHE
3HAYCHUS:
- S — yCIenrHo BHITOJTHEHa;
- P —Bpabore;
- W - oxusiaet peakiuu rmojb30BaTells Wiu
MPEBIIYIIETrO CBSI3aHHOTO 3a/1aHMUS,;
- | — uHMUOMaNM3upoOBaHa;
- C - oneparus OTMEHEHa;
- F — ommbxka BBITTOTHEHHUS.
— ommuOKa (error, Heo0sA3aTeNbHO ), BKIIFOYAIOIIAs
B ce0s ko ornOku (Code) u TeKCTOBOE
onrcanue (Message).

errorStatusinfo

HeranbHas uHbopManus 06 omuodke (mpu
Haimuun). Popmar:

— code — ko1 OmKoOKwM;

— IMEssage — TEKCTOBOE OIMCAHUE OIINOKH.
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ITpumep oTBeTa Ha 3ampoC O CTAaTyCE BBINOJIHEHMS 3asBKU (yCIIEUIHAsl pErucTpany y4eTHOU

3anucu npu ummnopre B ECUA):

{"stateFacts":["Identifiable"],"status":"SUCCEEDED", "person0id":1000352622}
HpI/IMep OTBCTA HaA 3aIlpoOC O CTATYCC BLIIIOJIHCHHUA 3asIBKH (peFI/ICTpaI_II/ISI y‘-IGTHOfI 3aIucCHu IIpu

nmriopte B ECUA He BoimoiHeHa — omuoOka npu npoepke N0, CHWIC u natel poxxnenus B [IOP

Poccun):

{
"stateFacts":["Identifiable"],
"status": "VALIDATION FAILED",
"flowDetails":

[

{
"name":"raRegistrationEndorsement",
"status":"S"

}l

{

"name": "validateSnils",
"status": "F",
"error":{"code": "ESIA-910001",
"message": "lleHcumoHHE GOHI Poccurickoi demepauuyu He MNOOTBEPIUII CyllIECTBOBaHMUE

CHUJIC c yKasaHHBEIMU pekBuUsmTamm' }
}l
{

"name": "sendSMS",
"status": "C"
}
]l
"errorStatusInfo":

{
"code": "ESIA-910001",
"message": "lleHcuoOHHEM QOHI Poccurickoy Odermepauuyr He NOOTBepIuil cyumecTBoBanmue CHUIIC c
yKas3aHHBMM PeKBU3UTaMmm"
}
}

[Tpumep oTBeTa Ha 3ampOC O CTAaTyCE BBIMOJIHEHUS 3a4BKU (PErUCTpalys YUYETHON 3alUCH MIPU

umrnopte B ECUA He BbINoJIHEHa — OIIKMOKA TPY MTPOBEPKE MaCMOpTHBIX AaHHbIX B MBI Poccun):

{
"stateFacts":["Identifiable"],
"status": "VALIDATION FAILED",
"flowDetails":
[
{
"name": "validateRfPassport",
"status": "F",
"error":{"code": "ESIA-910100",
"message": "B&nbsp;aBToOMaTUUECKOM pPEeXyMe He&nbsp;ymajloCh NIPOM3BECTU MNPOBEPKY
Bawero nacnopra."}
}
]I
"errorStatusInfo":
{
"code": "ESIA-910100",
"message": "B&nbsp;aBToMaTHMUECKOM pexuMe He&nbsp;ynajloChk NPOM3BECTM NPOBEPKY BalleT'o
nacnopra."
}
}
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NMPUNOXEHUE E. EQHBIN CEPBUC
YIPOILIEHHOUN NJIEHTU®UKAIINU TOJIb30BATEJIEN
EJNHOU CUCTEMbBI HIEHTU®UKALINU U
AYTEHTUOUKALINN

B nensax unenTudukanum noyip3oBaTenei U NpoBepKU KOPPEKTHOCTH HHPOPMALIUHU, KOTOPYIO
OHU MPEAOCTABISAIOT 00 UMEIOMIMXCS Y HUX IOKYMEHTax, co37aH u onyonukoBad B CMOB
AJICKTPOHHBIN cepBUC «ENMHBINA CEpBUC YIPOIICHHOW HIeHTU(PUKAIIUY TTOTb30BaTenel EauHoit
cHCTeMbl HAEHTHGUKAINY 1 ayTeHTHpuKaun»S. CepBUC NpeaHa3HAYEH S UCTOIb30BAHHS
(MHAHCOBBIMHU OpraHU3alMAMU BO UcnoidHEeHue TpedoBannii denepanbHoro 3akona ot 7 aBrycra 2001
r. N 115-®3 «O npoTuBoeHCTBUY JIeTaJIN3alUMU (OTMBIBAHHUIO) 10XO0B, IOJYyYEHHBIX MPECTYIHBIM
nyTeMm, U GUHAHCUPOBaHUIO TeppopusMa» u Pacnopspkenus [IpasutenscrBa Poccuiickoit denepaunn
ot 15 aBrycra 2012 r. N 1471-p.

CepBuc MOXKeT ObITh MCIIOJIB30BaH B PEXKUME IIPOBEPKH JAHHBIX MOJIb30BATEIS.

B pexume «poBepka TaHHBIX MOJB30BATENS», HICHTH(UKALMS JHUYHOCTH W  3ampoc
paspelIeHns Ha IPOBEPKY JaHHBIX JOKYMEHTOB I10JIb30BaTeNs He poBoauTcs. [IpoBepka 3amyckaeTcs
HEMOCPEJCTBEHHO B MOMEHT 00pallleHus K CEpBUCY (B JAHHOM PEKUME).

B pexxumMe «ripoBepka JaHHBIX [10JIb30BATENS» BBIIOIHSIIOTCS CIEAYIOIINE IPOBEPKU:

— mnacnopta (coorBerctBust PUO u nacnopra);
— CHMIJIC (cootserctBust PO u CHUJIIC);
— MWHH (cootserctBus @O u MHH).

Enunelii cepBuC noaaepKuBaeT cieayromme GyHKIHUU:

— UHUIMHPOBAHHE 3aIpoca Ha IPOBEPKY JTAHHBIX MOJIb30BATES;

— IPOBCPKaA CTaTyCa BBIIIOJHCHU 3al1poCa Ha MPOBCPKY JAHHBIX IMMOJIb30BaATCIIA.

E.1 Iloay4yeHue 10CTyna K 3JIEKTPOHHOMY CEPBUCY

[Topsiiok 1 npaBuiia MOMTyYEHHs! TOCTYTA K €IMHOMY CEPBUCY YIPOIIEHHON UACHTHU(PHUKALUN
noJsib3oBareseil EnquHoli cuctemsl naeHTU(GUKAIMK U ayTeHTU(UKALIUY TPUBEICH B JOKYMEHTE
«PermaMeHT MHPOPMAITMOHHOTO B3aUMOIeUCTBHUS YyacTHHKOB ¢ Onepatopom ECHUA u Onepatopom
HKCIUTyaTalui UHPPACTPYKTYPHI SJIEKTPOHHOTO NpaBUTENbCTBaY. MIHpOpMaIus copepKuTcs B MyHKTE
«ITopsimok cornacoBaHus MpaBa MCIONIb30BaHMs EAMHOrO cepBrca yrpoIeHHOH HASHTUDHKAIIUN
nosib3oBareseil Enqunoii cuctemsl naeHTUGUKaNK U ayTeHTUGUKanumu». JJOKyMeHT JOCTYyIIeH 1o

anpecy http://minsvyaz.ru/ru/documents/4244/.

80 SID mamnorO cepBuca B TecToBoit cpene CMIB — SID0004152, B mpoaykTusHoii — SID0004769.
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E.2 IIpoBepka 1aHHBIX M0JIb30BATE/IA

[IpoBepka JaHHBIX MOJIB30BATEINSI C UCTIOIB30BAHUEM JIEKTPOHHOTO CEPBUCA BKIIIOYAET B ce0
CJIEIYIOILME LIaru:

1. UC ortmpamisier 3anpoc Ha MPOBEPKY NAHHBIX MOJIb30BATENs, BKIIOYAIOIINNA MEPCOHAIBHBIC
JAHHBIE M0JIb30BaTElIs;

2. cepBHUC BO3BpaIlaeT UACHTU(DHUKATODP 3a5BKH,

CEpPBUC MHULIMMPYET MTPOBEPKY JTaHHBIX OJb30BatTens B bl MP;

4. WC npu HEOOXOAUMOCTH BBI3bIBAET METO/l, MO3BOJISIIOIINK MPOBEPUTH CTATYC BHIOJIHSAEMOM
MIPOBEPKHU JaHHBIX MMOJIH30BATENS, B KAYECTBE BXOJHBIX MAPaMETPOB YKa3bIBas UIACHTH(PUKATOP
3a51BKU;

5. CEepBUC BO3Bpallla€T CTATyC ONEpaluy IPOBEPKU JAHHBIX MOjb3oBaTensd. Ecinu onepauus

3aBCpUICHA TO BO3BPALIACTCA CTATYC OIICpallun (I[aHHLIe BallMJHbI UJIK JAHHBIC HC BaJ'II/II[HLI).

E.2.1 3anpoc Ha naeHTHUKALMIO U IPOBEPKY JAHHBIX M0JI1b30BaTEJIA

JU11 THULIMUPOBAHMSI TPOBEPKH JJAHHBIX I0JIb30BaTelIsl HEOOXOAUMO BbI3BAaTh METO/]
«OTHpaBuTH 3apOC Ha MPOBEPKY AAHHBIX MOJIB30BaTeNs (0€3 OTIPABKH MMOJIL30BATENIO 3aIpoca Ha
pasperieHue).

B xadecTBe BXOAHBIX TapaMETPOB METO/ MOJyYaeT NEePCOHAIbHbIE JaHHbIE IPOBEPSIEMOTO
nosib3oBarens (cepust u Homep nacnopta, PO, CHUIIC, MHH), HeoOxoaumbie A TPOBEACHUS
oTepaLuy.

B kauyecTBe BBIXOTHBIX NTAPaMETPOB METO]] BO3BPAIIAET CTATYC BHITOJHEHHS OTIEPAIINN
(YCHemHo win He YCHEIIHO), HASHTU(PUKATOP 3as8BKH HA WICHTU(PUKAIUIO TI0JIb30BaTENs U IPOBEPKY
ero naHHbIX (requestld), mockoabKy IpoBepKa JAHHBIX MMOJIb30BATENsl OCYIIECTBISAETCS B
ACUHXPOHHOM pEKuMe

[Tpu HeycneIHOM 3aBEepILIEHUH METO/ BO3BpaLaeT OMKOKY, COAEepKaILlyI0 KO/ U TEKCTOBOE

OMHUCAaHUE OIINOKH.

E.2.2 IIpoBepka cOCTOSIHUSA BbINOJHEHHUS 3aMPOCA

JU1st nommy4yeHust pe3yabTaTa HASHTH(GUKAINH O0JIB30BaTeNs ¥ IPOBEPKU €r0 JaHHBIX JTOJDKCH
ObITh BbI3BaH MeTOA «IlomyunTh pe3ynabTaT 00pabOTKH 3arpoca Ha POBEPKY JAHHBIX MOJIb30BATEI
(6e3 moaTBEpIKACHHS TTOJTH30BATENIEM PAa3PEIICHHs)», B KAUeCTBE BXOIHOTO ITapaMeTpa METOI
MoJIydaeT UAeHTU(UKATOp 3asiBKU Ha IPOBEPKY JaHHBIX Mojb3oBaTens (requestld).

B BBIXOJHBIX MapaMeTpax nepenaetcst HHGOpMaIHs O TEKYIIEeM CTaTyce BBIIOTHEHUS

OICpanuru 1o NMpOBCPKE JAHHBIX ITOJIB30BATCIIA. B cJIydae, €CJiv orncpanus nmpoBCPKU 3aBCPIIICHA, B
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OTBETHOM COOOIIICHUH MepeaeTcs Pe3yIbTaT MPOBEPKU: YKa3aHbl JaHHBIE KOPPEKTHBI, B IpoLIecce

00paboTKH, TaHHBIE HEKOPPEKTHBI HJIM HEBEPHBIH KOJI 3a1poca.

[Tpu HeycnemrHOM 3aBepIlIEHUN METO/a BO3BpallaeT OMuOKY, COAePKAILYIO KO U TEKCT

OILINOKH.
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